Error! No text of specified style in document.
1
Error! No text of specified style in document.

ETSI SMG4 / 3GPP TSG-T MExE
Tdoc SMG4 4M99-055
Helsinki, Finland

17th-19th February, 1999



CHANGE REQUEST No :

Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.



Technical Specification GSM / UMTS:
03.57
Version
1.4.0




Submitted to SMG

For approval

without presentation ("non-strategic")



list plenary meeting or STC here (
for information

with presentation ("strategic")




PT SMG CR cover form. Filename: crf26_3.doc

Proposed change affects:
SIM

ME
X
Network


(at least one should be marked with an X)

Work item:
MExE

Source:
Motorola
Date: 
12/01/99

Subject:
Updated Security Table

Category: 
F
Correction

Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(one category 
B
Addition of feature


Release 97


and one release 
C
Functional modification of feature
X

Release 98
X

only shall be 
D
Editorial modification


Release 99


marked with an X)



UMTS


Reason for 
change:

Note that this CR contains an updated security table which contains no technical changes, but has been reformatted, cells merged, and the description of the permission/privilege improved.

Technical changes to the reformatted table are shown with revision marks.
3 definitions of “with user permission” are proposed.

Although not explicitly marked on the revised table, it is further proposed that:-

1. All “yes” entries should be modified to “yes (with user permission)”, following the added definitions of “with user permission”.

2. All qualifications such as “(with user permission)” are marked with a footnote, and all footnotes are directly appended to the end of the table; this will make the table look less cluttered.
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MExE Security Levels

Action

1
2
3
4
1. 
2. Read file

3. Write file

4. Get file information

5. Delete file
Yes

(except in user pre-specified directories)
Yes 

(only in application/applet’s own directory)

(Restriction may be required on space allocated to write)

Load native code libraries
No
Yes
No
1. 
2. Initiate a voice/data connection

3. Accept a voice/data connection 

4. Intercept an incoming voice/data connection.

(A network connection may be via any supported bearer service).
Yes
Yes

(with user permission)
No

Call forward
Yes

(with user permission)
No
Yes

(with user permission)
No
1. 
2. Terminate an existing connection

3. Hold an existing connection

4. Resume an existing connection
Yes

Yes

(with user permission)
No

Modification of user invoked connection


Yes
Yes

(with user permission)
No
1. 
2. Add a phonebook entry

3. Delete a phonebook entry

4. Get a phonebook entry

5. Modify a phonebook entry
Yes

(with user permission)
No

Send an SMS
Yes
Yes

(with user permission)
No

Add an application or applet
Yes

(with user permission)
No

Delete a saved application or applet
Yes

(with user permission)
Yes

(with user permission, but only  in pre-specified directory)
No
1. 
2. Add a certificate for a given level

3. Delete a certificate for a given level

4. Replace a certificate for a given level
Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate

(with user permission)
No

Audio access (e.g. wake-up service)
Yes
No

HTTP Cache manipulation
Yes
No

Get IMEI
Yes
No

Location Information
Yes

(with user permission)
No
Yes

(with user permission)
No
1. 
2. Activate a user profile

3. Modify a user profile
Yes

(with user permission)
No
Yes

(with user permission)
No

Table 2: Security levels and actions
“with user permission” is defined to mean that the user can give permission for a specific action in one or more of the following ways:-
· blanket permission

The user gives blanket permission to the application for the specified action, and the application subsequently uses the user’s original permission for the identified subsequent actions whenever the application is running.  
Typically such permission would be given at application configuration or run time.

· The user permission no longer applies once the application has been removed.
· session permission

The user gives permission to the application for the specified action during a specific run time session of an application, and the application subsequently uses the user’s  permission for the identified subsequent actions whilst the application session is still running.  
Typically such permission would be given at application run time.
· The user permission no longer applies once the application run time session has terminated.
· one-shot permission

The user gives a single permission to the application for the specified action; if the application subsequently wishes to repeat the action it must again request the user’s  permission for the identified subsequent action.

Typically such permission would be given at application run time.

· The user permission no longer applies once the action has terminated.

