3GPP TSG-T (Terminals) Meeting #26 TP-040272
Athens, Greece
8 - 10 December 2004

Presentation of Specification to TSG T

Presentation to: TSG T Meeting #26
Document for presentation: TS 31.048 Test Specification for TS 23.048 Version 2.0.0

Presented for: Approval

Abstract of document:

The present document describes the technical characteristics and methods of test for testing the
Security Mechanisms for the (U)SIM application toolkit. It specifies the following parts:

- test applicability

- test environment description

- tests format

- test area reference

- conformance requirements

- Test Area Files

- test procedure

- test coverage

a description of the associated testing tools that shall be used..

Changes since last presentation to TSG T:

In all sections, corrections and updates to finalize the document.

Outstanding Issues:

None

Contentious Issues:

None

References:



3GPP TS 31.048 v2.0.0

Technical Specification

3rd Generation Partnership Project;
Technical Specification Group Terminals;
Test specification for TS 23.048

(Release 5)

S

GLOBAL SYSTEM FOR —
MOBILE COMMUNICATIONS =

The present document has been developed within the 3™ Generation Partnership Project (3GPP ™) and may be further elaborated for the purposes of 3GPP.

The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP ™ system should be obtained via the 3GPP Organizational Partners' Publications Offices.




Release 5 2 3GPP TS 31.048 V2.0.0

Keywords
GSM, SIM, API

3GPP

Postal address

3GPP support office address
650 Route des Lucioles - Sophia Antipolis
Valbonne - FRANCE
Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet
http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2004, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TTA, TTC).
All rights reserved.

3GPP



Release 5 3 3GPP TS 31.048 V2.0.0

Contents

COMEBIIES ...ttt et ettt et e et et et s e st e sea e e ae e a e e st e s aaesaeesaaeemaeeaneeneesneesanesanesanenan 3
FOTEWOT. ...ttt ettt et st st st st e bt e bt e bt e s at e st e e et e st e st esmeesaeesaeesanesanenas 6
1 SCOPE ettt ettt ettt ettt ettt et st st st e b e bt b et e a e e et et bt e s aeesaee st e e b e e be e beeeneeeaee 7
2 RETETEICES ...ttt ettt ettt e sh e e b e s st e et beebe et e s st emeenesmeennens 7
3 Definitions and abDIEVIAIONS......cc.ciiiirieirieiiiiieieetee ettt ettt st s sr e b e 8
3.1 DEINITIONS. c.cuiiiiiiiiiiiiictc e e e a et 8
3.2 ADDIEVIALIONS ..ttt 8
4 TSt ENVITONIMENLT ......eiiiiiiiiiiiiteeteeeeeetet ettt ettt ettt et e se e sme e saeesatesareebeebe e seesseesneeeaee 9
A1 APPHCADIIILY ..ottt ettt b ettt e ae e s bt e bt e b e e e a b e e a b e eh e e nbe e bt e bt et e eatesbeesbeebeens 9
4.2 Test enviroNmMeENt AESCTIPIIOM ....eeuiitirtiriterttenteet et et et st st e et e bt et e satesbtesbe et e esbeeabeesbesstesbeenbee bt enbeeatesntessaesseenseens 9
4.3 TESES FOTIMAL .ottt ettt e bbbt ettt et e b e b s bt sa e ea e et e aeaesa e b saeenis 10
43.1 Test Area REfEIENCE .....coiiiiiiiiiiiiiiic s 10
4.3.1.1  FOrmat deSCIIPLION. ...cc.ccoiiiiiiiieiieieeteet ettt ettt ettt et s e s ae e s me et esneemneeanessnesnnesneeneeaneeanes 10
4.3.1.1  Conformance FEQUITEIMENLS .......c.cecuerterrierierrieerertertentente et et eseeeseesue et e neesseesesanesaeesseeseeseeneesseenseenneenneennes 10
4.3.1.2  TeSt Area FIlES ...ccuiiiiiiiiiiiiiiiiiiii e 10
4.3.1.3  TeSt PrOCEAULE ......couiiiiiiiiiiiiicicictcc et sa e s 11
4314 TSt COVEIAZE ..ccuveureieeieeieettete ettt et et et ere st e s st e st et e e et sae e saeesseeas e e st e s e eanesaeesme e st emstemseemneemneennesnneneenneennes 11
4.4 Initial CONAITIONS ....oooviiiriiiiiiiieiiiieictctee sttt ettt sb e e sa ettt b b e s b sbeese s e b eaesaeenesaeenis 11
441 SECUTILY PATAIMEGLETS «..veeuveeuteeuteriterttenteeteeteetteettesbeebe e beeatesatesbtesbee bt eateeateebeeebe e bt eabeeabeeabesbtesbeesbeenbeenteenteenteeneens 11
442 PreperSONAlISATION ...c...eetieiiiiieitieieee ettt et ettt s bt et e bt e at e e bt e bt e bt eabeeabeeabesaeesbeenbe e beenteeaaens 12
443 ERVITOMIMENE ..ottt ettt et e et eab e e bt e s bt e s bt et e eat e e at e e bt e ebe e bt enbeeabeeabesbeenbeenbeenteentesaeens 13
4.5 PACKAZE NAIMIC. .. .eiutiiiiiieiiieiteetee ettt ettt ettt b e s bt e bt et e et e sat e s bt e bt et e ea b e eat e e bt e bt e bt eabe e bt et e eateeateebeenbeenbe e beenres 14
4.6 AID COUINE...c.ecuiiiieiieiiieietetete ettt ettt ettt ettt et s st n ettt e a st a et n st n e n et nenen 14
4.6.2 Specific Test APPIEt INAME.....cccueriiiiiiieieeteeert ettt ettt et ettt e st eresanesaee st esneemaeemneenneennens 14
4.7 TeSt EQUIPIMENT ..c..eiiiiiiiiiiiieicee ettt ettt et ettt et et et st s sae e st e et eanessneene e s e e e e neeanes 15
4.7.1 APDU 00t 15
4.7.2 UL PACKAZES «..eenveeitieieeeieeieeieete ettt ettt ettt et e e st st a e et et e s e eae e n e e bt e st sanesanesaeesneemneemneenneennens 15
4.7.3 Applet inStallation PATAMELETS ......eeuverreerrerieriertereerttete e eteeste et ere e e sare st e st esreesresaeesree st esneemnessaesneenseeaneennes 15
4.7.3.1  SECUIILY PATAIMELETS ....ueeuterutetteteeteetenttenteenteeteeatesatesseesteenteeuteeseesbe e beenseeabeeabesatesbeenbeenbeeabeeateesteebeenbeenbeenbeennes 15
4.7.3.2  LOAdING COMPONEILS ...ccuveeuteruiiruientientienteeteeteetesttesteesteeteeateeutesseesbeenteesseeateestesstesbe e beenseeatesaeessaessaenseenbeensesnses 15
4.8 Testing MEtNOAOLIOZY .....eiiveiiiiiiiiiiientet ettt ettt et et s bt bt e bt et et e e st e st e sheesbee bt e bt eateeseeebeenbeenbeenbeeanes 15
4.8.1 Test interfaces and FACIIILIES ........couevuiriiririiriiicieeeere ettt s sre ettt saesa e s 15
5 TESt SPECTTICALION. ...ttt ettt et et ettt e bt e s bt e st e st e et e e be e bt e satesabeeateenbeebeenneas 16
5.1  Generalised SECUTEd PACKE SEITUCIUIE ....cccueeviriirierieeiiete ettt ettt ettt et ne s seeesaeer e e e saeesseesne e neeaneennes 16
5.1.1 Command PACKEL STTUCLUTIE .....c..eeruiiririieiirieeieeeteee ettt et ettt e s et e e et e st sanesaeesreeneemaeemneenneennens 16
5.1.1.1  Conformance REQUITEMENLS ........oeueruieriiiriieieeierie ettt ettt et e e e enesaeesaeesaeesreeneeseeeseesneeneenneennes 16
51.2 RESPONSE PACKET SITUCTUTE .....eenvieniieiiieiiieiieeieeeteee ettt sttt ettt ettt et et e s s e e saeesreesneesaeemneenneennenn 17
5.1.2.1  Conformance REQUITEIMENLS ........eetirutertiertieieeierte ettt tert et eateeate s bt e bt e bt e beetesaeesatesbeenbeenbeesaesbeenbeenbeenbeenses 17
5.2 Implementation fOr SIMS-PP .........cocooiiiiiii ettt sttt ettt st s be e b e be e b e 18
5.2.1 Structure OF the SIMS ...ttt et b e b e bt bt et et e s bt e sbtesbeenbe e teeteenteeaaens 18
5211 Commands DESCTIPHON ...ccoueiuieitiiieeterttertteteet ettt ettt e e sbe e bt et et e sabesatesbe e beeabeeabesaeeestesbeenbeenbeenbeeanes 18
5.2.2 Command Packet contained in a Single SMS-PP........cccoiiiiiiiiiieeteeeeee ettt 20
5221 Commands DESCTIPHON ....ccueiruiiitiiiieteittenttet ettt ettt et sbe e bt et ea e sabe s bt e sbe e beebeeatesaeeestesbeenbeenbeenbeeanes 20
523 Command Packet contained in a Concatenated SMS-PP .........ccccooviiiiiiiiiiniinecceec e 23
5.23.1  Commands DESCIIPHION ....ccueeriiiriiiiirieiieteteee ettt ettt ettt ettt e s e s e e s e e st esnesmnesaeesanesre e seeneeaneennes 23
524 RESPONSE PACKET SITUCTUTE .....eenvieniiitieiiieiteeiieeeeet ettt ettt et ettt et et et e st sanesaeesreesneemaeemneenneennenn 26
5241  Commands DESCIIPHION ....cc.eeriiiriiiiirieiieieeeete ettt ettt ettt e e s s re e e esnesanesaeesanesseesseeneeaneennes 26
5.2.5 Security Mechanism for the Command Packet .........ccceoovuiiriiiiiiiiniiiiiiiieiecteceeee ettt 27
5.25.1  Commands DESCIIPHON ....ccueeriiiriiiiirieiieeeteee ettt ettt ettt e e st s e e e esnesanesaeessnesseesneeneeaneennes 27
5.2.6 Security Mechanism for the Response PaCKet..........cooeevuiiiiiiiriiniiiieieteetceeeee et 41
5.2.6.1  Commands DESCTIPHON ....ccueeruiertiriirterttentteteete ettt ettt et sbee bt et eabeeabesatesbe e beeabesabesaeesatesbeenbeebeenbeeanes 41
5.3  Implementation fOr SMS-CB ........cociiiiiiiiiiieeee ettt ettt ettt st bt e bt e bt et e satesbeesbe e beenbeeaees 52
5.3.1 Structure of the CBS page in the SMS-CB MESSAZE......c..cevuertiriiniiiiieiinteeitenitenieeie et site et e st et sieesaeens 52
5.3.1.1  Conformance REQUITEIMENLES ........eetiruteriierieeieeieete ettt eert et eateette s bt e bt e be e beesbesaeesaeesbeenbeenbeeneesbeenbeenbeenbeenses 52

3GPP



Release 5 4 3GPP TS 31.048 V2.0.0

5.3.1.2  TeSt SUILES FIlES c.vouuiiiiiiiiiiiiiiiiiiicc s 52
5.3.1.3 TSt PIOCEAUIE ..ottt ettt ettt et et se e st e st e st en e et e saeesme e s e e b e e st eanesanesaeesaee st emsesmnesmnesneeseenneenneennes 52
5.3.1.4 TSt COVETAZE....eeueeuteetenieeieett et ette et e bt et et e eate s bt e sbe e bt et e eatesae e s bt e sbe e bt en b e eabeeate s bt e sbe e bt enbeenbeeateesteebeenbeenbeenbeennes 54
5.3.2 A Command Packet structure contained in @ SMS-CB MESSAZE.......cccuereeriiiniirriirienienieeieeteeeenieesieesie e saees 54
5.3.2.1  Conformance REQUITEIMENLS ........eeuteruteriierieeieeieete et sttenteet et eateeutesbte bt e bt e beesbesatesatesbeenbeenbeentesseenbeenbeenbeenses 54
5.3.2.2 TSt SUILES FILES c.veuviiiiiiiieiieieieiececrt ettt sttt b bbbt et a b sa e b s 55
5.3.2.3 TSt PIOCEAUIE .....eeuveeutienieeieete et ettt et et et e et e sbte s bt e s bt et e e bt eateebte s bt e bt en bt ea bt eabeeabesaeesbeenbeembeeatesatesbeenbeenbeenbeeases 55
5.3.2.:4 TSt COVETAZE....eoueeueetieieeieetteiteette et e bt e bt et eeate s bt e sbe e bt e beeabesateshtesbe e bt ea bt eabeeste e bt e abe e beenbeenbeeateeateebaenbeenbeenbeennes 55
533 Security mechanism fOr SMS-CB ......c...cciiiiiiiiiie ettt et eae e e e 56
5.3.3.1  Conformance REQUITEMENTS ....cc..eeuiruiiriiiriieieeierte ettt ettt et e e e nesaeesaeesae e st ene e e e reesse e neeaneennes 56
5.3.3.2  TeSt SUILES FIlES c.eouiiiiiiiiiiiiiiii s 57
5.3.3.3 TSt PIOCEAUIE ...c..eeuveenrieiiieieeet ettt ettt et s e st e st e st e esa e et e e e eae e s e e bt ean e e s e sanesanesaee st emneemnesmneeneeneenneenneeanes 57
5.3.314 TSt COVETAZE. ...euvemeeieerieteeet ettt ettt et et s e st e st et e eae e eae e sae e st et e e s st e s e emsesaeesme e st emseemneemneesneennesneeneenneennes 70
5.4  Remote File Management fOr SIM.........ccccoiiiiiiiiiiiiiieeneeectete ettt st e s s 71
5.4.1 Behaviour of the Remote File Management APpliCation ..........cccevuervierienienieenieniienieneeneenie et sieesiee e eeeens 71
54.1.1 Command SESSION AESCIIPLION .....eeuvirutertiertieieiieete ettt eet et e e et e bt e bt e beebesbesatesbeenbee bt eateeatesbeenbeenbeenbeenses 71
54.2 Coding Of the COMMAN .....c..coiiiiiiiiiiiit ettt ettt et ea e s bt e s bt e be e sbeenbeebeeateeatesaeens 73
5.4.2.1  SIM INPUE COMMEANT....ceiutiiiiiiiitieiietee ettt ettt et st e et e et e eatesbe e s bt e bt e bt eabeeabesatesbeesbee bt eateestesbeenbeenbeenbeenses 73
5.42.2  SIM OULPUL COMMEANA .....eeruiiiiiiiiiieteettentt ettt ettt e st e et e et e eatesbe e bt et e eabeeabesatesbeenbeenbeeabesaaeesaesbeenbeenbeenbeeases 76
543 SIM specific behaviour for Response Packets (Using SMS_PP).......ccccoooviiiniiiiniiiiiiiniiininnccicicicienns 77
5.43.1  Conformance FEQUITEIMENLS .......c.cecuerteruierierrieeriertertentente et et eeeeueesteesreeneesseesnesaeesaeesseesseeneesnesneesseeneenneeanes 77
5432 TeSt Area FIlES ...couiiiiiiiiiiiiiiiiiiiiic e 78
5.4.3.3  TeSt PrOCEAULE ......couiiiiiiiiiiiiiicictcc et sa e s 78
5.4.3:4 TSt COVEIAZE ...ccuverureiieieeteettete ettt et et et e et e st e st e st et e esatsae e saeesse e st e st e st emnesanesme e st emstemseemsesmneenaesnneneenneennes 79
5.5 Remote File Management fOr USIM.........cccccoviiiiniiniiiiiieniceeteeereeree e st ene e s 79
5.5.1 Behaviour of the Remote File Management APpliCation ..........cccevuerrierienienieenieniienieneeneenie et st sieesieeseeeaeens 79
5.5.1.1  Conformance REQUITEIMENL . .....cc.cirtirutirtieieeieeterite sttt et et etteste e bt e bt eabeeabestesaeesbeesbee bt eateebaesbeenbeenbeenbesanes 79
5512 TeSt ATCA FIIES .oouviiiiiiiiicieeeeeee ettt sttt sa et sa e b s 79
5.5.1.3 TSt PIOCEAUIE ......couiiiiiiiiiieiieiict ettt ettt bbb bt st e aenesa e b saeenis 80
5.5. 1.4 TSt COVEIAZE ...ccuveruteruieieeteetteteette et e st e bt e bt et e sate s bt e s bt e bt e bt eateebeesbe e bt ea b e eabeeabesatesbeenbeenbe et e eateeateeseenbeenbeenbeennes 80
552 Coding Of the COMMANA .....c..coiiiiiiiiiiiiit et ettt et ettt eat e s bt e bt e bt e sbeenbeeteeateenteenaens 81
5.5.2.1  USIM Input COMMEANM......ccceiriiiiiriinienieneeieete ettt et ettt r et ene s e e st e s me e e esnesmnesaeessnesneesneeneeaneennes 81
5.5.22  USIM Output COMMANA ......eooviriiriiriieriieieeteereetestesrteste et eereseeeste e ree st eneenesaresaeesseesseenseennesseesseesseeneenneennes 84
553 USIM specific behaviour for Response Packets (Using SMS_PP) .....cccooiviiiiiinininininnccieceneeneeeeeee 85
5.53.1  Conformance rEqUITEIMENTS: ........cecuerierrierrerrieertertertertente et et ereereesteesreene e seemnesaresaeesmeesseemseeneesneesseeneenneeanes 85
5.5.3.2  TeSt Ara FIlES ...ccuiiiiiiiiiiiiiiiiiiii e 86
5.5.3.3  TeSt PIOCEAULE ......couiiiiiiiiiiiiiicicice et sa s 86
5.5.3:4 TSt COVEIAZE ...eouveruteuietieteett et ette et e bt e bt e e et e s bt e s bt e s bt e bt e bt eat e s bt e s bt e bt ea b e eabeeabeeatesbeenbeenbeeabeeateeateebeenbeenbeenbeennes 87
5.6  Remote ApPlet MaNQ@EMENL......coeertieiiriierientierieesieete ettt sttt et et e ebee s bt e bt e be et e s atesbeesbee bt eabesatessteebeenbeebeenbeeanes 87
5.6.1 Remote Applet Management Application BERAVIOUT ........cc.covuiriiriinieiiiieeieeteeteeeee et 87
5.6.1.1  Command SESSION AESCIIPLION .....eeuveruieruieniieieeieeie ettt eet et eat e et esbte bt e e ebesbesatesbeenbee bt eatesatesbeenbeenbeenbeennes 87
5.6.1.2  Applet management DERAVIOUT ........cotiiiiiiiiiiierte ettt ettt st e bt et st saeesbeesbe e beebeenees 88
5.6.2 COMMANAS COAIMNEZ ..c.uveruriiiiiieiietee ettt et sttt ettt et e s st e bt e bt e st eaneeanesaeesseesseenseemseemneenneennens 92
5.6.2.1  Commands COAING SLIUCLUIE ........eoueeruieruierrieieetertertenteete et et eeee st e st et eanessresanesme e st esseemnesmnesnnesneesneeneenneennes 92
5.6.22  Input cOMMANA COAINE ....cccvtriiriiriiriieiieiteeete ettt ettt ettt et et et e an e sane s e e st esaeeanesanessneereesneeneenneennes 93
5.6.23  Output cOMMANA COAINE ....veruviiiiriiiieiieiteeeerte ettt ettt ettt e re st st e st eaeenesanessnesreesneeneeneennes 94
5.63 (U)SIM RESPONSE PACKEL ....ceenviiiiieiieieiiierieetteteteest ettt ettt ettt sa e bttt e b saeebesae s 95
5.7  ANNEX A COMMEANGS....coiiiiiiiiiiiiiiiiiiiite et et a s bbb e sa e b b sa e bea e sa b ens 96
5.7.1 Applet Management COMMANGS .....cc.ueeeertieriirrieriierteneene ettt e sttestee bt ebeebesstesbeesbeenbeeneesaeesseesseesbeenseensesnses 96
5.7.1.1  Commands DESCTIPHION ....cueeutiitiiiieieittentteteete ettt ettt et e e sbe e bt e bt e e sabe s bt e sbe e beeabesabesaeesatesbeenbeenbeenbeeanes 96
5.7.2 InStall COMMANS.....c..couiiiiriiiiiieieictcee ettt ettt b e b e s b et snesaesbesanenene 100
5.7.2.1  Install(Load) COMMANA .....c..ccoeiiiiiriiiiniiiiieiceetee sttt sttt et sb et e sae et nesae b saeeneeaeen 100
5.7.2.2  Install (install) and install(install and make selectable) commands.........cccoceeererieienieniinienenieneneneeeeeeneen 103
5.7.3 Delete COMMANG........ccuiriiiiiiiiiiieteteteee ettt sa e sttt besa e e b bt s bt neaebesaeeneeaeen 116
5.7.4 Load COMMANd........cciiiiiiiiiiiiiii e 116
5.7.5 Put Key COMMANA ......oooiiiiiiiiiiieiceieeee ettt sttt e s sae e st e n e e s nesanesanesanesanenne 116
5.7.5.1  Command SESSION AESCIIPLION .....ceuirurieiiriiiriiiieeitete ettt ettt e et esre et e e ssnesanesaeesaeesaeemneemneemneennens 116
5.7.6 Set Status COMMANG ......ocviiiiiiiiiiiiiii et s 117

3GPP



Release 5 5 3GPP TS 31.048 V2.0.0

Annex A (normative): Test area reference acronym table..........ccccceeviriinieniiniiiiinininininncceceeen 118
Annex B (normative): Script file syntax and format desSCription...........coceueeuereeverreeeneneneneneneeeeeeeeeeeenes 120
B.1  SyNtax deSCTIPLIOM .ceeutiettieiieeteeteeeet ettt ettt ettt st e st e bt e bt e sbt e satesabeeabe e bt e bt esstesatesaeesabesabeeas 120
B.2  SEMANLICS ..uviiiiiiiiiiiiiiiiiici e bbb s be e 121
B3 EXAMIPIC ...ttt ettt e b et st st e bt e bt e bt e h e e et e bt e eatesateeteebeeas 121
B4 Style and fOrMAatting ........eeiueeiueriiiieeteee ettt ettt et et e st e st e st et e e bt e bt e s st e saeesatesaeeebeeas 122
Annex C (normative): Default PrepersonaliSation ...........ccocevererierieneerienenitenenterieseeeiesie st et 123
C.1  General Default PrepersonaliSation..........coceecieeiirriirriiniereentene ettt ettt ssee e e e e 123
C.2  Sim.Access.SimView test default prepersonaliSation ..........ccc.ceeceeveerienienienienreenteete e 124
C21 DFSIMTEST (SIM TCSt) ..................................................................................................................................... 124
C22 EFrnr (Transparent NeVer REAM)......coveuerieriiriririeicicienteniesie ettt sttt ettt se e sttt sa e e en 124
C.23 EFrny (Transparent NeVer UPAte) ......ccecerirereririerieienenienie ettt st st et eteteseesbessesse et eaesesaesnesaees 124
C24 EFraru (Transparent Always Read and Update) .......cocceevevueririninieienienieneneneecetetesteie et 125
C.25 EFcnR (Cyclic NeVer Read) ..c..ceveiuieuiiiiiiieniieienieetetetee sttt ettt ettt et sttt sae e en 125
C.2.6 EFcNU (CYCHC NEVET UPAALL).....eoueeuieiiiiieriieieeieeitetetesie sttt ettt st sbe sttt e st e aesae e bt satese et esaeneseeebesneen 125
Cc2.7 EFcnic (CYClic NEVET INCIEASE) ...c.veiuiiiiiiiiiiniiiiiiieiieictcie sttt sttt sa e st aenesae e n 126
C.2.8 EFcniv (Cyclic Never INVAlidate) ......oveiiienieiiieiiiciieniceeeeie sttt sae s 126
C.2.9 EFcnru (Cyclic Never Rehabilitate) .....cc.eeeeieiiiiiiniiiiiniiieicectcecteiestceeseet ettt sae e 126
C.2.10  EFcaru (Cyclic Always Read and Update) .........cceeuiveriiiiiiiiiiiiiieninenecteecreiestesresee et saesne s eneene 127
C.2.11  EFing (Linear Fixed Never REad) ......c.cceoiiriiiiiiiiiiieieiteeeieeeete sttt ettt ettt st st saee i 127
C.2.12  EFiny (Linear Fixed Never UPdate).......cocceieieriiriiniininiiiiicieieteie sttt sse et ene s saenesaeeneene 127
C.2.13  EFparu (Linear Fixed Always Read and Update)..........couevereriririeienienienenineeeeteeeteie st seenaeneens 128
C.2.14  EFna (Cyclic Increase Not ALLOWE) .......oveviviveieicuiiiiiieeeectccc s 128
C.2.15  EFpgac (Transparent Read Access Condition CHV2)..........ccooueiiiiiiniininiiiccccc e 128
C.2.16  EFpppc (Transparent Invalidate Access Condition CHVL) ... 129
C.2.17  EFac (Cyclic Increase Access Condition CHV2) ..o 129
C.2.18  EFqaq (Cyclic Increase Access Condition ADM) ........coviiiiiiiiiiiiierciccccc e 129
C2.19  EFcngy (Cyclic Never Rehabilitate Invalidated) .....ooooveveveieiiiiiiiiiiiicc 130
Annex D (normative): loading , testing and cleaning script eXamples. ......c..cocecueeeeererenenencnieneeneereeenenes 131
Annex E (normative): Test ATea FIlEs. ......covrieririiiiniiiiieteineceneeee ettt 132
Annex F (Normative): Configuration Parameters File .........cocovevieiiininiiininiiinininicneeteeneeeeceeece e 133
L BN 7 1L 2D OO O O OO TSP SO TSRO P ST PSOROPRPROTRR 133
F.2  File Contents and OrganiSation .........ccceeceeeuieiereriesterereenteneeeesreeeesseeeessesmeesesseeeessesmeessesseessessesnens 133
F2.1 Default values, order and PrOCESSINE......c..cooeeruirrririririenieiieeereere ettt et et eereseee s st e re e snessnesanesmeesenenne 134
F2.2 CONVERT SECHOM ...ttt a e s e s sa b s eneens 134
F23 INSTALL(IOAA) SECHOM ...c..eeueiuieuietetertentteieeiteite ettt sttt ettt e sae s bt sttt e e e b e sbesb e s bt smeeneneebesaeesene 134
F2.4 LOAD SECHOM......ciiiiiiiiiiiiiicicctct et b et a e e sa b s 134
F.2.5 INSTALL(INSEAIL) SECHOMN ...cuveviiteieietentieierieeite ettt sttt ettt sae bttt b sre e bt et eaeeaeseenbesaesneene 134
F3  FUll @XAMPIE ...ciiuiiiiiiiieiieeeee ettt ettt sttt et e et e bt e s at e s at e st e et e e be e st e satesatesabeeabeens 135
Annex G (normative): Specific RFM tests appliCability .........ccecveceeirirenenienienieieeeeeceesesesreneeeeeeeeeenes 137
Annex H (informative): Change NiSTOTY .......cotevieriritenerietietetet ettt ettt ettt st et sb et sae e eees 138

3GPP



Release 5 6 3GPP TS 31.048 V2.0.0

Foreword

This Technical Specification (TS) has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x the first digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z the third digit is incremented when editorial only changes have been incorporated in the document.

3GPP
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1 Scope

The present document covers the minimum characteristics considered as necessary in order to provide compliance to
3GPP TS 23.048 " Security Mechanisms for the (U)SIM application toolkit; Stage 2" [6].

The present document describes the technical characteristics and methods of test for testing the Security Mechanisms
for the (U)SIM application toolkit. It specifies the following parts:

- test applicability

- test environment description
- tests format

- test area reference

- conformance requirements

- Test Area Files

- test procedure

- test coverage

- adescription of the associated testing tools that shall be used.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

e References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For a specific reference, subsequent revisions do not apply.

e For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[3] 3GPP TS 51.011: "Specification of the Subscriber Identity Module - Mobile Equipment (SIM -
ME) interface" (Release 4).

[4] 3GPP TS 31.111: "USIM Application Toolkit (USAT)".

[5] 3GPP TS 43.019: "Subscriber Identity Module Application Programming Interface (SIM API);
SIM API for Java Cardd ; Stage 2".

[6] 3GPP TS 23.048: "Digital cellular telecommunications system (Phase 2+); Security Mechanisms
for the SIM application toolkit; Stage 2"

[7] SUN Java Card Specification "Java Card 2.1 VM Architecture Specification".

[8] ETSI TS 101 220: "Numbering System for Telecommunication IC card applications" (Release 5).

[9] 3GPP TS 51.013: 1 Test specification for Subscriber Identity Module (SIM) Application

Programming Interface (API) for Java Cardo 1

[10] 3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".
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3 Definitions and abbreviations

3.1 Definitions

Applet: An Applet is an application built up using a number of classes which will run under the control of the Java
Card virtual machine.

Applet installation parameters: Default values for applet installation parameters.

Applet loading script: File containing the APDU commands that will load and install the test applet in the card.
CleanUp Script file: File containing the APDU commands that will restore the Default Initial Conditions on the SIM
Conformance Requirement Reference: Description of the expected card behaviour according to TS 23.048 [6].

Expected state: the state in which the (U)SIM is supposed to be after the execution of the test procedure applied on the
relevant initial conditions

Security parameters: Minimum security requirements defined for the applet installation process.

Test Area: Set of Test Cases applicable to a specific part ( Security mechanisms, Remote file management, O ) of the
TS 23.048 [6].

Test Case: Elementary test that checks the compliance with one or more Conformance Requirement References.
Test procedure: the sequence of actions/commands to perform all the test cases defined in a test area.
Test Script file: File containing the APDU commands that will execute and verify the test results.

Test Applet: Applet designed to test a specific functionality of the TS 23.048 [6].

3.2 Abbreviations

For the purpose of the present document, the following abbreviations apply, in addition to those listed in TR 21.905 [1]:

AC Application Code

AID Application Identifier

APDU Application Protocol Data Unit
API Application Programming Interface
CAD Card Acceptance Device

FFS For Further Study

IFD Interface Device

JCRE Java Card6 Run Time Environment
JVM Java Virtual Machine

SIM Subscriber Identity Module

SE Sending Entity

SPI1 First byte of SPI field

SPI2 Second byte SPI field

SD Secured Data

ARD Additional Response Data

SC Status Code

3GPP
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4 Test Environment

This clause specifies requirements that shall be met and the testing rules that shall be followed during the test
procedure.

4.1

This specification contains tests that would ensure service interoperability between smart cards for 1Security
Mechanisms for the USATI.

Applicability

Tests using RFM with no security level are only applicable to smart cards implementing no security level to the RFM
application. These tests are listed in the normative Annex G.

Tests using RAM are only applicable to smart cards implementing a minimum security level set to CC integrity . These
tests are listed in the normative Annex G.

4.2

The general architecture for the test environment is:

Test environment description

= Scope of the Test Suite.

Elements of the Test Suite

Note:

Export files Conversion Applet loading
parameters. script
Test
Applet TERMI fAL
Applets Tests
1 L JCRE pp e
Applet ] onverter applets
.cap ¢
Apple I Loader:
installation .
parameter SMS formatter OTA Remote Remote
Security File Applet
Mechanism Management Management
Test I~
Script Y APDU
v 1I/0 APDU File system
Cleanup o
Script

3GPP

This diagram shows the test architecture required to test interoperability at both API and bytcode level.
The latter is currently not included in the current specification. The diagram is for information.
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4.3 Tests format

4.3.1 Test Area Reference

4.3.1.1 Format description

The area reference shall be derived from main area, sub area and subject from the 3GPP TS 23.048 [6] as follows:

MainAreal | Description of MainAreal

SubAreal | Description of SubAreal

Subjectl Description of Subject1

Subject2 Description of Subject2

SubArea2 Description of SubArea2

Subjectl Description of Subjectl

Based on this format description, the test area reference name shall be:
<MainArea>_ <SubArea>_ <Subject>

See annex A for the acronym table.

4311 Conformance requirements
The conformance requirements are expressed in the following way:
- Normal execution:
- Contains normal execution, each referenced as a Conformance Requirement Reference Normal (CRRN)
- Error case:

- Contains error cases, each referenced as a Conformance Requirement Reference Error (CRRE)

43.1.2 Test Area Files

The files included in the Test Area use the following naming convention:

- Test Script: [Mode]_[Test Area Reference]_[Test script number].scr
- Test Applet: [Test Area Reference] [Test applet number].java
- Load Script: [Mode]_[Test Area Reference]_[Load Script number].1dr

- Cleanup Script: [Mode]_[Test Area Reference]_[Cleanup Script number].clr
- Parameter File: [Test Area Reference]_[Parameter File number].par

The field [Mode] takes the values SIM or USIM depending on the type of application, SIM or USIM, for which the test
script is dedicated.

The test script, applet, installation parameters, load script, cleanup script and conversion parameters numbers start from
1.

The test script, load script and cleanup script shall share a common syntax and format (see Annex B).

The parameter file has an own syntax (see Annex G) and contains parameters to be used for CAP-file conversion and
loading/cleanup script generation.

3GPP
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Scripts file shall be run in the following order:
[Mode]_ [Test Area Reference]_1.1dr
[Mode]_ [Test Area Reference]_1.scr
[Mode]_ [Test Area Reference] 1.clr
[Mode]_ [Test Area Reference]_2.1dr
[Mode]_ [Test Area Reference]_2.scr
[Mode]_ [Test Area Reference] 2.clr
0.

[Mode]_ [Test Area Reference] n.ldr
[Mode]_ [Test Area Reference]_n.scr
[Mode]_[Test Area Reference] n.clr

In case that one of the files is not needed, it shall be skipped during the tests execution.

4.3.1.3

Each test procedure contains a table to indicate the test description and the expected responses from the applet and/or
the APDU level as follows:

Test Procedure

Description

Applet Expectation

SIM APDU Expectation

USIM APDU Expectation

Test Case detailed description

Applet expected
behavior.

Expected response at
APDU level for a SIM
application.

Expected response at
APDU level for an USIM
application.

4.3.1.4 Test Coverage

The table at the end of each test procedure indicates the correspondence between the Conformance Requirements
Reference (CRR) and the different test cases.

4.4 Initial Conditions

The Initial Conditions are a set of general prerequisites for the (U)SIM prior to the execution of testing. For each test
procedure described in this document, the following rules apply to the Initial Conditions:

- unless otherwise stated, the file system and the files content shall fulfil the requirements described in the
"Default Prepersonalisation" paragraph;

- unless otherwise stated, before installing the applet(s) relevant to the current test procedure, no packages specific
to other test procedures shall be present.

When both statements apply, a test procedure is said to be in the "Default Initial Conditions" state.

4.4.1 Security parameters
The following key sets are required to run the security tests:
Key set number Parameter Value Comment
1 KIC 01 23 45 67 89 AB CD EF Keyset 1 is reserved for
KID 01 23 4567 89 AB CD EF applet installation and shall
Counter 00 00 00 00 00 not be modified by test

3GPP
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Algo DES in CBC cases
KIC 0123 45 67 89 AB CD EF
> KID 01 23 45 67 89 AB CD EF Used for Security tests on
Counter 00 00 00 00 00 SIM SMS PP
Algo DES in CBC
KIC 0123456789 AB CD EF
3 KID 01 23 45 67 89 AB CD EF Used for Security tests on
Counter 00 00 00 00 00 USIM SMS PP
Algo DES in CBC
KIC 012345678 AB CD EF Used for Security tests on
4 KID 0123 45 67 89 AB CD EF SIM SMS PP Response
Counter 00 00 00 00 00 Packet
Algo DES in CBC
RIC 0123456789 AB CD EF Used for Security tests on
5 KID 0123456789 AB CD EF USIM SMS PP Response
Counter 00 00 00 00 00 Packet
Algo DES in CBC
KIC 0123 45 67 89 AB CD EF
6 KID 01 23 45 67 89 AB CD EF Used for Security tests on
Counter 00 00 00 00 00 SIM SMS CB
Algo DES in CBC
KIC 0123456789 AB CD EF
7 KID 01 23 45 67 89 AB CD EF Used for Security tests on
Counter 00 00 00 00 00 USIM SMS CB
Algo DES in CBC
KIC 0123012301230123
3210321032103210
KID 3210321032103210 Used for Security tests on
9 0123012301230123 SIM and USIM SMS PP
Counter 00 00 00 00 00 and CB
Algo Triple DES in outer-CBC mode
using two different keys
1111111111111 11
KIC 2222222222222222
3333333333333333
0101010101010101 Used for Security tests on
10 KID 0202020202 020202 SIM and USIM SMS PP
03 0303 03 03030303 and CB
Counter 00 00 00 00 00
Algo Triple DES in outer-CBC mode
using three different keys
KIC AA AA AA AA AA AA AA AA .
KID EE EE EE EE EE EE EE EE Used for Security tests on
15 SIM and USIM SMS PP
Counter 00 00 00 00 00 and CB
Algo DES in ECB mode

4.4.2 Prepersonalisation

The following table presentes the minimun prepersonnalisation required to run the test suites.
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MF
'3F00"
| | | |
DF g DF'rerecon DFs1u tesT EF1ccmn
"TE20" '"7F10" '0319" '2FE2"
| | [ |
EFmr EFmu EFrary EFcnr
'6F01" '6F02" '6F03" '6F04 "
| | [ |
EFcw EFcnic EFcnty EFcnry
'6F05" '6F06" '6F07" '6F08"
| | | |
EFcary EFnr EFwy EFrary
'6F09" '6F0A" '6F0B" '6F0C"
EFcria EFrrac EFr1ac EFcrac
'6F0D" '6F0E" '6F0F" '6F10"
[ |
EFcian EFcnrr
'6F11" '6F12"
[ | | [ |
EFapy EFrpy EFsus EFccep EFus1son
'"6F3A" '6F3B" '6F3C! '6F3D" '6F40"
[ [ | [ |
EFsusp EFsuss EFLip EFspy EFsuue
'6F42" '6F43" '6F44 ! '6F49" '6F54 "
[ |
DFcraputcs EFng
'5F50" '4F20"
| | | | | |
EFip EFrust EFxc EFprsel EFgerm EFacimax
'6F05" '6F07" '6F20" '6F30" '6F31" '6F37"
[ I | | | |
EFssr EFacu EFpucr EFcpur EFcauip EFpcen
'6F38" '6F39" '6F41! '6F45" '6F48! '6F74"
| | | | | |
EFacc EFrerim EFrocr EFap EFpuase EFcaurr
'6F78" '6F7B" '6FTE" '6FAD' '6FAE" '6F50"
|
EFsume
'6F54"

See annex C for the files description.

4.4.3 Environment

For tests interoperability reason, the Remote File Management Application TAR shall be set to 101 23 451 when running
in a SIM mode, and to 101 23 471 when running in an USIM mode.
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4.5 Package name

For the specific tests of 3GPP TS 43.019 [5] compliant cards, the Java packages integrating this Test Suite shall follow
this naming convention:

sim.test.security.[Test Area Reference]:  Java Card packages containing Test Area for security features
sim.test.remote.[Test Area Reference]: Java Card packages containing Test Area for remote management features
Example: The package ../sim.test.remote.ANA_... creates the following directory structure

../sim/test/remote/ANA_.../ANA_..._[1..n].* where 'ANA_..._[I..n].*" are the different test
applets Java source files used in [Test Area Reference] ANA_....

4.6 AID Coding

The AID coding for the Test Packages, Applet classes and Applet shall be as specified in 3GPP TS 101 220 [8]. In
addition, the following TAR values are defined for use within the present document:

TAR Coding (3 bytes/ 24 bits):

bl b2 b3 b4 b5 b6 | 1 b21 | b22 | b23 | b24

Specific Test Applet Name

Test Package Identifier

4.6.1 Test package ldentifier( bits b1-b3):
000 reserved (as TAR="00.00.00' is reserved for Card Manager)
001 Test suite
111 sim.test.util
other values are RFU

Application Provider specific data (1 byte):
'00' for Package
'01' for Applet class
'02' for Applet Instance

For example, the AID of Package sim.test.util is 'A0 00 00 00 09 00 02 FF FF FF FF 89 E0 00 00 00'

4.6.2 Specific Test Applet Name

Specific applet test name (bits b4-b24):

[ b4 ] b5 | b6 [ 7] b8 [ 9 [b10[b11]b12]b13]b14[015]16[b17[D18[ 19020 [ D21 D22 023 [024]
Applet instance
Number

Package Number

3GPP
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L]

Package number (3 bits): it shall start with 1 for the class and shall be O for the package.

Applet Instance number (4 bits) defined in the test procedure it shall start with 1 for the applet instance and shall
be 0 for package and class.

4.7 Test Equipment

These subclauses recommend a minimum specification for each of the items of test equipment referenced in the tests.

4.7.1 APDU tool

This test tool shall meet the following requirements:
- be able to send command to the card TPDU;
- be able to check none, only a part, or all of the data returned;
- be able to check none, only part, or all of the status returned;
- be able to accept all valid status codes returned;
- be able to support Reader commands;

- if there is an error in data or status returned, the tool shall return an error.

4.7.2 Util packages

Annex D includes loading , testing and cleaning script examples.
4.7.3  Applet installation parameters

4.7.3.1 Security parameters

Loading scripts shall use the following security parameters as stated in 3GPP TS 23.048 [6] for applet installation:

Parameter Value in hexadecimal
SPI 0A 00
KIC 00
KID 11
TAR 00 00 00
PCNTR 00
4.7.3.2 Loading components

Cap files in loading scripts shall not include the descriptor component as described in Java Card 2.1 VM Architecture
Specification [7].

4.8 Testing methodology

4.8.1 Test interfaces and facilities

The (U)SIM-ME interface provides the main transport interface for the purpose of performing conformance tests.
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5

5.

Test specification

1 Generalised secured packet structure

5.1.1 Command packet structure

5.1.1.1 Conformance Requirements

Normal execution

CRRNT1: The receiving application, indicated by the TAR field, processes the command packet once the security
checks have been performed successfully.

CRRN2: The security of a command packet is defined according to SPI first byte and can combine encryption,
integrity and anti-replay features.

CRRN3: The bit3 of SPI1 is used with Kic byte to specify which type of encryption is applied to the command
packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRN4: The bits b1b2 bit of SPI1 are used with KID field to specify which type of integrity check protects the
command packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRNS: The bits b4b5 of SPI1 are used to specify how should the anti-replay be checked with the CNTR field:
CNTR can be either greater or incremented by 1 compared to the last accepted command packet.

CRRNG6: The different security features are processed in the following order: The receiving entity first deciphers the
secured command packet, then checks its integrity and finally checks the anti-replay counter.

CRRNT7: The anti-replay counter of the receiving entity is only updated once all the security checks are performed
successfully.

CRRNY: If the SPI1 indicates that no RC, CC or DS is present in the Command Header, the RC/CC/DS field shall
be of zero length.

CRRN10: A command packet where SPI1 indicates i no counter availablei has its 5 byte CNTR field present.

CRRN11: In case of a ciphered command packet, the PCNTR indicates the number of padding bytes in the Secured
Data field which are not processed by the receiving application.

Error cases

CRRE1: The receiving entity does not perform the security verification if the CPI is not a 23.048 [6] secured
command packet identifier.

CRRE2: The command packet is discarded if the CHL field is inconsistent.

CRRE3: No data is sent to the receiving application when the receiving entity fails to decipher the message if
required.

CRRE4: No data is sent to the receiving application when the RC/CC/DS field check fails.

CRRES5: No data is sent to the receiving application when the CNTR field is lower or equal to the counter of the
receiving entity, if b5 of SPI1 is set to 1.

CRREG6: No data is sent to the receiving application when the CNTR field is more than 1 unit greater than the
counter of the receiving entity, if b4b5 of SPI1 is 11.
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CRRETY: If SPI1 indicates that RC, CC or DS is present in the Command Header and if padding is required, the
padding octets shall be coded '00'. These octets shall not be included in the secured data. Otherwise, the message
is rejected.

5.1.2 Response packet structure

5.1.21 Conformance Requirements

Normal execution

CRRN1: The response packet is sent by the receiving entity when the command packet format is correct and SPI2
requires a PoR, even when a ciphering, integrity or anti-replay error occurs.

CRRN2: The security of a response packet is defined according to the second byte of SPI and can combine
encryption and integrity.

CRRN3: If an error occurs in the security checks or in the receiving application and b2b1 of SPI2 is set to 10 (PoR
on error), then a response packet is sent back by the receiving entity.

CRRN4: The TAR and CNTR fields of the deciphered response packet are the same as in the deciphered command
packet.

CRRNS: The RC/CC/DS field is not included in the response packet when b4b3 in SPI2 are set to 00 (No
RC/CC/DS).

CRRNG6: The response packet is sent in unciphered when b5 of SPI2 is set to 0.

CRRN7: The bit5 of SPI2 is used with Kic byte to specify which type of encryption is applied to the response
packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRNS: The bits b3b4 bit of SPI2 are used with KID field to specify which type of integrity check protects the
response packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRNY: In case of a ciphered response packet, the PCNTR indicates the number of padding bytes appended in the
Secured Data field.

CRRN10: If a command packet with a PoR required is successfully delivered to the receiving application, then the
response status code in the corresponding response packet is 0 (PoR OK).

Error cases

CRRE1: The receiving entity sends a response packet with a Response Status Code set to 8011 (RC/CC/DS failed) if
there is an error in the calculation of RC/CC/DS and a PoR is requested.

CRRE2: The receiving entity sends a response packet with a Response Status Code set to &5i (ciphering error)
when deciphering fails in a ciphered command packet with PoR requesting encryption . This occurs e.g. when
bits b5-b8 of Kic indicate an incorrect key identifier or when the ciphered data length is not correct.

CRRE3: The receiving entity sends a response packet with a Response Status Code set to &2i (CNTR low) when
the CNTR field is lower than or equal to the counter of the receiving entity, if bit bS of SPI1 is set to 1 and a
PoR is requested.

CRRE4: The receiving entity sends a response packet with a Response Status Code set to 8031 (CNTR high) when
the CNTR field is more than 1 unit greater than the counter of the receiving entity, if b4b5 of SPI1 is 11 and a
PoR is requested.
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CRRES: The receiving entity sends a response packet with a Response Status Code set to 04i (CNTR blocked)
when the counter of the receiving entity is set to its maximum value (OXFFFFFFFFFF), if b5 of SPI1 is 1 and a
PoR is requested.

CRPP6: The receiving entity sends a response packet with a Response Status Code set to 8091 (TAR unknown) when
there no application matched by this TAR, if a PoR is requested.

CRPP7: The receiving entity sends a response packet with a Response Status Code set to é0Ai (Insufficient security
level) when the application matched by this TAR has a minimum security level higher than the command packet
one and a PoR is requested.

5.2 Implementation for SMS-PP

5.2.1 Structure of the SMS

5.2.1.1 Commands Description

Test Area Reference: SEC_SPP_SSS
521.1.1 Conformance Requirements

Normal execution

CRRN1: The command packet shall be accepted if the SMS-DELIVER, SMS-SUBMIT, SMS-DELIVER-REPORT
or SMS-SUBMIT-REPORT header indicates that the data is binary (8 bit).

Error cases

CRRE1: The command packet is discarded if the UDHI bit is not set as defined in 3GPP TS 23.040 [2].

5.2.1.1.2 Test Area Files
Test Applet: n.a.
Load Script: n.a.
Test Script: (U)SIM_SEC_SPP_SSS _1.scr

Cleanup Script: (U)SIM_SEC SPP_SSS 1.clr.

Parameter File: n.a.

52.1.1.3 Test Procedure

Default settings :
SPI:

- No counter available

- NoRC, CCor DS

- No ciphering

- PoR required to be sent to the SE

- No RC, CC or DS applied to PoR response to SE

- PoR response shall no be ciphered

- PoR shall be sent using SMS-DELIVER-REPORT

KIC:

3GPP
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-keyset 2 (SIM), keyset 3 (USIM)
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-00: Algorithm known implicitly by both entities

-00: DES in CBC mode
KID:

-keyset 1

-00: Algorithm known implicitly by both entities

-00: DES in CBC mode
TARgy 012345

TARysiv 01 23 47
CNTR 00 00 00 00 00
PCNTR 00

Test procedure

3GPP TS 31.048 V2.0.0

Description

API-Expectation

SIM APDU Expectation

USIM APDU Expectation

SELECT DFsimTesT, SELECT EFTARU

Accept SMS with 8 bit binary data
Good Case : SMS with 8 bit binary data

1- SD (121 bytes): SELECT MF, SELECT DFgim
tesT, SELECT EFtaru, UPDATE BINARY 01 01
02 03 04 05 06 07 08 09 OA 0B OC 0B OE OF 10
11121314151617 1819 1A1B1C 1D 1E 1F
20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E
2F 3031 32333435363738393A3B3C3D
3E 3F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C
4D 4E 4F 50 51 52 53 54 55 56 57 58 59 5A 5B
5C 5D 5E with offset 0

SMS-PP-DOWNLOAD

2- READ BINARY EFqaru, verify SD executed

2- SW=9000, expected
data shall be 01010203

2- SW=9000, expected
data shall be 01010203

Accept only SMS with UDHI bit set
Good Case : UDHI bit set

1- UDHI bit set

SD: SELECT MF, SELECT DFgmtesT, SELECT
EFrtaru, UPDATE BINARY 02 01
SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad Case : UDHI bit not set

3- UDHI bit not set

SD: SELECT MF, SELECT DFsmtest, SELECT
EFtaru, UPDATE BINARY 02 03
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD not executed

2- SW=9000, expected
data shall be 0201

4- SW=9000, expected
data shall be 0201

2- SW=9000, expected
data shall be 0201

4- SW=9000, expected
data shall be 0201
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5.21.1.4 Test Coverage
CRR number Test case number
N1 1
E1 2

5.2.2 Command Packet contained in a Single SMS-PP

5.2.2.1 Commands Description

Test Area Reference: SEC_SPP_CSS
52211 Conformance Requirements

Normal execution

CRRN1: In order to include a Command Packet inside a Single SMS-PP, the SMS-DELIVER data structure as
defined in 3GPP TS 23.040 [2] is used.

CRRN2: The User Data Header of the SMS-PP is composed of one TLV field with a Tag value of 0x70 and a length
value of 0x00 (and, therefore, an empty Value field). This TLV represents the Command Packet Identifier.

CRRN3: All fields from the CPL to the Secured Data (except CHI, which is a Null field) of the Command Packet
are stored in order in the SM field of the SMS-PP structure.

CRRN4: The Command Packet Length field is coded over two octets. It shall not be coded according to ISO/IEC
7816-6.

CRRNS: The Command Header Length field is coded over one octet. It shall not be coded according to ISO/IEC
7816-6.

CRRNGO6: All fields from the SPI to the Secured Data are coded as defined in the Generalised Command Packet
Structure.

CRRN7: The Command Packet Length and Command Header Length fields are included in the calculation of the
RC/CC/DS, if used.

CCRNS: The maximum length of the user data within one single SMS-PP shall be 140 bytes.

Error cases

CRRE1: The receiving entity does not perform the security verification if the CPI is not a 23.048 [6] secured
command packet identifier.

CRRE2: The command packet is discarded if the CHL field is inconsistent.

5.221.2 Test Area Files
Test Applet: n.a.
Load Script: n.a.
Test Script: SEC_SPP_CSS_1.scr

Cleanup Script: SEC_SPP_CSS_1.clr

Parameter File: n.a.
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5.2.2.1.3 Test Procedure

Default settings :
SPI:

- No counter available

- NoRC, CCor DS

- No ciphering

- PoR required to be sent to the SE

21

- No RC, CC or DS applied to PoR response to SE

- PoR response shall no be ciphered

- PoR shall be sent using SMS-DELIVER-REPORT

KIC:

-keyset 2 (SIM), keyset 3 (USIM)

-00: Algorithm known implicitly by both entities

-00: DES in CBC mode
KID:

-keyset 1

-00: Algorithm known implicitly by both entities

-00: DES in CBC mode
TARgy 012345

TARysy 0123 47
CNTR 00 00 00 00 00
PCNTR 00

Test procedure

3GPP TS 31.048 V2.0.0

Description

API-Expectation | SIM APDU Expectation

USIM APDU Expectation

SELECT DFsimtesT, SELECT EFtaru

Maximum length of user data is 140 bytes
Good Case : SMS with 140 bytes user data

1- SD (121 bytes): SELECT MF, SELECT DFgm
TesT, SELECT EFtaru, UPDATE BINARY 01 01 02
03 04 05 06 07 08 09 OA 0B 0C 0B OE OF 10 11
121314151617 1819 1A1B1C 1D 1E 1F 20
21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F
3031323334 3536 37 3839 3A 3B 3C 3D 3E
3F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D
4E 4F 50 51 52 53 54 55 56 57 58 59 5A 5B 5C
5D 5E with offset 0

SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad Case : SMS with 141 bytes user data

3- SD (122 bytes): SELECT MF, SELECT DFsgm
TesT, SELECT EFtaru, UPDATE BINARY 01 03 02
03 04 05 06 07 08 09 OA 0B 0C 0B OE OF 10 11
12131415161718191A1B1C 1D 1E1F 20
21 2223 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F
30 313233343536 3738393A3B3C3D 3E
3F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D
4E 4F 50 51 52 53 54 55 56 57 58 59 5A 5B 5C

2- SW=9000, expected
data shall be
010102030 5D5E

2- SW=9000, expected
data shall be
010102030 5D5E
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5D 5E 5F with offset 0
SMS-PP-DOWNLOAD

4- READ BINARY EFqaru, verify SD executed

4- SW=9000, expected 4- SW=9000, expected
data shall be data shall be
010102030 5D5E 010102030 5D5E

CPL and CHL are included in the CC
calculation

Good Case : Correct CC calculation

1- SPI Cryptographic Checksum ,

SD: SELECT MF, SELECT DFgm test, SELECT
EFraru, UPDATE BINARY 02 01 with offset 0,
CC is calculated with CPL and CHL
SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad Case : CPL not used for CC calculation

3- SPI Cryptographic Checksum ,

SD: SELECT MF, SELECT DFgmTest, SELECT
EFraru, UPDATE BINARY 02 03 with offset 0,
CC is calculated without CPL
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD executed
Bad Case : CHL not used for CC calculation

5- SPI Cryptographic Checksum ,

SD: SELECT MF, SELECT DFgm test, SELECT
EFraru, UPDATE BINARY 02 05 with offset 0,
CC is calculated without CHL
SMS-PP-DOWNLOAD

6- READ BINARY EFqaru, verify SD executed

2- SW=9000, expected | 2- SW=9000, expected
data shall be 0201 data shall be 0201

4- SW=9000, expected | 4- SW=9000, expected
data shall be 0201 data shall be 0201

6- SW=9000, expected 6- SW=9000, expected
data shall be 0201 data shall be 0201

Incorret value of CPI

1- CNTR: 00 00 00 00 00

PCNTR: 00

SD: SELECT MF, SELECT DFgimrest, SELECT
EFparu, UPDATE BINARY 01 01

CPI: 00
SMS-PP-DOWNLOAD

2- READ BINARY EFragy, verify SD executed

2- SW=9000, expected |2~ SW=9000, expected
data shall be 0201 data shall be 0201

inconsistent CHL field

1- CNTR: 00 00 00 00 00

PCNTR: 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrary, UPDATE BINARY 02 01

CHL: 00
SMS-PP-DOWNLOAD

2- READ BINARY EFragy, verify SD executed

2- SW=9000, expected |2~ SW=9000, expected
data shall be 0201 data shall be 0201
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52214 Test Coverage
CRR number Test case humber
N1 Tested in (U)SIM_SEC SPP_SSS
N2 Tested in (U)SIM_SEC SPP_SSS
N3 Tested in (U)SIM_SEC SPP_SSS
N4 Tested in (U)SIM_SEC SPP_SSS
N5 Tested in (U)SIM SEC SPP SSS
N6 Tested in (U)SIM_SEC SPP_SSS
N7 2
N8 1
=y 3
E2 4

5.2.3 Command Packet contained in a Concatenated SMS-PP

5.2.3.1 Commands Description

Test Area Reference: SEC_SPP_CCS

5.2.3.1.1 Conformance Requirements

Normal execution

CRRN1: If the length of a Command Packet exceeds 140 octets, the Concatenated SMS mechanism as described in
3GPP TS 23.040 [2] shall be used.

CRRN2: The User Data Header of the first SMS consists of:
- The Concatenation Control Header TLV according to 3GPP TS 23.040 [2] (5 octets).
- The Command Packet Identifier as a TLV with Tag value 0x70 and Length value 0x00.

CRRN3: The two elements of the User Data Header (IEla and IEIb) of the first SMS can be given in any order.
CRRN4: The User Data Header of subsequent SMS consists only of the Concatenated Control Header TLV.

CRRNS: The CPL to RC/CC/DS fields are coded as in a Single SMS-PP for the first SMS, and are not present in all
subsequent SMSH.

CRRNG6: For the first SMS, the value of the CPL field shall contain the length of the complete Command Packet,
including all parts of the Secured Data.

CRRNT7: If the data is ciphered, then it is ciphered before being broken down into individual concatenated elements.

CRRNS: The Command Packet Length and Command Header Length fields are included in the calculation of the
RC/CC/DS, if used.

5.2.3.1.2 Test Area Files
Test Applet: n.a.
Load Script: n.a.
Test Script: (U)SIM_SEC_SPP_CCS_1.scr

Cleanup Script: (U)SIM_SEC_SPP_CCS_1l.clr

Parameter File: n.a.
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5.2.3.1.3 Test Procedure

Default settings :
SPI:

- No counter available

- NoRC, CCor DS

- No ciphering

- PoR required to be sent to the SE
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- No RC, CC or DS applied to PoR response to SE

- PoR response shall no be ciphered

- PoR shall be sent using SMS-DELIVER-REPORT

KIC:

-keyset 2 (SIM), keyset 3 (USIM)

-00: Algorithm known implicitly by both entities

-00: DES in CBC mode
KID:

-keyset 2 (SIM), keyset 3 (USIM)

-00: Algorithm known implicitly by both entities

-00: DES in CBC mode
TARgy 012345

TARysy 0123 47
CNTR 00 00 00 00 00
PCNTR 00

Test procedure

3GPP TS 31.048 V2.0.0

Description

API-Expectation

SIM APDU Expectation

USIM APDU Expectation

SELECT DFsimtesT, SELECT EFtaru

No Ciphering and No Integrity

Good Case : Send 1% of 2 concatenated SMS,
UDH (IElb, IEla)

1- SD f part 1 (121 bytes):

SELECT MF, SELECT DFgmtest, SELECT
EFtaru,

UPDATE BINARY

01 01 02 03 04 05 06 07 08 09 OA 0B 0C 0B OE
OF101112131415161718191A1B1C 1D
1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B 2C
2D 2E 2F 30 31 3233 34 35 36 37 38 39 3A 3B
3C 3D 3E 3F 40 41 42 43 44 45 46 47 48 49 4A
4B 4C 4D 4E 4F 50 51 52 53 54 55 56 57 58 59
5A 5B 5C 5D 5E with offset 0
SMS-PP-DOWNLOAD

2- READ BINARY EFragu, verify SD not executed
Good Case : Send 2™ of 2 concatenated SMS

3- SD f part 2:

Continue the UPDATE BINARY from the 1% SMS.
5F 60 61 62 63 64 65

SMS-PP-DOWNLOAD

2- SW=9000, expected
data shall be
FFFFFFO FF

2- SW=9000, expected
data shall be
FFFFFFO FF

3GPP




Release 5

25

3GPP TS 31.048 V2.0.0

4- READ BINARY EFraru, verify SD executed
Good Case : Send 1 of 2 concatenated SMS

5- SD f part 2:

UPDATE BINARY 01 07 with offset 0
SMS-PP-DOWNLOAD

6- READ BINARY EFraru, verify SD not executed
Good Case : Send 2™ of 2 concatenated SMS

7--SDnpart 1:

SELECT MF, SELECT DFgmtesT, SELECT
EFrtaru, UPDATE BINARY 01 05 with offset 0
SMS-PP-DOWNLOAD

8- READ BINARY EFqaru, verify SD executed

4- SW=9000, expected
data shall be
010102030 6465

6- SW=9000, expected
data shall be 01010203

8- SW=9000, expected
data shall be 0107

4- SW=9000, expected
data shall be
010102030 6465

6- SW=9000, expected
data shall be 01010203

8- SW=9000, expected
data shall be 0107

Mixed mode Ciphering and Integrity
Good Case : Send 1% of 2 concatenated SMS

1- SPI, Redundancy Check, Ciphering

KID, DES, DES in CBC mode

KIC, DES, DES in CBC mode

SD n part 1 (137 bytes):

SELECT MF, SELECT DFsm test, SELECT
EFraru, UPDATE BINARY 02 01, UPDATE
BINARY 02 02, UPDATE BINARY 02 03,
UPDATE BINARY 02 04, UPDATE BINARY
02 05, UPDATE BINARY 02 06, UPDATE
BINARY 02 07, UPDATE BINARY 02 08,
UPDATE BINARY 02 09, UPDATE BINARY
02 0A, UPDATE BINARY 02 0B, UPDATE
BINARY 02 0C, all updates with offset 0
SMS-PP-DOWNLOAD

2- READ BINARY EFragy, verify SD not
executed

Good Case : Send 2™ of 2 concatenated SMS

3- SPI, Redundancy Check, Ciphering

KID, DES, DES in CBC mode

KIC, DES, DES in CBC mode

SD i part 2:

UPDATE BINARY 02 0D, UPDATE BINARY
02 OE, UPDATE BINARY 02 OF
SMS-PP-DOWNLOAD

4- READ BINARY EFragy, verify SD executed

2- SW=9000, expected
data shall be 0107

4- SW=9000, expected
data shall be 020F

2- SW=9000, expected
data shallbe 0107

4- SW=9000, expected
data shall be 020F
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5.23.1.4 Test Coverage
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CRR number

Test case number

N1

N2

N3

N4

N5

N6

N7

N8

5.2.4 Response packet structure

5.2.4.1 Commands Description

Test Area Reference: SEC_SPP_RPS
52411 Conformance Requirements

Normal execution

CRRN1: The Single SMS-PP Response Packet is contained in the response message delivered by the UICC through
SMS-DELIVER-REPORT or SMS-SUBMIT depending on b6 of SPI2.

CRRN2: The User Data Header of the Single SMS-PP response message is composed of one TLV field with a Tag

value of 0x71 and a length value of 0x00.

CRRN3: When a Response Packet is too large to be contained in a Single SMS-PP a Response Packet containing the
Status Code iMore Timei should be returned followed by a complete Response Packet, which may be

concatenated.

CRRN4: All fields of the Response Packet from the RPL to the Additional Response Data (except the RHI which is
a Null field) are stored in order in the SM field of the response message structure.

CRRNS: The Response Packet Length field is coded over two octets. It shall not be coded according to ISO/IEC

7816-6.

CRRNG6: The Response Header Length field is coded over one octet. It shall not be coded according to ISO/IEC

7816-6.

CRRN7: All fields from the TAR to the RC/CC/DS are coded as defined in the Generalised Response Packet

Structure.

CRRNS: The Response Packet Length and the three preceding octets (UDHL and the Tag and Length fields from
the UDH) are included in the calculation of the RC/CC/DS, if used.

5.2.4.1.2 Test Area Files
Test Applet: n.a.
Load Script: n.a.
Test Script: n.a.
Cleanup Script: n.a.
Parameter File: n.a.

5.2.41.3

N.a. because tested within SEC_SPP_SMR.

Test Procedure
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52414 Test Coverage
CRR number Test case number

N1 Tested within (U)SIM_SEC_SPP_SMR
N2 Tested within (U)SIM_SEC_SPP_SMR
N3 Not testable

N4 Tested within (U)SIM_SEC_SPP_SMR
N5 Tested within (U)SIM_SEC SPP_SMR
N6 Tested within (U)SIM_SEC_SPP_SMR
N7 Tested within (U)SIM_SEC_SPP_SMR
N8 Tested within (U)SIM_SEC_SPP_SMR

5.2.5  Security Mechanism for the Command Packet

5.2.5.1 Commands Description

Test Area Reference: SEC_SPP_SMC
52511 Conformance Requirements

Normal execution

CRRN1: The receiving application, indicated by the TAR field, processes the command packet once the security
checks have been performed successfully.

CRRN2: The security of a command packet is defined according to SPI first byte and can combine encryption,
integrity and anti-replay features.

CRRN3: The bit3 of SPI1 is used with Kic byte to specify which type of encryption is applied to the command
packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRN4: The bits b1b2 of SPI1 are used with KID field to specify which type of integrity check protects the
command packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRNS: The bits b4b5 of SPI1 are used to specify how should the anti-replay be checked with the CNTR field:
CNTR can be either greater or incremented by 1 compared to the last accepted command packet.

CRRNG6: The different security features are processed in the following order: The receiving entity first deciphers the
secured command packet, then checks its integrity and finally checks the anti-replay counter.

CRRNT7: The anti-replay counter of the receiving entity is only updated once all the security checks are performed
successfully.

CRRNS: If the SPI1 indicates that no RC, CC or DS is present in the Command Header, the RC/CC/DS field shall
be of zero length.

CRRN9Y: A command packet where SPI1 indicates ino counter availablei has its 5 bytes CNTR field present.

CRRN10: In case of a ciphered command packet, the PCNTR indicates the number of padding bytes in the Secured
Data field which are not processed by the receiving application.

Error cases

CRREL1: No data is sent to the receiving application when the receiving entity fails to decipher the message if
required.

CRRE?2: No data is sent to the receiving application when the RC/CC/DS field check fails.
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CRRE3: No data is sent to the receiving application when the CNTR field is lower or equal to the counter of the
receiving entity, if b5 of SPI1 is set to 1.

CRRE4: No data is sent to the receiving application when the CNTR field is more than 1 unit greater than the
counter of the receiving entity, if b4b5 of SPI1 is 11.

CRRES: If SPI1 indicates that RC, CC or DS is present in the Command Header and if padding is required, the
padding octets shall be coded '00'. These octets shall not be included in the secured data. Otherwise, the message

is rejected.

5.25.1.2 Test Area Files
Test Applet: n.a.
Load Script: n.a.
Test Script: (U)SIM_SEC_SPP_SMC 1.scr

(U)SIM_SEC_SPP_SMC 2.scr
(U)SIM_SEC_SPP_SMC_3.scr
(U)SIM_SEC_SPP_SMC 4.scr
Cleanup Script: (U)SIM_SEC_SPP_SMC _l.cIr
(U)SIM_SEC_SPP_SMC 2.clr
(U)SIM_SEC_SPP_SMC 3.clr
(U)SIM_SEC_SPP_SMC 4.clr

Parameter File: n.a.
5.251.3 Test Procedure
5.2.5.1.3.1 (U)SIM_SEC_SPP_SMC_1, Testfocus counter

Testfocus: Counter

SPI

- 00: No counter available (note 1)

- 01: Counter available; no replay or sequence checking (note 2)

- 10: Process if and only if counter value is higher than the value in the RE (note 3)

- 11: Process if and only if counter value is one higher than the value in the RE (note 4)

Default settings:
SPI:
- NoRC, CCor DS

- No cipehring
- No PoR required to be sent to the SE

KIC:

-keyset 2 (SIM), keyset 3 (USIM)
-00: Algorithm known implicitly by both entities
-00: DES in CBC mode

KID:

-keyset 2 (SIM), keyset 3 (USIM)
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-00: Algorithm known implicitly by both entities
-00: DES in CBC mode

TARg 01 23 45
TARysim 01 23 47

PCNTR 00
Counter in Smartcard is 00 00 00 00 00

Test procedure

3GPP TS 31.048 V2.0.0

Description API-Expectation

SIM APDU Expectation

USIM APDU Expectation

SELECT DFsimTesT, SELECT EFTARU

No counter available
Good case: use maximum counter value

1- CNTR: FF FF FF FF FF

SD: SELECT MF, SELECT DFsim test, SELECT
EFraru, UPDATE BINARY 01 01
SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Good case: use minimum counter value

3- CNTR: 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 03
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD executed
Bad case: counter missing in CP

5- remove CNTR from CP

SD: SELECT MF, SELECT DFsmtest, SELECT
EFtaru, UPDATE BINARY 01 05
SMS-PP-DOWNLOAD

6- READ BINARY EFraru, verify SD not executed

2- SW=9000, expected
data shall be 0101

4- SW=9000, expected
data shall be 0103

6- SW=9000, expected
data shall be 0103

2- SW=9000, expected
data shall be 0101

4- SW=9000, expected
data shall be 0103

6- SW=9000, expected
data shall be 0103

Counter available; no replay or sequence
checking

Good case : use maximum counter value

1- CNTR: FF FF FF FF FF

SD: SELECT MF, SELECT DF s rest, SELECT
EFraru, UPDATE BINARY 02 01
SMS-PP-DOWNLOAD

2- READ BINARY EFaru, verify SD executed
Good case: use minimum counter value

3- CNTR: 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtesT, SELECT
EFrtaru, UPDATE BINARY 02 03
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD executed
Bad case : counter missing in CP

5- remove CNTR from CP

SD: SELECT MF, SELECT DFsjmtest, SELECT
EFtaru, UPDATE BINARY 02 05
SMS-PP-DOWNLOAD

6- READ BINARY EFraru, verify SD not executed

2- SW=9000, expected
data shall be 0201

4- SW=9000, expected
data shall be 0203

6- SW=9000, expected
data shall be 0203

2- SW=9000, expected
data shall be 0201

4- SW=9000, expected
data shall be 0203

6- SW=9000, expected
data shall be 0203
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Process if and only if counter value is higher
than the value in the RE

Good case : counter one higher then in the RE

1- CNTR: 00 00 00 00 01

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 01 SMS-PP-
DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Good case : counter 0x10 higher then in RE

3- CNTR: 00 00 00 00 11

SD: SELECT MF, SELECT DFgmtesT, SELECT
EFtaru, UPDATE BINARY 03 03 SMS-PP-
DOWNLOAD

4- READ BINARY EFtaru, verify SD executed
Bad case : counter 0x11 lower then in the RE

5- CNTR: 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 05 SMS-PP-
DOWNLOAD

6- READ BINARY EFraru, verify SD not executed
Bad case : counter one lower then in the RE

7- CNTR: 00 00 00 00 10

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 07 SMS-PP-
DOWNLOAD

8- READ BINARY EFraru, verify SD not executed
Bad case : counter equal to value in the RE

9- CNTR: 00 00 00 00 11

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 09 SMS-PP-
DOWNLOAD

10- READ BINARY EFragu, verify SD not
executed

Good case : counter 0xOF higher then in the
RE

11- CNTR: 00 00 00 00 20
SD: SELECT MF, SELECT DFsiu test, SELECT
EFraru, UPDATE BINARY 03 11 SMS-PP-
DOWNLOAD

12- READ BINARY EFraru, verify SD executed
Bad case : counter missing in CP

13- remove CNTR from CP

SD: SELECT MF, SELECT DFsmtest, SELECT
EFtaru, UPDATE BINARY 03 13
SMS-PP-DOWNLOAD

14- READ BINARY EFtaru, verify SD not
executed

2- SW=9000, expected
data shall be 0301

4- SW=9000, expected
data shall be 0303

6- SW=9000, expected
data shall be 0303

8- SW=9000, expected
data shall be 0303

10- SW=9000, expected
data shall be 0303

12- SW=9000, expected
data shall be 0311

14- SW=9000, expected
data shall be 0311

2- SW=9000, expected
data shall be 0301

4- SW=9000, expected
data shall be 0303

6- SW=9000, expected
data shall be 0303

8- SW=9000, expected
data shall be 0303

10- SW=9000, expected
data shall be 0303

12- SW=9000, expected
data shall be 0311

14- SW=9000, expected
data shall be 0311

Process if and only if counter value is one
higher than the value in the RE

Good case : counter one higher then in the RE

1- CNTR: 00 00 00 00 21
SD: SELECT MF, SELECT DFsm est, SELECT
EFraru, UPDATE BINARY 04 01 SMS-PP-
DOWNLOAD




Release 5

31

3GPP TS 31.048 V2.0.0

2- READ BINARY EFraru, verify SD executed
Bad case : counter 0x02 higher then in RE

3- CNTR: 00 00 00 00 23

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 03 SMS-PP-
DOWNLOAD

4- READ BINARY EFtaru, verify SD not executed
Bad case : counter 0x21 lower then in the RE

5- CNTR: 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 05 SMS-PP-
DOWNLOAD

6- READ BINARY EFtaru, verify SD not executed
Bad case : counter one lower then in the RE

7- CNTR: 00 00 00 00 20

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 07 SMS-PP-
DOWNLOAD

8- READ BINARY EFrary, verify SD not executed
Bad case : counter equal to value in the RE

9- CNTR: 00 00 00 00 21

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 09 SMS-PP-
DOWNLOAD

10- READ BINARY EFraru, verify SD not
executed

Good case : counter one higher then in the RE

11- CNTR: 00 00 00 00 22

SD: SELECT MF, SELECT DFsim test, SELECT
EFraru, UPDATE BINARY 04 11 SMS-PP-
DOWNLOAD

12- READ BINARY EFraru, verify SD executed
Bad case : counter missing in CP

13- remove CNTR from CP

SD: SELECT MF, SELECT DFsmtest, SELECT
EFtaru, UPDATE BINARY 04 13
SMS-PP-DOWNLOAD

14- READ BINARY EFtaru, verify SD not
executed

2- SW=9000, expected
data shall be 0401

4- SW=9000, expected
data shall be 0401

6- SW=9000, expected
data shall be 0401

8- SW=9000, expected
data shall be 0401

10- SW=9000, expected
data shall be 0401

12- SW=9000, expected
data shall be 0411

14- SW=9000, expected
data shall be 0411

2- SW=9000, expected
data shall be 0401

4- SW=9000, expected
data shall be 0401

6- SW=9000, expected
data shall be 0401

8- SW=9000, expected
data shall be 0401

10- SW=9000, expected
data shall be 0401

12- SW=9000, expected
data shall be 0411

14- SW=9000, expected
data shall be 0411
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5.25.1.3.2 (U)SIM_SEC_SPP_SMC_2, Testfocus integrity

Testfocus : Integrity

SPI

- 01: Redundancy Check
- 10: Cryptographic Checksum

- 01: DES

- 00: DES in CBC mode

- 01: Triple DES in outer-CBC mode using two different keys
- 10: Triple DES in outer-CBC mode using three different keys

Default settings
SPI:

- No cipehring
- No PoR response to SE

KIC:

-keyset 2 (SIM), keyset 3 (USIM)

-00: Algorithm known implicitly by both entities

-00: DES in CBC mode
Keysets :

- Keyset 2 (SIM), keyset 3 (USIM), key for DES in CBC mode
- Keyset 9, key for Triple DES in outer-CBC mode using two different keys
- Keyset 10, key for Triple DES in outer-CBC mode using three different keys

TARgy 0123 45
TARysy 0123 47

CNTR 00 00 00 00 00
PCNTR 00
Length of RC/CC equal to 8

Test procedure

3GPP TS 31.048 V2.0.0

Id | Description API-Expectation SIM APDU Expectation | USIM APDU Expectation
0 |SELECT DFsimTesT, SELECT EFtarU
1 Redundancy Check
1. Not testable, because no mandatory
algorithm specified.
2 | Cryptographic Checksum, DES in CBC mode

Good case: correct CC

1- KID : Keyset 2 (SIM), keyset 3 (USIM), DES
SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 02 01, SMS-PP-
DOWNLOAD

2- READ BINARY EFqaru, verify SD executed

2- SW=9000, expected
data shall be 0201

2- SW=9000, expected
data shall be 0201
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Bad case: incorrect CC

3- KID : Keyset 2 (SIM), keyset 3 (USIM), DES
SD: SELECT MF, SELECT DFgimtest, SELECT
EFtaru, UPDATE BINARY 02 03, Toggle bit 0 of
the last CC byte after CC calculation
SMS-PP-DOWNLOAD

4- READ BINARY EFtaru, verify SD not executed
Good case: correct CC

5- KID : Keyset 10, DES

SD: SELECT MF, SELECT DFgimtest, SELECT
EFrtaru, UPDATE BINARY 02 05, SMS-PP-
DOWNLOAD

6- READ BINARY EFqaru, verify SD executed

4- SW=9000, expected
data shall be 0201

6- SW=9000, expected
data shall be 0205

4- SW=9000, expected
data shall be 0201

6- SW=9000, expected
data shall be 0205

Cryptographic Checksum, Triple DES in outer-
CBC mode using two different keys

Good case: correct CC

1- KID : Keyset 9, DES

SD: SELECT MF, SELECT DFsmtest, SELECT
EFtaru, UPDATE BINARY 03 01, SMS-PP-
DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad case: incorrect CC

3- KID : Keyset 9, DES

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrtaru, UPDATE BINARY 03 03, Toggle bit 0 of
the last CC byte after CC calculation
SMS-PP-DOWNLOAD

4- READ BINARY EFtaru, verify SD not executed
Good case: correct CC

5- KID : Keyset 10, DES

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 05, SMS-PP-
DOWNLOAD

6- READ BINARY EFraru, verify SD executed

2- SW=9000, expected
data shall be 0301

4- SW=9000, expected
data shall be 0301

6- SW=9000, expected
data shall be 0305

2- SW=9000, expected
data shall be 0301

4- SW=9000, expected
data shall be 0301

6- SW=9000, expected
data shall be 0305

Cryptographic Checksum, Triple DES in outer-
CBC mode using three different keys

Good case: correct CC

1- KID : Keyset 10, DES

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 01, SMS-PP-
DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad case: incorrect CC

3- KID : Keyset 10, DES

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 04 03, Toggle bit O of
the last CC byte after CC calculation
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD not executed
Good case: correct CC

5- KID : Keyset 10, DES

SD: SELECT MF, SELECT DFsjmtest, SELECT
EFtaru, UPDATE BINARY 04 05, SMS-PP-
DOWNLOAD

2- SW=9000, expected
data shall be 0401

4- SW=9000, expected
data shall be 0401

6- SW=9000, expected
data shall be 0405

2- SW=9000, expected
data shall be 0401

4- SW=9000, expected
data shall be 0401

6- SW=9000, expected
data shall be 0405
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| 6- READ BINARY EFran, verify SD executed
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5.2.5.1.3.3 (U)SIM_SEC_SPP_SMC_3, Testfocus ciphering

Testfocus : Ciphering

KIC
- 01: DES

- 00: DES in CBC mode

- 01: Triple DES in outer-CBC mode using two different keys
- 10: Triple DES in outer-CBC mode using three different keys

- 11: DES in ECB mode

Default settings :

SPI:

- No RC, CCor DS

- Ciphering

- No PoR required to be sent to the SE
KID:

-keyset 2 (SIM), keyset 3 (USIM)

-00: Algorithm known implicitly by both entities

-00: DES in CBC mode
KIC

- 01:DES
Keysets :

- Keyset 2 (SIM), keyset 3 (USIM), key for DES in CBC mode
- Keyset 9, key for Triple DES in outer-CBC mode using two different keys
- Keyset 10, key for Triple DES in outer-CBC mode using three different keys

- Keyset 15, key for DES in ECB mode
TARgpy 012345

TARysy 0123 47
CNTR 00 00 00 00 00

Test procedure

3GPP TS 31.048 V2.0.0

Description

API-Expectation

SIM APDU Expectation

USIM APDU Expectation

SELECT DFsimTesT, SELECT EFTARU

DES in CBC mode
Good case: correct ciphering

1- KIC : Keyset 2 (SIM), keyset 3 (USIM)
PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 01, Padding bytes
00 00 00

SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad case: incorrect ciphering

not testable

2- SW=9000, expected
data shall be 0101

2- SW=9000, expected
data shall be 0101
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Good case: correct padding bytes shall not be
processed.

3- KIC : Keyset 2 (SIM), keyset 3 (USIM)
PCNTR: 07

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 05 01 05 01 05 01
05 01, padding bytes UPDATE BINARY 01 06
Cipher with 7 padding bytes.
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD not executed
Good case: correct ciphering

5- KIC : Keyset 2 (SIM), keyset 3 (USIM)
PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 07, Padding bytes
00 00 00

SMS-PP-DOWNLOAD

6- READ BINARY EFraru, verify SD executed

4- SW=9000, expected
data shall be
010501050105010501

6- SW=9000, expected
data shall be 0107

4- SW=9000, expected
data shall be
010501050105010501

6- SW=9000, expected
data shall be 0107

Triple DES in outer-CBC mode using two
different keys

Good case: correct ciphering

1- KIC : Keyset 9

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrtaru, UPDATE BINARY 02 01, Padding bytes
00 00 00

SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad case: incorrect ciphering
not testable

Good case: correct ciphering, padding bytes
shall not be processed.

3- KIC : Keyset 9

PCNTR: 07

SD: SELECT MF, SELECT DFgjmtest, SELECT
EFrtaru, UPDATE BINARY 02 05 02 05 02 05 02
05 02, padding bytes UPDATE BINARY 02 06
Cipher with 7 padding bytes.
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD executed
Good case: correct ciphering

5- KIC : Keyset 9

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 02 07, Padding bytes
00 00 00

SMS-PP-DOWNLOAD

6- READ BINARY EFqaru, verify SD executed

2- SW=9000, expected
data shall be 0201

4- SW=9000, expected
data shall be
020502050205020502

6- SW=9000, expected
data shall be 0207

2- SW=9000, expected
data shall be 0201

4- SW=9000, expected
data shall be
020502050205020502

6- SW=9000, expected
data shall be 0207

Triple DES in outer-CBC mode using three
different keys

Good case: correct ciphering

1- KIC : Keyset 10

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrtaru, UPDATE BINARY 03 01, Padding bytes
00 00 00
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SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad case: incorrect ciphering

not testable

Good case: correct ciphering, padding bytes
shall not be processed.

3- KIC : Keyset 10

PCNTR: 07

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 05 03 05 03 05 03
05 03, padding bytes UPDATE BINARY 03 06
Cipher with 7 padding bytes.
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD not executed
Good case: correct ciphering

5- KIC : Keyset 10

PCNTR: 03

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 03 07, Padding bytes
00 00 00

SMS-PP-DOWNLOAD

6- READ BINARY EFraru, verify SD executed

2- SW=9000, expected
data shall be 0301

4- SW=9000, expected
data shall be
030503050305030503

6- SW=9000, expected
data shall be 0307

2- SW=9000, expected
data shall be 0301

4- SW=9000, expected
data shall be
030503050305030503

6- SW=9000, expected
data shall be 0307

DES in EBC mode
Good case: correct ciphering

1- KIC : Keyset 15

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrtaru, UPDATE BINARY 04 01, Padding bytes
00 00 00

SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed
Bad case: incorrect ciphering
not testable

Good case: correct ciphering, padding bytes
shall not be processed.

3- KIC : Keyset 15

PCNTR: 07

SD: SELECT MF, SELECT DFgimtest, SELECT
EFtaru, UPDATE BINARY 04 05 04 05 04 05 04
05 04, padding bytes UPDATE BINARY 04 06
Cipher with 7 padding bytes.
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD not executed
Good case: correct ciphering

5- KIC : Keyset 15

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 07, Padding bytes
00 00 00

SMS-PP-DOWNLOAD

6- READ BINARY EFraru, verify SD executed

2- SW=9000, expected
data shall be 0401

4- SW=9000, expected
data shall be
040504050405040504

6- SW=9000, expected
data shall be 0407

2- SW=9000, expected
data shall be 0401

4- SW=9000, expected
data shall be
040504050405040504

6- SW=9000, expected
data shall be 0407
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Default setting
SPI:

- 10: Cryptographic Checksum
- Ciphering
- No PoR required to be sent to the SE

KID:

-keyset 2 (SIM), keyset 3 (USIM)
-01: DES
-00: DES in CBC mode

KIC

-keyset 2 (SIM), keyset 3 (USIM)
- 01: DES
- 00: DES in CBC mode

Keysets :

38

- Keyset 2 (SIM), keyset 3 (USIM), key for DES in CBC mode

TARgy 012345
TARysny 0123 47
CNTR 00 00 00 00 00

Test procedure

3GPP TS 31.048 V2.0.0

(U)SIM_SEC_SPP_SMC 4, Testfocus mixed mode integrity, ciphering and counter

Description

API-Expectation

SIM APDU Expectation

SELECT DFsimtesT, SELECT EFtaru

Mixed mode Ciphering, Integrity, no counter
available

Good case: correct ciphering and correct CC

1- PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrtaru, UPDATE BINARY 01 01 Padding bytes
00 00 00

SMS-PP-DOWNLOAD

2- READ BINARY EFqaru, verify SD executed

Bad case: incorrect ciphering (as a result
incorrect CC)

3- PCNTR: 03

SD: SELECT MF, SELECT DFgjmtest, SELECT
EFrtaru, UPDATE BINARY 01 03 padding bytes

00 00 00

Toggle bit 0 of the last padding byte after correct
ciphering

SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD not executed

Good case: correct ciphering and correct CC,
padding bytes shall not be processed.

5- PCNTR: 07

SD: SELECT MF, SELECT DFgmtesT, SELECT
EFrtaru, UPDATE BINARY 01 05 01 05 01 05 01
05 01 padding bytes UPDATE BINARY 01 06

2- SW=9000, expected
data shall be 0101

4- SW=9000, expected
data shall be 0101

6- SW=9000, expected
data shall be
010501050105010501

2- SW=9000, expected
data shall be 0101

4- SW=9000, expected
data shall be 0101

6- SW=9000, expected
data shall be
010501050105010501
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Cipher with 7 padding bytes.
SMS-PP-DOWNLOAD

6- READ BINARY EFraru, verify SD not executed
Bad case: correct ciphering and incorrect CC

7- PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 05 padding bytes
00 00 00

Toggle bit 0 of last CC byte after CC calculation.
SMS-PP-DOWNLOAD

8- READ BINARY EFraru, verify SD not executed
Good case: correct ciphering and correct CC

9- PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrtaru, UPDATE BINARY 01 09 Padding bytes
00 00 00

SMS-PP-DOWNLOAD

10- READ BINARY EFraru, verify SD executed

8- SW=9000, expected
data shall be 0105

10- SW=9000, expected
data shall be 0109

8- SW=9000, expected
data shall be 0105

10- SW=9000, expected
data shall be 0109

Mixed mode Ciphering, Integrity,
Process if and only if counter value is
higher than the value in the RE

Good case: correct ciphering, correct CC,
correct counter

1- CNTR: 00 00 01 00 00
PCNTR: 03

SD: SELECT MF, SELECT DFsw test, SELECT
EFraru, UPDATE BINARY 02 01 Padding bytes
00 00 00

SMS-PP-DOWNLOAD

2- READ BINARY EFrary, verify SD executed

Bad case:correct ciphering, correct CC,
counter to low

3- CNTR: 00 00 01 00 00
PCNTR: 03

SD: SELECT MF, SELECT DFg test, SELECT
EF;aru, UPDATE BINARY 02 03 padding bytes
00 00 00

SMS-PP-DOWNLOAD

4- READ BINARY EFagy, verify SD not
executed

Good case: correct ciphering, correct CC,
correct counter

5- CNTR: 00 00 01 00 01

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFraru, UPDATE BINARY 02 05 Padding bytes
00 00 00

SMS-PP-DOWNLOAD

6- READ BINARY EFagy, verify SD executed

Bad case: correct ciphering, incorrect CC,
correct counter

7- CNTR: 00 00 01 00 02
PCNTR: 03

2- SW=9000, expected
data shall be 0201

4- SW=9000, expected
data shall be 0201

6- SW=9000, expected
data shall be 0205

8- SW=9000, expected
data shall be 0205

2- SW=9000, expected
data shallbe 0201

4- SW=9000, expected
data shallbe 0201

6- SW=9000, expected
data shall be 0205

8- SW=9000, expected
data shall be 0205
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SD: SELECT MF, SELECT DFsm test, SELECT
EFrary, UPDATE BINARY 02 07 Padding bytes
00 00 00

Toggle bit 0 of last CC byte after CC calculation.
SMS-PP-DOWNLOAD

8- READ BINARY EFragy, verify SD executed

Good case: correct ciphering, correct CC,
correct counter

9- CNTR: 00 00 01 00 02

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrary, UPDATE BINARY 02 09 Padding bytes
00 00 00

SMS-PP-DOWNLOAD

10- READ BINARY EFrary, verify SD executed

Bad case: incorrect ciphering (as a result
incorrect CC), correct counter

11- CNTR: 00 00 01 00 03

PCNTR: 03

SD: SELECT MF, SELECT DFsm test, SELECT
EFrary, UPDATE BINARY 02 11 padding bytes
00 00 00

Toggle bit 0 of the last padding byte after correct
ciphering

SMS-PP-DOWNLOAD

12- READ BINARY EFagy, verify SD not
executed

Good case: correct ciphering, correct CC,
correct counter

13- CNTR: 00 00 01 00 03

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrary, UPDATE BINARY 02 13 padding bytes
00 00 00

SMS-PP-DOWNLOAD

14- READ BINARY EFtgy, verify SD not
executed

10- Sw=9000,
expected data shall be
0209

12- Sw=9000,
expected data shall be
0209

14- Sw=9000,
expected data shall be
0213

10- Sw=9000,
expected data shall be
0209

12- Sw=9000,
expected data shall be
0209

14- sSw=9000,
expected data shall be
0213
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CRR number Test case number
N1 (U)SIM_SEC_SPP_SMC _1:
1,2,3,4
(U)SIM_SEC_SPP_SMC_2:
1,2,3,4
(U)SIM_SEC_SPP_SMC_3:
1,2,3,4
(U)SIM_SEC_SPP_SMC_4:
1,2
N2 (U)SIM_SEC_SPP_SMC _1:
1,2,3,4
(U)SIM_SEC_SPP_SMC_2:
1,2,3,4
(U)SIM_SEC_SPP_SMC_3:
1,2,3,4
(U)SIM_SEC_SPP_SMC_4:
1,2
N3 (U)SIM_SEC_SPP_SMC_3:
1,2,3,4
N4 (U)SIM_SEC_SPP_SMC_2:
1,2,3,4
N5 (U)SIM_SEC_SPP_SMC_1:
1,2,3,4
N6 (U)SIM_SEC_SPP_SMC_4:
1,2
N7 (U)SIM_SEC_SPP_SMC_4:
2
N8 (U)SIM_SEC_SPP_SMC_1:
1,2,3,4
N9 (U)SIM_SEC_SPP_SMC _1:
1
N10 (U)SIM_SEC_SPP_SMC_3:
1,2,3,4
E1 (U)SIM_SEC_SPP_SMR:
1
E2 (U)SIM_SEC_SPP_SMR:
1
E3 (U)SIM_SEC_SPP_SMR:
1
E4 (U)SIM_SEC SPP_SMC 1:4
E5 (U)SIM_SEC SPP SMC 2:2

Commands Description

Test Area Reference: SEC_SPP_SMR

5.2.6.1.1

Normal execution

Conformance Requirements

Security Mechanism for the Response Packet

3GPP TS 31.048 V2.0.0

CRRN1: The response packet is sent by the receiving entity when the command packet format is correct and SPI2
requires a PoR, even when a ciphering, integrity or anti-replay error occurs.

CRRN2: The security of a response packet is defined according to the second byte of SPI and can combine
encryption and integrity.

CRRN3: If an error occurs in the security checks or in the receiving application and b2b1 of SPI2 is set to 10 (PoR
on error), then a response packet is sent back by the receiving entity.
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CRRN4: The TAR and CNTR fields of the deciphered response packet are the same as in the deciphered command
packet.

CRRNS: The RC/CC/DS field is not included in the response packet when b4b3 in SPI2 are set to 00 (No
RC/CC/DS).

CRRNG6: The response packet is sent unciphered when b5 of SPI2 is set to 0.

CRRNT7: The bit5 of SPI2 is used with Kic byte to specify which type of encryption is applied to the response
packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRNS: The bits b3b4 of SPI2 are used with KID field to specify which type of integrity check protects the
response packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRNDY: In case of a ciphered response packet, the PCNTR indicates the number of padding bytes appended in the
Secured Data field.

CRRN10: If a command packet with a PoR required is successfully delivered to the receiving application, then the
response status code in the corresponding response packet is 0 (PoR OK).

Error cases

CRREL1: The receiving entity sends a response packet with a Response Status Code set to €011 (RC/CC/DS failed) if
there is an error in the calculation of RC/CC/DS and a PoR is requested.

CRRE2: The receiving entity sends a response packet with a Response Status Code set to €051 (ciphering error)
when deciphering fails in a ciphered command packet with PoR requesting encryption. This occurs e.g. when
bits b5-b8 of Kic indicate an incorrect key identifier or when the ciphered data length is not correct.

CRRE3: The receiving entity sends a response packet with a Response Status Code set to &2i (CNTR low) when
the CNTR field is lower than or equal to the counter of the receiving entity, if bit b5 of SPI1 is set to 1 and a
PoR is requested.

CRRE4: The receiving entity sends a response packet with a Response Status Code set to 8031 (CNTR high) when
the CNTR field is more than 1 unit greater than the counter of the receiving entity, if b4b5 of SPI1 is 11 and a
PoR is requested.

CRRES5: The receiving entity sends a response packet with a Response Status Code set to 8041 (CNTR blocked)
when the counter of the receiving entity is set to its maximum value (OxFFFFFFFFFF), if b5 of SPI1 is 1 and a
PoR is requested.

CRRES6: The receiving entity sends a response packet with a Response Status Code set to &9i (TAR unknown)
when there is no application matched by this TAR, if a PoR is requested.

CRRET7: The receiving entity sends a response packet with a Response Status Code set to é0Ai (Insufficient security
level) when the application matched by this TAR has a minimum security level higher than the command packet
one and a PoR is requested.

5.2.6.1.2 Test Area Files
Test Applet: n.a.
Load Script: n.a.
Test Script: (U)SIM_SEC_SPP_SMR _1.scr

Cleanup Script: (U)SIM_SEC_SPP_SMR _1.clIr

Parameter File: n.a.
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5.2.6.1.3 Test Procedure

Testfocus : PoR

SPI

- 00: No PoR reply to the Sending Entity (SE)
- 01: PoR required to be sent to the SE
- 10: PoR required only when an error has occured

- 00: No RC, CC or DS applied to PoR response to SE
- 01: PoR response with simple RC applied to it
- 10: PoR response with CC applied to it

- 0:PoR response shall not be ciphered
: PoR response shall be ciphered

'
—_

- 0 : PoR response shall be sent using SMS-DELIVER-REPORT
1 : PoR response shall be sent using SMS-SUBMIT

Default settings :

SPI:

- Process if and only if counter value is higher than the value in the RE
- Cryptographic Checksum

- Ciphering

KIC:

-keyset 4 (SIM), keyset 5 (USIM)
-00: Algorithm known implicitly by both entities
-00: DES in CBC mode

KID

- keyset 4 (SIM), keyset 5 (USIM)
- 01: DES
- 00: DES in CBC mode

- PCNTR 00

- Length of RC/CC equal to 8

Keysets :

- keyset 4 (SIM), keyset 5 (USIM), key for DES in CBC mode

- Keyset 9, key for Triple DES in outer-CBC mode using two different keys

- Keyset 10, key for Triple DES in outer-CBC mode using three different keys
- Keyset 15, key for DES in ECB mode

TARgny 012345

TARysy 0123 47

Test procedure

3GPP TS 31.048 V2.0.0

Description

API-Expectation

SIM APDU Expectation

USIM APDU Expectation

SELECT DFsimtesT, SELECT EFtaru

PoR required to be sent to the SE
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(No RC, CC or DS applied to PoR response to
SE)
(PoR response shall not be ciphered)

Good case: SMS-DELIVER-REPORT

1- PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 01 00

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 01 01
SMS-PP-DOWNLOAD

2- GET RESPONSE

3- READ BINARY EFraru, verify SD executed

Bad case: SMS-DELIVER-REPORT, CNTR low

4- PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 04
SMS-PP-DOWNLOAD

5- GET RESPONSE
6- READ BINARY EFraru, verify SD not executed

Bad case: SMS-DELIVER-REPORT, CC failed

7- PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 01 01, erroneous CC

SD: SELECT MF, SELECT DFgjmtest, SELECT
EFtaru, UPDATE BINARY 01 07
SMS-PP-DOWNLOAD

8- GET RESPONSE
9- READ BINARY EFraru, verify SD not executed

Bad case: SMS-DELIVER-REPORT, Chipering
error

not testable
Good case: SMS-SUBMIT

10- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 01 10

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 13, SMS-PP-
DOWNLOAD

11- FETCH

12- TERMINAL RESPONSE
13- READ BINARY EFraru, verify SD executed

Bad case: SMS- SUBMIT, CNTR low

14- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 00 00

SD: SELECT MF, SELECT DFgimtest, SELECT
EFrtaru, UPDATE BINARY 01 17, SMS-PP-
DOWNLOAD

1- SW=9F13

2- SC=00
ARD=049000

3- SW=9000, expected
data shall be 0101

4- SW=9E10

5- SC=02

6- SW=9000, expected
data shall be 0101

7- SW=9E10

8- SC=01

9- SW=9000, expected
data shall be 0101

10- SW=912D or 91 2F
(depending on the Alpha
Id TLV)

11- SC=00
ARD=049000

13- SW=9000, expected
data shall be 0113

14- SW=912A or 91 2C
(depending on the Alpha
Id TLV)

1- SW=6113

2- SC=00
ARD=049000

3- SW=9000, expected
data shall be 0101

4- SW=6110

5- SC=02

6- SW=9000, expected
data shall be 0101

7- SW=6110

8- SC=01

9- SW=9000, expected
data shall be 0101

10- SW=912D or 91 2F
(depending on the Alpha
Id TLV)

11- SC=00
ARD=049000

13- SW=9000, expected
data shall be 0113

14- SW=912A or 91 2C
(depending on the Alpha
Id TLV)

15- SC=02
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15- FETCH
16- TERMINAL RESPONSE

17- READ BINARY EFraru, verify SD not
executed

Bad case: SMS- SUBMIT, CC failed

18- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 01 11, erroneous CC

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 21, SMS-PP-
DOWNLOAD

19- FETCH
20- TERMINAL RESPONSE

21- READ BINARY EFtaru, verify SD not
executed

Bad case: SMS- SUBMIT, Chipering error

not testable

15- SC=02

17- SW=9000, expected
data shall be 0113

18- SW=912A or 91 2C
(depending on the Alpha
Id TLV)

19- SC=01

21- SW=9000, expected
data shall be 0113

17- SW=9000, expected
data shall be 0113

18- SW=912A or 91 2C
(depending on the Alpha
Id TLV)

19- SC=01

21- SW=9000, expected
data shall be 0113

No PoR reply to the Sending Entity (SE)
(No RC, CC or DS applied to PoR response to
SE)

(PoR response shall not be ciphered)

Good case: SMS-DELIVER-REPORT

1- PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 02 00

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 02 01
SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed

Bad case: SMS-DELIVER-REPORT, CNTR low

3- PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFraru, UPDATE BINARY 02 03
SMS-PP-DOWNLOAD

4- READ BINARY EFraru, verify SD not executed

Bad case: SMS-DELIVER-REPORT, CC failed

5- PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 02 01, erroneous CC

SD: SELECT MF, SELECT DFgjm test, SELECT
EFraru, UPDATE BINARY 02 05
SMS-PP-DOWNLOAD

6- READ BINARY EFraru, verify SD not executed

Bad case: SMS-DELIVER-REPORT, Chipering
error

not testable

1- SW=9000

2- SW=9000, expected
data shall be 0201

3- SW=9000

4-SW=9000, expected
data shall be 0201

5- SW=9000

6- SW=9000, expected
data shall be 0201

1- SW=9000

2- SW=9000, expected
data shall be 0201

3- SW=9000

4-SW=9000, expected
data shall be 0201

5- SW=9000

6- SW=9000, expected
data shall be 0201
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Good case: SMS-SUBMIT

7- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 02 10

SD: SELECT MF, SELECT DFgm test, SELECT
EFraru, UPDATE BINARY 02 09
SMS-PP-DOWNLOAD

8- READ BINARY EFraru, verify SD executed

Bad case: SMS- SUBMIT, CNTR low

9- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 00 00

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 02 11
SMS-PP-DOWNLOAD

10- READ BINARY EFtaru, verify SD not
executed

Bad case: SMS- SUBMIT, CC failed

11- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 02 11, erroneous CC

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 02 13
SMS-PP-DOWNLOAD

12- READ BINARY EFtaru, verify SD not
executed

Bad case: SMS- SUBMIT, Chipering error

not testable

7- SW=9000

8- SW=9000, expected
data shall be 0209

9- SW=9000

10- SW=9000, expected
data shall be 0209

11- SW=9000

12- SW=9000, expected
data shall be 0209

7- SW=9000

8- SW=9000, expected
data shall be 0209

9- SW=9000

10- SW=9000, expected
data shall be 0209

11- SW=9000

12- SW=9000, expected
data shall be 0209

PoR required only when an error has occured
(No RC, CC or DS applied to PoR response to
SE)

(PoR response shall not be ciphered)

Good case: SMS-DELIVER-REPORT

1- PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 03 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrtaru, UPDATE BINARY 03 01
SMS-PP-DOWNLOAD

2- READ BINARY EFraru, verify SD executed

Bad case: SMS-DELIVER-REPORT, CNTR low

3- PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 00 00

SD: SELECT MF, SELECT DFgim test, SELECT
EFrtaru, UPDATE BINARY 03 03, SMS-PP-
DOWNLOAD

4- GET RESPONSE
5- READ BINARY EFtaru, verify SD not executed

Bad case: SMS-DELIVER-REPORT, CC failed

6- PoR response shall be sent using SMS-
DELIVER-REPORT

1- SW=9000

2- SW=9000, expected
data shall be 0301

3- SW=9E10

4- SC=02

5- SW=9000, expected
data shall be 0301

6- SW=9E10

1- SW=9000

2- SW=9000, expected
data shall be 0301

3- SW=6110

4- SC=02

5- SW=9000, expected
data shall be 0301

6- SW=6110
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COUNTER 00 00 00 03 01, erroneous CC

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 06, SMS-PP-
DOWNLOAD

7- GET RESPONSE

8- READ BINARY EFraru, verify SD not executed

Bad case: SMS-DELIVER-REPORT, Chipering
error

not testable
Good case: SMS-SUBMIT

9- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 03 10

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 09
SMS-PP-DOWNLOAD

10- READ BINARY EFraru, verify SD executed

Bad case: SMS- SUBMIT, CNTR low

11- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 11
SMS-PP-DOWNLOAD

12- FETCH
13- TERMINAL RESPONSE

14- READ BINARY EFtaru, verify SD not
executed

Bad case: SMS- SUBMIT, CC failed

15- PoR response shall be sent using SMS-
SUBMIT

COUNTER 00 00 00 03 11, erroneous CC

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 15
SMS-PP-DOWNLOAD

16- FETCH
17- TERMINAL RESPONSE

18- READ BINARY EFtaru, verify SD not
executed

Bad case: SMS- SUBMIT, Chipering error

not testable

7- SC=01

8- SW=9000, expected
data shall be 0301

9- SW=9000

10- SW=9000, expected
data shall be 0309

11- SW=912A or 91 2C
(depending on the Alpha
Id TLV)

12-SC=02

14-SW=9000, expected
data shall be 0309

15- SW=912A or 91 2C
(depending on the Alpha
Id TLV)

16-SC=01

18-SW=9000, expected
data shall be 0309

7- SC=01

8- SW=9000, expected
data shall be 0301

9- SW=9000

10- SW=9000, expected
data shall be 0309

11- SW=912A or 91 2C
(depending on the Alpha
Id TLV)

12-SC=02

14-SW=9000, expected
data shall be 0309

15- SW=912A or 91 2C
(depending on the Alpha
Id TLV)

16-SC=01

18-SW=9000, expected
data shall be 0309

PoR response with simple RC applied to it
not testable

PoR response with CC applied to it
(PoR required to be sent to the SE)
(PoR response shall not be ciphered)

Good case: SMS-DELIVER-REPORT

1- PoR response shall be sent using SMS-
DELIVER-REPORT

PoR response with CC applied to it
COUNTER 00 00 00 05 00

1- SW=9FXX

1- SW=61XX
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SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 05 01
SMS-PP-DOWNLOAD

2- GET RESPONSE
3- READ BINARY EFraru, verify SD executed

Good case: SMS-SUBMIT

4- PoR response shall be sent using SMS-
SUBMIT

PoR response with CC applied to it

COUNTER 00 00 00 05 01

SD: SELECT MF, SELECT DFgimtest, SELECT
EFrtaru, UPDATE BINARY 05 04, SMS-PP-
DOWNLOAD

5- FETCH
6- TERMINAL RESPONSE
7- READ BINARY EFqaru, verify SD executed

2-CC=

3- SW=9000, expected
data shall be 0501

4- SW=91350r 91 37
(depending on the Alpha
Id TLV)

7- SW=9000, expected
data shall be 0504

2-CC=

3- SW=9000, expected
data shall be 0501

4- SW=SW=9135 or 91
37 (depending on the
Alpha Id TLV)

7- SW=9000, expected
data shall be 0504

PoR response shall be ciphered

(PoR required to be sent to the SE)

(PoR response shall be ciphered)

(No RC, CC or DS applied to PoR response to
SE)

DES in CBC mode
Good case: correct ciphering

1- KIC : Keyset 2 (SIM), keyset 3 (USIM)
PCNTR: 01

SD: SELECT MF

padding byte 00

PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 06 00

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 06 01, SMS-PP-
DOWNLOAD,SMS-PP-DOWNLOAD

2- GET RESPONSE

3 - READ BINARY EFtary to verify that SD have
been executed

Triple DES in outer-CBC mode using two
different keys

Good case: correct ciphering

4- KIC : Keyset 9

PCNTR: 01

SD: SELECT MF

padding byte 00

PoR response shall be sent using SMS-
DELIVER-REPORT

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 06 02, SMS-PP-
DOWNLOAD,SMS-PP-DOWNLOAD

5- GET RESPONSE

6 - READ BINARY EFtary to verify that SD have
been executed

Triple DES in outer-CBC mode using three
different keys

1- SW=9F19

3 - SW =90 00, expected
data shall be 06 01

4- SW=9F19

6 - SW =90 00, expected
data shall be 06 02

7 - SW=91330r 91 35

1- SW=6119

3 - SW =90 00, expected
data shall be 06 01

4- SW=6119

6 - SW =90 00, expected
data shall be 06 02

7 - SW=91330r 9135
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Good case: correct ciphering

7- KIC : Keyset 10

PCNTR: 01

SD: SELECT MF

padding byte 00

PoR response shall be sent using SMS-SUBMIT
SD: SELECT MF, SELECT DFgjmtest, SELECT
EFrtaru, UPDATE BINARY 06 03, SMS-PP-
DOWNLOAD,SMS-PP-DOWNLOAD

6 - FETCH
7 - TERMINAL RESPONSE

8 - READ BINARY EFtaru to verify that SD have
been executed

DES in EBC mode
Good case: correct ciphering

9 - KIC : Keyset 15

PCNTR: 01

SD: SELECT MF

padding byte 00

PoR response shall be sent using SMS-SUBMIT
SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 06 04, SMS-PP-
DOWNLOAD,SMS-PP-DOWNLOAD

10 - FETCH
11 - TERMINAL RESPONSE

12 - READ BINARY EFraru to verify that SD have
been executed

(depending on the Alpha
Id TLV)

8 - SW =90 00, expected
data shall be 06 03

9-SW=91330r91 35
(depending on the Alpha
Id TLV)

12 - SW =90 00,
expected data shall be 06
04

(depending on the Alpha
Id TLV)

8 - SW =90 00, expected
data shall be 06 03

9 - SW=91330r91 35
(depending on the Alpha
Id TLV)

12 - SW =90 00,
expected data shall be 06
04

PoR response shall be ciphered and CC
applied to it

(PoR required to be sent to the SE)

(PoR response shall be ciphered)

(PoR response with CC applied to it)

DES in CBC mode
Good case: correct ciphering

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 01

PoR response shall be sent using SMS-
DELIVER-REPORT

SD: SELECT MF, SELECT DFgjmtest, SELECT
EFraru, UPDATE BINARY 07 01, SMS-PP-
DOWNLOAD,SMS-PP-DOWNLOAD

2- GET RESPONSE

3 - READ BINARY EFtary to verify that SD have
been executed

Triple DES in outer-CBC mode using two
different keys

Good case: correct ciphering

4- KIC : Keyset 9

PCNTR: 01

SD: SELECT MF

padding byte 00

PoR response shall be sent using SMS-
DELIVER-REPORT

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 07 02, SMS-PP-
DOWNLOAD

1- SW=9F21

3- SW=90 00, expected
data shall be 07 01

47 SW = 9F 21

1- SW=6121

3- SW=90 00, expected
data shall be 07 01

4- SW=6121
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5 - GET RESPONSE

6 - READ BINARY EFtary to verify that SD have
been executed

Triple DES in outer-CBC mode using three
different keys

Good case: correct ciphering

7 - KIC : Keyset 10

PCNTR: 01

SD: SELECT MF

padding byte 00

PoR response shall be sent using SMS-SUBMIT
SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 07 03, SMS-PP-
DOWNLOAD

6- FETCH
7 - TERMINAL RESPONSE

8 - READ BINARY EFtary to verify that SD have
been executed

DES in ECB mode for ciphering and DES in
CBC mode for authentication

Good case: correct ciphering

8- KIC : Keyset 15

PCNTR: 01

SD: SELECT MF

padding byte 00

PoR response shall be sent using SMS-SUBMIT
SD: SELECT MF, SELECT DFgjmtest, SELECT
EFtaru, UPDATE BINARY 07 04, SMS-PP-
DOWNLOAD

9- FETCH
10 - TERMINAL RESPONSE

11 - READ BINARY EFtary to verify that SD have
been executed

6 - SW =90 00, expected
data shall be 07 02

7 - SW=91 3B or 913D
(depending on the Alpha
Id TLV)

8 - SW =90 00, expected
data shall be 07 03

8- SW=91 3B or 91 3D
(depending on the Alpha
Id TLV)

11 A SW =90 00,
expected data shall be 07
04

6 - SW =90 00, expected
data shall be 07 02

7 - SW=91 3B or 91 3D
(depending on the Alpha
Id TLV)

8 - SW =90 00, expected
data shall be 07 03

8- SW=91 3B or 91 3D
(depending on the Alpha
Id TLV)

11 A SW =90 00,
expected data shall be 07
04

Status Code for CNTR high
(PoR required to be sent to the SE)

(counter only one higher)

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00

SD: SELECT MF

PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 10 00 00 07 00
SMS-PP-DOWNLOAD

2- GET RESPONSE

1- SW=9E10

2- SC=03

1- SW=6110

2- SC=03

Status Code for TAR unknown
(PoR required to be sent to the SE)

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00

SD: SELECT MF

PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 07 02
TAR: ABCDEF

1- SW=9E10

1- SW=6110
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SMS-PP-DOWNLOAD
2- GET RESPONSE

2- SC=09

2- SC=09

10

Status Code for Insufficient security level
(PoR required to be sent to the SE)

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00

SD: Install load command

PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 00 00

TAR: 000000
SMS-PP-DOWNLOAD
2- GET RESPONSE

1- SW=9E10

2- SC=0A

1- SW=6110

2- SC=0A

11

Status Code for CNTR blocked
(PoR required to be sent to the SE)

1- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00

SD: SELECT MF

PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER FF FF FF FF FF
SMS-PP-DOWNLOAD

2- KIC : keyset 4 (SIM), keyset 5 (USIM)
PCNTR: 00

SD: SELECT MF

PoR response shall be sent using SMS-
DELIVER-REPORT

COUNTER 00 00 00 07 20
SMS-PP-DOWNLOAD

3- GET RESPONSE

2- SW=9E10

3- SC=04

2- SW=6110

3- SC=04

5.2.6.1.4 Test Coverage

CRR number

Test case number

N1

1

N2

3,4,56,7

N3

N4

N5

N6

N7

N8

N9

N10

E1

E2

E3

E4

V| === OO D= ]|=]|=|W

E5

—_
—_

E6

©

E7

-
o
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5.3 Implementation for SMS-CB

5.3.1 Structure of the CBS page in the SMS-CB Message

Test area reference : SEC_SCB_SCB

5.3.1.1 Conformance Requirements

The structure of a Cell Broadcast is defined is 3GPP TS 23.041 [10].

Normal execution
CRRNT1: The Cell Broadcast Service (CBS) page must be a fixed block of 88 octets.
CRRN2: The CBS page consists of a 6-octet header and 82 user octets.
CRRN3: The 6-octet Header must be unsecured.

CRRN4: The 6-octet Header includes: Serial Number, Message IDentifier, Data Coding Scheme and Page
Parameter.

CRRNS: The Serial Number (SN) is coded on 2 octets and contains the identifier of the message.

CRRN6: The Message Identifier (MID) is coded on 2 octets and contains the source and the type of the message.
The value of the MID must be from 10801 to €109Fi for command packet CBS messages secured according to
3GPP TS 23.048 [6].

CRRN7: Data Coding Scheme (DCS) is coded on 1 octet and contains the alphabet coding and language.

CRRNS: The Page Parameter (PP) is coded on 2 octets, the Most Significant Nibble contains the page number and
the Less Significant Nibble contains the total number of pages.

Error cases
CRRETL: If the CHL field is inconsistent the message shall be discarded.

CRRE2: No data is sent to the receiving application if the Message Identifier (MID) is not in the range €1080i to

&109Fi.
5.3.1.2 Test suites files
Test Script: (U)SIM_ SEC_SCB_SCB _1.scr
(U)SIM_ SEC_SCB_SCB _1.clr
5.3.1.3 Test procedure
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 The CBS page consist of a fixed block of 88
bytes
1- Send a formatted SMS-CB with no security 1-SW=29000 1-SW=9000
which contains the following commands:
- Select Select DFsjmTEST.
- Select EFtaru.
- Update Binary command with data 01 01 O1
2 - Select EFtaru
3 - Read binary command. 3-SW =9000, expected |3-SW =90 00, expected
data shall be 01 01 01 data shall be 01 01 01
2 | A CBS page with inconsistent CHL shall not
be processed
1-SW=29000 1-SW=29000
1 A Send a formatted SMS-CB with no security
with an inconsistent CHL containing the following
commands:
- Select Select DFsjmTEST.
- Select EFtaru.
- Update Binary command with data 02 02 02
2 - Select EFtaru 3-SW =9000, expected |3-SW =90 00, expected
3 - Read binary command. data shall be 01 01 01 data shall be 01 01 01
3 | The command packet identifier shall be in the

range of é080i to & 09Fi

1 - Send a formatted SMS-CB with no security with
a command identifier field set to &07Fi,
containing the following commands:

- Select Select DFsimTeST-

- Select EFtaru.

- Update Binary command with data 02 02 02

2 - Select EFtaru
3 - Read binary command.

4 - Send a formatted SMS-CB with no security with
a command identifier field set to & 0AOf ,
containing the following commands:

- Select Select DFsjmTEST.

- Select EFtaru.

- Update Binary command with data 02 02 02

5 - Select EFraru
6 - Read binary command.

7 - Send a formatted SMS-CB with no security with
a command identifier field set to &080i ,
containing the following commands:

- Select Select DFsjmTEST.

- Select EFtaru.

- Update Binary command with data 03 02 07

8 - Select EFtaru
9 - Read binary command.

10 - Send a formatted SMS-CB with no security
with a command identifier field set to & 09Fi ,
containing the following commands:

- Select Select DFgmTEST.

- Select EFtaru.

- Update Binary command with data 03 02 10

1-SW=90 00

3-SW =90 00, expected
data shall be 01 01 01

4 - SW=90 00

6 - SW =90 00, expected
data shall be 01 01 01

7 - SW=90 00

9-SW =90 00, expected
data shall be 03 02 07

10 - SW=90 00

1-SW=9000

3-SW =90 00, expected
data shall be 01 01 01

4 - SW=90 00

6 - SW =90 00, expected
data shall be 01 01 01

7 - SW=90 00

9 - SW =90 00, expected
data shall be 03 02 07

10 - SW=90 00
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11 - Select EFtaru
12 - Read binary command. 12 - SW =90 00, expected |12 - SW =90 00 , expected
data shall be 03 02 10 data shall be 03 02 10

5.3.1.4 Test coverage

CRR number Test case number
CRRN1,08 1
CRREH1 2
CRRE2 3

5.3.2 A Command Packet structure contained in a SMS-CB message

Test area reference : SEC_SCB_CCB

5.3.2.1 Conformance Requirements

Normal execution
CRRNI1: The CPI is coded on 2 octets, these octets are the MID octets.

CRRN2: All fields from the CPL to the Secured Data (composed of the CPL, CHI (Null field), CHL, SPI to
RC/CC/DS) of the Command Packet are stored in the order defined in the generalised secured packet structure.

CRRN3: The Command Packet Length (CPL) field is coded over two octets. It shall not be coded according to
ISO/IEC 7816-6.

CRRN4: The Command Header Length (CHL) field is coded over one octet. It shall not be coded according to
ISO/IEC 7816-6.

CRRNS5: All fields from the SPI to the Secured Data are coded as defined in the Generalised Command Packet
Structure.

CRRNG6: The Command Packet Length and Command Header Length fields are included in the calculation of the
RC/CC/DS, if used.

CRRNT7: In case of several pages, the first CBS page includes the 6-octet Header and the Command Header and the
following pages only include the 6-octet Header.
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Description

API Expectation

SIM APDU Expectation

USIM APDU Expectation

CPL and CHL shall be included in the
calculation of the RC/CC/DS

Good case : CPL and CHL are included in CC
calculation
1- Send a SMS-CB message using integrity
containing the following command

- Select DFsivTEST.

- Select EFtaru.

- Update Binary command with data 02 03 01

2 - Select EFtaru
3 - Read binary command.

Bad case : CPL and CHL are not included in
CC calculation
4- Send a SMS-CB message using integrity
containing the following command

- Select DFsmTesT.

- Select EFtaru.

- Update Binary command with data 02 03 04

5 - Select EFtaru
6 - Read binary command.

1-SW=90 00

3-SW =90 00, expected

data shall be 02 03 01

4 - SW=90 00

6 - SW =90 00, expected
data shall be 02 03 01

1-SW=9000

3-SW =90 00, expected

data shall be 02 03 01

4 - SW=290 00

6 - SW =90 00, expected
data shall be 02 03 01

The first page contains the 6 octets header and
the command header

1- Send a formatted SMS-CB message composed
of two pages containing the following command:

- Select DFsivTEST

- Select EFtary .
Update binary command with data 00 01 02 O 28.

2 - Select EFtaru
3 - Read binary command

1-SW=9000

3-SW =9000, expected
data shall be 00 01 02 O 28

1-SW =90 00

3-SW =9000, expected
data shall be 00 01 02 O 28

5.3.2.4 Test coverage
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CRR number Test case number
CRRN1,2,3,4,5 Tested in other parts of
the specification
CRRN6 1
CRRN7 2

5.3.3  Security mechanism for SMS-CB

Test area reference : SEC_SCB_SMC
5.3.3.1 Conformance Requirements

Normal execution

CRRN1: The receiving application, indicated by the TAR field, processes the command packet once the security
checks have been performed successfully.

CRRN2: The security of a command packet is defined according to SPI first byte and can combine encryption,
integrity and anti-replay features.

CRRN3: The bit3 of SPI1 is used with Kic byte to specify which type of encryption is applied to the command
packet. The DES (in CBC and ECB modes) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRN4: The bits b1b2 of SPI1 are used with KID field to specify which type of integrity check protects the
command packet. The DES (in CBC mode) and TDES algorithms (with 2 or 3 keys in outer-CBC mode) can be
used.

CRRNS: The bits b4b5 of SPI1 are used to specify how should the anti-replay be checked with the CNTR field:
CNTR can be either greater or incremented by 1 compared to the last accepted command packet.

CRRNG6: The different security features are processed in the following order: The receiving entity first deciphers the
secured command packet, then checks its integrity and finally checks the anti-replay counter.

CRRNT7: The anti-replay counter of the receiving entity is only updated once all the security checks are performed
successfully.

CRRNS: If the SPI1 indicates that no RC, CC or DS is present in the Command Header, the RC/CC/DS field shall
be of zero length.

CRRNO: A command packet where SPI1 indicates 1no counter availablei has its 5 bytes CNTR field present.

CRRN10: In case of a ciphered command packet, the PCNTR indicates the number of padding bytes in the Secured
Data field which are not processed by the receiving application.

Error cases

CRREL1: No data is sent to the receiving application when the receiving entity fails to decipher the message if
required.

CRRE2: No data is sent to the receiving application when the RC/CC/DS field check fails.

CRRE3: No data is sent to the receiving application when the CNTR field is lower or equal to the counter of the
receiving entity, if b5 of SPI1 is set to 1.
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CRRE4: No data is sent to the receiving application when the CNTR field is more than 1 unit greater than the
counter of the receiving entity, if b4b5 of SPI1 is 11.

CRRES: If SPI1 indicates that RC, CC or DS is present in the Command Header and if padding is required, the
padding octets shall be coded '00'. These octets shall not be included in the secured data. Otherwise, the message

is rejected.

5.3.3.2 Te

Test Script:
Test Applet:
Load Script:

Test Script:

Cleanup Script:

Parameter File:

st suites files

n.a.

n.a.

n.a.

(U)SIM_SEC _SCB_SMC 1.scr
(U)SIM_SEC_SCB_SMC _2.scr
(U)SIM_SEC_SCB_SMC _3.scr
(U)SIM_SEC_SCB_SMC _4.scr

(U)SIM_SEC_SCB_SMC _1.clr
(U)SIM_SEC_SCB_SMC 2.clr
(U)SIM_SEC_SCB_SMC 3.clr
(U)SIM_SEC_SCB_SMC _4.clr

n.a.

5.3.3.3 Test procedure

5.3.3.3.1

Testfocus: Counter

SPI

(U)SIM_SEC_SCB_SMC_1, Testfocus counter

- 00: No counter available (note 1)

- 01: Counter available; no replay or sequence checking (note 2)
- 10: Process if and only if counter value is higher than the value in the RE (note 3)
- 11: Process if and only if counter value is one higher than the value in the RE (note 4)

Default settings:

SPI:

-No RC, CC or DS
- No ciphering
- No PoR required

KIC:

- keyset 6 (SIM), keyset 7 (USIM)
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- b2b1 = 00: Algorithm known implicitly by both entities
- b4b3 = 00: DES in CBC mode

KID:

- keyset 6 (SIM), keyset 7 (USIM)
- b2b1 = 00: Algorithm known implicitly by both entities
- b4b3 = 00: DES in CBC mode

TARgy 012345
TARysy 0123 47

PCNTR 00
Counter in Smartcard is 00 00 00 00 00

Test procedure

3GPP TS 31.048 V2.0.0

Description API Expectation

SIM APDU Expectation

SELECT DFepy rst, SELECT EFragy

No counter available

Good case: use maximum counter value

1- CNTR: FF FF FF FF FF

SD: SELECT MF, SELECT DF s test, SELECT
EFraru, UPDATE BINARY 01 01
SMS-CB-DOWNLOAD

2- READ BINARY EFraru, verify SD executed

Good case: use minimum counter value

3- CNTR: 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 03
SMS-CB-DOWNLOAD

4- READ BINARY EFraru, verify SD executed

Bad case: counter missing in CP

1- SW=9000

2- SW=9000, Expected

data shall be 0101

3- SW = 9000

4- SW=9000, Expected

data shall be 0103

1- SW=9000

data shall be 0101

3- SW = 9000

data shall be 0103

5- remove CNTR from CP 5- SW=9000 5- SW=9000

SD: SELECT MF, SELECT DFsmtest, SELECT

EFtaru, UPDATE BINARY 01 05

SMS-CB-DOWNLOAD

6- READ BINARY EFTARU, verify SD 6- SW=9000, 6- SW=9000,

not executed Expected Expected

data shall data shall
be 0103 be 0103

Counter available; no replay or sequence

checking

Good case : use maximum counter value

1- CNTR: FF FF FF FF FF 1-SW=9000 1-SW=9000

SD: SELECT MF, SELECT DFgmtesT, SELECT
EFtaru, UPDATE BINARY 02 01
SMS-CB-DOWNLOAD

2- READ BINARY EFqaru, verify SD executed

2- SW=9000, Expected

data shall be 0201

data shall be 0201

3GPP
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Good case: use minimum counter value

3- CNTR: 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFrtaru, UPDATE BINARY 02 03
SMS-CB-DOWNLOAD

4- READ BINARY EFqaru, verify SD executed

Bad case : counter missing in CP

3-SW=9000

4- SW=9000, Expected
data shall be 0203

3-SW=9000

4- SW=9000, Expected
data shall be 0203

5- remove CNTR from CP 5-SW=9000 5-SW=9000

SD: SELECT MF, SELECT DFgmtest, SELECT

EFtaru, UPDATE BINARY 02 05

SMS-CB-DOWNLOAD

6- READ BINARY EF ify SD not

TARU; VETTLY SO 6- SW=9000, 6- SW=9000,
executed

Expected Expected
data shall data shall
be 0203 be 0203

Process if and only if counter value is higher

than the value in the RE

Good case : counter one higher than in the

RE

1- CNTR: 00 00 00 00 01

SD: SELECT MF, SELECT DFgmtest, SELECT 1- SW=9000 1-SW=9000

EFtaru, UPDATE BINARY 03 01 SMS-CB-
DOWNLOAD

2- READ BINARY EFraru, verify SD executed

Good case : counter 0x10 higher than in RE

3- CNTR: 00 00 00 00 11

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 03 SMS-CB-
DOWNLOAD

4- READ BINARY EFqaru, verify SD executed

Bad case : counter 0x11 lower than in the
RE

5- CNTR: 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtesT, SELECT
EFtaru, UPDATE BINARY 03 05 SMS-CB-
DOWNLOAD

6- READ BINARY EFtaru, verify SD not
executed

Bad case : counter one lower than in the RE

7- CNTR: 00 00 00 00 10

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 07 SMS-CB-
DOWNLOAD

8- READ BINARY EFtaru, verify SD not
executed

Bad case : counter equal to value in the RE

9- CNTR: 00 00 00 00 11
SD: SELECT MF, SELECT DFgmtest, SELECT

2- SW=9000, Expected
data shall be 0301

3-SW=9000

4- SW=9000, Expected
data shall be 0303

5-SW=9000

6- SW=9000, Expected
data shall be 0303

7-SW=9000

8- SW=9000, Expected
data shall be 0303

9-SW=9000

2- SW=9000, Expected
data shall be 0301

3-SW=9000

4- SW=9000, Expected
data shall be 0303

5-SW=9000

6- SW=9000, Expected
data shall be 0303

7-SW=9000

8- SW=9000, Expected
data shall be 0303

9-SW=9000
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EFtaru, UPDATE BINARY 03 09 SMS-CB-
DOWNLOAD

10- READ BINARY EFragu, verify SD not
executed

Good case : counter 0xOF higher than in the
RE

11- CNTR: 00 00 00 00 20

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 11 SMS-CB-
DOWNLOAD

12- READ BINARY EFraru, verify SD executed

10- SW=9000 Expected
data shall be 0303

11-SW=9000

12- SW=9000 Expected
data shall be 0311

10- SW=9000 Expected
data shall be 0303

11-SW=9000

12- SW=9000 Expected
data shall be 0311

Bad case : counter missing in CP 13-SW=9000 13-SW=9000
13- remove CNTR from CP
SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 03 13
’ 14- SW=9000, 14- SW=9000
SMS-CB-DOWNLOAD ) Expected Expected
14- READ BINARY EFTARU, Verlfy SD data shall data shall
not executed be 0311 be 0311
Process if and only if counter value is one
higher than the value in the RE
Good case : counter one higher than in the
RE
1- CNTR: 00 00 00 00 21 1-SW=9000
SD: SELECT MF, SELECT DFgmtest, SELECT 1-SW=9000

EFtaru, UPDATE BINARY 04 01 SMS-CB-
DOWNLOAD

2- READ BINARY EFqaru, verify SD executed

Bad case : counter 0x02 higher than in RE

3- CNTR: 00 00 00 00 23

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 03 SMS-CB-
DOWNLOAD

4- READ BINARY EFraru, verify SD not
executed

Bad case : counter 0x21 lower than in the
RE

5- CNTR: 00 00 00 00 00

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 05 SMS-CB-
DOWNLOAD

6- READ BINARY EFtaru, verify SD not
executed

Bad case : counter one lower than in the RE

7- CNTR: 00 00 00 00 20

SD: SELECT MF, SELECT DFgmtesT, SELECT
EFtaru, UPDATE BINARY 04 07 SMS-CB-
DOWNLOAD

2- SW=9000, Expected
data shall be 0401

3-SW=9000

4- SW=9000, Expected
data shall be 0401

5-SW=9000

6- SW=9000, Expected
data shall be 0401

7-SW=9000

8- SW=9000, Expected
data shall be 0401

2- SW=9000, Expected
data shall be 0401

3-SW=9000

4- SW=9000, Expected
data shall be 0401

5-SW=9000

6- SW=9000, Expected
data shall be 0401

7-SW=9000

8- SW=9000, Expected
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8- READ BINARY EFrary, verify SD not
executed

9-SW=9000
Bad case : counter equal to value in the RE

9- CNTR: 00 00 00 00 21
SD: SELECT MF, SELECT DFgmtest, SELECT

EFraru, UPDATE BINARY 04 09 SMS-CB- 10- SW=9000, Expected

data shall be 0401

DOWNLOAD
10- READ BINARY EFranu, verify SD not
executed
11-SW=9000
Good case : counter one higher than in the
RE
11- CNTR: 00 00 00 00 22
SD: SELECT MF, SELECT DF s test, SELECT 12- SW=9000, Expected
EFraru, UPDATE BINARY 04 11 SMS-CB- data shall be 0411
DOWNLOAD
12- READ BINARY EFraru, verify SD executed
13-SW=9000

Bad case : counter missing in CP

13- remove CNTR from CP

SD: SELECT MF, SELECT DFsjmtest, SELECT
EFtaru, UPDATE BINARY 04 13
SMS-CB-DOWNLOAD

14- READ BINARY EFragy, verify SD
not executed

14- SW=9000, Expected
data shall be 0411

data shall be 0401

9-SW=9000

10- SW=9000, Expected
data shall be 0401

11-SW=9000

12- SW=9000, Expected
data shall be 0411

13-SW=9000

14- SW=9000, Expected
data shall be 0411

5.3.3.3.2 (U)SIM_SEC_SCB_SMC _2, Testfocus integrity

Testfocus : Integrity

SPI

- 01: Redundancy Check
- 10: Cryptographic Checksum

KID

- 01: DES

- 00: DES in CBC mode

- 01: Triple DES in outer-CBC mode using two different keys
- 10: Triple DES in outer-CBC mode using three different keys

Default settings:
SPI:

- No ciphering
- No PoR response to SE

KIC:

- keyset 6 (SIM), keyset 7 (USIM)
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- b2b1 = 00: Algorithm known implicitly by both entities

- b4b3 = 00: DES in CBC mode
KID :

- keyset 6 (SIM), keyset 7 (USIM) for DES in CBC mode

62

- keyset 9, key for Triple DES in outer-CBC mode using two different keys
- keyset 10, key for Triple DES in outer-CBC mode using three different keys

TARgy 012345
TARysy 0123 47

CNTR 00 00 00 00 00
PCNTR 00

Length of RC/CC equal to 8

Test procedure

3GPP TS 31.048 V2.0.0

Description

API Expectation

SIM APDU Expectation

USIM APDU Expectation

SELECT DFepy s, SELECT EFrpagy

Redundancy Check

Not testable, because no mandatory
algorithm specified.

Cryptographic Checksum, DES in CBC
mode

Good case: correct CC

1- KID : Keyset 6(SIM),Keyset7(USIM), DES
SD: SELECT MF, SELECT DFgjmtest, SELECT
EFtaru, UPDATE BINARY 02 01, SMS-CB-
DOWNLOAD

2- READ BINARY EFraru, verify SD executed

Bad case: incorrect CC

3- KID : Keyset 6(SIM),Keyset7(USIM), DES
SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 02 03, Toggle bit 0
of the last CC byte after CC calculation
SMS-CB-DOWNLOAD

4- READ BINARY EFrary, verify SD not
executed

Good case: correct CC

5- KID : Keyset 6(SIM),Keyset7(USIM), DES
SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 02 05, SMS-CB-
DOWNLOAD

6- READ BINARY EFrygy, verify SD
executed

1-SW=9000

2- SW=9000, Expected
data shall be 0201

3-SW=9000

4- SW=9000, Expected
data shall be 0201

5-SW=9000

6- SW=9000,
Expected
data shall
be 0205

1-SW=9000

2- SW=9000, Expected
data shall be 0201

3-SW=9000

4- SW=9000, Expected
data shall be 0201

5-SW=9000

6- SW=9000,
Expected
data shall
be 0205

Cryptographic Checksum, Triple DES in
outer-CBC mode using two different keys
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Good case: correct CC

1- KID : Keyset 9, DES

SD: SELECT MF, SELECT DFsmtest, SELECT
EFtaru, UPDATE BINARY 03 01, SMS-CB-
DOWNLOAD

2- READ BINARY EFqaru, verify SD executed

Bad case: incorrect CC

3- KID : Keyset 9, DES

SD: SELECT MF, SELECT DFgim test, SELECT
EFrtaru, UPDATE BINARY 03 03, Toggle bit 0
of the last CC byte after CC calculation
SMS-CB-DOWNLOAD

4- READ BINARY EFtaru, verify SD not
executed

1-SW=9000

2- SW=9000,Expected
data shall be 0301

3-SW=9000

4- SW=9000,Expected
data shall 0301

1-SW=9000

2- SW=9000,Expected
data shall be 0301

3-SW=9000

4- SW=9000,Expected
data shall 0301

Good case: correct CC 5-SW=9000 5-SW=9000
5- KID : Keyset 9, DES
SD: SELECT MF, SELECT DFsmtest, SELECT
EFtaru, UPDATE BINARY 03 05, SMS-CB- 6- 6-
DOWNLOAD ' SW=9000 SW=9000
6- READ BINARY EFpagy, verify SD ,Expected ,Expected
executed data shall data shall
be 0305 be 0305
Cryptographic Checksum, Triple DES in
outer-CBC mode using three different keys
Good case: correct CC
1- KID : Keyset 10, DES 1-SW=9000 1-SW=9000

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 01, SMS-CB-
DOWNLOAD

2- READ BINARY EFraru, verify SD executed

Bad case: incorrect CC

3- KID : Keyset 10, DES

SD: SELECT MF, SELECT DFgjm test, SELECT
EFtaru, UPDATE BINARY 04 03, Toggle bit 0
of the last CC byte after CC calculation
SMS-CB-DOWNLOAD

4- READ BINARY EFtaru, verify SD not
executed

Good case: correct CC

5- KID : Keyset 10, DES

SD: SELECT MF, SELECT DFsmtest, SELECT
EFtaru, UPDATE BINARY 04 05, SMS-CB-
DOWNLOAD

6- READ BINARY EFpagy, verify SD
executed

2- SW=9000,Expected
data shall be 0401

3-SW=9000

4- SW=9000,Expected
data shall be 0401

5-SW=9000

6-
SW=9000
,Expected
data shall
be 0405

2- SW=9000,Expected
data shall be 0401

3-SW=9000

4- SW=9000,Expected
data shall be 0401

5-SW=9000

6-
SW=9000
,Expected
data shall
be 0405
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5.3.3.3.3 (U)SIM_SEC_SCB_SMC _3, Testfocus ciphering

Testfocus : Ciphering

KIC

-01: DES
- 00: DES in CBC mode

- 01: Triple DES in outer-CBC mode using two different keys
- 10: Triple DES in outer-CBC mode using three different keys

-11: DES in ECB mode

Default settings :
SPI:
- No RC, CC or DS

- Ciphering
- No PoR required to be sent to the SE

KID:

- keyset 6 (SIM), keyset 7 (USIM)

- b2b1 = 00: Algorithm known implicitly by both entities

- b4b3 = 00: DES in CBC mode
KIC

-b2bl = 01: DES
Keysets :

- keyset 6 (USIM), keyset 7 (USIM) keys for DES in CBC mode
- keyset 9, key for Triple DES in outer-CBC mode using two different keys
- keyset 10, key for Triple DES in outer-CBC mode using three different keys

- keyset 15, key for DES in ECB mode
TARgp 012345

TARysy 0123 47
CNTR 00 00 00 00 00

Test procedure

3GPP TS 31.048 V2.0.0

Description

API Expectation

SIM APDU Expectation

USIM APDU Expectation

SELECT DFsimTesT, SELECT EFtaRU

DES in CBC mode

Good case: correct ciphering

1- KIC : Keyset 6(SIM),KeySet7(USIM)
PCNTR: 03

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 01 01, Padding
bytes 00 00 00

SMS-CB-DOWNLOAD

2- READ BINARY EFraru, verify SD executed

1-SW=9000

2- SW=9000,Expected
data shall be

1-SW=9000

2- SW=9000,Expected
data shall be
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Bad case: incorrect ciphering

not testable

Good case: correct ciphering, padding
bytes shall not be processed3- KIC : Keyset
6(SIM),KeySet7(USIM)

PCNTR: 07

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 01 05 01 05 01 05
01 05 01, padding bytes UPDATE BINARY 01
06

Cipher with 7 padding bytes.
SMS-CB-DOWNLOAD

4- READ BINARY EFtaru, verify SD not
executed

Good case: correct ciphering

5- KIC : Keyset 6(SIM),KeySet7(USIM)
PCNTR: 03

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 01 07, Padding
bytes 00 00 00

SMS-CB-DOWNLOAD

6- READ BINARY EFragu, verify SD executed

010501050105010501

3-SW=9000

4- SW=9000,Expected
data shall be 0101

5-SW=9000

6- SW=9000,Expected
data shall be 0107

010501050105010501

3-SW=9000

4- SW=9000,Expected
data shall be 0101

5-SW=9000

6- SW=9000,Expected
data shall be 0107

Triple DES in outer-CBC mode using two
different keys

Good case: correct ciphering

1- KIC : Keyset 9

PCNTR: 03

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 02 01, Padding
bytes 00 00 00

SMS-CB-DOWNLOAD

2- READ BINARY EFraru, verify SD executed

Bad case: incorrect ciphering

not testable

Good case: correct ciphering, padding
bytes shall not be processed

3- KIC : Keyset 9

PCNTR: 07

SD: SELECT MF, SELECT DFsm test, SELECT
EFtaru, UPDATE BINARY 02 05 02 05 02 05
02 05 02, padding bytes UPDATE BINARY 02
06

Cipher with 7 padding bytes.
SMS-CB-DOWNLOAD

4- READ BINARY EFtaru, verify SD not
executed

1-SW=9000

2- SW=9000,Expected
data shall be
020502050205020502

3-SW=9000

4- SW=9000,Expected
data shall be 0201

1-SW=9000

2- SW=9000,Expected
data shall be
020502050205020502

3-SW=9000

4- SW=9000,Expected
data shall be 0201

3GPP




Release 5

66

3GPP TS 31.048 V2.0.0

Good case: correct ciphering

5- KIC : Keyset 9

PCNTR: 03

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 02 07, Padding
bytes 00 00 00

SMS-CB-DOWNLOAD

6- READ BINARY EFragu, verify SD executed

5-SW=9000

6- SW=9000,Expected
data shall be 0207

5-SW=9000

6- SW=9000,Expected
data shall be 0207

Triple DES in outer-CBC mode using three
different keys

Good case: correct ciphering

1- KIC : Keyset 10

PCNTR: 03

SD: SELECT MF, SELECT DFsim test, SELECT
EFtaru, UPDATE BINARY 03 01, Padding
bytes 00 00 00

SMS-CB-DOWNLOAD

2- READ BINARY EFragu, verify SD executed

Bad case: incorrect ciphering

not testable

Good case: correct ciphering, padding
bytes shall not be processed

3- KIC : Keyset 10

PCNTR: 07

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 03 05 03 05 03 05
03 05 03, padding bytes UPDATE BINARY 03
06

Cipher with 7 padding bytes.
SMS-CB-DOWNLOAD

4- READ BINARY EFrtapu, verify SD not
executed

Good case: correct ciphering

5- KIC : Keyset 10

PCNTR: 03

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 03 07, Padding
bytes 00 00 00

SMS-CB-DOWNLOAD

6- READ BINARY EFragu, verify SD executed

1-SW=9000

2- SW=9000,Expected
data shall be
030503050305030503

3-SW=9000

4- SW=9000,Expected
data shall be 0301

5-SW=9000

6- SW=9000,Expected
data shall be 0307

1-SW=9000

2- SW=9000,Expected
data shall be
030503050305030503

3-SW=9000

4- SW=9000,Expected
data shall be 0301

5-SW=9000

6- SW=9000,Expected
data shall be 0307

DES in EBC mode

Good case: correct ciphering

1- KIC : Keyset 15

PCNTR: 03

SD: SELECT MF, SELECT DFsim test, SELECT
EFtaru, UPDATE BINARY 04 01, Padding

1-SW=9000

1-SW=9000
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bytes 00 00 00
SMS-CB-DOWNLOAD

2- READ BINARY EFraru, verify SD executed

Bad case: incorrect ciphering

not testable

Good case: correct ciphering, padding
bytes shall not be processed

3- KIC : Keyset 15

PCNTR: 07

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 04 05 04 05 04 05
04 05 04, padding bytes UPDATE BINARY 02
06

Cipher with 7 padding bytes.
SMS-CB-DOWNLOAD

4- READ BINARY EFtaru, verify SD not
executed

Good case: correct ciphering

5- KIC : Keyset 15

PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 04 07, Padding
bytes 00 00 00

SMS-CB-DOWNLOAD

6- READ BINARY EFraru, verify SD executed

2- SW=9000,Expected
data shall be
040504050405040504

3-SW=9000

4- SW=9000,Expected
data shall be 0401

5-SW=9000

6- SW=9000,Expected
data shall be 0407

2- SW=9000,Expected
data shall be
040504050405040504

3-SW=9000

4- SW=9000,Expected
data shall be 0401

5-SW=9000

6- SW=9000,Expected
data shall be 0407

5.3.3.3.4 (U)SIM_SEC_SCB_SMC_4, Testfocus mixed mode integrity, ciphering and

counter

Default setting
SPI:

- Cryptographic checksum
- Ciphering
- No PoR required to be sent to the SE

KID:

- keyset 6 (SIM), keyset 7 (USIM)
-b2bl = 01: DES
- b4b3 = 00: DES in CBC mode

KIC

- keyset 6 (SIM), keyset 7 (USIM)
- b2b1 = 01: DES
- b4b3 = 00: DES in CBC mode

Keysets :

- keyset 6 (SIM), keyset 7 (USIM), key for DES in CBC mode

TARgny 012345
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Description

API Expectation

SIM APDU Expectation

USIM APDU Expectation

SELECT DFsimtest, SELECT EFtaru

Mixed mode Ciphering, Integrity, no counter
available

Good case: correct ciphering and correct
cc

1- PCNTR: 03

SD: SELECT MF, SELECT DFsm test, SELECT
EFraru, UPDATE BINARY 01 01 Padding bytes
00 00 00

SMS-CB-DOWNLOAD

2- READ BINARY EFragu, verify SD executed

Bad case: incorrect ciphering (as a result
incorrect CC)

3- PCNTR: 03

SD: SELECT MF, SELECT DFgmtest, SELECT
EFtaru, UPDATE BINARY 01 03 padding bytes
00 00 00

Toggle bit 0 of the last padding byte after
correct ciphering

SMS-CB-DOWNLOAD

4- READ BINARY EFtaru, verify SD not
executed

Good case: correct ciphering and correct
CC, padding bytes shall not be processed.

5- PCNTR: 07

SD: SELECT MF, SELECT DFgm test, SELECT
EFtaru, UPDATE BINARY 01 05 01 05 01 05
01 05 01 padding bytes UPDATE BINARY 01
06

Cipher with 7 padding bytes.
SMS-CB-DOWNLOAD

6- READ BINARY EFagru, verify SD not
executed

Bad case: correct ciphering and incorrect
cc

7- PCNTR: 03

SD: SELECT MF, SELECT DFsm test, SELECT
EFtaru, UPDATE BINARY 01 05 padding bytes
00 00 00

Toggle bit 0 of last CC byte after CC
calculation.

SMS-CB-DOWNLOAD

8- READ BINARY EFraru, verify SD not
executed

1-SW=9000

2- SW=9000,Expected
data 0101

3- SW=9000

4- SW=9000,Expected
data shall be 0101

5-SW=9000

6- SW=9000,Expected
data
010501050105010501

7-SW=9000

8- SW=9000,Expected
data 0105

1-SW=9000

2- SW=9000,Expected
data 0101

3- SW=9000

4- SW=9000,Expected
data shall be 0101

5-SW=9000

6- SW=9000,Expected
data
010501050105010501

7-SW=9000

8- SW=9000,Expected
data 0105
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Good case: correct ciphering and correct
cc

9- PCNTR: 03

SD: SELECT MF, SELECT DFsm test, SELECT
EFraru, UPDATE BINARY 01 09 Padding bytes
00 00 00

SMS-CB-DOWNLOAD

10- READ BINARY EFraru, verify SD executed

9-SW=9000

10- SW=9000,Expected
data 0109

9-SW=9000

10- SW=9000,Expected
data 0109

Mixed mode Ciphering, Integrity, Process if
and only if counter value is higher than the
value in the RE

Good case: correct ciphering, correct
CC, correct counter

1- CNTR: 00 00 01 00 00

PCNTR: 03

SD: SELECT MF, SELECT DFgsm TesT,
SELECT EF+taru, UPDATE BINARY 02 01
Padding bytes 00 00 00
SMS-CB-DOWNLOAD

2- READ BINARY EFqagu, verify SD
executed

Bad case:correct ciphering, correct CC,
counter too low

3- CNTR: 00 00 01 00 00

PCNTR: 03

SD: SELECT MF, SELECT DFgsim TesT,
SELECT EF+ary, UPDATE BINARY 02 03
padding bytes 00 00 00
SMS-CB-DOWNLOAD

4- READ BINARY EFtagu, verify SD not
executed

Good case: correct ciphering, correct
CC, correct counter

5- CNTR: 00 00 01 00 01

PCNTR: 03

SD: SELECT MF, SELECT DFgm tesT,
SELECT EF7ary, UPDATE BINARY 02 05
Padding bytes 00 00 00
SMS-CB-DOWNLOAD

6- READ BINARY EFqagu, verify SD
executed

Bad case: correct ciphering, incorrect
CC, correct counter

7- CNTR: 00 00 01 00 02

PCNTR: 03

SD: SELECT MF, SELECT DFgm TEST,
SELECT EF+aru, UPDATE BINARY 02 07
Padding bytes 00 00 00

Toggle bit 0 of last CC byte after CC
calculation.

1-SW=9000

2- SW=9000,Expected
data shall be 0201

3-SW=9000

4- SW=9000,Expected
data shall be 0201

5-SW=9000

6- SW=9000, Expected
data shall be 0205

7-SW=9000

1-SW=9000

2- SW=9000,Expected
data shall be 0201

3-SW=9000

4- SW=9000,Expected
data shall be 0201

5-SW=9000

6- SW=9000, Expected
data shall be 0205

7-SW=9000
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SMS-CB-DOWNLOAD

8- READ BINARY EF+agu, verify SD
executed

Good case: correct ciphering, correct
CC, correct counter

9- CNTR: 00 00 01 00 02

PCNTR: 03

SD: SELECT MF, SELECT DFgm tesT,
SELECT EF+ary, UPDATE BINARY 02 09
Padding bytes 00 00 00
SMS-CB-DOWNLOAD

10- READ BINARY EFragru, verify SD
executed

Bad case: incorrect ciphering (as a
result incorrect CC), correct counter

11- CNTR: 00 00 01 00 03

PCNTR: 03

SD: SELECT MF, SELECT DFgm tesT,
SELECT EF+aru, UPDATE BINARY 02 11
padding bytes 00 00 00

Toggle bit 0 of the last padding byte after
correct ciphering

SMS-CB-DOWNLOAD

12- READ BINARY EFtary, verify SD not
executed

Good case: correct ciphering, correct
CC, correct counter

13- CNTR: 00 00 01 00 03

SD: SELECT MF, SELECT DFsm TesT,
SE_|__ECT EF+aru, UPDATE BINARY 00 01
020 28

SMS-CB-DOWNLOAD

14- READ BINARY EFtary, verify SD not
executed

8- SW=9000, Expected
data shall be 0205

9-SW=9000

10- SW=9000, Expected
data shall be 0209

11-SW=9000

12- SW=9000, Expected
data 0209

13-SW=9000

14- SW=9000, Expected
data shall be 00 01
020 28

8- SW=9000, Expected
data shall be 0205

9-SW=9000

10- SW=9000, Expected
data shall be 0209

11-SW=9000

12- SW=9000, Expected
data 0209

13-SW=9000

14- SW=9000, Expected
data shall be 00 01 020 28

5.3.3.4 Test coverage
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CRR number Test case number
N1 (U)SIM_SEC_SCB_SMC_1:1,2,3,4
(U)SIM_ SEC SCB SMC 2:1,2,3,4
(U)SIM_ SEC SCB SMC 3:1,2,3,4
(U)SIM SEC SCB SMC 4: 1,2
N2 (U)SIM_SEC_SCB_SMC _1:1,2,3,4
(U)SIM_ SEC SCB SMC 2:1,2,3,4
(U)SIM_ SEC SCB SMC 3:1,2,3,4
(U)SIM SEC SCB SMC 4: 1,2
N3 (U)SIM _SEC SCB SMC 3:1,2,3,4
N4 (U)SIM _SEC SCB SMC 2:1,2,3,4
N5 (U)SIM_SEC SCB SMC 1:1,2,3,4
N6 (U)SIM_SEC SCB SMC 4:1,2
N7 (U)SIM SEC SCB SMC 4:2
N8 (U)SIM_SEC SCB SMC 1:1,2,34
N9 (U)SIM _SEC SCB SMC 1:1,2,3,4
N10 (U)SIM_SEC _SCB_SMC 3: 1
E1 Not testable
E2 (U)SIM_SEC SCB SMC 2:1,2,3,4
E3 (U)SIM SEC SCB SMC 1:1,2,3,4
E4 (U)SIM SEC SCB SMC 2:1,2,3,4
E5 (U)SIM_SEC SCB SMC 2:1,2,3,4

Remote File Management for SIM

Behaviour of the Remote File Management Application

Command session description

Test area reference: RFM_SRB_CMDS

The parameter(s) in the Data Download Message to UICC is either a single command, or a list of

The application shall take parameters from the Data Download Message to UICC and shall act upon the

A Command "session" is defined as starting upon receipt of the parameter/command list, and ends when
the parameter list in the Data Download Message to UICC is completed, or when an error is detected which

A command isessioni shall not change the logical state (e.g. file pointers) of the UICC.

541141 Conformance Requirement
CRRNI1:

commands and shall be processed sequentially.
CRRN2:

GSM files according to these parameters.
CRRN3:

shall halt further processing of the command list.
CRRN4:
54.1.1.2 Test Area Files

Test Script: SIM_RFM_SRB_CMDS_1.scr

SIM_RFM_SRB_CMDS_1.clr
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54113 Test Procedure
Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 A command session may contain a single
command
1- Send a formatted SMS which contains a Select 1- SW = 9F 13, additional
DFsimtest command with a PoR required. data expected shall be 01
9F XX
2 A command session may contain multiple
commands
1- Send a formatted SMS, with a PoR required, 1- SW = 9F 13, additional
which contains the following commands: data expected shall be 03
- Select DFgmTEST. 90 00
- Select EFtaru.
- Update Binary command with data 01 01
01
3 |A command session ends when a error occurs
1- Send a formatted SMS, with a PoR required, 1- SW = 9F 13, additional
which contains the following commands: data expected shall be 02
- Select DFsiutesT. 94 04
- Select Unknow file.
- Select EFtaru.
- Update Binary command with data 02 02
02
2- Select EF_TARU
3- Read binary command 2- SW = 9F XX
3- SW =90 00, expected
data shall be 01 01 01
4 A Command session shall not change the

logical state of the UICC.

1- Select DFsmTeEST
2- Select EFary
3- Read the selected file using read record
command in NEXT access mode.
4- Read the selected file using read record
command in NEXT access mode.
5- Send a formatted SMS, with a PoR required,
which contains the following commands:
- Select DFsivTEST
- Select EFaru
- Read the selected file using read
record command in NEXT access
mode
6- Read the selected file using read record
command in current access mode

3- SW =90 00, Returned
data shall be 55 55 55 55

4- SW =90 00, Returned
data shall be AA AA AA AA
5- SW =9F 17, additional
data expected shall be 03
90 00 55 55 55 55

6- SW =90 00, Returned
data shall be AA AA AA AA

541.1.4 Test Coverage
CRR number Test case number
N1 1,2
N2 1,2,3,4
N3 3
N4 4
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5.4.2  Coding of the command

5.4.2.1

SIM Input command

Test area reference: RFM_SCC_INPT

54.2.1.1

Conformance Requirement

73
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CRRN1: The standardised following input commands shall be accepted. The commands are as defined in 3GPP TS

51.011 [3]:

54212

Test Script:

SELECT extended to include the i SELECT by pathi command.

UPDATE BINARY
UPDATE RECORD
SEEK

INCREASE
VERIFY CHV
CHANGE CHV
DISABLE CHV
ENABLE CHV
UNBLOCK CHV
INVALIDATE

REHABILITATE

Test suites files

SIM_RFM_SCC_INPT_1.scr

SIM_RFM_SCC_INPT 1.clr
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 A select command shall be accepted
1- Send a formatted SMS which contains a Select
DFsimtest command on the applet, with a PoR 1- SW = 9F 13, additional
required. data expected shall be 01
9F XX
2 |A selectiby pathi command shall be accepted
1- Send a formatted SMS, with a PoR required, 1- SW = 9F 13, additional
which contains the following commands: data expected shall be 01
- Select DFgivtesT/ EFTARU. 9F XX
3 | An update binary command shall be accepted
1- Select DFsivTEST
2- Select EFtaru
3- Update the selected binary command with the 3-SW = 90 00
following data 00 00 00
4- Send a formatted SMS, with a PoR required in 4- SW =90 00
case of error, which contains the following
commands:
- Select DFsjmTEST.
- Select EFtaru.
- Update Binary command with data 01 01
01
5- Read binary command
5- SW =90 00, expected
data shall be 01 01 01
4 | An update record command shall be accepted
1- Select DFsmTeEST
2- Select EFary
3- Update the selected file with data 00 00 00 00 3- SW =90 00
using update record command in next access
mode.
4- Send a formatted SMS, with a PoR required, 4- SW =9F 13, additional
which contains the following commands: data expected shall be 03
- Select DFgyresT 90 00
- Select EFary
- Update the selected file update
record command in next access
mode with data 01 01 01 O1
5- Read the selected file using read record
command in current access mode 5- SW =90 00, Returned
data shall be 01 01 01 01
5 A seek command shall be accepted
1- Send a formatted SMS, with a PoR required, 1- SW =9F 13, additional
which contains the following commands: data expected shall be 03
- Select DFgyresT 90 00
- Select EFLaru
- Seek command first-forward access
mode with data 01 01 01 O1
6 An increase command shall be accepted

1- Select DFsivTEST
2- Select EFcaru
3- Send a formatted SMS, with a PoR required in
case of error, which contains the following
commands:

- Select DFsivTEST

- Select EFcaru

- Increase command with the

3- SW =90 00
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following data 01

4- Read the first record of the current selected file
by using read record command in absolute access
mode.

4- SW =90 00, returned
data shall be 55 55 56.

7 A verify CHV command shall be accepted
1- Send a formatted SMS, with a PoR required, 1- SW =9F 13, additional
which contains the following command: data expected shall be 01
- Verify CHV1 with the correct value of 90 00
the code
8 A change CHV command shall be accepted
1- Send a formatted SMS which contains the 1- SW =90 00
following command:
- Change CHV1 with value 32 32 32
32
2- SW =90 00
2- Send a verify CHV1 command with the new
CHV1 value.
9 A disable CHV command shall be accepted
1- Reset the Card.
2- Select EFmiac (Invalidate access condition set to 2- SW=9F XX
CHV1).
3- Send an invalidate command 3- SW =98 04
4- Send a formatted SMS with PoR required which 4- SW= 9F 13, additional
contains the following command: data expected shall be 01
- disable CHV1 command 90 00
5- Reset the card
6- Select DFsmtEST
7- Select EFtiac
8- Send an invalidate command. 6- SW=9F XX
9- Send a rehabilitate EFriac command to reset 7- SW = 9F XX
the file context 8- SW =90 00
9- SW =90 00
10 A enable CHV command shall be accepted
1- Send a formatted SMS with PoR required which 1- SW= 9F 13, additional
contains the following commands: data expected shall be 01
- enable CHV1 command 90 00
2- Reset the card 3- SW = 9F XX4- SW= 98
3- Select DFsivtest\Select EFtiac 04
4- Send an invalidate command.
11 | A unblock CHV command shall be accepted
1- Block the CHV1 secret code by sending three
unsuccessful Verify CHV1 commands.
2- Send a verify CHV1 command with the correct 2- SW=98 40

code value.
3- Send a formatted SMS with PoR required which
contains the following command:

- unblock CHV1 command

4- Send a verify CHV1 command with the correct
code value.

3- SW=9F 13, additional
data expected shall be 01
90 00

4- SW=190 00

3GPP




Release 5 76

3GPP TS 31.048 V2.0.0

12

An invalidate command shall be accepted

1- Send a formatted SMS, with a PoR required,
which contains the following commands:

- Select DFsmTEST

- Invalidate EFtnr
2- Select DFsimtesT\EFTNR
3- Send an update binary command to update the
selected file.

1- SW = 9F 13, additional
data expected shall be 02
90 00

2- SW = 9F XX

3- SW =98 10.

13

A rehabilitate command shall be accepted

1- Send a formatted SMS, with a PoR required,
which contains the following commands:

- Select DFsivTEST

- Rehabilitate EFtnr
2- Select DFgimtesT\ EFTNR
3- Send an update binary command to update the
selected file.

1- SW = 9F 13, additional
data expected shall be 02
90 00

2- SW = 9F XX

3- SW =90 00.

54.21.4 Test coverage
CRR number Test case number
N1 1,
2,3,4,5,6,7,8,9,10,11,12,
13
5.42.2 SIM Output command
Test area reference: RFM_SCC_OUPT
5.4.2.2.1 Conformance requirement

CRRN1: If a command has P3=100i, then the UICC shall send back all available response parameter/data.

CRRN2: The standardised following output commands shall be accepted. These commands shall only occur once in a
command string and, if present, shall be the last command in the string. The commands are as defined in 3GPP TS

51.011 [3]:
o READ BINARY
o READ RECORD

o GET RESPONSE

CRRN3: The Response Data shall be placed in the Additional Response Data element of the Response Packet.

54222 Test suites files
Test Script: SIM_RFM_SCC_OUPT_1.scr

SIM_RFM_SCC_OUPT _1.clr

54223 Test procedure
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 A read binary command shall be accepted
1- Send a formatted SMS, with a PoR required,
which contains the following commands:
- Select DFstesT\EFTARU.
- Read Binary command. 1- SW = 9F 14, additional
data expected shall be 02
90 00 FF
2 A read record command shall be accepted
1- Send a formatted SMS, with a PoR required,
which contains the following commands:
- Select DFsmTEST
- Select EFLary
- Read the first record of the selected 1- SW = 9F 17, additional
file in absolute mode data expected shall be 03
90 00 55 55 55 55
3 A get response command shall be accepted

1- Send a formatted SMS, with a PoR required,
which contains the following commands:
- Select DFsmTEST
- Select EFLary
- Increase command with the
following data 01
- Get response command with P3=00

1- SW = 9F 19, additional
data expected shall be 04
90 00 55 55 56 00 00 01

54224 Test coverage
CRR number Test case number
N1 1,2,3
N2 3
5.4.3 SIM specific behaviour for Response Packets (Using SMS_PP)

Test area reference: RFM_SRP_SMSP

If PoR is not requested, no data shall be returned by the SIMis RE/RA and the SIMis RE/RA shall

If PoR is requested, data shall be returned by the SIM. The SIM shall indicate to the terminal to issue a

RP-ACK if the response status code octet is €001 or a RP-ERROR if there is a security error of some

5.4.3.1 Conformance requirements
CRRNI:
indicate to the terminal to issue a RP-ACK.
CRRN2:
kind.
CRRN3:
the SMS-DELIVER-REPORT.
CRRN4:

The data returned by the SIM is the complete Response Packet to be included in the User Data part of

If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the

Remote File Management Application shall be formatted according to the following table:
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Length Name
1 Number of commands executed within the command
script (see note)
2 Last executed command status word
X Last executed command response data if available
(i.e., if the last command was an outgoing command)
NOTE: This field shall be set to '01' if one command was
executed within the command script, '02" if two
commands were executed, etcO
5.43.2 Test Area Files

Test Script:

SIM_RFM_SRP_SMSP_1.scr

SIM_RFM_SRP_SMSP_1.clr

5.43.3 Test Procedure
Id Description API Expectation SIM APDU Expectation APDU Expectation
1 If PoR is not requested, no data shall be
returned
1- Send a formatted SMS, with no PoR required, 1- SW =90 00, no
which contains the following commands: additional data expected
- Select DFgimtEeST.
- Select Unknow file.
2- Send a formatted SMS, with no PoR required, 2- SW =90 00, no
which contains the following commands: additional data expected.
- Select DFgimTesT.
- Select EFtaru.
- Update Binary command with 44 44 44
44
3- Select EF_TARU
4- Read the file content 4 SW=90 00, returned data
shall be 44 44 44 44
2 | If PoR is requested, data shall be returned by

the SIM.

1- Send a formatted SMS, with PoR required,
which contains the following commands:

- Select DFsjmTEST.

- Select EFaru.

- Read record command

2- Perform GetResponse command

3- Send a formatted SMS with a PoR required and
a RC/CC/DS error, which contains the following
command:

- Select DFsmTEST.

4- Perform GetResponse command

1- SW =9F 17

2- Additional data expected
shall be 03 90 00 55 55 55
55.

3-SW =9E 10

4- Status code expected
shall be 01.
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5.4.3.4 Test Coverage
CRR number Test case number
N1 1
N2 2
N3 2
N4 2

5.5 Remote File Management for USIM

5.5.1 Behaviour of the Remote File Management Application

Test area reference: RFM_URB_CMDS

5.5.1.1 Conformance Requirement

CRRN1:  The parameter(s) in the Data Download Message to UICC is either a single command, or a list of
commands and shall be processed sequentially.

CRRN2:  The application shall take parameters from the Data Download Message to UICC and shall act upon the 3G
files according to these parameters.

CRRN3: A Command "session" is defined as starting upon receipt of the parameter/command list, and ends when
the parameter list in the Data Download Message to UICC is completed, or when an error is detected which
shall halt further processing of the command list.

CRRN4: A command isessioni shall not change the logical state (e.g file pointers) of the UICC.

55.1.2 Test Area Files
Test Script: USIM_RFM_URB_CMDS _1.scr

USIM_RFM_URB_CMDS_1.clr
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55.1.3 Test Procedure
Id Description API Expectation | SIM APDU Expectation | USIM APDU Expectation
1 A command session may contain a single
command
1- Send a formatted SMS which contains a Select 1- SW = 61 13, additional
DFsimtest command on the applet, with a PoR data expected shall be 01
required. 61 XX
2 A command session may contain multiple
commands
1- Send a formatted SMS, with a PoR required, 1- SW = 61 13, additional
which contains the following commands: data expected shall be 03
- Select DFgimresT. 90 00
- Select EFtaru.
- Update Binary command with data 01 01
01
3 | A command session end when a error occurs
1- Send a formatted SMS, with a PoR required, 1- SW = 61 13, additional
which contains the following commands: data expected shall be 02
- Select DFgmTEST. 6A 82
- Select Unknow file.
- Select EFtaru.
- Update Binary command with data 02 02
02
2- Select EF_TARU
3- Read binary command 2- SW =61 XX
3- SW =90 00, expected
data shall be 01 01 01
4 | A Command session shall not change the

logical state of the UICC.

1- Select DFsmTeEST
2- Select EF_aru
3- Read the selected file using read record
command in next access mode.
4- Read the selected file using read record
command in next access mode.
5- Send a formatted SMS, with a PoR required,
which contains the following commands:
- Select DFsivTEST
- Select EFLaru
- Read the selected file using read
record command in next access
mode with data
6- Read the selected file using read record
command in current access mode

3- SW =90 00, Returned
data shall be 55 55 55 554-
SW = 90 00, Returned data
shall be AA AA AA AA5-
SW =61 17, additional data
expected shall be 03 90 00
55 55 55 55

6- SW = 90 00, Returned
data shall be AA AA AA AA

5.5.1.4 Test Coverage
CRR number Test case number
N1 1,2
N2 1,2,3,4
N3 3
N4 4
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5.5.2  Coding of the command

5.5.2.1 USIM Input command

Test area reference: RFM_UCC_INPT

5.5.2.1.1 Conformance requirements:

CRRN1: The standardised following input commands shall be accepted. The commands are as defined in 3GPP TS
31.101:

o SELECT (SELECT command shall not include the selection by DF name corresponding to P1=1041
in the Command)

o UPDATE BINARY
o UPDATE RECORD
o SEARCH RECORD
o INCREASE

o VERIFY_PIN

o CHANGE_PIN

o DISABLE PIN

o ENABLE PIN

o UNBLOCK PIN

o DEACTIVATE FILE

o ACTIVATE FILE

55.21.2 Test suites files
Test Script: USIM_RFM_UCC_INPT_1.scr

USIM_RFM_UCC_INPT _1.clr
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 A select command shall be accepted
1- Send a formatted SMS which contains a Select
DFsimtest command with no data return, with a 1- SW = 61 13, additional
PoR required. data expected shall be 01
90 00
2 |A selectiby pathi command shall be accepted
1- Send a formatted SMS, with a PoR required, 1- SW = 61 13, additional
which contains the following commands: data expected shall be 01
- Select DFgivtesT/ EFTARU. 61 XX
3 | An update binary command shall be accepted
1- Select DFsivTEST
2- Select EFtaru
3- Update the selected binary command with the 3- SW = 90 00
following data 00 00 00
4- Send a formatted SMS, with a PoR required in 4- SW =90 00
case of error, which contains the following
commands:
- Select DFsjmTEST.
- Select EFtaru.
- Update Binary command with data 01 01
01
5- Select EF_TARU
6- Read binary command 3- SW = 90 00, expected
data shall be 01 01 01
4 | An update record command shall be accepted
1- Select DFsmTeEST
2- Select EFary
3- Update the selected file with data 00 00 00 00 3- SW =90 00
using update record command in first access
mode.
4- Send a formatted SMS, with a PoR required, 4- SW =61 13, additional
which contains the following commands: data expected shall be 03
- Select DFsmTEST 90 00
- Select EFary
- Update the selected file update
record command in first access
mode with data 01 01 01 O1
5- Read the selected file using read record
command in current access mode 5- SW =90 00, Returned
data shall be 01 01 01 01
5 | A search record command shall be accepted
1- Send a formatted SMS, with a PoR required, 1- SW =61 13, additional
which contains the following commands: data expected shall be 03
- Select DFsmTEST 61 01
- Select EFLaru
- Search record command first-
forward access mode with data 01 01
01 01
6 An increase command shall be accepted

1- Select DFsivTEST
2- Select EF_aru
3- Send a formatted SMS, no PoR required, which
contains the following commands:
- Select DFsivTEST
- Select EFcaru
- Increase command with the

3- SW =90 00
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following data 01

4- Read the current selected file using read record
command in first access mode.

4- SW =90 00, returned
data shall be 56 56 56.

7 A verify PIN command shall be accepted
1- Send a formatted SMS, with a PoR required, 1- SW =61 13, additional
which contains the following commands: data expected shall be 03
- Verify PIN1 with the correct value of 90 00
the code
8 A change PIN command shall be accepted
1- Send a formatted SMS which contains the 1- SW =90 00
following commands:
- Change PIN1 with value 32 32 32 32
2- Send a verify PIN1 command with the new PIN1 2- SW =90 00
value.
9 A disable PIN command shall be accepted
1- Reset the Card.
2- Select EFmiac (Invalidate access condition set to 2- SW=61 XX
PINT).
3- Send an deactivate command 3- SW =69 82
4- Send a formatted SMS with PoR required which 4- SW= 61 13, additional
contains the following command: data expected shall be 01
- disable PIN1 command 90 00
6- SW= 61 XX
5- Reset the card 7- SW =61 XX
6- Select DFsimTesT 8- SW =90 00
7- Select EFtiac 9- SW =90 00
8- Send an deactivate command.
9- Send a activate EFTIAC command to reset
the file context
10 A enable PIN command shall be accepted
1- Send a formatted SMS with PoR required which 1- SW= 61 13, additional
contains the following commands: data expected shall be 01
- enable PIN1 command 90 00
2- Reset the card 3- SW =61 XX
3- Select DFgmtesT\Select EFtiac 4- SW=69 82
4- Send an deactivate command.
11 A unblock PIN command shall be accepted
1- Block the PIN1 secret code by sending three
unsuccessful Verify PIN1 commands.
2- Send a verify PIN1 command with the correct 2- SW=69 83
code value.
3- Send a formatted SMS which contains the
following commands:
- unblock PIN1command
4- Send a verify PIN1 command with the correct 4- SW=90 00
code value.
12 | A deactivate file command shall be accepted
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1- Send a formatted SMS, with a PoR required,
which contains the following commands:

- Select DFsivTEST

- Deactivate EFnR
2- Select DFsmtEST
3- Select EFtnr
4- Send an update binary command to update the
selected file.

1- SW =61 13, additional
data expected shall be 03
90 00

4- SW = 62 83, Selected
file invalidate

13

An activate command shall be accepted

1- Send a formatted SMS, with a PoR required,
which contains the following commands:

- Select DFsmTEST

- Activate EF\R
2- Select DFgmteEST
3- Select EFnRr
4- Send an update binary command to update the
selected file.

1- SW =61 13, additional
data expected shall be 03
90 00

4- SW =90 00.

Test case number

1,
2,3,4,5,6,7,8,9,10,11,12,
13

55.21.4 Test coverage
CRR number
N1
55.2.2 USIM Output command

Test area reference: RFM_UCC_OUPT

5.5.2.2.1

Conformance requirements:

CRRN1: If a command has P3=100i, then the UICC shall send back all available response parameter/data.

CRRN2: The standardised following output commands shall be accepted. These commands shall only occur once in a
command string and, if present, shall be the last command in the string. The commands are as defined in 3GPP TS

31.101:
o READ BINARY
o READ RECORD

o GET RESPONSE

CRRN3: The Response Data shall be placed in the Additional Response Data element of the Response Packet.

55.2.22 Test Area Files

Test Script:

USIM_RFM_UCC_OUPT _l.cIr

55.223 Test procedure

USIM_RFM_UCC_OUPT _1.scr
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 A read binary command shall be accepted
1- Send a formatted SMS, with a PoR required, 1- SW = 61 14, additional
which contains the following commands: data expected shall be 02
- Select DFsimtesT\EFTARU. 90 00 FF
- Read Binary command.
2 A read record command shall be accepted
- Send a formatted SMS, with a PoR required,
which contains the following commands:
- Select DFsmTEST 3-SW =9000
- Select EFary
- Read the first record of the selected
file in absolute mode 4- SW = 61 17, additional
data expected shall be 03
90 00 55 55 55 55
3 | A getresponse command shall be accepted

1- Select DFsmTeEST
2- Select EFary
3- Send a formatted SMS, with a PoR required,
which contains the following commands:
- Select DFsmTEST
- Select EFcaru
- Increase command with the
following data 01
- Get response command with P3=00

3- SW = 61 17, additional
data expected shall be 04
90 00 55 55 56 00 00 01

5.5.2.2.4 Test coverage
CRR number Test case number
N1 1,2,3
N2 3
5.5.3

Test area reference: RFM_URP_SMSP

USIM specific behaviour for Response Packets (Using SMS_PP)

If PoR is not requested, .no data shall be returned by the USIMis RE/RA and the USIMis RE/RA shall

indicate to the terminal to issue a RP-ACK. (Note: need for clarification from the 23.048 [6] WG)

If PoR is requested, data shall be returned by the USIM. The USIM shall indicate to the terminal to

issue a RP-ACK if the response status code octet is 8001 or an RP-ERROR if there is a security error of

5.5.3.1 Conformance requirements:
CRRN1:
CRRN2:
some kind.
CRRN3:
of the SMS-DELIVER-REPORT.
CRRN4:

The data returned by the USIM is the complete Response Packet to be included in the User Data part

If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the

Remote File Management Application shall be formatted according to the following table:
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Length Name
1 Number of commands executed within the command
script (see note)
2 Last executed command status word
X Last executed command response data if available
(i.e., if the last command was an outgoing command)
NOTE: This field shall be set to '01' if one command was
executed within the command script, '02" if two
commands were executed, etcO
55.3.2 Test Area Files

Test Script:

USIM_RFM_URP_SMSP_1.scr

USIM_RFM_URP_SMSP_1.cIr

55.3.3 Test Procedure

Description

API Expectation

SIM APDU Expectation

USIM APDU Expectation

If PoR is not requested, no data shall be
returned

1- Send a formatted SMS, with no PoR required,
which contains the following commands:

- Select DFsmTEST.

- Select Unknown file.

2- Send a formatted SMS, with no PoR required,
which contains the following commands:

- Select DFsmTEST.

- Select EFtaru.

- Read Binary command

1- SW =90 00, no
additional data expected

2- SW =90 00, no
additional data expected.

If PoR is requested, data shall be returned by
the SIM.

1- Send a formatted SMS, with PoR required,
which contains the following commands:

- Select DFsmTEST.

- Select EFaru.

- Read record command

2- Perform GetResponse command

3- Send a formatted SMS with a PoR required and
a RC/CC/DS error, which contains the following
command:

- Select DFsmTEST.

4- Perform GetResponse command

1-SW =61 17

2- Additional data expected
shall be 03 90 00 55 55 55
55.

3- SW =62 00

4- Status code expected
shall be 01.
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5.5.3.4 Test Coverage
CRR number Test case number
N1 1
N2 2
N3 2
N4 2

5.6 Remote Applet Management

5.6.1 Remote Applet Management Application behaviour

5.6.1.1 Command session description

Test Area Reference: RAM_RAB_CMDS
5.6.1.1.1 Conformance Requirements

Normal execution

CRRNI1: The parameter(s) in the Data Download Message to UICC is either a single command, or a list of
commands, which shall be processed sequentially

CRRN2: A Command "session" starts upon the reception of the command list

CRRN3: A Command "session" ends when the parameter list in the Data Download Message to UICC is completed,
or when an error is detected which shall halt further processing of the command list

Error case

CRRE1: A Command "session" ends when an error is detected which shall halt further processing of the command
list

5.6.1.1.2 Test Area Files
Test Script: (U)SIM_RAM_RAB_CMDS_1.scr
Test Applet: RAM_RAB_CMDS 1.java
Load Script: (U)SIM_RAM_RAB_CMDS_1.1dr

Cleanup Script: (U)SIM_RAM_RAB_CMDS _1.clr

Parameter File: RAM_RAB_CMDS _1.par

5.6.1.1.3 Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
0 |Install of the applet using the load() and install()
methods
1 A command session may contain a single
command
1- Select the applet 1- SW = 9000 1- SW = 9000
2- Reset the card
3- Send a formatted SMS which contains a Delete 3- SW = 9000 3- SW = 9000
command on the applet, with a PoR required on
error
4- Select the applet 4- SW = 6X XX 4- SW = 6X XX
2 A command session may contain multiple
commands
1- Send a formatted SMS, with a PoR required, 1- SW = 9F 13, additional |1- SW = 61 13, additional
which contains the following commands: data expected shall be 02 |data expected shall be 02
- Install and make selectable the applet. 90 00 90 00
- SetSatus to lock the applet.
3 |A command session end when an error occurs

1- Send a formatted SMS, with a PoR required,
which contains the following commands:
- SetSatus to make selectable the
applet.
- SetSatus with bad P1.
- Delete the applet
2- Select the applet

1- SW = 9F 13, additional
data expected shall be 02
6A 86

2- SW =90 00

1- SW = 61 13, additional
data expected shall be 02
6A 86

2- SW =90 00

5.6.1.1.4 Test Coverage
CRR number Test case number
N1 1,2,3
N2 3
N3 3
E1 3
5.6.1.2 Applet management behaviour

Test Area Reference: RAM_RAB_MNGT
5.6.1.2.1

Normal execution

Conformance Requirements

CRRNT1: A loading session consists of a sequence of 1 INSTALL(load) command, 1 or more LOAD(multiple
intermediate) commands and 1 LOAD(final) command

CRRN2: Applet installation may only be performed if the corresponding package has already been loaded onto the

card

CRRN3: Applet Installation is performed using an INSTALL(install) command

CRRN4: The Package Removal process is performed using a DELETE command

CRRNS: The Applet Removal process is performed using a DELETE command. The UICC shall remove the

components that make up the applet

CRRNG6: The Applet locking (and unlocking) procedure allows the Network Operator or Service Provider to disable
(and enable) an applet using a SET STATUS command

CRRN7: A locked applet could not be triggered or selected
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CRRNS: All menu entries of a locked applet will be disabled (i.e. removed from the SET UP MENU command)

CRRNY: An applet Parameters Retrieval procedure allows the Network Operator or Service Provider to remotely
request the parameters of an applet, using a GET DATA command

Error case

CRRE1: The card shall reject a package removal command with the corresponding status error code if non removed
applications installed from this package remains

CRRE2: The card shall reject a package removal command with the corresponding status error code if the package
is referred by other package(s)

5.6.1.2.2 Test Area Files
Test Script: (U)SIM_RAM_RAB_MNGT 1.scr
Test Applet: RAM_RAB_MNGT1_1.java

RAM_RAB_MNGT?2_1.java
RAM_RAB_MNGT3_ 1.java

Load Secript: none

Cleanup Script: (U)SIM_RAM_RAB_MNGT _1.clr

Parameter File: RAM_RAB_MNGT1_1.par
RAM_RAB_MNGT?2_1.par

RAM_RAB_MNGT3_1.par

5.6.1.2.3 Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 Bad package loading sequence 1
1- Send SMS to load Package1 using the following 1- SW = 90 00 for each 1- SW = 90 00 for each
sequence: command command
1 or more LOAD(multiple intermediate)
commands
1 LOAD(final) command
2- Send SMS to install Applet1 using 2- SW =90 00 2- SW =90 00
INSTALL (install+selectable)
3- Select Applett 3- SW = 6X XX 3- SW = 6X XX
2 Bad package loading sequence 2
1- Send SMS to load Package1 using the following 1- SW = 90 00 for each 1- SW = 90 00 for each
sequence: command command
1 INSTALL (load) command
1 LOAD(final) command
2- Send SMS to install Applet1 using 2- SW =90 00 2- SW =90 00
INSTALL (install+selectable)
3- Select Applet1 3- SW = 6X XX 3- SW = 6X XX
3 Bad package loading sequence 3
1- Send SMS to load Package1 using the following 1- SW = 90 00 for each 1- SW = 90 00 for each
sequence: command command
1 INSTALL (load) command
1 or more LOAD(multiple intermediate)
commands with 1 LOAD missing
1 LOAD(final) command
2- Send SMS to install Applet1 using 2- SW =90 00 2- SW =9000
INSTALL (install+selectable)
3- Select Applett 3- SW = 6X XX 3- SW = 6X XX
4 Bad package loading sequence 4
1- Send SMS to load Package1 using the following 1- SW = 90 00 for each 1- SW =90 00 for each
sequence: command command
1 INSTALL (load) command
1 or more LOAD (multiple intermediate)
commands
2- Send SMS to install Applet1 using 2- SW =90 00 2- SW =90 00
INSTALL (install+selectable)
3- Select Applett 3- SW = 6X XX 3- SW = 6X XX
5 Bad package loading sequence 5

1- Send SMS to load Package1 using the following
sequence:
1 LOAD(final) command
1 or more LOAD (multiple intermediate)
commands
1 INSTALL (load) command
2- Send SMS to install Applet1 using
INSTALL (install+selectable)
3- Select Applett

1- SW = 90 00 for each 1- SW =90 00 for each

command command
2- SW =90 00 2- SW =90 00
3- SW = 6X XX 3- SW = 6X XX
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6 Good packages loading
Package2 imports Package3
Applets installation
1- Send SMS to load Package1 using the correct
sequence: 1- SW =90 00 for each 1- SW =90 00 for each
1 INSTALL (load) command command command
1 or more LOAD (multiple intermediate)
commands
1 LOAD(final) command
1- Send SMS to load Package3 using the correct 2- SW = 90 00 for each 2- SW =90 00 for each
sequence: command command
1 INSTALL (load) command
1 or more LOAD(multiple intermediate)
commands
1 LOAD(final) command
3- Send SMS to load Package?2 using the correct
sequence: 3- SW =90 00 for each 3- SW =90 00 for each
1 INSTALL (load) command command command
1 or more LOAD(multiple intermediate)
commands
1 LOAD(final) command
4- Send SMS to install Applet1 with 1 menu 4- SW =90 00 4- SW =90 00
(iMenu1T) using INSTALL (install+selectable)
5- Select Applet1 5- SW =90 00 5- SW =90 00
6- Reset the card 6- SW =90 00 6- SW = 90 00
7- Send SMS to install Applet2 with 1 menu
(iMenu2i) using INSTALL (install+selectable) 7- SW =90 00 7- SW =90 00
8- Select Applet2 8- SW =90 00 8- SW =90 00
7 Applet locking
1- Reset the card and perform a Terminal Profile 1- Set Up Menu proactive [1- Set Up Menu proactive
with the menus and Display text facilities command is fetched with  |command is fetched with
the menus iMenu1i and the menus iMenu1i and
2- Send a SMS to lock Applet1 using SetStatus() iMenu2? iMenu2?
2- SW =91 2B, Set Up 2- SW =91 2B, Set Up
Menu proactive command |Menu proactive command
3- Send a Formatted SMS to trigger Applet1 3- Applett isnot |is fetched with only menu |is fetched with only menu
4- Select Applet1 triggered iMenu2i iMenu2f
3- SW =90 00 3- SW =90 00
4- SW = 6X XX 4- SW = 6X XX
8 Applet unlocking
1- Reset the card and perform a Terminal Profile
without the menus and Display text facilities
2- Send a SMS to make selectable Applet1 using 2- SW =90 00 2- SW =90 00
SetStatus|()
3- Select Applett 3- SW =90 00 3- SW =90 00
4- Reset the card and perform a Terminal Profile 4- SW =91 2B, Set Up 4- SW = 91 2B, Set Up
with the menus and Display text facilities Menu proactive command |Menu proactive command
is fetched with the menus |is fetched with the menus
iMenu1f and iMenu2i iMenu1i and iMenu2i
5- Send a Formatted SMS to trigger Applet1 5- Applet1 is 5-SW =9112and a 5-SW=9112and a
triggered DISPLAY test proactive DISPLAY test proactive
session is processed session is processed
9 Applet removal
1- Send a SMS to delete Applet1 using Delete() 1- SW =91 22, Set Up 1- SW =91 22, Set Up
command. Menu proactive command |Menu proactive command
is fetched with only menu |is fetched with only menu
iMenu2i iMenu2i
10 Bad package removal

1- Reset the card and perform a Terminal Profile
without the menus facilities

2- Send a SMS to delete Package2 using Delete()
command with a PoR required.

3- Send a SMS to delete Applet2 using Delete()

2- SW = 9F 13, additional
data expected shall be 01
69 85

2- SW = 61 13, additional
data expected shall be 01
69 85
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command.
4- Send a SMS to delete Package3 using Delete()
command with a PoR required.

3- SW =90 00

4- SW = 9F 13, additional
data expected shall be 01
69 85

3- SW =90 00

4- SW = 61 13, additional
data expected shall be 01
69 85

11

Good package removal

1- Send a SMS to delete Package?2 using Delete()
command

2- Send a SMS to delete Package3 using Delete()
command

3- Send a SMS to get the status on Package3
using GetStatus() with a PoR required.

1- SW =90 00
2- SW =90 00
3- SW = 9F 13, additional

data expected shall be 01
6A 88

1- SW =90 00
2- SW =90 00

3- SW = 61 13, additional
data expected shall be 01

6A 88

5.6.1.2.4 Test Coverage
CRR number Test case number
N1 1,2,3,4,5
N2 1,2,3,4,5,6
N3 1,2,3,4,5,6
N4 0, 11
N5 9,10
N6 7,8
N7 7,8
N8 7,8
N9 Not testable
E1 10
E2 10
5.6.2 Commands coding
5.6.2.1 Commands coding structure

Test Area Reference: RAM_RCC_STRC
5.6.2.1.1 Conformance Requirements

Normal execution

CRRN1: The messages for the Card Manager shall have a TAR value set to '000000' in hexadecimal

CRRN2: Each command is coded according to the generalised structure defined below; each element other than the
Data field is a single octet; see 3GPP TS 51.011 [3].

Instruction P1 P2
code (INS)

Class byte
(CLA)

P3

Data

CRRN3: If a command has P3='00', then the UICC shall send back all available response parameters/data (case of

getResponse)

5.6.2.1.2 Test Area Files
Test Script:
Test Applet: RAM_RCC _STRC 1.java

Load Script:

(U)SIM_RAM_RCC_STRC_1.scr

(U)SIM_RAM_RCC_STRC_1.1dr
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Cleanup Script: (U)SIM_RAM_RCC_STRC l.cIr

Parameter File: RAM_RCC_STRC_1.par

5.6.2.1.3 Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.

Description

API Expectation SIM APDU Expectation

USIM APDU Expectation

Install of the package using the load() and install()
methods

The TAR of the Card Manager shall be

i00 00 00i
1- Send a formatted SMS with the TAR set to i01 1- SW =90 00 1- SW =90 00
01 01i, to install the applet, using the
Install(install+selectable) command.
2- Select the applet 2- SW = 6X XX 2- SW = 6X XX
3- Send a formatted SMS with the TAR set to 100 3- SW =90 00 3- SW =90 00
00 00i, to install the applet, using the
Install(install+selectable) command.
4- Select the applet 4- SW =90 00 4- SW = 90 00
5.6.2.1.4 Test Coverage
CRR number Test case number
N1 1
N2 Test in sections input and
output command coding
N3 Not applicable for RAM
output commands (Get
Data and Get Status)
5.6.2.2 Input command coding
Test Area Reference: RAM_RCC_INPT
5.6.2.2.1 Conformance Requirements

Normal execution

CRRNI1: The Remote Applet Management Application shall process the following input commands: INSTALL,
LOAD, DELETE, SET STATUS and PUT KEY

5.6.2.2.2 Test Area Files
Test Script: (U)SIM_RAM_RCC_INPT _1.scr
Test Applet: RAM_RCC_INPT _1.java
Load Script: (U)SIM_RAM_RCC_INPT _1.1dr

Cleanup Script: (U)SIM_RAM_RCC_INPT _1.cIr

Parameter File: RAM_RCC_INPT _1.par

5.6.2.2.3 Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report.
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 Package Installation
1- Send a formatted SMS with a PoR required on 1- SW = 90 00 1-SW =90 00
error to initialise the package loading using the
Install(load) command
2- Send all the formatted SMS with a PoR required 2-SW =90 00 2-SW =90 00
on error to load the package loading using the
Load() command
2 Applet installation
1- Send a formatted SMS with a PoR required on 1- SW =90 00 1- SW =90 00
error to install the applet using the Install(install)
command
2- Select Applet 2- SW =90 00 2- SW =90 00
3- Reset the card
3 SetStatus() command
1- Send a formatted SMS with a PoR required on 1- SW =90 00 1- SW =90 00
error to lock the applet using the SetSatus()
command
2- Select Applet 2- SW = 6X XX 2- SW = 6X XX

5.6.2.2.4 Test Coverage

CRR number

Test case number

N1

1t03

Note: CRRN1 on Put Key command could not be tested in an interoperable way.

5.6.2.3

Test Area Reference: RAM_RCC_OUPT

5.6.2.3.1

Normal execution

Output command coding

Conformance Requirements

CRRN1: The Remote Applet Management Application shall process the following output commands: GET

STATUS and GET DATA

CRRN2: For output commands, response Data shall be placed in the Additional Response Data element of the
Response Packet. If SMS is being used, these should result in the generation of a single SM by the UICC.

5.6.2.3.2 Test Area Files
None
5.6.2.3.3 Test Procedure
None.
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Test Coverage

CRR number Test case number
N1 Not Testable,
(inconsistencies in
specification on case 4
commands)

N2 Not Testable,
(inconsistencies in
specification on case 4
commands)

5.6.3 (U)SIM Response Packet

Test Area Reference: RAM_SRP_SMSP

5.6.3.1.1

Normal execution

Conformance Requirements

3GPP TS 31.048 V2.0.0

CRRN1: If PoR is requested, data shall be returned by the SIM. The SIM shall indicate to the terminal to issue a RP-
ACK if the response status code octet is 8001 or a RP-ERROR if there is a security error of some kind.

CRRN2: If PoR is not requested, no data shall be returned by the SIMis RE/RA and the SIMis RE/RA shall indicate
to the terminal to issue a RP-ACK.

CRRN3: The data returned by the SIM is the complete Response Packet to be included in the User Data part of the
SMS-DELIVER-REPORT.

CRRN4: If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the Remote
File Management Application shall be formatted according to the following table:

Length Name
1 Number of commands executed within the command
script (see note)
2 Last executed command status word
X Last executed command response data if available
(i.e., if the last command was an outgoing command)

NOTE: This field shall be set to '01' if one command was
executed within the command script, '02" if two
commands were executed, etcO

Note: This last point is not testable due to an inconsistency in the specification on the case 4 commands.

5.6.3.1.2
Test Script:
Test Applet:
Load Script:
Cleanup Script:

Parameter File:

5.6.3.1.3

Test Area Files
(U)SIM_RAM_SRP_SMSP_1.scr
RAM_SRP_SMSP_1.java
(U)SIM_RAM_SRP_SMSP_1.1dr
(U)SIM_RAM_SRP_SMSP_1.clr

RAM_SRP_SMSP_1.par

Test Procedure

Note: for following test cases, the PoR is sent using SMS Deliver-Report

3GPP



Release 5

96

3GPP TS 31.048 V2.0.0

Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
0 |Install of the package and the applet using the
load() and install() methods
1 PoR Required
1- Send a formatted SMS with a PoR required to 1- SW = 9F 13, and 1- SW =61 13, and
lock the applet using the SetStatus() command additional data expected  |additional data expected
shall be 01 90 00 shall be 01 90 00
2- Send a formatted SMS with a PoR required to 2-SW = 9F 10 and status |2- SW = 62 00 and status
make selectable the applet using the SetStatus() code expected shall be 01 |code expected shall be 01
command and with a RC/CC/DS error
2 PoR not required

1- Send a formatted SMS with a PoR not required
to retrieve the appletis status using the GetStatus()
command

2- Send a formatted SMS with a PoR not required
to retrieve the appletis status using the GetStatus()
command and with a RC/CC/DS error.

1- SW =90 00

2- SW =90 00

1- SW =90 00

2- SW =90 00

5.6.3.1.4 Test Coverage
CRR number Test case number
N1 1
N2 2
N3 1
N4 Partially covered in 1
5.7 Annex A commands
5.7.1 Applet Management Commands
5.7.1.1 Commands Description

Test Area Reference: ANA_RAM_CMDS

57111

Normal execution

Conformance Requirements

CRRN1: The minimum security applied to a Secured Packet containing Applet Management Commands shall be

integrity using CC or DS.

CRRN2: The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air
Application Management, therefore the corresponding data field length for the file DAP shall be set to 0.

Error cases

CRREL: If the AID is already present in the registry the card shall reject the applet downloading.

571.1.2 Test suite files
Test Script:

Test Applet:
Load Script: None.

Cleanup Script:

(U)SIM_ANA_RAM_CMDS_1.scr

ANA RAM_CMDS _1.java

(U)SIM_ANA_RAM_CMDS_1.clr
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Parameter File: ANA RAM_CMDS 1.par

571.1.3 Test Procedure

Note: for the following tests cases the PoR is sent using SMS Deliver-Report.
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
1 | Aninstall(load) with no security applied shall
fail
1- Send a formatted SMS with a PoR required on 1- SW 9E 10, Response |1- SW 62 00, Response
error, which contains an Install(load) for the test Status Code shall be 0A i |Status Code shall be 0A i
applet with no security applied. énsufficient Security Leveli |@nsufficient Security Leveli
2 An install(load) with CC applied shall be
successful
1- Send a formatted SMS with a PoR required on 1- SW 90 00 1- SW 90 00
error, which contains an Install(load) for the test
applet with CC applied.
3 |Aload command with no security applied shall
fail
1- Send a formatted SMS with a PoR required on 1- SW9E 10, Response |1- SW 62 00, Response
error which contains a Load command for the first Status Code shall be 0A i |Status Code shall be 0A n
data block of the test applet with no security dnsufficient Security Leveli |@nsufficient Security Leveli
applied.
4 A load command with CC applied shall be
successful
1- Send a formatted SMS with a PoR required on 1- SW 90 00 1- SW 90 00
error which contains a Load command for the first
data block of the test applet with CC applied.
2- If necessary: Send all further formatted SMSi 2- SW 90 00 (for each 2- SW 90 00 (for each
with a PoR required on error and with CC applied SMS) SMS)
to load the remainder of the test applet.
5 |An install(install) with no security applied shall
fail
1- Send a formatted SMS with a PoR required on 1- SW9E 10, Response |1- SW 62 00, Response
error, which contains an Install(install) for the test Status Code shall be 0A i |Status Code shall be 0A i
applet with no security applied. dnsufficient Security Leveli |@nsufficient Security Leveli
6 An install(install) with CC applied shall be
successful
1- Send a formatted SMS with a PoR required on 1- SW 90 00 1- SW 90 00
error, which contains an Install(install) for the test
applet with CC applied.
7 An install(makeSelectable) with no security
shall fail
1- Send a formatted SMS with a PoR required on 1- SW9F 10, Response |1- SW 62 00, Response
error, which contains an Install(MakeSelectable) Status Code shall be OA i |Status Code shall be 0A A
for the test applet with no security applied. dnsufficient Security Leveli |@nsufficient Security Leveli
8 An install(makeSelectable) with CC applied
shall be successful
1- Send a formatted SMS with a PoR required on 1- SW 90 00 1- SW 90 00
error, which contains an Install(MakeSelectable)
for the test applet with CC applied.
2- Select the applet 2- SW 90 00 2- SW 90 00
3- Reset the card
9 A Set Status command with no security

applied shall fail

1- Send a formatted SMS with a PoR required on
error, which contains a Set Status command with
no security applied. The command shall set the
test applet instance to the state LOCKED.

2- Select the test applet

3- Reset the card

1- SW 9E 10, Response
Status Code shall be 0A n
dnsufficient Security Leveli

2- SW 9000

1- SW 62 00, Response
Status Code shall be 0A A
dnsufficient Security Leveli

2- SW 9000
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10

A Set Status command with CC applied shall
be successful

1- Send a formatted SMS with a PoR required on
error, which contains a Set Status command with
CC applied. The command shall set the test applet
instance to the state LOCKED.

2- Select the applet instance

3- Reset the card

1- SW 90 00

2- SW 6X XX

1- SW 90 00

2- SW 6X XX

11

A Get Status command with no security
applied shall fail

1- Send a formatted SMS with a PoR required on
error, which contains a Get Status command for
the test applet instance with no security applied.

1- SW 9E 10, Response
Status Code shall be 0A i
énsufficient Security Leveli

1- SW 62 00, Response
Status Code shall be 0A i
énsufficient Security Leveli

12

A Get Status command with CC applied shall
be successful

1- Send a formatted SMS with a PoR required on
error, which contains a Get Status command for
the test applet instance with CC applied.

2- Send a formatted SMS with a PoR required on
error, which contains a Set Status command with
CC applied. The command shall set the status of
the test applet instance to SELECTABLE.

1- SW 90 00

2- SW 9000

1- SW 90 00

2- SW 9000

13

A Delete command with no security applied
shall fail

1- Send a formatted SMS with a PoR required on
error, which contains a Delete command for the
test applet instance with no security applied.

2- Select the test applet instance.

3- Reset the card

1- SW 9E 10, Response
Status Code shall be 0A A
dnsufficient Security Leveli
2- SW 90 00

1- SW 62 00, Response
Status Code shall be 0A A
dnsufficient Security Leveli
2- SW 90 00

14

A Delete command with CC applied shall be
successful

1- Send a formatted SMS with a PoR required on
error which contains a Delete command for the
test applet instance with CC applied.

2- Select the test applet instance.

1- SW 90 00

2- SW 6X XX

1- SW 90 00

2- SW 6X XX

15

A Get Data command with no security applied
shall fail

1- Send a formatted SMS with a PoR required on
error, which contains a Get Data command for the
Card Resources with no security applied.

1- SW 9E 10, Response
Status Code shall be 0A A
dnsufficient Security Leveli

1- SW 62 00, Response
Status Code shall be 0A A
dnsufficient Security Leveli

16

A Get Data command with CC applied shall be
successful

1- Send a formatted SMS with a PoR required on
error, which contains a Get Data command for the
Card Resources with CC applied.

1. SW 90 00

1. SW 90 00
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17

A PutKey command with no security applied
shall fail

1- Send a formatted SMS with a PoR required on
error which contains a Put Key command to
replace the KID of the first key set with iFF FF FF
FF FF FF FF FFi with no security applied.

2- Send a formatted SMS with a PoR required
which contains a SELECT MF command with CC
applied. The CC shall be built using the default
KID key i01 23 45 67 89 AB CD EFi and shall be
checked with the KID of the first key set.

1- SW 9E 10, Response
Status Code shall be 0A i
énsufficient Security Leveli

2- SW 9F 13, additional
data expected shall be 01
90 00.

1- SW 62 00, Response
Status Code shall be 0A i
énsufficient Security Leveli

2- SW 61 13, additional
data expected shall be 01
90 00.

71.1.1.4 Test Coverage
CRR number Test case number
N1 1,2,3,4,5,6,7,8,9, 10,
11,12,13, 14, 15,16, 17
E1 Not testable
with CC no CC
e (SR (successful) (unsuccessful)
DELETE 14 13
GET DATA 16 15
GET STATUS 12 11
INSTALL(LOAD) 2 1
INSTALL(INSTALL) 6 5
INSTALL(MAKE SELECTABLE) 8 7
LOAD 4 3
SET STATUS 10 9
PUT KEY not testable 17
57.2 Install commands
5.7.2.1 Install(Load) Command

Test Area Reference: ANA_INS LOAD
5.7.21.1

Normal execution

Conformance Requirements

CRRN1: The Load Parameter Field contains a System Parameters Constructed Field TLV (Tag=1EFi).

CRRN2: The System Parameters Constructed Field TLV is a TLV list compose of:
- A mandatory non volatile memory space required for package loading TLV(Tag=1C61,Length=1021),
- an optional non volatile memory requirements for installation TLV (Tag=1C81,Length=1021)
- an optional volatile memory requirements for installation TLV(Tag=1C71,Length=1021).

Error cases

CRRET1: If the i Non Volatile memory space for package loadingi is not available on the card, the applet loading
must be rejected with the Status Word 16A 841, not enough memory space.

CRRE2: If the 1 Non Volatile memory required for installationi is not available on the card, the applet loading must
be rejected with the Status Word 16A 841, not enough memory space.
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CRRES3: If the 1 Volatile memory required for installationi is not available on the card, the applet loading must be
rejected with the Status Word i6A 841, not enough memory space.

CRREA4: If the System Parameters Constructed Field TLV list is incorrect (incorrect length or mandatory field
missing), the applet loading must be rejected (with the Status Word é6A80i, incorrect parameters in data field or
&7001, incorrect length).

5.7.21.2 Test Area Files
Test Script: (U)SIM_ANA_INS_LOAD_1.scr
Test Applet: ANA _INS LOAD_1.java
Load Secript: none
Cleanup Script: none
Parameter File: ANA_INS_LOAD_1.par
5.7.2.1.3 Test Procedure

Note: for following tests cases the PoR is send using SMS Deliver-Report.
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Description

API Expectation

SIM APDU Expectation

USIM APDU Expectation

Install(Load) with good System Parameters
(tag C6 and tag C8 included)

1-Send an Install (load) with good System
Parameters(with mandatory tag C6 and optional
tag C8 included):

EF08C60200FFC8020000

2-Send formatted SMS to load and Install the
applet.

3-Select the applet.
4- Reset the card

5- Delete the applet instance and the package.

1- SW =90 00

2- SW =90 00

3- SW =90 00

5- SW =90 00

1- SW =90 00

2- SW =90 00

3- SW =90 00

5- SW =90 00

Install(Load) with good System Parameters
(tag C6, tag C8 and tag C7 included)

1- Send a formatted SMS, which contains an
Install (load) with good System Parameters(with
mandatory tag C6, optional tag C8 and optional
tag C7 included):
EFO0CC60200FFC8020000C7020090

2-Send formatted SMS to load and Install the
applet.

3-Select the applet.
4- Reset the card

5- Delete the applet instance and the package.

1- SW =90 00

2- SW =90 00

3- SW =90 00

5- SW =90 00

1- SW =90 00

2- SW =90 00

3- SW =90 00

5- SW = 90 00

Install(Load) with incorrect System Parameters
(C6 Tag length incorrect)

1- Send a formatted SMS, with a PoR required,
which contains an Install (load) with incorrect
System Parameters (C6 Tag length incorrect):
EFODC6030000FFC8020000C7020090

2- Reset the card

1- SW = 9F 13, additional
data expected shall be 01
6A 80

1- SW = 61 13, additional
data expected shall be 01
6A 80

Install(Load) with incorrect System Parameters
(C8 Tag length incorrect)

1- Send a formatted SMS, with a PoR required,
which contains an Install (load) with incorrect
System Parameters(C8 Tag length incorrect):
EFOEC60200FFC80400000000C7020090

2- Reset the card

1- SW = 9F 13, additional
data expected shall be 01
6A 80

1- SW = 61 13, additional
data expected shall be 01
6A 80

Install(Load) with incorrect System Parameters
(C7 Tag length incorrect)

1- Send a formatted SMS, with a PoR required,
which contains an Install (load) with incorrect
System Parameters (C7 Tag length incorrect):
EFOEC60200FFC8020000C70400000090

2- Reset the card

1- SW = 9F 13, additional
data expected shall be 01
6A 80

1- SW = 61 13, additional
data expected shall be 01
6A 80
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5.7.2.1.4 Test Coverage
CRR number Test case number
N1 1,2
N2 1,2
E1 Not testable
E2 Not testable
E3 Not testable
E4 3,45
5722 Install (install) and install(install and make selectable) commands

Test Area Reference: ANA_INS _INMS.

5.7.2.2.1 Conformance Requirements

Normal execution

CRRNT1: If the install(install) command is used, the registration is not active (the applet cannot be selected, triggered
and its menu entries are not visible).

CRRN2: If the install(install and make selectable) command is used, the registration is active(the applet can be
selected, triggered and its menu entries are visible).

CRRN3: The applet shall be registered with the instance AID present in the Install(install) command.

CRRN4: The Install Parameters Field is a TLV list composed of a System Parameters TLV (Tag = 0xEF) and an
Applet Specific Parameters TLV (Tag = 0xC9)

CRRNS: For a toolkit application installation, the System Parameters TLV is composed of:
- a Non Volatile Memory Requirements for Installation TLV (Tag = 0xC8, length = 0x02)
- a Volatile Memory Requirements for Installation TLV (Tag = 0xC7, length = 0x02)
- a Toolkit Applet Specific Parameters TLV (Tag = 0xCA)

CRRNG6: If an optional parameter of Applet Specific Parameters is included, then all the parameters shall be
included also

CRRN7: For the applet installation, the card shall used the values defined in the Install(install) command for the
Non Volatile Memory Requirement and the Volatile Memory Requirement and not the one of the Install(load)
command.

CRRNS: The Toolkit Applet Specific Parameters is composed of mandatory and optional field:
- the Access Domain field (mandatory),
- the priority level of the toolkit applet instance field (mandatory),
- the maximum number of timers allowed for the applet instance (mandatory),
- the maximum text length for a menu entry (mandatory),
- the maximum number of menu entries allowed for the applet instance (mandatory),
- the position and the identifier of each menu entry (optional, must be present if the maximum number of menu
entry is not null),
- the maximum number of channels for the applet instance (optional, must be present if the minimum security
level field is present).
- the minimum security level field (optional, must be present if the maximun number of channels field is
present).

CRRNY: the Access Domain field is composed of:
- the length of the field (mandatory, minimum is 1)
- the Access Domain Parameter (mandatory),
- the Access Domain Data (optional).
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CRRN10: The Access Domain parameter indicates the mechanism used to control the applet instance access to the
GSM file System (8001 means full access to the GSM File System, éFFi means no access to the GSM File
System).

CRRN11: The priority specifies the order of activation of an applet compared to the other applet registered to the
same event ('01": Highest priority level, 'FF': Lowest priority level)

CRRN12: If two or more applets are registered to the same event and have the same priority level, the applets are
activated according to their installation date (i.e. the most recent applet is activated first)

CRRN13: the maximum number of timers allowed for the applet instance is defined at the installation of the toolkit
applet.

CRRN14: The maximum length of item text string is defined at the installation of the toolkit applet.

CRRN15: The maximum number of menu entries is defined at the installation of the toolkit applet and each correct
call to initMenuEntry() up to this maximum shall be successful.

CRRN16: The position of the new menu entries is an absolute position among the existing ones.
CRRN17: If the position identifier is 00h, the menu shall have the last position

CRRNI18: If the requested item identifier in the range [1-127] is not already allocated, then this item identifier shall
be allocated to the current applet.

CRRN109: If the requested item identifier is '00', then the card shall take the first free value in the range [128,255].

CRRN20: The Receiving Entity shall check the Minimum Security Level during processing the security of the
Command Packet.

CRRNZ21: The Receiving Entity shall reject the message if the MSL check fails, and a Response Packet with the
'Insufficient Security Level' Response Status Code shall be sent when required.

CRRN22: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is
used to specify the minimum level of security to be applied to Secured Packets. The first byte shall be the MSL
Parameter, other bytes shall be the MSL Data

CRRN23: If the length of the Minimum Security Level field is zero, no minimum security level check shall be
performed by the receiving entity.

CRRN24: If no Minimum Security Level field is present (no MSL length, no MSL parameter and no MSL data), no
minimum security level check shall be performed by the receiving entity.

CRRN25: If the Maximum number of channels field is included in the command data then the Length of Minimum
Security Level field shall also be included.

Error cases

CRREL1: For a toolkit applet installation, if the Install Parameters Field TLV list or the System Parameters TLV list
are incorrect (incorrect length or mandatory field missing), the installation failed (with the Status Word '6A80',
incorrect parameters in data field or &700i, incorrect length) .

CRRP2: If the Access Domain Parameter requested is not supported, the card shall return the Status Word '6A80/,
incorrect parameters in data field, to the Install(Install) command.

CRRES3: If an applet with Access Domain Parameter 'FF' (i.e. No Access to the GSM File System) tries to access a
GSM file (e.g. invoke the updateBinary(..) method) the framework shall throw a SIMViewException with a
AC_NOT_FULFILLED reason.

CRRE4: If an applet with Access Domain Parameter '00' (i.e. Full Access to the GSM File System) tries to access a
GSM file (e.g. invoke the updateBinary(..) method) with an access condition set to NEVER, the framework shall
throw a SIMViewException with a AC_NOT_FULFILLED reason.

CRRES: The total number of timers allocated for all the applets shall not exceed 8. If the maximum number of
timers required is greater than '08' (maximum numbers of timers specified in 3GPP TS 31.111 [4], the card shall
return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.
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CRREG: If the requested item identifier is in the range [128,255], then the card shall reject the install command.

CRRETY: The total number of channels allocated for all the applets shall not exceed 7. If the maximum number of
channels required is greater than '07' (maximum numbers of channels specified in 3GPP TS 31.111 [4]), the card
shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

CRRES: If the AID present in the Install(install) command and in the Load() command are different, the installation
fails.

CRREDY: If the register (bArray, bOffset, bLength) is invoked with an AID passed in the parameters different from
the instance AID provided in the install method buffer, the registration fails.

CRRE10: If the memory (volatile or non volatile) requested in the Install(install) command is insufficient, the
installation fails.

CRREL11: If the requested item identifier in the range [1-127] is already allocated, then the card shall reject the
install command.

57222 Test Area Files
Test Script: (U)SIM_ANA_INS_INMS _1.scr
Test Applet: ANA_INS_INMS 1.java

ANA_INS_INMS 2.java
ANA_INS_INMS_3.java
ANA_INS_INMS_4.java
ANA_INS_INMS 5 java
ANA_INS_INMS_6.java
ANA_INS_INMS 7.java
ANA_INS_INMS_8.java
ANA_INS_INMS 9.java
ANA_INS_INMS _10.java
ANA_INS_INMS_11.java

Load Script: (U)SIM_ANA_INS_INMS_1.ldr

Cleanup Script: (U)SIM_ANA_INS_INMS _1.cIr

Parameter File: ANA_INS_INMS 1.par

5.7.2.2.3 Test Procedure

Note: for following tests cases the PoR is send using SMS Deliver-Report
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Id Description API Expectation SIM APDU Expectation | USIM APDU Expectation
0 Load of the Applet1, Applet2, Applet3, Applet4,
Applet5, Applet6, Applet7, Applet8 and Applet9
using the load() method
1
Install(Install) command
1- Reset the Card and send terminal profile, with 1- SW =90 00 1- SW =90 00
the menu and display text facilities
2-Send a formatted SMS, which contains an 2- SW = either 90 00 or 91 [2- SW = either 90 00 or 91
Install(Install) of the Applet1 1B (empty set up menu is |[1B (empty set up menu is
processed) processed)
3- Send a formatted SMS to trigger the
applet(when the applet is triggered it sends a 3- SW =90 00 3- SW =90 00
display text command)
4- Select Applet1 4- SW = 6X XX 4- SW = 6X XX
5- Reset the Card
6-Send terminal profile, without the menu facilities 6- SW =90 00 6- SW =90 00
7- Send a formatted SMS to delete Applet1 7- SW =90 00 7- SW =90 00
instance using Delete() command.
2
Install(Install and Make Selectable) command
1- Reset the Card and send terminal profile, with 1- SW =90 00 1- SW =90 00
the menu and display text facilities
2-Send a formatted SMS, which contains an
Install(Install and make selectable) of the Applet1 2- SW =91 29 2- SW =91 29
Load File AID:
IAO000000090002FFFFFFFF8902000000
IAID witin Load File:
IA0000000090002FFFFFFFF8902001001
IApplication Instace Identifier:
IA0000000090002FFFFFFFF8902001102
3- Fetch a Set Up Menu proactive command with 3- SW =90 00 3- SW =90 00
Menu Entry ID entry &1i and &2i and send terminal
response
4- Send a formatted SMS to trigger the applet 4- SW =91 14 4- SW =91 14
5-Fetch a display text proactive command and 5- SW =90 00 5- SW =90 00
send terminal response
6- Select Appleti 6- SW =90 00 6- SW =90 00
7- Reset the Card
8-Send terminal profile, without the menu facilities 8- SW =90 00 8- SW =90 00
9- Send a formatted SMS to delete Applet1 9- SW =90 00 9- SW =90 00
instance using Delete() command.
3 | Applet Installation with Full Install Parameters
Field without optional parameters
1-Send a formatted SMS, which contains an 1- SW =90 00 1- SW =90 00

Install(Install and Make Selectable) of the Applet2
with a Full Install Parameters Field without optional

parameters:
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EF14C8020800C7020010CA0A010001001002010
10202C900

2- Select Applet2
3-Reset the Card.

4- Send a formatted SMS to delete Applet2
instance using Delete() command

2- SW =90 00

4- SW =90 00

2- SW =90 00

4- SW =90 00

Applet Installation with Full Install Parameters
Field with all the optional parameters

1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet2
with a Full Install Parameters Field with all the
optional parameters:

EF16C8020800C7020010CA0C010001000002010
102020200C900

2- Select Applet2
3-Reset the Card.

4- Send a formatted SMS to delete Applet2
instance using Delete() command

1- SW =90 00

2- SW =90 00

4- SW =90 00

1- SW =90 00

2- SW =90 00

4- SW = 90 00

Applet Installation with access Domain
Parameter equal to 00

1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet3
with Access Domain Parameter equal to 00

2- Send an Unformatted SMS

3-Read EFtaru

4- Send a formatted SMS to delete Applet3
instance using Delete() command.

2- Applet3 is
triggered and calls
sim.access.SIMView
.select method
EFtaru and
sim.access.SIMView
.updateBinary
method with
010101. No
exception is thrown

1- SW =90 00

2- SW =90 00

3- Value read from EFtaru -
010101

4- SW = 90 00

1- SW =90 00

2- SW =90 00

3- Value read from EFraru -
010101

4- SW =90 00

Applet Installation with access Domain
Parameter equal to FF

1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet3
with Access Domain Parameter equal to FF

2- Send an Unformatted SMS

3-Read EFTARU

4- Send a formatted SMS to delete Applet3
instance using Delete() command.

2- Applet3 is
triggered and calls
sim.access.SIMView
.select method
EFTARU and
sim.access.SIMView
.updateBinary
method with 020202.
The
sim.access.SIMView
Exception
IAC_NOT_FULFILLE
D is thrown

1- SW =90 00

2- SW =90 00

3- Value read from EFtaru -
010101

4- SW =90 00

1- SW =90 00

2- SW =90 00

3- Value read from EFtagu -
010101

4- SW = 90 00

The order of activation of the applets is
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specified by the Priority Level
1-Send a formatted SMS, which contains an 1- SW =90 00 1- SW =90 00
Install(Install and Make Selectable) of the Applet4
with Priority Level 01
2-Send a formatted SMS, which contains an 2- SW =90 00 2- SW =90 00
Install(Install and Make Selectable) of the Applet 5
with Priority Level FF
3- Send a Unformatted SMS 3- Applet4 is 3- SW =91 14 3- SW =91 14
triggered and then
Applet5 is triggered
4- Fetch the display text proactive command of 4- SW =91 14 4- SW =91 14
IApplet 4 and send terminal response
5- Fetch the display text proactive command of 5- SW =90 00 5- SW =90 00
IApplet 5 and send terminal response
6- Send a formatted SMS to delete Applet4 6- SW =90 00 6- SW =90 00
instance using Delete() command.
7- Send a formatted SMS to delete Applets 7- SW =90 00 7- SW =90 00
instance using Delete() command.
8 The order of activation of the applets is
specified by the installation date if the Priority
Level is the same
1-Send a formatted SMS, which contains an 1- SW =90 00 1- SW =90 00
Install(Install and Make Selectable) of the Applet4
with Priority Level 01
2-Send a formatted SMS, which contains an 2- SW =90 00 2- SW =90 00
Install(Install and Make Selectable) of the Applet5
with Priority Level 01
3- Send a Unformatted SMS 3- Applet5 is 3-SW =91 14 3- SW =91 14
triggered and then
IApplet4 is triggered
4- Fetch the display text proactive command of 4- SW =91 14 4- SW =91 14
IApplet 5 and send terminal response
5- Fetch the display text proactive command of 5- SW = 90 00 5- SW = 90 00
IApplet 4 and send terminal response
6- Send a formatted SMS to delete Applet4 6- SW = 90 00 6- SW = 90 00
instance using Delete() command.
7- Send a formatted SMS to delete Applets 7- SW =90 00 7- SW =90 00
instance using Delete() command.
9 | Maximum number of timer is specified at the 1- SW =90 00 1- SW =90 00
installation
2- SW =91 14 2- SW =91 14
1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet10
with maximum number of timer 02
2-The applet sends
2-Trigger Applet10 (formatted SMS) a display text
iTestOKi if the 3- SW =90 00 3- SW =90 00
3-Fetch the display text command containing registration of 2
iTestOKi and send terminal response timers is successful
and the registration
of a third timer 4- SW =90 00 4- SW =90 00
3- Send a formatted SMS to delete Applet10 throws an exception
instance using Delete() command.
10 |Maximum length of item text string is specified 1- SW =90 00 1- SW =90 00

3GPP




Release 5

109

3GPP TS 31.048 V2.0.0

at the installation

2- SW =91 14 2- SW =91 14
1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet11
with maximum length of item text string 10 and
maximum number of menu entries 02 3- SW =90 00 3- SW =90 00
2-The applet sends
2- Trigger Applet11 (formatted SMS) a display text
i TestOKi if the
3-Fetch the display text command containing installation of 1 4- SW =90 00 4- SW =90 00
iTestOKi and send terminal response menu entry with text
string length equal to
10 is successful and
the installation of the
4- Send a formatted SMS to delete Appleti1 second menu entry
instance using Delete() command. with text string length
equal to 11 throws
an exception
11 Applet installation with Menu Entries 1
1-Send terminal profile, with the menu facilities 1- SW =90 00 1- SW =90 00
2-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet6 2- SW =91 31 2- SW =91 31
Install Parameter Field:
EF14C8020800C7020010CA0A010001001002010
10202C900
For Applet6 (item id 01):
MenuEntry = TApplet 1AT
Position = 01
For Applet6 (item id 02):
MenuEntry = {Applet 1Bi
Position = 02
3- Fetch a Set Up Menu proactive command with 3- SW =90 00 3- SW =90 00
Menu Entry ID entry &1i and &2i and send terminal
response
4-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet7 4- SW =91 49 4- SW =91 49
Install Parameter Field:
EF14C8020800C7020010CA0A010001001002030
30404C900
For Applet7 (item id 03):
MenuEntry = TApplet 2A1
Position = 03
5- SW =90 00 5- SW = 90 00
For Applet7 (item id 04):
MenuEntry = {Applet 2Bi
Position = 04 6- SW =91 14 6- SW =91 14
5- Fetch a Set Up Menu proactive command with 7- SW =90 00 7- SW =90 00
Menu Entry ID entry &1i, &2, &3i and &4i and
send terminal response
8- SW =91 31 8- SW =91 31
6- Trigger Applet6 (formatted SMS) 6-The applet sends
a display text
7- Fetch the display text command containing iTestOKi if the 9- SW =90 00 9- SW =90 00
iTestOKi and send terminal response registration of 2
menu entries is
8- Send a formatted SMS to delete Applet6é successful and the
instance using Delete() command. registration of a third [10- SW =91 1B 10- SW =91 1B
menu entry throws
9- Fetch a Set Up Menu proactive command with  jan exception
Menu Entry ID entry &3i and &4i and send terminal 11- SW-90 00 11- SW-90 00
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response

10- Send a formatted SMS to delete Applet7
instance using Delete() command.

11- Fetch an empty Set Up Menu proactive
command and send terminal response

12

Applet installation with Menu Entries 2

1-Send a formatted SMS, which contains an 1- SW =91 31 1- SW =91 31
Install(Install and Make Selectable) of the Applet6
For Applet6 (item id 01):
MenuEntry = TApplet 1Ai
Position = 03
For Applet6 (item id 02):
MenuEntry = TApplet 1Bf
Position = 04
2- Fetch a Set Up Menu proactive command with 2- SW =90 00 2- SW =90 00
Menu Entry ID entry &1i and &2i and send terminal
response
3-Send a formatted SMS, which contains an 3- SW =91 49 3- SW =91 49
Install(Install and Make Selectable) of the Applet7
For Applet7 (item id 03):
MenuEntry = TApplet 2Ai
Position = 01
For Applet7 (item id 04):
MenuEntry = {Applet 2Bi
Position = 02
4- Fetch a Set Up Menu proactive command with 4- SW =90 00 4- SW =90 00
Menu Entry ID entry &3i, &4, &1i and &2i and
send terminal response
5- Send a formatted SMS to delete Applet6é 5- SW =91 31 5- SW =91 31
instance using Delete() command.
6- Fetch a Set Up Menu proactive command with 6- SW =90 00 6- SW =90 00
Menu Entry ID entry &3i and &4i and send terminal
response
7- Send a formatted SMS to delete Applet7 7- SW =91 1B 7- SW =91 1B
instance using Delete() command.
8- Fetch an empty Set Up Menu proactive 8- SW =90 00 8- SW =90 00
command and send terminal response
13 Applet installation with Menu Entries 3
1-Send a formatted SMS, which contains an 1- SW =91 31 1- SW =91 31

Install(Install and Make Selectable) of the Applet6

For Applet6 (item id 01):
MenuEntry = TApplet 1AT
Position = 01

For Applet6 (item id 02):
MenuEntry = {Applet 1Bi

Position = 03
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2- Fetch a Set Up Menu proactive command with 2- SW =90 00 2- SW =90 00
Menu Entry ID entry &1 and @2i and send terminal
response
3-Send a formatted SMS, which contains an 3- SW =91 49 3- SW =91 49
Install(Install and Make Selectable) of the Applet7
For Applet7 (item id 03):
MenuEntry = TApplet 2Ai
Position = 02
For Applet7 (item id 04):
MenuEntry = TApplet 2Bf
Position = 04
4- Fetch a Set Up Menu proactive command with 4- SW =90 00 4- SW =90 00
Menu Entry ID entry &1, &3, &2i and &4i and
send terminal response
5- Send a formatted SMS to delete Applet6é 5- SW =91 31 5- SW =91 31
instance using Delete() command.
6- Fetch a Set Up Menu proactive command with
Menu Entry ID entry &3i and &4i and send terminal 6- SW =90 00 6- SW =90 00
response
7- Send a formatted SMS to delete Applet7 7- SW =91 1B 7- SW =91 1B
instance using Delete() command.
8- Fetch an empty Set Up Menu proactive 8- SW =90 00 8- SW =90 00
command and send terminal response
14 Applet installation with Menu Entries 4
1-Send a formatted SMS, which contains an 1- SW =91 31 1- SW =91 31
Install(Install and Make Selectable) of the Applet6
For Applet6 (item id 01):
MenuEntry = {Applet 1AT
Position = 02
For Applet6 (item id 02):
MenuEntry = TApplet 1Bf
Position = 04
2- Fetch a Set Up Menu proactive command with 2- SW =90 00 2- SW =90 00
Menu Entry ID entry @1 and &2 and send terminal
response
3-Send a formatted SMS, which contains an 3- SW =91 49 3- SW =91 49
Install(Install and Make Selectable) of the Applet7
For Applet7 (item id 03):
MenuEntry = TApplet 2Ai
Position = 01
For Applet7 (item id 04):
MenuEntry = TApplet 2Bi
Position = 03
4- Fetch a Set Up Menu proactive command with 4- SW =90 00 4- SW =90 00
Menu Entry ID entry &3i, &1, &4i and &2i and
send terminal response
5- Send a formatted SMS to delete Applet6é 5- SW =91 31 5- SW =91 31
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instance using Delete() command.

6- Fetch a Set Up Menu proactive command with
Menu Entry ID entry &3i and &4i and send terminal
response

7- Send a formatted SMS to delete Applet7
instance using Delete() command.

8- Fetch an empty Set Up Menu proactive
command and send terminal response

6- SW =90 00

7- SW =91 1B

8- SW =90 00

6- SW = 90 00

7- SW =91 1B

8- SW =90 00

15

Applet installation with Menu Entries with
position identifier equal to 00

1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet6

For Applet6 (item id 01):
MenuEntry = TApplet 1AT
Position = 00

For Applet6 (item id 02):
MenuEntry = {Applet 1Bi
Position = 00

2- Fetch a Set Up Menu proactive command with
Menu Entry ID entry &1i and &2i and send terminal
response

3-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet7

For Applet7 (item id 03):
MenuEntry = TApplet 2A1
Position = 00

For Applet7 (item id 04):
MenuEntry = {Applet 2Bi
Position = 00

4- Fetch a Set Up Menu proactive command with
Menu Entry ID entry &1i, &2, &3i and &4i and
send terminal response

5- Send a formatted SMS to delete Applet6é
instance using Delete() command.

6- Fetch a Set Up Menu proactive command with
Menu Entry ID entry &3i and &4i and send terminal
response

7- Send a formatted SMS to delete Applet7
instance using Delete() command.

8- Fetch an empty Set Up Menu proactive
command and send terminal response

1- SW = 91 31

2- SW =90 00

3- SW =91 49

4- SW =90 00

5- SW = 91 31

6- SW =90 00

7- SW =91 1B

8- SW =90 00

1- SW =91 31

2- SW =90 00

3- SW =91 49

4- SW =90 00

5- SW =91 31

6- SW =90 00

7- SW =91 1B

8- SW =90 00

16

Applet installation with Menu Entries with item
identifier equal to 00

1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet6

For Applet6 (item id 00):

1- SW = 91 31

1- SW =91 31
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MenuEntry = {Applet 1AT
Position = 01

For Applet6 (item id 00):
MenuEntry = TApplet 1Bf
Position = 02

2- Fetch a Set Up Menu proactive command with
Menu Entry ID entry &80i(Applet1A), 81(Applet 1B)
and send terminal response

3-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet7

For Applet7 (item id 00):
MenuEntry = TApplet 2A1
Position = 03

For Applet7 (item id 00):
MenuEntry = {Applet 2Bi
Position = 04

4- Fetch a Set Up Menu proactive command with
Menu Entry ID entry &0i(Applet1A), &1(Applet 1B),
@B2i(Applet 2A) and 83i(Applet 2B) and send
terminal response

5- Send a formatted SMS to delete Applet6
instance using Delete() command.

6- Fetch a Set Up Menu proactive command with
Menu Entry ID entry &2i(Applet2A), 83(Applet 2B).
and send terminal response

7- Send a formatted SMS to delete Applet7
instance using Delete() command.

8- Fetch an empty Set Up Menu proactive
command and send terminal response

2- SW =90 00

3- SW =91 49

4- SW =90 00

5- SW =91 31

6- SW =90 00

7- SW =91 1B
8- SW =90 00

2- SW =90 00

3- SW =91 49

4- SW =90 00

5- SW = 91 31

6- SW =90 00

7- SW =91 1B
8- SW =90 00

17

Applet installation with MSL length equal to 00
1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet8
with maximum number of channels equal to 00 and
length of MSL field equal to 00
2- Select Applet8
3- Reset the card
4- Send a Formatted SMS with SPI1 equal to 00
and PoR required

5- Send a formatted SMS to delete Applet8
instance using Delete() command.

1- SW =90 00

2- SW =90 00

4- SW = 9F 10, a Response
Packet is sent with Status
Code equal to 00

5- SW =90 00

1- SW =90 00

2- SW =90 00

4- SW = 62 00, a Response
Packet is sent with Status
Code equal to 00

5- SW = 90 00

18

Applet installation with no MSL field
1-Send a formatted SMS, which contains an
Install(Install and Make Selectable) of the Applet8
with no MSL field
2- Select Applet8

3- Reset the card

4- Send a Formatted SMS with SPI1 equal to 00

1- SW =90 00

2- SW =90 00

4- SW = 9F 10, a Response

1- SW =90 00

2- SW =90 00

4- SW = 62 00, a Response
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and PoR required Packet is sent with Status  |Packet is sent with Status
Code equal to 00 Code equal to 00
5- Send a formatted SMS to delete Applet8
instance using Delete() command. 5- SW =90 00 5- SW =90 00
19 Applet installation with missing C8 tag
1-Send a formatted SMS, with a PoR required, 1- SW = 9F 13, additional [1- SW = 61 13, additional
which contains an Install (Install and Make data expected shall be 01 (data expected shall be 01
Selectable) of the Applet2 with missing C8 tag: 6A 80 6A 80
EF10C7020010CA0A01000100100201010202C90
0
20 Applet installation with missing C7 tag
1-Send a formatted SMS, with a PoR required, 1- SW = 9F 13, additional [1- SW = 61 13, additional
which contains an Install (Install and Make data expected shall be 01 (data expected shall be 01
Selectable) of the Applet2 with missing C7 tag: 6A 80 6A 80
EF10C8020800CA0A01000100100201010202C90
0
21 |No access to a GSM file with access conditions
set to Never
1-Send a formatted SMS, which contains an 1- SW =90 00 1- SW =90 00
Install(Install and Make Selectable) of the Applet3
with Access Domain Parameter equal to 00
2- Send an Unformatted SMS 2-Applet3 is 2- SW =90 00 2- SW =90 00
triggered and calls
sim.access.SIMView
.select method with
3- Read EFnu EFmu and 3- Value read from EFtny - (3- Value read from EFny -
sim.access.SIMView |55 55 55 55 55 55
.updateBinary
4- Send a formatted SMS to delete Applet3 method with 030303.}4- SW = 90 00 4- SW =90 00
instance using Delete() command. The
sim.access.SIMView
Exception
AC_NOT_FULFILLE
D is thrown
22 Incorrect maximum number of timers
1-Send a formatted SMS, with a PoR required, 1- SW = 9F 13, additional [1- SW = 61 13, additional
which contains an Install (Install and Make data expected shall be 01 (data expected shall be 01
Selectable) of the Applet2 with 9 numbers of 6A 80 6A 80
timers:
EF10C8020800
C7020010CA0A01000109100201010202C900
23 Incorrect item identifier
1-Send a formatted SMS, with a PoR required, 1- SW = 9F 13, additional [1- SW = 61 13, additional
which contains an Install (Install and Make data expected shall be 01 (data expected shall be 01
Selectable) of the Applet2 with incorrect item 6A 80 6A 80
identifier:
EF10C8020800
C7020010CA0A01000100100201850202C900
24 Incorrect numbers of channels

1-Send a formatted SMS, with a PoR required,
which contains an Install (Install and Make

Selectable) of the Applet2 with incorrect numbers

1- SW = 9F 13, additional
data expected shall be 01
6A 80

1- SW = 61 13, additional
data expected shall be 01
6A 80
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of channels:

EF12C8020800C7020010CA08010001000000100
0C900

25

Differents AIDs in the Install(install) command
and in the Load() command

1-Send a formatted SMS which contains an Install
(Install and Make Selectable) of Applet2 with AID

present in the Install(install) command and in the

Load() command different

2-Select the Applet2

1- SW =90 00

2- SW = 6X XX

1- SW =90 00

2- SW = 6X XX

26

Differents AID in the Install(install) command
and in the register

1-Send a formatted SMS which contains an Install
(Install and Make Selectable) of Applet9 with AID
present in the Install(install) command and in the
register(bArray, bOffset, bLength) different

2-Select the Applet9

1-SW =90 00

2- SW = 6X XX

1-SW = 90 00

2- SW = 6X XX

27

Item identifier already allocated

1-Send a formatted SMS, which contains the
following command:

-Install (Install and Make Selectable) of the
IApplet1.In this command the item identifier 2 is
reserved.

2-Send a formatted SMS, with a PoR required,
which contains the following command:

-Install (Install and Make Selectable) of the
IApplet2.In this command the item identifier 2 is
reserved.

3- Send a formatted SMS to delete Applet1
instance using Delete() command.

1- SW =90 00

2- SW = 9F 13, additional
data expected shall be 01
6A 80

3- SW =90 00

1- SW =90 00

2- SW = 61 13, additional
data expected shall be 01
6A 80

3- SW =90 00

28

Applet installation with length incorrect of C8
Tag

1-Send a formatted SMS, with a PoR required,
which contains an Install (Install and Make
Selectable) of the Applet2 with incorrect length of
C8 tag:

EF15C803000800C7020010
CAOA01000100100201010202C900

1- SW = 9F 13, additional
data expected shall be 01
6A 80

1- SW = 61 13, additional
data expected shall be 01
6A 80

29

Applet installation with length incorrect of C7
tag

1-Send a formatted SMS, with a PoR required,
which contains an Install (Install and Make
Selectable) of the Applet2 with incorrect length of
C7):

EF15C8020800C703000010
CAOA01000100100201010202C900

1- SW = 9F 13, additional
data expected shall be 01
6A 80

1- SW = 61 13, additional
data expected shall be 01
6A 80
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5.7.2.2.4 Test Coverage
CRR number Test case number
N1 1
N2
N3 2
N4 3,4
N5 3,4
N6 4
N7 Not testable
N8 4
N9 5,6
N10 5,6
N11 7
N12 8
N13 9
N14 10
N15 11
N16 11, 12, 13, 14
N17 15
N18 11,12, 13, 14
N19 16
N20 Not Testable
N21 Not Testable
N22 Not Testable
N23 17
N24 18
N25 4
E1 19, 20, 28, 29
E2 Not Testable
E3 6
E4 21
E5 22
E6 23
E7 34
E8 25
E9 26
E10 Not Testable
E11 27

5.7.3 Delete command

No specific functionalities introduced by the TS 3GPP 23.048 [6]

5.7.4 Load command

No specific functionalities introduced by the TS 3GPP 23.048 [6]
5.7.5 Put Key command

5.7.5.1 Command session description

Test Area Reference: ANA_CMD_PUTK
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57511 Conformance Requirements

Normal execution

CRRN1: For a card in post issuance state, the Put Key command is able to update the transport security keys KID
and Klc of an existing key set version.

CRRN2: Key indexes 1 and 2 are used for Kic and KID transport security keys and key index 3, KIK, is used to
encrypt the key data value.

Error Case
CRREL1: For a card in post issuance state, the Put Key is not able to create a new key set version.

CRRE2: In post issuance state the Put Key command is not able to update the KIK value of an existing key set

version.
5.751.2 Test Area Files
None.
5.751.3 Test Procedure
None.
5.7.5.1.4 Test Coverage
CRR number Test case number
N1 Not testable
N2 Not testable
E1 Not testable
E2 Clarification pending

5.7.6 Set Status command

No specific functionalities introduced by the TS 3GPP 23.048 [6]
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Annex A (normative):
Test area reference acronym table

SEC Security
GSP Generalised Secured Packet testing
CMD Command Packet structure
RESP Response Packet Struture
SPP SMS PP Implementation
SSS Structure of SMS PP
CSS Command Packet containing a Single SMS
CCS Command Packet containing a Concatenated SMS
RPS Response Packet Structure
SMC Security Mechanism for Command Packet
SMR Security Mechanism for Reponse Packet
SCB SMS CB Implementation
SCB Structure of SMS CB
CCB Command Packet containing in a SMS CB
SMC Security Mechanism for Command Packet
RFM Remote File Management
SRB SIM Remote file management Behaviour
CMDS Command session description
SCC SIM Command Coding
INPT Input Commands
OUPT Output commands
SRP SIM Response Packet
SMSP SMS PP Response Packet
URB USIM R Remote file management Behaviour
CMDS Command session description
uccC USIM Command Coding
INPT Input Commands
OUPT Output commands
URP USIM Response Packet
SMSP SMS PP Response Packet
RAM Remote Applet Management
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RAB Remote Applet management Behaviour
CMDS Command session description
MNGT Applet Management Behaviour
RCC Command Coding
STRC Command Coding Structure
INPT Input Command Coding
OUPT Output Command Coding
SRP (U)SIM Response Packet
SMSP SMS PP Response Packet
ANA Annex A
INS Install commands
LOAD Install for Load Command
INMS Install for Instal and Make Selectable Command
CMD Commands
PUTK Put Key Command
GETD Get Data Command
RAM Remote Applet Management Commands
CMDS Command session description
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Annex B (normative):
Script file syntax and format description

The syntax used for this test suite is based on the one defined in the 3GPP TS 51.013 Rel5 [9].

B.1  Syntax description

Following is a syntax description in BNF.

<statement list>

= [ <statement> \n] +

<statement> ::= <simple> | <switch> | <blank line>
<simple> ::= <Mode> <reset> | <init> | <command> | <remark>
<Mode> ::= SIM|USIM

<reset> ::= RST

<init> ::= INI | <data>

<command> ::= CMD <data> [ <response> ] ( <status>)
<response> ::= [ <data> 1]

<status> ::= ( <hexbyte><hexbyte> )

<data> ::= [ < hexbyte > |+

<remark> ::= REM <fext line>

<switch> ::= SWI { [<labelled list>] + }

<labelled list> ::= <label> : \n <statement list>

Description of s
\n
[x]
[x]+
x|y

[1{}:
<text line>
<blank line>
<data>

<hexbyte>

yntax metalanguage :

represents a linebreak

means X can appear optionally

means 1 or more appearances of x

means X or y

(bold) these are characters that appear literally in the script files
any character until the end of the line

a line containing no text is acceptable

each hexbyte are separated from the following by a whitespace

single data byte written in hexadecimal

Any other statement begining with a command not defined in this document shall be ignored by the parser.

. "\t' : Can be used as separator.
Leading and trailing separators will be ignored.

A long statement can be broken into several lines by using the character é\i at the end of each line, except for the last

line.
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For more details refer to the examples in B.3.

B.2

Following is the meaning of each of the statements :

SIM

USIM

CMD

RST

INI

REM
SWI

Semantics

Commands shall be performed in SIM mode in the INI sequence and RST. It is the default selected mode.
Commands shall be performed in USIM mode in the INI sequence and RST
Sends an APDU Command to the card, including (optionally) the expected response data and also
(optionally) the expected status words SW1, SW2.
Resets and powers on the card and performs the following commands depending on the active mode.

- In USIM mode: Perform a select of the first USIM application by using a select by

partial AID (As specified in ETSI TS 101 220 [8])

- In SIM mode: Perform a SIM select (CLA = AO) of the MF.
Performs the terminal profile with the following data in USIM mode if éUSIMi key word is present at the
beginning of the script, or Performs the terminal profile with the following data in SIM mode otherwise
(no mode specified or ESIMi key word specified at the beginning of the script).
Afterwards, it shall perform all the fetch and terminal response commands until there is no proactive
session in progress.
Used for comments
Activates a switch condition. Every labelled list represents a list of statements to be executed, if the label
matches the SW resulting from the previously executed command.

Evaluation of expected response and status in the case of a CMD:
<response> data within [O ] has to be checked, it needs to be present for an outgoing command. Bytes written as XX

<status>

shall not be checked by the APDU tool.
status contained within (O ) has to be checked; when several status are valid they shall be separated by
commas. Nibble written as X shall not be checked by the APDU tool.

B.3

REM this is an example

SIM

RST
INT
REM
CMD

REM
CMD

CMD

CMD

REM
CMD

REM

Example

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Case 1 example
A0 C2 00 00 00 \

(91 33 ,

69 XX)

Case 2 example
A0 B6 00 00 07 \
[XX XX XX 55 55 XX 55] \

(91 33 ,

67 XX)

A0 B6 00 00 07 \

(91 33 ,

67 XX)

A0 CO 00 00 1F \
[10 A0 00 00 00 09 00 02 FF FF FF FF 89 28 A4 05 \
02 0D CC CC CC CC CC CC CC CC CcC cCc cCc cecce TN

(90 00)

Case 3 example

A0 C2 00 00 33 \

D1 31 82 02 83 81 06 05 80 11 22 33 44 8B 24 40 \
08 00 24 23 85 18 41 04 51 10 10 00 00 00 00 13 \
02 70 00 00 OE 0D 00 00 00 00 28 A4 05 00 00 00 \
00 00 00 \

(90 00)

Case 4 example with switch statement
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CMD 00 A4 04 00 10 \
A0 00 00 00 09 00 02 FF FF FF FF 89 41 04 44 02 \
(61 XX, 6A 82)

SWI {

61 XX:

CMD 00 CO 00 00 14 \
[10 A0 00 00 00 09 00 02 FF FF FF FF 89 41 04 44 \
02 02 CcC cc] \

(90 00)

CMD A0 A4 00 00 02 \
3F 00

6A 82:

RST

}

B.4  Style and formatting

In order to show a common appearance all the scripts shall follow those format rules:

If the mode (6SIMi or €USIMI) is specified, it shall be the first command of the script. SIM mode is the default
mode.

— start always with a 'RST".
— The command, data to be checked and status to be checked shall be presented in the following order:
CMD COMMAND [EXPECTED DATA] (EXPECTED STATUS)

— APDU shall be presented with command (CLA INS P1 P2 P3) in one line and data (if present) in next line
grouped 16 bytes per line (see example above).

— The expected data (if present) shall be presented in 16 bytes groups per line (see example above).
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Annex C (normative):
Default Prepersonalisation

C.1  General Default Prepersonalisation

This table shows the default prepersonalisation, the file system and the files' content, that the test (U)SIM cards shall
contain unless otherwise stated.

Files under MF:

Name Identifier Default Value Special Features
EFiccip 2FE2 OF FF FF FF FF FF FF FF FF FF This value is not compliant with GSM 11.11
EFims| 6F07 FF FF FF FF FF FF FF FF FF This value is not compliant with GSM 11.11
EF.p 6F05 |01 FF FF FF
EFkc 6F20 FF FF FF FF FF FF FF FF 07
EFpLvNsel 6F30 FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF
EFHpPLVN 6F31 05
EFacMmax 6F37 00 00 00 Access condition UPDATE: CHV1
EFsst 6F38 FF 3F C3 OF 0C 00 FF OF 00 33
EFacm 6F39 00 00 00 Access condition UPDATE: CHV1
EFpuct 6F41 FF FF FF 00 00 Access condition UPDATE: CHV1
EFsccH 6F74 FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF
EFacc 6F78 00 00
EFepLmn 6F7B FF FF FF FF FF FF FF FF FF FF FF FF
EFoc 6F7E FF FF FF FF 00 FO 00 00 00 FF 01
EFap 6FAD 00 FF FF
EFPhase 6FAE 03
EFeon 6F3B Default value in all the records: Records: 5

FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFsmsp 6F42 FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF

EFLnD 6F44 FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFswss 6F43 FF FF

EFsums 6F3C 1°° record: 00 FF .. FF(length 176) Records: 3
2™ record:00 FF .. FF(length 176)

3*@ record: 00 FF .. FF(length 176)

EF N 6F3A FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFccp 6F3D FF FF FF FF FF FF FF FF FF FF FF FF
FF FF
EFwvsison 6F40 FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1

FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFson 6F49 FF FF FF FF FF FF FF FF FF FF FF FF | Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFsume 6F54 85 0C 54 4F 4F 4C 4B 49 54 20 54 45
53 54 FF FF FF FF

EFcami 6F45 |FF FF

EFcemip 6F48 10 80

EFcemin 6F50 10 80 10 9F

EF e 4F20 FF FF FF FF FF FF FF FF FF FF FF

1°° record:

The default value for the CHV1 shall be "0x31 0x31 0x31 0x31 0xFF OxFF OxFF OxFF" and its state shall be 'enabled'
during tests execution.
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The default value for PIN1 is the same than CHV1, so CHV1 has to be mapped on PIN1.
The maximum number of tries for the CHV1 checking shall be 3.

The default value for the Unblock CHV1 value shall be "0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x331.

C.2 Sim.Access.SimView test default prepersonalisation

C.21 DFSIMTEST (S”Vl Test)

Identifier: '0319'

C.2.2 EFy\r (Transparent Never Read)

Identifier: '6F01' | Structure: transparent Mandatory
File size: 3 bytes | Update activity: low
Access Conditions:
READ NEVER
UPDATE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Bytes Description Default Value M/O | Length
1A3 Test Data AA AA AA M 3 bytes

C.2.3 EFm\w (Transparent Never Update)

Identifier: '6F02' | Structure: transparent Mandatory
File size: 3 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE NEVER
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Bytes Description Default Value M/O Length
1-3 Test Data 55 55 55 M 3 bytes
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C.2.4 EFtaru (Transparent Always Read and Update)

dentifier: '6F03' |

Structure: transparent |

Mandatory

File size: 260 bytes |

Update activity: low

Access Conditions:

READ ALWAYS
UPDATE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Bytes Description Default Value M/O | Length
1-260 Test Data FF ...FF M 260
bytes
C.2.5 EFcenr (Cyclic Never Read)
Identifier: '6F04"' | Structure: cyclic |  Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ NEVER
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
C.2.6 EFcnu (Cyclic Never Update)
Identifier: '6F05' | Structure: cyclic |  Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE NEVER
INCREASE NEVER
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
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Identifier: '6FO6 |

Structure: cyclic

Mandatory

Record length: 3 bytes |

Update activity: high

Access Conditions:

READ ALWAYS
UPDATE ALWAYS
INCREASE NEVER
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
C.2.8 EFcnv (Cyclic Never Invalidate)
Identifier: '6F07 | Structure: cyclic |  Mandatory

Record length: 3 bytes |

Update activity: high

Access Conditions:

READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE NEVER
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
C.2.9 EFcnru (Cyclic Never Rehabilitate)
Identifier: '6F08' | Structure: cyclic Mandatory

Record length: 3 bytes |

Update activity: high

Access Conditions:

READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE ALWAYS
REHABILITATE NEVER
Logical Description Default Value M/O Length
Record
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
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C.2.10 EFcaru (Cyclic Always Read and Update)

Identifier: '6F09' | Structure: cyclic |  Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data 55 55 55 M 3 bytes
2 Test Data AA AA AA M 3 bytes

C.2.11 EF_ng (Linear Fixed Never Read)

Identifier: '6FOA' | Structure: linear fixed Mandatory
Record length: 4 bytes | Update activity: low
Access Conditions:
READ NEVER
UPDATE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data - Record 1 FF FF FF FF M 4 bytes
2 Test Data - Record 2 FF FF FF FF M 4 bytes

C.2.12 EF_ny (Linear Fixed Never Update)

Identifier: '6FOB' | Structure: linear fixed | Mandatory
Record length: 4 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE NEVER
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data - Record 1 FF FF FF FF M 4 bytes
2 Test Data - Record 2 FF FF FF FF M 4 bytes
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C.2.13 EF_aru (Linear Fixed Always Read and Update)

Identifier: '6FOC' | Structure: linear fixed | Mandatory
Record length: 4 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Description Default Value M/O Length
Record
Number
1 Test Data - Record 1 55 55 55 55 M 4 bytes
2 Test Data - Record 2 AA AA AA AA M 4 bytes

C.2.14EF,, (Cyclic Increase Not Allowed)

Identifier: '6FOD] | Structure: cyclic |  Mandatory
Record length: 3 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS (see note 1)
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Record Description Default Value M/O | Length
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
Note 1:  This file will be personalised in a way such that increase is not allowed, as indicated by the
FCI byte 8, bit 7 (GSM 11.11: FCI structure of an EF returned by the SELECT command)

C.2.15EF;gc (Transparent Read Access Condition CHV2)

Identifier: '6FOEi | Structure: transparent |  Mandatory
Record length: 3 bytes | Update activity: low
Access Conditions:
READ CHv2

UPDATE ALWAYS

INCREASE ALWAYS

INVALIDATE ALWAYS

REHABILITATE ALWAYS
Bytes Description Default Value M/O | Length
1 Test Data 00 00 00 M 3 bytes
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Identifier: '6FOFi

Structure: transparent

Mandatory

Record length: 3 bytes

| Update activity: low

Access Conditions:

READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE CHV1
REHABILITATE ALWAYS
Bytes Description Default Value M/O | Length
1 Test Data 00 00 00 M 3 bytes
C.2.17EFxc (Cyclic Increase Access Condition CHV2)
Identifier: '6F10i | Structure: cyclic Mandatory
Record length: 3 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE CHv2
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Record Description Default Value M/O | Length
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
C.2.18EFa4 (Cyclic Increase Access Condition ADM)
Identifier: '6F11i | Structure: cyclic Mandatory
Record length: 3 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ALWAYS
INCREASE ADM
INVALIDATE ALWAYS
REHABILITATE ALWAYS
Logical Record Description Default Value M/O | Length
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes
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Identifier: '6F12i

Structure: cyclic

Mandatory

Record length: 3 bytes

Update activity: low

Access Conditions:

READ ALWAYS
UPDATE ALWAYS
INCREASE ALWAYS
INVALIDATE ALWAYS
REHABILITATE NEVER
Logical Record Description Default Value M/O | Length
Number
1 Test Data 00 00 00 M 3 bytes
2 Test Data 00 00 00 M 3 bytes

The file status shall be invalidated as defined in [2]
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Annex D (normative):
loading , testing and cleaning script examples.

See attached the file Annex_D_Examples.zip
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Annex E (normative):
Test Area Files.

See attached files:

- Annex_E SIM_SourceScript.zip
- Annex_E USIM_SourceScript.zip
- Annex E SourceJavaCode.zip

The Annex_E_SIM_ SourceScript.zip developes the following folders tree:

SIM
Remote
Test_Area_reference
SIM_Test_Area_reference_x.scr
SIM_Test_Area_reference_x.clr
SIM_Test_Area_reference_x.1dr
Security
Test_Area_reference
SIM_Test_Area_reference_x.scr
SIM_Test_Area_reference_x.clr
SIM_Test_Area_reference_x.1dr

The Annex_E_USIM_ SourceScript.zip developes the following folders tree:

USIM
Remote
Test_Area_reference
USIM_Test_Area_reference_x.scr
USIM_Test_Area_reference_x.clr
USIM_Test_Area_reference_x.ldr
Security
Test_Area_reference
USIM_Test_Area_reference_x.scr
USIM_Test_Area_reference_x.clr
USIM_Test_Area_reference_x.ldr

The Annex_E_SourceJavaCode.zip developes the following folders tree:

SIM
Test
Remote
Test_Area_reference
Test_Area_reference_x.java
Test_Area_reference_x.par
Security
Test_Area_reference
Test_Area_reference_x.java
Test_Area_reference_x.par
Note that these applets are used for both test areas (SIM and USIM).
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Annex F (Normative): Configuration Parameters File

This file describes all the mandatory and optional parameters that are used in order to create the loading script(s) for one
test area. The configuration parameters file contains the values for the parameters needed in order to generate the
loading and cleanup scripts.

The name of the parameters file will be <test area reference>_<n>.par.

The number <n> is associated with the loading/cleanup script number, i.e. RAM_RAB_CMDS _1.par is used to
generate RAM_RAB_CMDS _1.1dr etc.

F.1 Syntax

The general syntax for this file will be:
<file> ::= <section>+

<section> ::= <section heading> <line break> <section body>

<section heading> ::= ‘[’ <name> ‘17

<section body> ::= <parameter assignment>+

<parameter assignment> ::= <name> ‘=’ <value> <line break>
Where é+i indicates one or more repetitions of the previous syntax element.

Any text included between the symbol &;1{ and the end of line is considered a comment and ignored by parsing tools.
Empty values are considered valid. They are used to indicate that an optional value is not present.

Names of sections, names of parameters and values are case-sensitive.

Blank spaces and Tabs between tokens are allowed and will be ignored by the parser.

When values represent a sequence of bytes, they are expressed in hexadecimal format, where every 2 digits represent
one byte. Blank space between bytes is optional.

Example:

; comment

[Sectionl]

Parameterll 00 11 22 33

Parameterl2 = 0101 ; another comment

[Section2]

Parameter2l = VVWWXXYYZZ

F.2 File Contents and Organisation

Parameters in this file are organised in the following sections:

[CONVERT] Conversion parameters used during conversion (i.e. CAP file generation)
[INSTALL(load)] Parameters used by the Install for Load command

[LOAD] Parameters used by the Load command

[INSTALL(install)] Parameters used by the Install for Install command
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than once, it will apply to different applet instances, in sequence.

F.2.1 Default values, order and processing

The ordering of the parameters and the sections is relevant, since parameter names may be repeated and apply to

different applets.

When one single parameter is repeated within one section, it refers to different applets. The value of the n” appearance

of the parameter applies to applet n.

When one section is repeated (INSTALL(install)), then the n* appearance of the section applies to applet n.

Parameter/value pairs which are found in one appearance of the section are valid for the subsequent applets as long as

they are not overriden. For example, first INSTALL(install) may contain all values for parameters, whereas the
subsequent INSTALL(install) sections may only contain parameters whose values change.

If one required parameter is missing from one section, the last defined value of this parameter in a previous section of

the same file will be used.

F.2.2 CONVERT Section
These parameters allow configuration of the conversion process of the Java class file(s) into one CAP file.
Parameter Description
PackageAID AID of the package
PackageName Fully qualified name of the package

PackageVersion

Version of the package

AppletClassAID

AID of the applet

AppletClassName

Name of the applet

F.2.3 INSTALL (load) Section

Here are the parameters to be included in the Install(Load) command (as specified in 3GPP TS 23.048 [6] ).

Parameter

Description

PackageAID

AID of the package

PackageNonVolatileMemSize

Non Volatile memory space (in bytes) required for package loading

InstallationNonVolatileMemSize

Non volatile memory required for installation, in bytes

InstallationVolatilieMemSize

Volatile memory required for installation, in bytes

F24 LOAD Section

Here are the parameters to be included in the Load command (as specified in 3GPP TS 23.048 [6] ).

Parameter

Description

MaxLoadCommandDatalength

Maximum length of the data provided in the load command (P3
parameter of the LOAD APDU embedded in the command packet)

F.2.5 INSTALL (install) Section

Here are the parameters to be included in the Install(Install) command (as specified in 3GPP TS 23.048 [6]
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Parameter Description
PackageAID AID of the package
AppletClassAID AID of the applet
InstanceAlID AID of the instance of the applet

InstallationNonVolatileMemSize

Non volatile memory required for installation, in bytes

InstallationVolatileMemSize

Volatile memory required for installation, in bytes

AccessDomain

Specify the SIM files that may be accessed by the applet and the
operations allowed on these files. This parameter includes the
Access Domain Parameter (ADP) and Access Domain Data (ADD)

PriorityLevel

Priority level of the Toolkit applet instance

MaxNumberOfTimers

Maximum number of timers allowed for this applet instance

MaxMenuEntryTextLength

Maximum text length for a menu entry

MaxNumberOfMenuEntries

Maximum number of menu entries allowed for this applet instance

MenuEntriesPositionldentifier

For each menu entry: Position and identifier of that menu entry

MaxNumberOfChannels

Maximum Number of channels for this applet instance

MSLFieldLength Length of Minimum Security Level field
MSLParameter MSL Parameter
MSLData MSL Data

AppletSpecificParameters

Parameters specific to the applet

The applet shall be installed with install(install and make selectable) command.

F.3 Full example

[CONVERT]

PackageVersion = 1.0

[INSTALL (load) ]

[LOAD]

MaxLoadCommandDatalLength

[INSTALL (install)]

AccessDomain = 00

PriorityLevel = FF

AppletClassName = RAM_RAB_CMDS_1

AppletClassName = RAM_RAB_CMDS_2

PackageNonVolatileMemSize

;InstallationNonVolatileMemSize =

;InstallationVolatileMemSize

InstallationNonVolatileMemSize

InstallationvVolatileMemSize

PackageAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 00 00

PackageName = sim.test.remote.RAM_RAB_CMDS

AppletClassAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 10 01

AppletClassAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 20 02

0400

0000

; max value

AppletClassAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 10 01

InstanceAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 11 02

0400

0000
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MaxNumberOfTimers = 00
MaxMenuEntryTextLength = 10
MaxNumberOfMenuEntries = 01
MenuEntriesPositionIdentifier = 0001

AppletSpecificParameters =

[INSTALL (install) ]

AppletClassAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 20 01
InstanceAID = A0 00 00 00 30 00 02 FF FF FF FF 89 02 00 21 02
InstallationNonvVolatileMemSize = 0200
InstallationVolatileMemSize = 0000
MenuEntriesPositionIdentifier = 0002

MaxNumberOfChannels = 05

MSLFieldLength = 00

MSLParameter =

MSLData =

3GPP
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Annex G (normative):
Specific RFM tests applicability

The following tests are only applicable for smart cards that implement a RFM application with no security level:

In Annex_E_SIM_SourceScript:

RFM_SCC_INPT

RFM_SCC_OUPT

RFM_SRB_CMDS

RFM_SRP_SMSP

All the tests in Security section (SEC_XXX_YYY).
In Annex_E_SSIM_SourceScript:

RFM_UCC_INPT

RFM_UCC_OUPT

RFM_URB_CMDS

RFM_URP_SMSP

All the tests in Security section (SEC_XXX_YYY).

The following tests are only applicable for smart cards that implement a RAM application with security level set to CC
integrity:

In Annex_E_SIM_SourceScript:

SEC_SPP_SMR

All the tests with the acronyms ANA_ XXX YYY and RAM_XXX YYY in Remote section.
In Annex_E_USIM_SourceScript:

SEC_SPP_SMR

All the tests with the acronyms ANA_ XXX YYY and RAM_XXX YYY in Remote section.
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Annex H (informative):
Change history

Change history
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