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3.3

For the purposes of the present document, the following abbreviations apply:

Abbreviations

3GPP 39 Generation Partnership Project

AC Access Condition

ACL APN Control List

ADF Application Dedicated File

AID Application | Dentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field

AoC Advice of Charge

APN Access Point Name

ASN.1 Abstract Syntax Notation One

AuC Authentication Centre

AUTN Authentication token

BDN Barred Dialling Number

BER-TLV Basic Encoding Rule - TLV

cCcpP Capability Configuration Parameter

CK Cipher key

CLI Caling Line Identifier

CNL Co-operative Network List

CPBCCH COMPACT Packet BCCH

Cs Circuit switched

DCK Depersonalisation Control Keys

DF Dedicated File

DO Data Object

EF Elementary File

FCP File Control Parameters

FFS For Further Study

GSM Globa System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ICl Incoming Call Information

ICT Incoming Call Timer

ID IDentifier

[EI Information Element Identifier

IK Integrity key

IMS| International Mobile Subscriber |dentity
K USIM Individual key

K¢ Cryptographic key used by the cipher A5
KSI Key Set Identifier

LI Language Indication

LSB Least Significant Bit

MAC M essage authentication code

MAC-A MAC used for authentication and key agreement
MAC-| MAC used for dataintegrity of signalling messages
MCC Mobile Country Code

MEXE Mobile Execution Environment

MF Master File

MM Multimedia M essage

MMI Man Machine Interface

MMS Multimedia Messaging Service

MNC Mobile Network Code

MODE Indication packet switched/circuit switched mode
MSB Most Significant Bit

NEV NEVer

NPI Numbering Plan Identifier
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ocl
OCT
PBID
PIN

PL

PS

PS DO
RAND
RANDys
RES
RFU
RST
SDN

SFI
SGSN

SON
SRES

TLV
USAT
USIM
VLR
XRES

Outgoing Call Information
Outgoing Call Timer
Phonebook Identifier

Personal Identification Number
Preferred Languages

Packet switched

PIN Status Data Object
Random challenge

Random challenge stored in the USIM
User response

Reserved for Future Use

Reset

Service dialling number
Security Environment

Short EF Identifier

Serving GPRS Support Node
Serving Network

Sequence number

Signed RESponse calculated by a USIM

Status Word

Tag Length Value

USIM Application Toolkit

Universal Subscriber Identity Module
Visitor Location Register

Expected user RESponse
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If a serviceis not indicated as available in the USIM, the ME shall not

select this service.

Identifier: '6F38" | Structure: transparent | Mandatory
SFI. '04'
File size: X bytes, X >=1 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 @) 1 byte
3 Services n°17 ton° 24 O 1 byte
4 Services n° 25 to n° 32 @) 1 byte
etc.

X Services n° (8X-7) to n° (8X) @) 1 byte
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-Services
Contents:

Service n°1:
Service n°2:
Service n°3:
Service n°4:
Service n°5:
Service n°6:
Service n°7:
Service n°8:
Service n°9:

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:
Service n°42;
Service n°43;
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49:
Service n°50:
Service n°51:

Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58
Service n°59
Service n°60
Service n°61
Service n°62
Service n°63
Service n°64
Service n°xx

Local Phone Book

Fixed Dialling Numbers (FDN)

Extension 2

Service Dialling Numbers (SDN)

Extension3

Barred Dialling Numbers (BDN)

Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICI and ICT)

Short Message Storage (SMS)

Short Message Status Reports (SMSR)

Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SoLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to "1

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys

Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MEXE

Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information
Multimedia Messaging Service (MMS)
Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters

Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFyscs and EFyecss)
VBS Group ldentifier List (EFves and EFygss)
Pseudonym

User Controlled PLMN selector for WLAN access
Operator Controlled PLMN selector for WLAN access
User controlled SSID list

Operator controlled SSID list

VGCS security

Multimedia Messages Storage
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The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, thenitis
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = O: service not available.

- Service available means that the USIM has the capability to support the service and that the service is available
for the user of the USIM unless the serviceisidentified as "disabled" in EFgst.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the

capability to support the service.

First byte:

|b8|b7|b6|85|b4|b3|b2|b1|
Service
Service
Service
Service
Service
Service
Service
Service

Second byte:

|b8 |b7 |b6| BSl b4| b3| b2| bll
Service
Service
Service
Service
Service
Service
Service
Service

€tc.
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4.6 Contents of DFs at the TELECOM level
DFs may be present as child directories of DFyg ecom. The following DFs have been defined:
- DFgrapHics '5F50'.
- DFpuongsook  'BF3A".
(DF for public phone book. This DF has the same structure as DFpronesook Under ADF USIM).

- DFyuitivebia_ 'SFXX'.
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4.6.X

The EFsin the Dedicated File DFyu timepia Contain multimedia information. This DF shall be present if service n°xx is

CR page 9

Contents of files at the DFyuLtimepia_level

available, i.e. if the card supports MM S storage.

4.6.x.1

EF.w. (Multimedia Messages List)

If service n°xx is"available", thisfile shall be present.

Thisfile contains information about the MM data stored in EFyympe. MM information are encapsulated in aBER-TLV

data object. Each data object in EFyy,_pointsto a corresponding MM in EFyvipr.

Identifier: '4Fxx’ Structure: BER-TLV Optional
Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to X MM Descriptor Data Object(s) M X bytes
- MM Descriptor Data Object
The content and coding are defined below:
Coding of the MM Descriptor Data Objects
Length Description Coding Status
1to Abytes (A<3) |MM Descriptor Data Object tag As defined in TS 31.101 [11] M
for BER-TLV structured files
1to B bytes (B < 4) MM Descriptor Data Object length As defined in TS 31.101 [11] M
for BER-TLV structured files
1 byte MMS Implementation tag '80' M
1 byte MMS Implementation length M
1 byte MMS Implementation See below M
1 byte MM File Identifier / SFI tag '81" M
1 byte MM File Identifier / SFI length M
1 or 2 bytes MM File Identifier / SFI See below M
1 byte MM Content Data Object Tag tag '82" M
1 byte MM Content Data Object Tag length M
1to C bytes (C<3) |MM Content Data Object Tag See below M
1 byte MM Size tag '83' M
1 byte MM Size length M
1to D bytes (D<4) |MM Size in bytes See below M
1 byte MM Status taq '84' M
1 byte MM Status length M
2 bytes MM Status See below M
1 byte MM Alpha ldentifier tag '85' M
1 byte MM Alpha Identifier length M
1to E bytes MM Alpha Identifier See below M

- MMS Implementation
Contents:

The MMS Implementation indicates the used i mplementation type, e.qg. WAP.
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Coding:
Allocation of bits:
Bit number Parameter indicated

1 WAP implementation of MM S
2-8 Reserved for future use

Bit value Meaning
0 I mplementation not supported.
1 | mplementation supported.

- MM File |dentifier / SFI
Contents:
fileidentifier or SFl of EFywpe Which contains the actual MM message. If the length of thisTLV object is
equal to 1 then the content indicates the SFI of the EFymor, the SFI is coded on bl to b5. Otherwisethe TLV
contains the file identifier.

Coding:
according to TS 31.101 [11].

- MM Content Data Object Tag
Contents:
tag indentifying aMM (i.e. identifying a data object) within EFympe.

Coding:
according to TS 31.101 [11].

- MM Size
Contents:
size of the corresponding MM stored in EFyvpe.

Coding:
according to TS 31.101 [11].

- MM Status
Contents:
The status bytes contain the status information of the stored M ultimedia M essage.

Coding:
First byte:
bit bl indicates whether the MM has been read or not. Bit b2 indicates the MM forwarding status. Bit b3
indicates whether it is areceived MM or an originated MM. Bits b4-b8 are reserved for future use.

Second byte:
Coding of the second byte depends on whether the MM has been identified as areceived MM or originated
MM in thefirst byte:
- Received MM coding:
bits bl and b2 are used to provide information on Read-reply reports. Bits b3 to b8 are reserved for
future use.

- Originated MM coding:
bit bl is used to provide information on Delivery-report. Bits b2 to b8 are reserved for future use.

MMread, bit =1/ MMnot read, bit =0

MM forwarded, bit =1

Received W bit =1/ Oiginated WM bit =0

RFU, bit =0

Second byte coding for Received MM:
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Read-reply report requested, bit =1

Read-reply report sent, bit =1

RFU, bit =0

Second byte coding for Originated MM:

b8 | b7 | b6 [b5 | b4 [ b3 [b2 | bl

Delivery report received, bit =1

RFU, bit = 0
- MM Alphaldentifier
Contents:
information about the MM to be displayed to the user (e.9. sender, subject, date etc).
Coding:

this alphaidentifier shall use either:
- the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to 0. The alpha
identifier shall be left justified. Unused bytes shall be set to 'FF;
- or one of the UCS2 coded options as defined in the annex of TS 31.101 [11].

4.6.x.2 EFwvpoe (Multimedia Messages Data File)

If service n°xx is"available", thisfile shall be present.

Residing under DFyiuL timepia, this EF contains M ultimedia M essages data. The structure of thisEF isBER-TLV (see
TS31.101 [11]). Each MM inthisfileisidentified by atag. The tag value for a particular MM in thisfileis stored in
EM;

Identifier: '4Fxx’ | Structure: BER-TLV | Optional
Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X MM Content Data Object(s) M X bytes

- MM Content Data Object
The content and coding are defined below:
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Coding of the MM Content Data Objects

Length Description Coding Status
1to T bytes (T <3) (MM Content Data Object tag As defined in TS 31.101 [11] M
for BER-TLV structured files
1tolL (L<4) MM Content Data Object length | As defined in TS 31.101 [11] M
for BER-TLV structured files
X-L-T bytes MM Content According to MMS M
Implementation
Contents:

The Multimedia M essage content consists of MM headers and a message body. The content of the

M ultimedia M essage data depends on whether the MM has been identified as areceived MM or an originated

MM:

- For areceived message, the stored M ultimedia M essage data consists of the information elements (i.e.

relevant MM control information and MM content) of the MM 1 retrieve.RES (see TS 23.140 [38]).

- For an originated message, the stored Multimedia M essage data consists of the information elements (i.e.

relevant MM control information and MM content) of the MM 1 submit.REQ (see TS 23.140 [38]).

Coding:

The MM data encapsul ation scheme and encoding rules are defined by the MM S | mplementation.

CR page 12
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4.7 Files of USIM

This clause contains two figures depicting the file structure of the UICC and the ADFygv. ADFygm shall be selected
using the AID and information in EFpr.

VF
' 3FO0’
| | | | |
DFgsm DFreLecav EFpir EFp EFarr EF oo
' 7F20° ' 7F10° ' 2F00" ' 2F05' ' 2F06' ' 2FE2’
| | | | |
EFarr EF aon EFepy EFsvs EFecce
see TS ' 6F06' ' 6F3A ' 6F3B' ' 6F3C ' 6FAF'
51.011 [18]
| | | | |
EFNSI SDN EFSNBP EFSNSS EFLND EFSNBR
' 6F40' ' 6F42' ' 6F43' ' 6F44' ' 6FAT
| | | | |
EFspy EFex1 EFext EFexrs EFgpy
' 6F49' ' 6FAA ' 6F4B' ' 6FAC ' 6F4D
| |
EFEXT4 EFSUNE
' 6FAE ' 6F54'
DFG-'\’APHI cs
' 5F50'
EFI MG EFI | DFn
' 4F20' " 4FXX
DFPHO\IEB(I](
' 5F3A
| | | |
EFPBR EFI AP EFADN EFEXTl EFPBC
' 4F30' ' 4FXX " 4FXX " 4FXX " 4FXX
| | | | |
EFcrp EFpns EFcas EF g EFsne
" 4FXX ' 4FXX " 4FXX " 4FXX ' 4FXX
| | | | |
EFCCPl EFUI D EFPSC EFCC E':PUI D
" 4FEXX ' 4FEXX ' 4F22' ' 4F23' ' 4F24'
EFEMN L
' 4FEXX
ENULTI MEDI A
' 5Fxx’ | |
ENM_ ENNDF
" 4FXX " 4FEXX

NOTE 1: Files under DFte ecom With shaded background are defined in TS 51.011 [18].
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NOTE 2: The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-
assigned in future versions.
Figure 4.1: File identifiers and directory structures of UICC
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ADF EFPseudo EFLPLNNW_AN EFOPLNNVILAN EFUSSI DL EFCSSI DL
S ' 4F41 ' 4F42' ' 4F43' ' 4F44° ' 4F45'
I I | I |
DFpronerook DFasw access DFvexe DF,, ca DFy an
' 5F3A ' 5F3B' ' 5F3C ' 5F70' ' 5F40'
I
I |
EFCRPK EFSAI EFSI |
' 4F41 ' 4F30' ' 4F31'
I |
EFI\/Ex E-ST EFARPK EFTPRK EFTKCDF
' 4F40' ' 4F42' ' 4F43' L 4FXX
I I |
EFKc EFKCGPRS EFCPBCCH EFI nvSCAN
' 4F20' ' 4F52' ' 4F63' ' 4F64'
I I I I I
EFUI D EFPSC EFCC EFPUI D EFPBR
L4FXX ' 4F22' ' 4F23' ' 4F24' ' 4F30'
I I I I I
EFCCPl EI:I AP EFADN EFEXTl EFPBC
C4FXX ' 4EXX C4FXX C4FXX ' 4EXX
I I I I |
EFae EFass EFcas EFaw EFse EFewm L
L 4EXX C4FXX ' 4EXX C4FXX C4FXX C4EXX
I I I I I I
EFLI EFARR E':I VSI EFKeys EFKeysPS EFDCK EFI—PPLM\I
' 6FO5' ' 6F06' ' 6FO7" ' 6FO8' ' 6F09' ' 6F2C ' 6F31'
I I | I | | I
EFO\L EFAO\/Imx EFUST EFACM EFFI]\I EFSMS EFGI D1
' 6F32' ' 6F37' ' 6F38' ' 6F39' ' 6F3B' ' 6F3C ' 6F3E
| I I I I I I
EFGI D2 EFNSI SDN EFPUCT EFSNSP EFSNSS EFCBM EFSPN
' 6F3F' ' 6F40' ' 6F41 ' 6F42' ' 6F43' ' 6F45' ' 6F46'
| I I I I I I
EFSNSR EFCBM D EFSDN EFEXTZ EFEXTS EFBDN EFEXTS
' 6FAT ' 6F48' ' 6F49' ' 6F4B' ' 6F4C ' 6F4D ' 6FAE
I I | I I | I
EFG3M R EFEXT4 EFEST EFACL EFO\/I EFSTART- HFN EFTHRESHO_D
' 6F50' ' 6F55' ' 6F56' ' 6F57" ' 6F58' ' 6F5B' ' 6F5C
I I | | | I
EFPLNN\NACT EFCPLNN\NACT EFl‘PLNNNACT EFPSLCX] EFAOC EFFPLI\/N
' 6F60" ' 6F61’ ' 6F62' ' 6F73' ' 6F78' ' 6F7B'
| I I I I I |
EFLca EF q EFcq EF or EFocr EFao (S
' 6F7E ' 6F80" ' 6F81' ' 6F82' ' 6F83' ' 6FAD ' 6FB5'
| I I I I I I
EFasem EFecc EFis adenkey EFneTraR EFpny EFcp EFveon
' 6FB6' ' 6FB7" ' 6FC3' ' 6FC4’ ' 6FC5' ' 6FCB' ' 6FCT"
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| I | | | | |
EFEXTG EFNBI EFMN S EFCFI S E|:E><T7 EFSPDI EFM\/SN
' 6FC8' ' 6FCY' ' 6FCA' ' 6FCB' ' 6FCC ' 6FCD ' 6FCE'
| I | | | | |
EFexrs EFws oo EFwsup EFwsuce EFn A EF corn EF, o
' 6FCF' ' 6FDO' ' 6FD1’ ' 6FD2' ' 6FD3’ ' 6F4AF ' 6FB1’
| | | |
EFchss EFVBS EFVBSS EFVGCSCA
' 6FB2' ' 6FB3' ' 6FB4’ ' 6FD4'

Figure 4.2: File identifiers and directory structures of USIM
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5.3.x Multimedia Messages Storage

If the terminal supports M ultimedia M essage Storage on the USIM, then the following procedures apply.

Asdefined in TS 23.140 [38] a Multimedia M essage consists of content, or multimedia objects, and headers to describe
various properties of that content. An MM is stored in EFyvpe, @ BER-TLV structured file.

A list of multimedia messages is stored in the BER-TLV file EFyu, Where each data object identifies one Multimedia
Message stored in EFyvoe.

Prerequisite: Service n°xx "available'.

Request: The ME performs the reading procedures on EFyy,_to verify the presence and to get the |ocation
information of the targeted MM. Then the ME performs the reading procedure of the EFyupr file to get
the MM.

Update: The ME chooses a free identity (i.e. not listed in EFym ) for the multimedia message and check for
available space in the EFywpre file. This procedure could be done for each update or once at the startup of
the UE and after a REFRESH command involving one of the DFyuL timenia_files. Then the ME performs
the following procedures.

- If thereis no available empty space in the EFywoe file to store the MM, the procedure is aborted
and the user is notified.

- Else, the ME storesthe MM in EFywpor, then updates the information in EFym_accordingly.

Erasure: After a successful deletion of an MM in EFywpr the terminal updates the information in EFym.
accordingly.
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex definesif changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs"over the air" such as EFacc could result in unpredictable behaviour
of the UE; these are marked "Caution” in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description Change advised
'2F00 Application directory Caution
'2F05' Preferred languages Yes
'2F06' Access rule reference Caution
'2FE2' ICC identification No
'4F20' Image data Yes
‘4F20° GSM Ciphering key Kc No
'4FXX' Image Instance data Files Yes
'4FXX' Unigue identifier Yes
'4F22' Phone book synchronisation counter Yes
'4F23' Change counter Yes
'4F24' Previous unigue identifier Yes
'4F30' Phone book reference file Yes
'4FXX' Capability configuration parameters 1 Yes
'4F30' SOLSA Access Indicator Caution
'4F31' SOLSA LSA List Caution
'4FEXX' LSA Descriptor files Caution
‘4F52’ GPRS Ciphring key KcGPRS No
'"4F63' CPBCCH Information No
'4F64’ Investigation Scan Caution
'4FEXX' Additional number alpha string Yes
'4FXX' Additional number Yes
'4FEXX' Second name entry Yes
'4FEXX' Grouping information alpha string Yes
'4FEXX' Phone book control Yes
'4FXX' E-mail addresses Yes
'4FXX Index administration phone book Yes
'4FEXX' Extension 1 Yes
'4FXX' Abbreviated dialling nhumbers Yes
'4FXX' Grouping file Yes
'4F41' Pseudonym Caution
'4F42' User controlled PLMN selector for WLAN No
'4F43' Operator controlled PLMN selector for WLAN Caution
'4F44' User controlled SSID List No
'4F45' Operator controlled SSID List Caution
'4EXX' Multimedia Messages List Yes
'4EXX' Multimedia Messages Data File Yes
'6F05' Language indication Yes
‘6F06’ Access rule reference (under ADFysiv and DFre ecom) Caution
'6F07' IMSI Caution (Note 1)
'6F08' Ciphering and integrity keys No
'6F09' Ciphering and integrity keys for packet switched No

domain
'6F2C' De-personalization Control Keys Caution
'6F31' Higher Priority PLMN search period Caution
'6F32' Co-operative network list Caution
'6F37"' ACM maximum value Yes
'6F38' USIM service table Caution
'6F39' Accumulated call meter Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
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File identification | Description | Change advised
Continued....
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File identification Description Change advised
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6F47' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4B' Extension 2 Yes
'6F4AC' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 5 Yes
'6F4F' Capability configuration parameters 2 Yes
'6F50' CBMIR Yes
'6F54' SetUp Menu Elements Yes
‘6F55’ Extension 4 Yes
'6F56' Enabled services table Caution
'6F57" Access point name control list Yes
'6F58' Comparison method information Yes
'6F5B' Initialisation value for Hyperframe number Caution
'6F5C' Maximum value of START Yes
'6F60' User controlled PLMN selector with Access Technology No
'6F61' Operator controlled PLMN selector with Access Caution

Technology
'6F62' HPLMN selector with Access Technology Caution
'6F73' Packet switched location information Caution
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6F80' Incoming call information Yes
'6F81' Outgoing call information Yes
'6F82' Incoming call timer Yes
'6F83' Outgoing call timer Yes
'6FAD' Administrative data Caution
'6FB1' \Voice Group Call Service Yes
'6FB2' Voice Group Call Service Status Yes
'6FB3' \Voice Broadcast Service Yes
'6FB4' Voice Broadcast Service Status Yes
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' Automatic Answer for eMLPP Service Yes
'6FB7" Emergency Call Codes Caution
'6FC3' Key for hidden phone book entries No
'6FC4' Network Parameters No
'6FC5' PLMN Network Name Yes
'6FC6' Operator Network List Yes
'6FCT' Mailbox Dialling Numbers Yes
'6FC8' Extension 6 Yes
'6FC9' Mailbox Identifier Caution
'6FCA' Message Waiting Indication Status Caution
'6FCB' Call Forwarding Indication Status Caution
'6FCC' Extension 7 Yes
'6FCD’ Service Provider Display Information Yes
‘6FCE’ MMS Notification Yes
‘6FCF’ Extension 8 Yes
‘6FDO’ MMS Issuer Connectivity Parameters Yes
‘6FD1’ MMS User Preferences Yes
‘6FD2’ MMS User Connectivity Parameters Yes
'6FD3' Network's indication of alerting (NIA) Caution
‘6FD4’ Voice Group Call Service Ciphering Algorithm Yes
NOTE1L: If EFyg is changed, the UICC should issue REFRESH as defined in TS 31.111 and update

EF_oc) accordingly.
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification Description Value
'2F00 Application directory Card issuer/operator dependant
'2F05' Preferred languages 'FF...FF'

'2F06' Access rule reference Card issuer/operator dependant

'2FE2' ICC identification operator dependant

'4F20' Image data '00FF...FF'

‘4F20° GSM Ciphering key Kc 'FF...FFO7"

"4EXX' Image instance data files 'FF...FF'

"4FXX' Unique identifier '0000

'4F22' Phone book synchronisation counter '‘00000000'

'4F23' Change counter ‘0000’

'4F24' Previous unigue identifier ‘0000

'4F30' Phone book reference file Operator dependant

'4F30' SoLSA Access Indicator '00FF...FF'

'4F31' SOLSA LSA List 'FF...FF'

'4FEXX' LSA Descriptor files 'FF...FF'

'4FXX Capability configuration parameters 1 'FF...FF'

‘4F52' GPRS Ciphring key KcCGPRS 'FF...FFO7

'4F63' CPBCCH Information 'FF..FF'

'4F64' Investigation PLMN scan ‘00’

'4FXX' E-mail addresses 'FF...FF'

"4FXX Additional number alpha string 'FF...FF'

'4EXX' Second name entry 'FF...FF'

"4EXX' Abbreviated dialling numbers 'FF...FF'

"4FXX' Grouping file '00...00'

"4FXX Grouping information alpha string 'FF...FF'

'4FEXX' Phone book control ‘0000

"4EXX' Index administration phone book 'FF...FF'

'4FXX' Additional number 'FF...FF'

'4FXX' Extension 1 '00FF...FF'

'4F41' Pseudonym '00FF...FF'

'4F42' User Controlled PLMN selector for WLAN 'FF...FF'

'4F43' Operator Controlled PLMN selector for WLAN [Operator dependant

'4F44' User Controlled SSID list '00FF...FF'

'4F45' Operator controlled SSID list Operator dependant

4EXX' Multimedia Messages List 'FE...FF'

'4EXX Multimedia Messages Data File 'FE...FF'

'6F05' Language indication 'FF...FF'

'6F06' Access rule reference (under ADFysiw and Card issuer/operator dependant
DFteLECOM)

'6F07" IMSI Operator dependant

'6F08' Ciphering and integrity keys '07FF...FF'

'6F09' Ciphering and integrity keys for packet '07FF...FF'
switched domain

'6F2C' De-personalization control keys 'FF...FF'

'6F31' Higher Priority PLMN search period 'FF'

'6F32' Co-operative network list 'FF...FF'

'6F37" ACM maximum value '000000' (see note 1)

'6F38' USIM service table Operator dependant

'6F39' Accumulated call meter ‘000000

'6F3B" Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3E' Group identifier level 1 Operator dependant

'6F3F' Group identifier level 2 Operator dependant

'6F40' MSISDN storage 'FF...FF'

'6F41' PUCT 'FFFFFF0000

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name Operator dependant

'6FAT7' Short message status reports '00FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F4B' Extension 2 '00FF...FF'
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'6F4C' Extension 3 '00FF...FF'
Continued....
File Identification Description Value
'6F4D' Barred Dialling Numbers 'FF...FF'
'6F4E' Extension 5 '00FF...FF'
'6F4F' Capability configuration parameters 2 'FF...FF'
'6F50' CBMIR 'FF...FF'
'6F54' SetUp Menu Elements Operator dependant
'6F55' Extension 4 '00FF...FF'
'6F56' Enabled services table Operator dependant
'6F57" Access point name control list '00FF...FF'
'6F58' Comparison method information 'FF...FF'
'6F5B' Initialisation value for Hyperframe number 'FO 00 00 FO 00 00
'6F5C' Maximum value of START Operator dependant
'6F60' User controlled PLMN selector with Access 'FFFFFF0000..FFFFFFO000!
Technology
'6F61' Operator controlled PLMN selector with 'FFFFFF0000..FFFFFF0000
Access Technology
'6F62' HPLMN selector with Access Technology 'FFFFFF0000..FFFFFF0000
'6F73' Packet switched location information 'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see
note 2)
'6F78' Access control class Operator dependant
'6F7B' Forbidden PLMNs 'FF...FF'
'‘6F7E Location information 'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)
'6F80" Incoming call information 'FF...FF 000000 00 O1FFFF'
'6F81' QOutgoing call information 'FF...FF 000000 O1FFFF'
'6F82' Incoming call timer ‘000000’
'6F83' QOutgoing call timer '000000'
'6FAD' Administrative data Operator dependant
'6FB1' Voice Group Call Service Operator dependant
'6FB2' Voice Group Call Service Status Operator dependant
'6FB3' Voice Broadcast Service Operator dependant
'6FB4' Voice Broadcast Service Status Operator dependant
'6FB5' EMLPP Operator dependant
'6FB6' AaeM ‘00
'6FB7' Emergency call codes Operator dependant
'6FC3' Key for hidden phone book entries 'FF...FF'
'6FC4' Network Parameters 'FF...FF'
'6FC5' PLMN Network Name Operator dependant
'6FC6' Operator Network List Operator dependant
'6FC7' Mailbox Dialling Numbers Operator dependant
'6FC8' Extension 6 '00 FF...FF'
'6FC9' Mailbox Identifier Operator dependant
'6FCA' Message Waiting Indication Status ‘00 00 00 00 00'
'6FCB' Call Forwarding Indication Status 'xx 00 FF...FF'
'6FCC' Extension 7 '00 FF...FF'
'6FCD' Service Provider Display Information
‘6FCE’ MMS Notification '00 00 00 FF...FF
‘6FCF’ Extension 8 '00FF...FF'
‘6FDO’ MMS Issuer Connectivity Parameters ‘FF...FF’
‘6FDY1’ MMS User Preferences ‘FE...FF’
‘6FD2’ MMS User Connectivity Parameters ‘FF...FF’
'6FD3' Network's Indication of Alerting (NIA) 'FF...FF'
‘6FD4’ \Voice Group Call Service Ciphering Algorithm ['00...00’

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. thereis no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREA SE command does not update EFacy if the units to be added would
exceed 'FFFFFF. This could affect the call termination procedure of the Advice of Charge function.
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NOTE 2: xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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3.3

For the purposes of the present document, the following abbreviations apply:

Abbreviations

3GPP 39 Generation Partnership Project

AC Access Condition

ACL APN Control List

ADF Application Dedicated File

AID Application | Dentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field

AoC Advice of Charge

APN Access Point Name

ASN.1 Abstract Syntax Notation One

AuC Authentication Centre

AUTN Authentication token

BDN Barred Dialling Number

BER-TLV Basic Encoding Rule - TLV

B-TID Bootstrapping Transaction | Dentifier
CcCcP Capability Configuration Parameter

CK Cipher key

CLI Caling Line Identifier

CNL Co-operative Network List

CPBCCH COMPACT Packet BCCH

Cs Circuit switched

DCK Depersonalisation Control Keys

DF Dedicated File

DO Data Object

EF Elementary File

FCP File Control Parameters

FFS For Further Study

GSM Globa System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ICl Incoming Call Information

ICT Incoming Call Timer

ID IDentifier

IEI Information Element Identifier

IK Integrity key

IMSI International Mobile Subscriber Identity
K USIM Individual key

Kc Cryptographic key used by the cipher A5
KSI Key Set Identifier

LI Language Indication

LSB Least Significant Bit

MAC M essage authentication code

MAC-A MAC used for authentication and key agreement
MAC-| MAC used for dataintegrity of signalling messages
MCC Mobile Country Code

MEXE Mobile Execution Environment

MF Master File

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched/circuit switched mode
MSB Most Significant Bit

NEV NEVer

NPI Numbering Plan Identifier

OcCl Outgoing Call Information
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ocT
PBID
PIN

PL

PS
PS_DO
RAND
RANDys
RES
RFU
RST
SDN

SFI
SGSN

SON
SRES

TLV
USAT
USIM
VLR
XRES

Outgoing Call Timer
Phonebook Identifier

Personal Identification Number
Preferred Languages

Packet switched

PIN Status Data Object
Random challenge

Random challenge stored in the USIM
User response

Reserved for Future Use

Reset

Service dialing number
Security Environment

Short EF Identifier

Serving GPRS Support Node
Serving Network

Sequence number

Signed RESponse calculated by a USIM

Status Word

Tag Length Value

USIM Application Toolkit

Universal Subscriber Identity Module
Visitor Location Register

Expected user RESponse
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If aserviceisnot indicated as available in the USIM, the ME shall not

select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
SFI. '04'
File size: X bytes, X >=1 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9ton° 16 (@) 1 byte
3 Services n°17 to n° 24 @) 1 byte
4 Services n° 25 to n° 32 (@) 1 byte
etc.

X Services n° (8X-7) to n° (8X) (@) 1 byte
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-Services
Contents:

Service n°1:
Service n°2:
Service n°3:
Service n°4:
Service n°5:
Service n°6:
Service n°7:
Service n°8:
Service n°9:

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:
Service n°42:
Service n°43:
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49:
Service n°50:
Service n°51:

Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58
Service n°59
Service n°60
Service n°61
Service n°62
Service n°63
Service n°64
Service n°xx

Local Phone Book

Fixed Dialling Numbers (FDN)

Extension 2

Service Dialling Numbers (SDN)

Extension3

Barred Dialling Numbers (BDN)

Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICI and ICT)

Short Message Storage (SMS)

Short Message Status Reports (SMSR)

Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SoLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to "1

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys

Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MexE

Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information
Multimedia Messaging Service (MMS)
Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters

Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFyscs and EFyecss)
VBS Group ldentifier List (EFves and EFygss)
Pseudonym

User Controlled PLMN selector for WLAN access
Operator Controlled PLMN selector for WLAN access
User controlled SSID list

Operator controlled SSID list

VGCS security

Generic Bootstrapping Architecture (GBA)
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The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, thenitis
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = O: service not available.

- Service available means that the USIM has the capability to support the service and that the service is available
for the user of the USIM unless the serviceisidentified as "disabled" in EFgst.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the

capability to support the service.

First byte:

|b8|b7|b6|85|b4|b3|b2|b1|
Service
Service
Service
Service
Service
Service
Service
Service

Second byte:

|b8 |b7 |b6| BSl b4| b3| b2| bll
Service
Service
Service
Service
Service
Service
Service
Service

€tc.
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4.2 Contents of files at the USIM ADF (Application DF) level

4.2.X EFceasr (GBA Bootstrapping parameters)

This EF contains the AKA Random challenge (RAND) and Bootstrapping Transaction Identifier (B-TID) associated
with a GBA bootstrapping procedure. Thisfile shall be present if the GBA service (service number xx) isalocated in
EFysr (USIM Service Table).

Identifier: '6FXX’ | Structure: transparent | Optional
File length: L+X +2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of RAND (X) M 1 byte
2to (X +1) RAND M X bytes
X+2 Length of B-TID (L) M 1 byte
(X+2) to (X+1+L) |B-TID M L bytes

- Length of RAND
Contents: number of bytes, not including this length byte, of RAND field

- RAND
Contents: Random challenge used in the GBA U bootstrapping procedure.
Coding: asdefined in 33.103 [13]

- _Length of B-TID
Contents: number of bytes, not including this length byte, of B-TID field

- _B-TID
Content: Bootstrapping Transaction Identifier the GBA U bootstrapped keys
Coding: Asdefined in TS 33.220[xx]
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4.7 Files of USIM

This clause contains two figures depicting the file structure of the UICC and the ADFygv. ADFygm shall be selected
using the AID and information in EFpr.

|VF
' 3FO0'
| | | | |
DFgsm DFreLecav EFpir EFp EFarr EF oo
' 7F20" ' 7F10' ' 2FO0' ' 2F05' ' 2F06' ' 2FE2'
| | | | |
EFarr EFaon EFron EFsvs EFecce
see TS ' 6F06' ' 6F3A ' 6F3B' ' 6F3C ' 6FAF
51.011 [18]
| | | | |
EFNSI SDN EFSNBP EFSNSS EFLND EFSNBR
' 6F40' ' 6F42" ' 6F43' ' 6F44' ' 6F47"
| | | | |
EFson EFexr EFexr2 EFexrs EFaon
' 6F49' ' 6FAA ' 6F4B’ ' 6F4C ' 6F4D
| |
EFEXT4 EFSUNE
' 6F4E' ' 6F54'
DFG'\’APHI Cs
' 5F50"
EFI MG EFI | DFn
' 4F20" ' AFXX
DFPHO\IEB(I](
' 5F3A
| | | |
EFPBR EFI AP EFADN EFEXTl EFPBC
' 4F30' ' AFXX ' 4FXX " AFXX ' AFXX
| | | | |
EFce EFas EFers EF EFone
" AFXX' ' AFXX " AFXX' " AFXX ' AFXX
| | | | |
EFCCPl EFUI D EFPSC EFCC E':PUI D
" AFXX ' AFXX ' 4F22" ' 4F23" ' 4F24'
EFEMAI L
" AFXX'

NOTE 1: Files under DFte ecom With shaded background are defined in TS 51.011 [18].
NOTE 2: The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-
assigned in future versions.
Figure 4.1: File identifiers and directory structures of UICC
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ADF EFPseudo EFLPLNNW_AN EFOPLNNVILAN EFUSSI DL EFCSSI DL
S ' 4F41 ' 4F42' ' 4F43' ' 4F44° ' 4F45'
I I | I |
DFpronerook DFasw access DFvexe DF,, ca DFy an
' 5F3A ' 5F3B' ' 5F3C ' 5F70' ' 5F40'
I
I |
EFCRPK EFSAI EFSI |
' 4F41 ' 4F30' ' 4F31'
I |
EFI\/Ex E-ST EFARPK EFTPRK EFTKCDF
' 4F40' ' 4F42' ' 4F43' L 4FXX
I I |
EFKc EFKCGPRS EFCPBCCH EFI nvSCAN
' 4F20' ' 4F52' ' 4F63' ' 4F64'
I I I I I
EFUI D EFPSC EFCC EFPUI D EFPBR
L4FXX ' 4F22' ' 4F23' ' 4F24' ' 4F30'
I I I I I
EFcce EF ap EFaon EFexr1 EFpac
C4FXX ' 4EXX C4FXX C4FXX ' 4EXX
I I I I |
EFae EFass EFcas EFaw EFse EFewm L
L 4EXX C4FXX ' 4EXX C4FXX C4FXX C4EXX
I I I I I I
EFLI EFARR E':I VSI EFKeys EFKeysPS EFDCK EFI—PPLM\I
' 6FO5' ' 6F06' ' 6FO7" ' 6FO8' ' 6F09' ' 6F2C ' 6F31'
I I | I | | I
EFO\L EFAO\/Imx EFUST EFACM EFFI]\I EFSMS EFGI D1
' 6F32' ' 6F37' ' 6F38' ' 6F39' ' 6F3B' ' 6F3C ' 6F3E
| I I I I I I
EFGI D2 EFNSI SDN EFPUCT EFSNSP EFSNSS EFCBM EFSPN
' 6F3F' ' 6F40' ' 6F41 ' 6F42' ' 6F43' ' 6F45' ' 6F46'
| I I I I I I
EFSNSR EFCBM D EFSDN EFEXTZ EFEXTS EFBDN EFEXTS
' 6FAT ' 6F48' ' 6F49' ' 6F4B' ' 6F4C ' 6F4D ' 6FAE
I I | I I | I
EFG3M R EFEXT4 EFEST EFACL EFO\/I EFSTART- HFN EFTHRESHO_D
' 6F50' ' 6F55' ' 6F56' ' 6F57" ' 6F58' ' 6F5B' ' 6F5C
I I | | | I
EFPLNN\NACT EFCPLNN\NACT EFl‘PLNNNACT EFPSLCX] EFAOC EFFPLI\/N
' 6F60" ' 6F61’ ' 6F62' ' 6F73' ' 6F78' ' 6F7B'
| I I I I I |
EFLca EF q EFcq EF or EFocr EFao (S
' 6F7E ' 6F80" ' 6F81' ' 6F82' ' 6F83' ' 6FAD ' 6FB5'
| I I I I I I
EFasem EFecc EFis adenkey EFneTraR EFpny EFcp EFveon
' 6FB6' ' 6FB7" ' 6FC3' ' 6FC4’ ' 6FC5' ' 6FCB' ' 6FCT"
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| | | | | | |
EFexre EF e EFuv s EFcris EFexrr EFspni EFmen
' 6FC8’ ' 6FC9’ ' 6FCA' ' 6FCB' ' 6FCC ' 6FCD ' 6FCE'
| | | | | | |
EFexrs EFws cp EFwsup EFwsucr EFn A EFcop EF, o
' 6FCF' ' 6FDO’ ' 6FD1’ ' 6FD2' ' 6FD3’ ' 6F4AF ' 6FB1’
| | | | |
EF e EFves EFvess EFvacsca EFar
' 6FB2' ' 6FB3’ ' 6FB4’ ' 6FD4’ ' BFxX’

Figure 4.2: File identifiers and directory structures of USIM
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5.2 USIM security related procedures

5.2.X Generic Bootstrapping architecture (Bootstrap)

The ME usesthe AUTHENTICATE command in GBA security context (Bootstrapping Mode) (see 7.1.1). The
response is sent to the ME.

After a successful GBA_U Procedure, the ME shall update the B-TID field in EFggagp

52y Generic Bootstrapping architecture (NAF Derivation)

The ME shall first read EFggagp. The ME then usesthe AUTHENTICATE command in GBA security context (NAF
Derviation Mode) (see 7.1.1). The responseis sent to the ME.

CR page 14
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7.1 AUTHENTICATE

7.1.1 Command description
The function can be used in several different contexts:

- a3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the
UE islocated in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable
VLR/SGSN), or

- aGSM security context, when GSM authentication data are available only (i.e. the UE islocated in the GSM
radio access network which is connected to a non-3G capable VLR/SGSN).
- —an VGCS security context, when VGCS authentication datais available

- aGBA U security context, when a GBA bootstrapping procedure is requested

The functionisused in GSM or 3G security context during the procedure for authenticating the USIM to its HE and
vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM
uses the subscriber authentication key K, which is stored in the USIM.

The function isused in VGCS security context during the procedure for retrieving the VGCS Short Term Key (VSTK)
used by the terminal to in establishing VGCS calls.

The functionisused in GBA security context in two different modes:

a) Bootstrapping Mode: during the procedure for muthual authenticating of the USIM and the Bootstrapping Server
Function (BSF) and for deriving bootstrapped key material from the AKA run.

b) NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys
from previous bootstrapped key material.

The function isrelated to a particular USIM and shall not be executable unless the USIM application has been selected
and activated, and the current directory isthe USIM ADF or any subdirectory under this ADF and a successful PIN
verification procedure has been performed (see clause 5).
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7.1.1.x GBA security context (Bootstrapping Mode)

USIM operationsin GBA security context are supported if service n°xx is "available".

The USIM receives the RAND and AUTN. The USIM first computes the anonymity key AK = {5 (RAND) and
retrieves the sequence number SON = (SON [ AK) [0 AK.

The USIM calculates IK = f4¢ (RAND) and MAC (by performing the MAC modification function described in TS
33.220 [xx]). Then the USIM computes XMAC = f1, (SON || RAND || AMF) and compares this with the MAC
previously produced. If they are different, the USIM abandons the function.

Then the USIM proceeds by checking AUTN asin UMTS security context. If the USIM detects the sequence numbers
to beinvalid, thisis considered as a synchronisation failure and the USIM abandons the function. In this case the
command response is AUTS, which is computed asin UMTS security context.

If the sequence number is considered in the correct range, the USIM computes RES = {2 (RAND) and the cipher key
CK =3¢ (RAND).

The USIM then derives and stores GBA U botstrapped key material from CK, IK values. The USIM shall also stores
RAND inthe RAND field of EFggagp

Note: The USIM stores GBA U botstrapped key material from only one bootstrapping procedure. The previous
bootstrapped key material, if present, shall be replaced by the new one. This key material is linked with the data
contained in EFggapp: RAND, which is updated by the USIM and B-TID, which shall be further updated by the
ME.

RES isincluded in the command response after flipping the least significant bit.

I nput:
- RAND, AUTN

Output:
- RES

- AUTS

7.1.1.y GBA security context (NAF Derivation Mode)

USIM operationsin GBA security context are supported if service n°xx is "available".

The USIM receivesthe NAF D and IMPI.

The USIM performs Ks ext NAF and Ks int NAF derivation as defined in TS 33.220 [xx] using the key material from
the previous GBA U bootstrapping procedure.

If no key material isavailable thisis considered as a GBA Bootstrapping failure and the USIM abandons the function.
The status word ‘6985’ (Conditions of use not satisfied) is returned.

Otherwise, the USIM stores Ks int. NAF together with NAF _|D.

Note: The USIM can contain several Ks int. NAF together with NAF 1D

Then, the USIM returns Ks ext NAF.

Input:
- NAF ID, IMPI
Output:
- _Ks ext NAF
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7.1.2 Command parameters and data

Code Value
CLA  |As specified in TS 31.101
INS '88'

P1 '00'

P2 See table below
Lc See below

Data__ |See below
Le '00', or maximum length of data expected in

response

Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

Coding Meaning
b8-bl
"1 ' Specific reference data (e.g. DF
specific/application dependant key)
famee- XXX Authentication context:

000 GSM context
001 3G context
010 VGCS context
100 GBA context

All other codings are RFU.

Command parameters/data:

7.1.2.1 GSM/3G security context

Byte(s) Description Length

1 Length of RAND (L1) 1

2to (L1+1) RAND L1

(L1+2) Length of AUTN (L2)  (see note) 1

(L1+3) to AUTN (see note) L2

(L1+L2+2)
Note: Parameter present if and only if in 3G security context.

The coding of AUTN isdescribed in TS 33.102 [13]. The most significant bit of RAND is coded on bit 8 of byte 2. The
most significant bit of AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, 3G security context, command successful:
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Byte(s) Description Length
1 "Successful 3G authentication" tag = 'DB' 1
2 Length of RES (L3) 1
3to (L3+2) RES L3
(L3+3) Length of CK (L4) 1
(L3+4) to CK L4
(L3+L4+3)
(L3+L4+4) Length of IK (L5) 1
(L3+L4+5)to  [IK L5
(L3+L4+L5+4)
(L3+L4+L5+5) [Length of K¢ (= 8) (see note) 1
(L3+L4+L5+6  [Kc (see note) 8
to
(L3+L4+L5+13)
Note: Parameter present if and only if Service n°27 is "available".

The most significant bit of RES is coded on hit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte

(L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+L4+5).

Response parameters/data, case 2, 3G security context, synchronisation failure:

Byte(s) Description Length
1 "Synchronisation failure" tag = 'DC' 1
2 Length of AUTS (L1) 1
3to (L1+2) |AUTS L1

Response parameters/data, case 3, GSM security context, command successful:

The coding of AUTS isdescribed in TS 33.102 [13]. The most significant bit of AUTS is coded on bit 8 of byte 3.

Byte(s) Description Length
1 Length of SRES (= 4) 1
2to5 SRES 4
6 Length of K¢ (= 8) 1
71014 Kc 8

VGCS security context

The most significant bit of SRESis coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.

Byte(s) Description Length
1 Length of VGCS_ID (L1) 1
2to (L1+1) |VGCS_ID L1
(L1+2) Length of VK_ID (L2) 1
(L1+3) to VK_ID L2
(L1+L2+2)
(L1+L2+3)  [Length of VSTK_RAND 1
(L1+L2+4)  |[VSTK_RAND 4
to (L1+L2+7)
Response parameters/data, V GCS security context, command successful:
Byte(s) Description Length
1 "Successful VGCS operation" tag = 'DB' 1
2 Length of VSTK (16) 1
3t018 VSTK 16
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7.1.2.X

GBA security context (Bootstrapping Mode)

Byte(s) Description Length
1 “GBA Security Context Bootstrapping Mode” tag = ‘DD’ 1
2 Length of RAND (L1) 1
3to (L1+2) [RAND L1
(L1+3) Length of AUTN (L2) 1
(L1+4) to AUTN L2
(L1+L2+3)

Response parameters/data, GBA security context (Bootstrapping Mode), synchronisation failure:

Byte(s) Description Length
1 "Synchronisation failure" tag = 'DC' 1
2 Length of AUTS (L1) 1
3to (L1+2) AUTS L1

AUTS coded as for UMTS Security context.

Response parameters/data, GBA security context (Bootstrapping Mode), command successful:

7.1.2.y

Byte(s) Description Length
1 "Successful GBA operation" tag = 'DB' 1
2 Length of RES (L) 1
3to (L+2) RES L
RES coded as for UMTS Security context.
GBA security context (NAF Derivation Mode)
Byte(s) Description Length
1 “GBA Security Context NAF Derivation Mode” tag = ‘DE’ 1
2 Length of NAF_ID (L1) 1
3to (L1+2) NAF ID L1
(L1+3) Length of IMPI (L2) 1
(L1+4) to IMPI L2
(L1+L2+3)

Response parameters/data, GBA security context (NAF Derivation Mode), command successful :

Byte(s) Description Length
1 "Successful GBA operation" tag = 'DB' 1
2 Length of Ks_ext NAF (L) 1
3to (L+2) Ks_ext NAF L

Coding of Ks ext NAF asdescribed in TS 33.220 [xx].
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex definesif changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs"over the air" such as EFacc could result in unpredictable behaviour
of the UE; these are marked "Caution” in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description Change advised
'2F00 Application directory Caution
'2F05' Preferred languages Yes
'2F06' Access rule reference Caution
'2FE2' ICC identification No
'4F20' Image data Yes
‘4F20° GSM Ciphering key Kc No
'4FXX' Image Instance data Files Yes
'4FXX' Unigue identifier Yes
'4F22' Phone book synchronisation counter Yes
'4F23' Change counter Yes
'4F24' Previous unigue identifier Yes
'4F30' Phone book reference file Yes
'4FXX' Capability configuration parameters 1 Yes
'4F30' SOLSA Access Indicator Caution
'4F31' SOLSA LSA List Caution
'4FEXX' LSA Descriptor files Caution
‘4F52’ GPRS Ciphring key KcGPRS No
'"4F63' CPBCCH Information No
'4F64’ Investigation Scan Caution
'4FEXX' Additional number alpha string Yes
'4FXX' Additional number Yes
'4FEXX' Second name entry Yes
'4FEXX' Grouping information alpha string Yes
'4FEXX' Phone book control Yes
'4FXX' E-mail addresses Yes
'4FXX Index administration phone book Yes
'4FEXX' Extension 1 Yes
'4FXX' Abbreviated dialling nhumbers Yes
'4FXX' Grouping file Yes
'4F41' Pseudonym Caution
'4F42' User controlled PLMN selector for WLAN No
'4F43' Operator controlled PLMN selector for WLAN Caution
'4F44' User controlled SSID List No
'4F45' Operator controlled SSID List Caution
'6F05' Language indication Yes
‘6F06’ Access rule reference (under ADFysiv and DFte ecom) Caution
'6F07" IMSI Caution (Note 1)
'6F08' Ciphering and integrity keys No
'6F09' Ciphering and integrity keys for packet switched No

domain
'6F2C' De-personalization Control Keys Caution
'6F31' Higher Priority PLMN search period Caution
'6F32' Co-operative network list Caution
'6F37' ACM maximum value Yes
'6F38' USIM service table Caution
'6F39' Accumulated call meter Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
Continued....
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File identification Description Change advised
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6F47' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4B' Extension 2 Yes
'6F4AC' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 5 Yes
'6F4F' Capability configuration parameters 2 Yes
'6F50' CBMIR Yes
'6F54' SetUp Menu Elements Yes
‘6F55’ Extension 4 Yes
'6F56' Enabled services table Caution
'6F57" Access point name control list Yes
'6F58' Comparison method information Yes
'6F5B' Initialisation value for Hyperframe number Caution
'6F5C' Maximum value of START Yes
'6F60' User controlled PLMN selector with Access Technology No
'6F61' Operator controlled PLMN selector with Access Caution

Technology
'6F62' HPLMN selector with Access Technology Caution
'6F73' Packet switched location information Caution
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6F80' Incoming call information Yes
'6F81' Outgoing call information Yes
'6F82' Incoming call timer Yes
'6F83' Outgoing call timer Yes
'6FAD' Administrative data Caution
'6FB1' \Voice Group Call Service Yes
'6FB2' Voice Group Call Service Status Yes
'6FB3' \Voice Broadcast Service Yes
'6FB4' Voice Broadcast Service Status Yes
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' Automatic Answer for eMLPP Service Yes
'6FB7" Emergency Call Codes Caution
'6FC3' Key for hidden phone book entries No
'6FC4' Network Parameters No
'6FC5' PLMN Network Name Yes
'6FC6' Operator Network List Yes
'6FCT' Mailbox Dialling Numbers Yes
'6FC8' Extension 6 Yes
'6FC9' Mailbox Identifier Caution
'6FCA' Message Waiting Indication Status Caution
'6FCB' Call Forwarding Indication Status Caution
'6FCC' Extension 7 Yes
'6FCD’ Service Provider Display Information Yes
‘6FCE’ MMS Notification Yes
‘6FCF’ Extension 8 Yes
‘6FDO’ MMS Issuer Connectivity Parameters Yes
‘6FD1’ MMS User Preferences Yes
‘6FD2’ MMS User Connectivity Parameters Yes
'6FD3' Network's indication of alerting (NIA) Caution
‘6FD4’ Voice Group Call Service Ciphering Algorithm Yes
'6EXX’ GBA Bootstrapping parameters Caution
NOTE1Ll: If EFyg is changed, the UICC should issue REFRESH as defined in TS 31.111 and update

EF | oc) accordingly.
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification Description Value
'2F00 Application directory Card issuer/operator dependant
'2F05' Preferred languages 'FF...FF'

'2F06' Access rule reference Card issuer/operator dependant

'2FE2' ICC identification operator dependant

'4F20' Image data '00FF...FF'

‘4F20° GSM Ciphering key Kc 'FF...FFO7"

'4EXX' Image instance data files 'FF...FF'

"4FXX' Unique identifier '0000

'4F22' Phone book synchronisation counter '‘00000000'

'4F23' Change counter ‘0000’

'4F24' Previous unigue identifier ‘0000

'4F30' Phone book reference file Operator dependant

'4F30' SoLSA Access Indicator '00FF...FF'

'4F31' SOLSA LSA List 'FF...FF'

'4FEXX' LSA Descriptor files 'FF...FF'

"4FXX' Capability configuration parameters 1 'FF...FF'

‘4F52' GPRS Ciphring key KcCGPRS 'FF...FFO7"

'4F63' CPBCCH Information 'FF..FF'

'4F64' Investigation PLMN scan ‘00’

'4FXX' E-mail addresses 'FF...FF'

"4FXX Additional number alpha string 'FF...FF'

'4EXX' Second name entry 'FF...FF'

"4EXX' Abbreviated dialling numbers 'FF...FF'

"4FXX' Grouping file '00...00'

"4FXX Grouping information alpha string 'FF...FF'

'4FEXX' Phone book control ‘0000

'"4EXX' Index administration phone book 'FF...FF'

'4FXX' Additional number 'FF...FF'

'4FXX' Extension 1 '00FF...FF'

'4F41' Pseudonym '00FF...FF'

'4F42' User Controlled PLMN selector for WLAN 'FF...FF'

'4F43' Operator Controlled PLMN selector for WLAN [Operator dependant

'4F44' User Controlled SSID list '00FF...FF'

'4F45' Operator controlled SSID list Operator dependant

'6F05' Language indication 'FF...FF'

'6F06' Access rule reference (under ADFysv and Card issuer/operator dependant
DFteLECcOM)

'6F07"' IMSI Operator dependant

'6F08' Ciphering and integrity keys '07FF...FF'

'6F09' Ciphering and integrity keys for packet '07FF...FF'
switched domain

'6F2C' De-personalization control keys 'FF...FF'

'6F31' Higher Priority PLMN search period 'FF'

'6F32' Co-operative network list 'FF...FF'

'6F37"' ACM maximum value ‘000000’ (see note 1)

'6F38' USIM service table Operator dependant

'6F39' Accumulated call meter ‘000000

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3E' Group identifier level 1 Operator dependant

'6F3F' Group identifier level 2 Operator dependant

'6F40' MSISDN storage 'FF...FF'

'6F41' PUCT 'FFFFFF0000

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name Operator dependant

'6F47 Short message status reports '00FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F4B' Extension 2 '00FF...FF'

'6F4C' Extension 3 '00FF...FF'
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| Continued.... |
File Identification Description Value
'6F4D' Barred Dialling Numbers 'FF...FF'
'6F4E' Extension 5 '00FF...FF'
'6F4F' Capability configuration parameters 2 'FF...FF'
'6F50' CBMIR 'FF...FF'
'6F54"' SetUp Menu Elements Operator dependant
'6F55' Extension 4 '00FF...FF'
'6F56' Enabled services table Operator dependant
'6F57' Access point name control list '00FF...FF'
'6F58' Comparison method information 'FF...FF'
'6F5B" Initialisation value for Hyperframe number 'FO 00 00 FO 00 00'
'6F5C' Maximum value of START Operator dependant
'6F60' User controlled PLMN selector with Access 'FFFFFF0000..FFFFFFO000!
Technology
'6F61' Operator controlled PLMN selector with 'FFFFFF0000..FFFFFF0000'
Access Technology
'6F62' HPLMN selector with Access Technology 'FFFFFF0000..FFFFFF0000
'6F73' Packet switched location information 'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see
note 2)
'6F78' Access control class Operator dependant
'6F7B' Forbidden PLMNs 'FF...FF'
'6F7E Location information 'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)
'6F80' Incoming call information 'FF...FF 000000 00 O1FFFF'
'6F81' QOutgoing call information 'FF...FF 000000 O1FFFF'
'6F82' Incoming call timer ‘000000
'6F83' QOutgoing call timer ‘000000
'6FAD' Administrative data Operator dependant
'‘6FB1' Voice Group Call Service Operator dependant
'6FB2' Voice Group Call Service Status Operator dependant
'6FB3' Voice Broadcast Service Operator dependant
'‘6FB4' Voice Broadcast Service Status Operator dependant
'6FB5' EMLPP Operator dependant
'6FB6' AaeM ‘00"
'6FB7"' Emergency call codes Operator dependant
'6FC3' Key for hidden phone book entries 'FF...FF'
'6FC4’ Network Parameters 'FF...FF'
'6FC5' PLMN Network Name Operator dependant
'6FC6' Operator Network List Operator dependant
'6FCT' Mailbox Dialling Numbers Operator dependant
'6FC8' Extension 6 '00 FF...FF'
'6FC9' Mailbox Identifier Operator dependant
'6FCA' Message Waiting Indication Status ‘00 00 00 00 00'
'6FCB' Call Forwarding Indication Status 'xx 00 FF...FF'
'6FCC' Extension 7 '00 FF...FF'
'6FCD' Service Provider Display Information
‘6FCE’ MMS Notification '00 00 00 FF...FF
‘6FCF’ Extension 8 '00FF...FF'
‘6FDO’ MMS Issuer Connectivity Parameters ‘FF...FF’
‘6FDY’ MMS User Preferences ‘FF...FF’
‘6FD2’ MMS User Connectivity Parameters ‘FF...FF’
'6FD3' Network's Indication of Alerting (NIA) 'FF...FF'
‘6FD4’ Voice Group Call Service Ciphering Algorithm ['00...00’
'BEXX GBA Bootstrapping parameters ‘FE...FF

NOTE 1. The vaue '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning avalue to ACMmax, care should be taken not to use val ues too close to the maximum possible
value 'FFFFFF', because the INCREA SE command does not update EFacy if the units to be added would
exceed 'FFFFFF. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If aserviceisnot indicated as available in the USIM, the ME shall not

select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
SFI. '04'
File size: X bytes, X >=1 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9ton° 16 (@) 1 byte
3 Services n°17 to n° 24 @) 1 byte
4 Services n° 25 to n° 32 (@) 1 byte
etc.

X Services n° (8X-7) to n° (8X) (@) 1 byte

CR page 3

CR page 3



3GPP TS 31.102 v6.6.0 (2004-06)

-Services
Contents:

Service n°1:
Service n°2:
Service n°3:
Service n°4:
Service n°5:
Service n°6:
Service n°7:
Service n°8:
Service n°9:

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:
Service n°42:
Service n°43:
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49:
Service n°50:
Service n°51:

Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58
Service n°59
Service n°60
Service n°61
Service n°62
Service n°63
Service n°64
Service n°xx

Local Phone Book

Fixed Dialling Numbers (FDN)

Extension 2

Service Dialling Numbers (SDN)

Extension3

Barred Dialling Numbers (BDN)

Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICI and ICT)

Short Message Storage (SMS)

Short Message Status Reports (SMSR)

Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SoLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to "1

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys

Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MEXE

Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information
Multimedia Messaging Service (MMS)
Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters

Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFyscs and EFyecss)
VBS Group ldentifier List (EFves and EFygss)
Pseudonym

User Controlled PLMN selector for WLAN access
Operator Controlled PLMN selector for WLAN access
User controlled SSID list

Operator controlled SSID list

VGCS security

WLAN Reauthentication Identity
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The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, thenitis
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = O: service not available.

- Service available means that the USIM has the capability to support the service and that the service is available
for the user of the USIM unless the serviceisidentified as "disabled" in EFgst.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the

capability to support the service.

First byte:

|b8|b7|b6|85|b4|b3|b2|b1|
Service
Service
Service
Service
Service
Service
Service
Service

Second byte:

|b8 |b7 |b6| BSl b4| b3| b2| bll
Service
Service
Service
Service
Service
Service
Service
Service

€tc.
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4.4.5 Contents of files at the DF WLAN level
This clause describes the additional files that are used for WLAN purposes.

| DFwan shall be present at the ADFygm level if either of the services n°59, n°60, n°61, n°62,-er nN°63 or N°xx are
allocated in the corresponding EFysr (USIM Service Table).
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4.45.x EFswr (WLAN Reauthentication Identity)

CR page 7

This EF contains alist of parameters linked to a re-authentication identity to be used in fast re-authentication. Re-

authentication identities and related parameters (Master Key and Counter Value) are provided as part of a previous

authentication sequence. This file shall be present if service n°xx is allocated in EFysr.

Identifier: '4FXX' | Structure: Transparent Optional
SEI: ‘XX
File size: n bytes (n>J+K+L+6) Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Reauthentication Identity Tag ‘80’ M 1 byte
2 Re-authentication Identity Length M 1 byte
3-J+2 Re-authentication Identity Value M J bytes
J+3 Master Key Tag ‘81’ M 1 byte
J+4 Master Key Length M 1 byte
J+5-J+K+4 Master Key Value M K bytes
J+K+5 Counter Tag ‘82’ M 1 byte
J+K+6 Counter Length M 1 byte
J+K+7- Counter Value M L bytes
J+K+L+6

Reauthentication | dentity

Contents:

- Re-authentication identity TLV to be used as the username part of the NAI.

Coding:
Tag ‘80
Unsigned length on 1 byte

Value: Asdescribed for the user portion of the NAl in TS 33.234 [41]. Unused bytes shall be set to ‘ FF' and

shall not be considered as a part of the value.

- Master Key

Contents:
- Master Key TLV.

Coding:
Tag ‘81
Unsigned length on 1 byte

Value: Asdescribed in TS 33.234 [41].

Counter

Contents:
- Counter TLV

Coding:
Tag ‘82
Unsigned length on 1 byte

Value: Asdescribed in TS 33.234 [41].
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4.7 Files of USIM

This clause contains two figures depicting the file structure of the UICC and the ADFygv. ADFygm shall be selected
using the AID and information in EFpr.

|VF
' 3FO0'
| | | | |
DFgsm DFreLecav EFpir EFp EFarr EF oo
' 7F20" ' 7F10' ' 2FO0' ' 2F05' ' 2F06' ' 2FE2'
| | | | |
EFarr EFaon EFron EFsvs EFecce
see TS ' 6F06' ' 6F3A ' 6F3B' ' 6F3C ' 6FAF
51.011 [18]
| | | | |
EFNSI SDN EFSNBP EFSNSS EFLND EFSNBR
' 6F40' ' 6F42" ' 6F43' ' 6F44' ' 6F47"
| | | | |
EFson EFexr EFexr2 EFexrs EFaon
' 6F49' ' 6FAA ' 6F4B’ ' 6F4C ' 6F4D
| |
EFEXT4 EFSUNE
' 6F4E' ' 6F54'
DFG'\’APHI Cs
' 5F50"
EFI MG EFI | DFn
' 4F20" ' AFXX
DFPHO\IEB(I](
' 5F3A
| | | |
EFPBR EFI AP EFADN EFEXTl EFPBC
' 4F30' ' AFXX ' 4FXX " AFXX ' AFXX
| | | | |
EFce EFas EFers EF EFone
" AFXX' ' AFXX " AFXX' " AFXX ' AFXX
| | | | |
EFCCPl EFUI D EFPSC EFCC E':PUI D
" AFXX ' AFXX ' 4F22" ' 4F23" ' 4F24'
EFEMAI L
" AFXX'

NOTE 1: Files under DFte ecom With shaded background are defined in TS 51.011 [18].
NOTE 2: The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-
assigned in future versions.
Figure 4.1: File identifiers and directory structures of UICC
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ADF EFPseudo EFLPLNNW_AN EFOPLNN\IILAN EFUSSI DL EFCSSI DL ERV\RI
S ' 4F41 ' 4F42' ' 4F43' ' 4F44° ' 4F45' C4FXX
I I | I |
DFpronerook DFasw access DFvexe DF,, ca DFy an
' 5F3A ' 5F3B' ' 5F3C ' 5F70' ' 5F40'
I
I |
EFCRPK EFSAI EFSI |
' 4F41 ' 4F30' ' 4F31'
I |
EFI\/Ex E-ST EFARPK EFTPRK EFTKCDF
' 4F40' ' 4F42' ' 4F43' L 4FXX
I I |
EFKc EFKCGPRS EFCPBCCH EFI nvSCAN
' 4F20' ' 4F52' ' 4F63' ' 4F64'
I I I I I
EFUI D EFPSC EFCC EFPUI D EFPBR
L4FXX ' 4F22' ' 4F23' ' 4F24' ' 4F30'
I I I I I
EFCCPl EI:I AP EFADN EFEXTl EFPBC
C4FXX ' 4EXX C4FXX C4FXX ' 4EXX
I I I I |
EFae EFass EFcas EFaw EFse EFewm L
L 4EXX C4FXX ' 4EXX C4FXX C4FXX C4EXX
I I I I I I
EI:LI EFARR E':I VSI EFKeys EFKeysPS EFDCK EFI—PPLM\I
' 6FO5' ' 6F06' ' 6FO7" ' 6FO8' ' 6F09' ' 6F2C ' 6F31'
I I | I | | I
EFO\L EFAO\/Imx EFUST EFACM EFFI]\I EFSMS EFGI D1
' 6F32' ' 6F37' ' 6F38' ' 6F39' ' 6F3B' ' 6F3C ' 6F3E
| I I I I I I
EFGI D2 EFNSI SDN EFPUCT EFSNSP EFSI\/SS EFCBM EFSPN
' 6F3F' ' 6F40' ' 6F41 ' 6F42' ' 6F43' ' 6F45' ' 6F46'
| I I I I I I
EFSI\/SR EFCBM D EFSDN EFEXTZ EFEXTS EFBDN EFEXTS
' 6FAT ' 6F48' ' 6F49' ' 6F4B' ' 6F4C ' 6F4D ' 6FAE
I I | I I | I
EFG3M R EFEXT4 EFEST EFACL EFO\/I EFSTART- HFN EFTHRESHO_D
' 6F50' ' 6F55' ' 6F56' ' 6F57" ' 6F58' ' 6F5B' ' 6F5C
I I | | | I
EFPLNN\NACT EFCPLI\/NNACT EFl‘PLNNNACT EFPSLCX:I EFACC EFFPLI\/N
' 6F60" ' 6F61’ ' 6F62' ' 6F73' ' 6F78' ' 6F7B'
| I I I I I |
EFLca EF q EFcq EF or EFocr EFao (S
' 6F7E ' 6F80" ' 6F81' ' 6F82' ' 6F83' ' 6FAD ' 6FB5'
| I I I I I I
EFasem EFecc EF ddenkey EFneTrar EFpn EFce. EFveon
' 6FB6' ' 6FB7" ' 6FC3' ' 6FC4’ ' 6FC5' ' 6FCB' ' 6FCT"
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| I | | | | |
EFEXTG EFNBI EFMN S EFCFI S E|:E><T7 EFSPDI EFM\/SN
' 6FC8' ' 6FCY' ' 6FCA' ' 6FCB' ' 6FCC ' 6FCD ' 6FCE'
| I | | | | |
EFexrs EFws oo EFwsup EFwsuce EFn A EF corn EF, o
' 6FCF' ' 6FDO' ' 6FD1’ ' 6FD2' ' 6FD3’ ' 6F4AF ' 6FB1’
| | | |
EFchss EFVBS EFVBSS EFVGCSCA
' 6FB2' ' 6FB3' ' 6FB4’ ' 6FD4'

Figure 4.2: File identifiers and directory structures of USIM
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5.6.x WLAN access re-authentication related procedures

Requirement: service n°xx "available"

When the ME tries a fast re-authentication, it shall inspect if a valid reauthentication identity is available in EFqwr and
use it as the user name portion of the NAI for WLAN access re-authentication following the procedures described in TS

24.234[40].
The ME shall manage re-authentiction identities, Master Key and counter values as described in TS 24.234 [40].
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex definesif changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs"over the air" such as EFacc could result in unpredictable behaviour
of the UE; these are marked "Caution” in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description Change advised
'2F00 Application directory Caution
'2F05' Preferred languages Yes
'2F06' Access rule reference Caution
'2FE2' ICC identification No
'4F20' Image data Yes
‘4F20° GSM Ciphering key Kc No
'4FXX' Image Instance data Files Yes
'4FXX' Unigue identifier Yes
'4F22' Phone book synchronisation counter Yes
'4F23' Change counter Yes
'4F24' Previous unigue identifier Yes
'4F30' Phone book reference file Yes
'4FXX' Capability configuration parameters 1 Yes
'4F30' SOLSA Access Indicator Caution
'4F31' SOLSA LSA List Caution
'4FEXX' LSA Descriptor files Caution
‘4F52’ GPRS Ciphring key KcGPRS No
'"4F63' CPBCCH Information No
'4F64’ Investigation Scan Caution
'4FEXX' Additional number alpha string Yes
'4FXX' Additional number Yes
'4FEXX' Second name entry Yes
'4FEXX' Grouping information alpha string Yes
'4FEXX' Phone book control Yes
'4FXX' E-mail addresses Yes
'4FXX Index administration phone book Yes
'4FEXX' Extension 1 Yes
'4FXX' Abbreviated dialling nhumbers Yes
'4FXX' Grouping file Yes
'4F41' Pseudonym Caution
'4F42' User controlled PLMN selector for WLAN No
'4F43' Operator controlled PLMN selector for WLAN Caution
'4F44' User controlled SSID List No
'4F45' Operator controlled SSID List Caution
'4EXX' WLAN Reauthentication Identity No
'6F05' Language indication Yes
‘6F06’ Access rule reference (under ADFysiv and DFteiecom) Caution
'6F07" IMSI Caution (Note 1)
'6F08' Ciphering and integrity keys No
'6F09' Ciphering and integrity keys for packet switched No

domain
'6F2C' De-personalization Control Keys Caution
'6F31' Higher Priority PLMN search period Caution
'6F32' Co-operative network list Caution
'6F37" ACM maximum value Yes
'6F38' USIM service table Caution
'6F39' Accumulated call meter Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
Continued....
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File identification Description Change advised
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6F47' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4B' Extension 2 Yes
'6F4AC' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 5 Yes
'6F4F' Capability configuration parameters 2 Yes
'6F50' CBMIR Yes
'6F54' SetUp Menu Elements Yes
‘6F55’ Extension 4 Yes
'6F56' Enabled services table Caution
'6F57" Access point name control list Yes
'6F58' Comparison method information Yes
'6F5B' Initialisation value for Hyperframe number Caution
'6F5C' Maximum value of START Yes
'6F60' User controlled PLMN selector with Access Technology No
'6F61' Operator controlled PLMN selector with Access Caution

Technology
'6F62' HPLMN selector with Access Technology Caution
'6F73' Packet switched location information Caution
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6F80' Incoming call information Yes
'6F81' Outgoing call information Yes
'6F82' Incoming call timer Yes
'6F83' Outgoing call timer Yes
'6FAD' Administrative data Caution
'6FB1' \Voice Group Call Service Yes
'6FB2' Voice Group Call Service Status Yes
'6FB3' \Voice Broadcast Service Yes
'6FB4' Voice Broadcast Service Status Yes
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' Automatic Answer for eMLPP Service Yes
'6FB7" Emergency Call Codes Caution
'6FC3' Key for hidden phone book entries No
'6FC4' Network Parameters No
'6FC5' PLMN Network Name Yes
'6FC6' Operator Network List Yes
'6FCT' Mailbox Dialling Numbers Yes
'6FC8' Extension 6 Yes
'6FC9' Mailbox Identifier Caution
'6FCA' Message Waiting Indication Status Caution
'6FCB' Call Forwarding Indication Status Caution
'6FCC' Extension 7 Yes
'6FCD’ Service Provider Display Information Yes
‘6FCE’ MMS Notification Yes
‘6FCF’ Extension 8 Yes
‘6FDO’ MMS Issuer Connectivity Parameters Yes
‘6FD1’ MMS User Preferences Yes
‘6FD2’ MMS User Connectivity Parameters Yes
'6FD3' Network's indication of alerting (NIA) Caution
‘6FD4’ Voice Group Call Service Ciphering Algorithm Yes
NOTE1L: If EFyg is changed, the UICC should issue REFRESH as defined in TS 31.111 and update

EF_oc) accordingly.
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification Description Value
'2F00 Application directory Card issuer/operator dependant
'2F05' Preferred languages 'FF...FF'

'2F06' Access rule reference Card issuer/operator dependant

'2FE2' ICC identification operator dependant

'4F20' Image data '00FF...FF'

‘4F20° GSM Ciphering key Kc 'FF...FFO7"

'4EXX' Image instance data files 'FF...FF'

"4FXX' Unique identifier '0000

'4F22' Phone book synchronisation counter '‘00000000'

'4F23' Change counter ‘0000’

'4F24' Previous unigue identifier ‘0000

'4F30' Phone book reference file Operator dependant

'4F30' SoLSA Access Indicator '00FF...FF'

'4F31' SOLSA LSA List 'FF...FF'

'4FEXX' LSA Descriptor files 'FF...FF'

"4FXX' Capability configuration parameters 1 'FF...FF'

‘4F52' GPRS Ciphring key KcCGPRS 'FF...FFO7"

'4F63' CPBCCH Information 'FF..FF'

'4F64' Investigation PLMN scan ‘00’

'4FXX' E-mail addresses 'FF...FF'

"4FXX Additional number alpha string 'FF...FF'

'4EXX' Second name entry 'FF...FF'

"4EXX' Abbreviated dialling numbers 'FF...FF'

"4FXX' Grouping file '00...00'

"4FXX Grouping information alpha string 'FF...FF'

'4FEXX' Phone book control ‘0000

'"4EXX' Index administration phone book 'FF...FF'

'4FXX' Additional number 'FF...FF'

'4FXX' Extension 1 '00FF...FF'

'4F41' Pseudonym '00FF...FF'

'4F42' User Controlled PLMN selector for WLAN 'FF...FF'

'4F43' Operator Controlled PLMN selector for WLAN [Operator dependant

'4F44' User Controlled SSID list '00FF...FF'

'4F45' Operator controlled SSID list Operator dependant

4EXX' WLAN Reauthentication Identity '‘00FF...FF'

'6F05' Language indication 'FF...FF'

'6F06' Access rule reference (under ADFysv and Card issuer/operator dependant
DFteLECcOM)

'6F07" IMSI Operator dependant

'6F08' Ciphering and integrity keys '07FF...FF'

'6F09' Ciphering and integrity keys for packet '07FF...FF'
switched domain

'6F2C' De-personalization control keys 'FF...FF'

'6F31' Higher Priority PLMN search period 'FF'

'6F32' Co-operative network list 'FF...FF'

'6F37" ACM maximum value '000000' (see note 1)

'6F38' USIM service table Operator dependant

'6F39' Accumulated call meter ‘000000

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3E' Group identifier level 1 Operator dependant

'6F3F' Group identifier level 2 Operator dependant

'6F40' MSISDN storage 'FF...FF'

'6F41 PUCT 'FFFFFF0000

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name Operator dependant

'6F4T Short message status reports '00FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F4B' Extension 2 '00FF...FF'

'6F4C' Extension 3 '00FF...FF'

CR page 16



3GPP TS 31.102 v6.6.0 (2004-06)

CR page 17

| Continued....
File Identification Description Value

'6F4D' Barred Dialling Numbers 'FF...FF'

'6F4E' Extension 5 '00FF...FF'

'6F4F' Capability configuration parameters 2 'FF...FF'

'6F50' CBMIR 'FF...FF'

'6F54"' SetUp Menu Elements Operator dependant

'6F55' Extension 4 '00FF...FF'

'6F56' Enabled services table Operator dependant

'6F57' Access point name control list '00FF...FF'

'6F58' Comparison method information 'FF...FF'

'6F5B' Initialisation value for Hyperframe number 'FO 00 00 FO 00 00'

'6F5C' Maximum value of START Operator dependant

'6F60' User controlled PLMN selector with Access 'FFFFFF0000..FFFFFFO000
Technology

'6F61' Operator controlled PLMN selector with 'FFFFFF0000..FFFFFF0000
Access Technology

'6F62' HPLMN selector with Access Technology 'FFFFFF0000..FFFFFF0000

'6F73' Packet switched location information 'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see

note 2)

'6F78' Access control class Operator dependant

'6F7B' Forbidden PLMNs 'FF...FF'

'6F7E Location information 'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)

'6F80' Incoming call information 'FF...FF 000000 00 O1FFFF'

'6F81' Outgoing call information 'FF...FF 000000 O1FFFF'

'6F82' Incoming call timer ‘000000

'6F83' Qutgoing call timer '000000'

'6FAD' Administrative data Operator dependant

'6FB1' Voice Group Call Service Operator dependant

'6FB2' Voice Group Call Service Status Operator dependant

'6FB3' Voice Broadcast Service Operator dependant

'‘6FB4' Voice Broadcast Service Status Operator dependant

'6FB5' EMLPP Operator dependant

'6FB6' AaeM ‘00

'6FB7' Emergency call codes Operator dependant

'6FC3' Key for hidden phone book entries 'FF...FF'

'6FC4' Network Parameters 'FF...FF'

'6FC5' PLMN Network Name Operator dependant

'6FC6' Operator Network List Operator dependant

'6FCT7' Mailbox Dialling Numbers Operator dependant

'6FC8' Extension 6 '00 FF...FF'

'6FC9' Mailbox Identifier Operator dependant

'6FCA' Message Waiting Indication Status ‘00 00 00 00 00'

'6FCB' Call Forwarding Indication Status 'xx 00 FF...FF'

'‘6FCC' Extension 7 '00 FF...FF'

'6FCD' Service Provider Display Information

‘6FCE’ MMS Notification '00 00 00 FF...FF

‘6FCF’ Extension 8 '00FF...FF'

‘6FDO’ MMS Issuer Connectivity Parameters ‘FF...FF’

‘6FDY’ MMS User Preferences ‘FF...FF’

‘6FD2’ MMS User Connectivity Parameters ‘FF...FF’

'6FD3' Network's Indication of Alerting (NIA) 'FF...FF'

‘6FD4’ \Voice Group Call Service Ciphering Algorithm ['00...00’

NOTE 1. The vaue '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use val ues too close to the maximum possible
value 'FFFFFF', because the INCREA SE command does not update EFacy if the units to be added would
exceed 'FFFFFF. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP 39 Generation Partnership Project
AC Access Condition

ACL APN Control List

ADF Application Dedicated File

AID Application IDentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field
AoC Advice of Charge

APN Access Point Name

ASN.1 Abstract Syntax Notation One
AuC Authentication Centre

AUTN Authentication token

BDN Barred Dialling Number
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BER-TLV Basic Encoding Rule - TLV

CcCP Capability Configuration Parameter

CK Cipher key

CLI Cdlling Line Identifier

CNL Co-operative Network List

CPBCCH COMPACT Packet BCCH

Cs Circuit switched

DCK Depersonalisation Control Keys

DF Dedicated File

DO Data Object

EF Elementary File

FCP File Control Parameters

FFS For Further Study

GSM Global System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ICl Incoming Call Information

ICT Incoming Call Timer

ID IDentifier

IEI Information Element Identifier

IK Integrity key

IMSI International Mobile Subscriber Identity
K USIM Individual key

K¢ Cryptographic key used by the cipher A5
KSI Key Set Identifier

LI Language Indication

LSB Least Significant Bit

MAC M essage authentication code

MAC-A MAC used for authentication and key agreement
MAC-I MAC used for data integrity of signalling messages
MBMS Multimedia Broadcast/Multicast Service
MCC Mobile Country Code

MEXE Mobile Execution Environment

MF Master File

MGV-F MTK Generation and Validation Function
MIKEY Multimedia Internet KEYing

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched/circuit switched mode
MSB Most Significant Bit

MSK MBMS Service Key

MTK MBMS Traffic Key

MUK MBMS User Key

NEV NEVer

NPI Numbering Plan Identifier

OocCl Outgoing Call Information

OoCT Outgoing Call Timer

PBID Phonebook Identifier

PIN Personal Identification Number

PL Preferred Languages

PS Packet switched

PS DO PIN Status Data Object

RAND Random challenge

RANDws Random challenge stored in the USIM
RES User response

RFU Reserved for Future Use

RST Reset

SDN Service dialing number

SE Security Environment

SEQs Sequence number for MGV -F

SEQp Sequence number for MGV -F stored in the USIM
SFI Short EF Identifier
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SGSN Serving GPRS Support Node

SN Serving Network

SON Sequence number

SRES Signed RESponse calculated by a USIM
SW Status Word

TLV Tag Length Value

USAT USIM Application Toolkit

USIM Universal Subscriber Identity Module
VLR Visitor Location Register

XRES Expected user RESponse
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If aserviceisnot indicated as available in the USIM, the ME shall not

select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
SFI. '04'
File size: X bytes, X >=1 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9ton° 16 (@) 1 byte
3 Services n°17 to n° 24 @) 1 byte
4 Services n° 25 to n° 32 (@) 1 byte
etc.

X Services n° (8X-7) to n° (8X) (@) 1 byte
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-Services
Contents:

Service n°1:
Service n°2:
Service n°3:
Service n°4:
Service n°5:
Service n°6:
Service n°7:
Service n°8:
Service n°9:

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:
Service n°42:
Service n°43:
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49:
Service n°50:
Service n°51:

Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58
Service n°59
Service n°60
Service n°61
Service n°62
Service n°63
Service n°64
Service n°xx

Local Phone Book

Fixed Dialling Numbers (FDN)

Extension 2

Service Dialling Numbers (SDN)

Extension3

Barred Dialling Numbers (BDN)

Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICI and ICT)

Short Message Storage (SMS)

Short Message Status Reports (SMSR)

Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SoLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to "1

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys

Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MexE

Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information
Multimedia Messaging Service (MMS)
Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters

Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFyscs and EFyecss)
VBS Group ldentifier List (EFves and EFygss)
Pseudonym

User Controlled PLMN selector for WLAN access
Operator Controlled PLMN selector for WLAN access
User controlled SSID list

Operator controlled SSID list

VGCS security

MBMS security
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The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, thenitis
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = O: service not available.

- Service available means that the USIM has the capability to support the service and that the service is available
for the user of the USIM unless the serviceisidentified as "disabled" in EFgst.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the

capability to support the service.

First byte:

|b8|b7|b6|85|b4|b3|b2|b1|
Service
Service
Service
Service
Service
Service
Service
Service

Second byte:

|b8 |b7 |b6| BSl b4| b3| b2| bll
Service
Service
Service
Service
Service
Service
Service
Service

€tc.

*****************NEXT CHANGE******************************************
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4.2 Contents of files at the USIM ADF (Application DF) level

4.2.X EFusk (MBMS Service Keys List)

This EF containsthe list of MBMS Service Keys (M SK) and associated parameters, which are related to an MBMS Key
Group. There are up to two MSKs per Network [d/Key Group ID pair. Thisfile shall be present if the MBMS security
service (service number xx) is allocated in EFysr (USIM Service Table).

Identifier: '6FXX' | Structure: linear fixed |  Optional
Record length: 17 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1t03 Network ID M 3 bytes
4t05 Key Group ID M 2 bytes
6to0 7 15" MSK ID M 2 bytes
8to 11l 1% Time Stamp Counter (TS) M 4 bytes
12 t0 13 2" MSK ID M 2 bytes
14 to 17 2" Time Stamp Counter (TS) M 4 bytes

- Network ID:
Content: |dentifier of the Network of the BMSC providing MBMS Service
Coding: Asdefinedin TS 33.246 [xx]

- Key Group ID:
Content: |dentifier of an MBMS Key Group.
Coding: Asdefined in TS 33.246 [xx]

- MSKID:
Content: |dentifier of MBMS Service Key (M SK) within a particular Network/Key Group pair.
Coding: Asdefinedin TS 33.246 [xXx]

- Time Stamp Counter (TS)
Content: Counter for MIKEY replay protectionin MTK delivery. Each counter is associated with a particular
MSK.
Coding: Asdefined in TS 33.246 [xx]

4.2y  EFwuk (MBMS User Key)

This EF contains the identifier of the MBM S User Key (MUK) that is used to protect the transfer of MBMS Service
Keys (MSK). Thefile also contains the Time Stamp Counter associated with the MUK, which is used for Replay
Protection in MSK transport messages. Thisfile shall be present if the MBMS security service (service number xx) is
alocated in EFysr (USIM Service Table).
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Identifier: '6FXX' | Structure: transparent Optional
File length: Q+6 bytes | Update activity: low
Access Conditions:
READ PIN

UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1 Length of MUK ID (Q) M 1 byte

2to Q+1 MUK ID M Q bytes

Q+2 Length of Time Stamp Counter (TS) (4) M 1 byte

Q+3to Q+6 Time Stamp Counter (TS) M 4 bytes

Length of MUK ID

Contents: number of bytes, not including this length byte, of MUK ID field

- MUK ID:

Content: |dentifier of MBMS User Key (MUK) being used for MSK transfer security.

Coding: Asdefined in TS 33.246 [xx]

- Length of Time Stamp Counter (TS)

Contents: number of bytes (=4), not including this length byte, of Time Stamp Counter (TS)field

- Time Stamp Counter (TS)

CR page 10

Content: Counter for MIKEY replay protection in MSK delivery. The counter is associated with the particular

MUK.

Coding: Asdefinedin TS 33.246 [xx]

*****************NEXT CHANGE******************************************
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4.7 Files of USIM

This clause contains two figures depicting the file structure of the UICC and the ADFygv. ADFygm shall be selected
using the AID and information in EFpr.

VF
' 3FO0'
I I I I |
DFgsm DFreLecav EFpir EFp EFarr EF oo
' 7F20" ' 7F10' ' 2FO0' ' 2F05' ' 2F06' ' 2FE2'
I I I I |
EFarr EFaon EFron EFsvs EFeccr
see TS ' 6F06' ' 6F3A ' 6F3B' ' 6F3C ' 6F4F
51.011 [18]
I I I I |
EFNSI SDN EFSNSP EFSNSS EFLND EFSNSR
' 6F40' ' 6F42' ' 6F43' ' 6F44' ' 6F4T"
I I I I |
EFspn EFex1 EFexr2 EFexrs EFgony
' 6F49' ' 6F4A ' 6F4B' ' 6F4C ' 6F4AD
I |
EFEXT4 EFSUI\/E
' 6F4E ' 6F54'
DFG?APHI cs
' 5F50'
EFI MG EFI | DFn
' 4F20 " AFXX
DFPHO\IEB(I](
' GF3A
I I I |
EFPBR EFI AP EFADN EFEXTl EFPBC
' 4F30' " 4FXX " 4FXX " 4FXX " 4FXX
I | I I |
EFGRP EFAAS EFGAS EFANR EFSNE
" 4FXX " 4FXX " 4FXX " 4FXX " 4FXX
I I | | I
EFCCPl EFUI D EFPSC EFCC EI:PUI D
" AFXX " AFXX ' 4F22' ' 4F23 ' 4F24'
EFEMAI L
" 4FXX

NOTE 1: Files under DFte ecom With shaded background are defined in TS 51.011 [18].
NOTE 2: The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-
assigned in future versions.
Figure 4.1: File identifiers and directory structures of UICC
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ADF EFPseudo EFLPLNNW_AN EFOPLNNVILAN EFUSSI DL EFCSSI DL
S ' 4F41 ' 4F42' ' 4F43' ' 4F44° ' 4F45'
I I | I |
DFpronerook DFasw access DFvexe DF,, ca DFy an
' 5F3A ' 5F3B' ' 5F3C ' 5F70' ' 5F40'
I
I |
EFCRPK EFSAI EFSI |
' 4F41 ' 4F30' ' 4F31'
I |
EFI\/Ex E-ST EFARPK EFTPRK EFTKCDF
' 4F40' ' 4F42' ' 4F43' L 4FXX
I I |
EFKc EFKCGPRS EFCPBCCH EFI nvSCAN
' 4F20' ' 4F52' ' 4F63' ' 4F64'
I I I I I
EFUI D EFPSC EFCC EFPUI D EFPBR
L4FXX ' 4F22' ' 4F23' ' 4F24' ' 4F30'
I I I I I
EFcce EF ap EFaon EFexr1 EFpac
C4FXX ' 4EXX C4FXX C4FXX ' 4EXX
I I I I |
EFae EFass EFcas EFaw EFse EFewm L
L 4EXX C4FXX ' 4EXX C4FXX C4FXX C4EXX
I I I I I I
EFLI EFARR E':I VSI EFKeys EFKeysPS EFDCK EFI—PPLM\I
' 6FO5' ' 6F06' ' 6FO7" ' 6FO8' ' 6F09' ' 6F2C ' 6F31'
I I | I | | I
EFO\L EFAO\/Imx EFUST EFACM EFFI]\I EFSMS EFGI D1
' 6F32' ' 6F37' ' 6F38' ' 6F39' ' 6F3B' ' 6F3C ' 6F3E
| I I I I I I
EFGI D2 EFNSI SDN EFPUCT EFSNSP EFSNSS EFCBM EFSPN
' 6F3F' ' 6F40' ' 6F41 ' 6F42' ' 6F43' ' 6F45' ' 6F46'
| I I I I I I
EFSNSR EFCBM D EFSDN EFEXTZ EFEXTS EFBDN EFEXTS
' 6FAT ' 6F48' ' 6F49' ' 6F4B' ' 6F4C ' 6F4D ' 6FAE
I I | I I | I
EFG3M R EFEXT4 EFEST EFACL EFO\/I EFSTART- HFN EFTHRESHO_D
' 6F50' ' 6F55' ' 6F56' ' 6F57" ' 6F58' ' 6F5B' ' 6F5C
I I | | | I
EFPLNN\NACT EFCPLNN\NACT EFl‘PLNNNACT EFPSLCX] EFAOC EFFPLI\/N
' 6F60" ' 6F61’ ' 6F62' ' 6F73' ' 6F78' ' 6F7B'
| I I I I I |
EFLca EF q EFcq EF or EFocr EFao (S
' 6F7E ' 6F80" ' 6F81' ' 6F82' ' 6F83' ' 6FAD ' 6FB5'
| I I I I I I
EFasem EFecc EFis adenkey EFneTraR EFpny EFcp EFveon
' 6FB6' ' 6FB7" ' 6FC3' ' 6FC4’ ' 6FC5' ' 6FCB' ' 6FCT"
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*****************NEXT CHANGE******************************************

Figure 4.2: File identifiers and directory structures of USIM
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| I | | | | |
EFEXTG EFNBI EFMN S EFCFI S E|:E><T7 EFSPDI EFM\/SN
' 6FC8' ' 6FCY' ' 6FCA' ' 6FCB' ' 6FCC ' 6FCD ' 6FCE'
| I | | | | |
EFexrs EFws oo EFwsup EFwsuce EFn A EF corn EF, o
' 6FCF' ' 6FDO' ' 6FD1’ ' 6FD2' ' 6FD3’ ' 6F4AF ' 6FB1’
| | | | | |
EFchss EFVBS EFVBSS EFVGCSCA &NSK &MJK
' 6FB2' ' 6FB3' ' 6FB4’ ' 6FD4' ' 6Fxx’ ' 6Fxx’
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5.2 USIM security related procedures

5.2.X MSK MIKEY Message Reception

The ME performs the reading of EFyuk_and retrieves the Time Stamp Counter Value associated with the involved
MUK. Then it proceeds with Timestamp Payload checking as described in TS 33.246 [xX].

5.2.y MTK MIKEY Message Reception

The ME performs the reading of EFy s« and retrieves the Time Stamp Counter Value associated with the involved
MSK. Then it proceeds with Timestamp Payload checking as described in TS 33.246 [xx].

7.1 AUTHENTICATE

7.1.1 Command description
The function can be used in several different contexts:

- a3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the
UE islocated in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable
VLR/SGSN), or

- aGSM security context, when GSM authentication data are available only (i.e. the UE islocated in the GSM
radio access network which is connected to a non-3G capable VLR/SGSN).
- -—an VGCS security context, when VGCS authentication datais available

- aMBMS security context, when a MBMS security procedure is requested

The functionisused in GSM or 3G security context during the procedure for authenticating the USIM to its HE and
vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM
uses the subscriber authentication key K, which is stored in the USIM.

The function isused in VGCS security context during the procedure for retrieving the VGCS Short Term Key (VSTK)
used by the terminal to in establishing VGCS calls.

The functionisused in MBMS security context in three different modes:

a) MSK Update Mode: during the procedure for updating an MBM S Service Key (M SK).

b) MSK Verification Mode: during the procedure for computing the MSK Verification Message previously
requested by an M SK update message.

c) MTK Generation Mode: during the procedure for retrieving the MBMS Traffic Key (MTK) used by the terminal
to decrypt MBMS data.

The functionisrelated to a particular USIM and shall not be executable unless the USIM application has been sel ected
and activated, and the current directory isthe USIM ADF or any subdirectory under this ADF and a successful PIN
verification procedure has been performed (see clause 5).

*****************NEXT CHANGE******************************************
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7.1.1.x MBMS security context (MSK Update Mode)

USIM operationsin MBMS security context are supported if service n°xx is "available".

The USIM receivesthe NAF _ID and MIKEY packet containing an M SK update message. First, the USIM uses the
NAF |d toidentify the Ks int NAF corresponding with a previous bootstrapping procedure.

If the given NAF |D does not correspond to any stored Ks int. NAF, thisis considered as a bootstrapping failure
(incorrect MUK) and the USIM abandons the function. The status word ‘6A88’ (Referenced data not found) is returned.

Otherwise, the USIM uses Ks int. NAF as the MUK value for MUK derivation (if needed) and MSK validation and
derivation functions as described in TS 33.246 [xx].

After successful MSK Update procedure the USIM retrieves Network 1D, Key Group ID, MSK ID, MSK Validity Data
(i.,e. MTK ID MAX and SEQs) from the MIKEY message (as described in TS 33.246 [xx]) and stores them under
EFus< with the following constraints:

-1f arecord with the given Network ID, Key Group ID and MSK _ID valuesis aready present, the new MSK (and
associated values) are stored in the corresponding M SK fields of this record.

-1f arecord with the given Network ID, Key Group ID already exists and no keys are yet present (M SK associated
fields set to ‘FF’) the new M SK (and associated values) are stored as the 1% M SK of this record

-If arecord with the given Network 1D, Key Group ID already exists and only the 1% key is present (2™ MSK
associated fields set to ‘ FF') the new M SK (and associated values) are stored as the 2™ MSK of this record.

-If arecord with the given Network ID, Key Group ID already exists (without the same MSK D) and both MSK
keys are present, the 1% MSK (and associated parameters) shall be replaced by the 2™ MSK , which is itself replaced

by the new one.

-1f arecord with the given Network ID, Key Group ID does not exist, the USIM uses an empty record to include
Network ID and Key Group ID values and then proceeds as in the second of the three previous cases.

Note: The policy of replacing Key Groups records when no more empty records are available in EFysc iSHE
specific. (e.q. delete Groups from visited Network |ds first)

Then, the USIM stores the MUK 1D and Time Stamp field (retrieved from the MIKEY message) as the MUK ID and
Time Stamp Counter (TS) values in the respective fields under EFyyx

Finally, the USIM stores the corresponding MSK (i.e. MSK_| and MSK_C). The Time Stamp value under EFy s is
reset (set to ‘00000000") when the corresponding MSK is updated.

I nput:
- NAF ID, MIKEY message

Output:

- _None

711y MBMS security context (MSK Verification Mode)

USIM operationsin MBMS security context are supported if service n°xx is "available".

The USIM receivesthe NAF ID and MIKEY packet containing an MIKEY verification message.

First, the USIM testsif the given NAF_ID corresponds to the stored MUK ID in EFyyk_and if the Time Stamp field in
the given MKEY message corresponds with the stored Time Stamp Counter (TS) in EFyuk.

If any of these verifications fails, thisis considered as a Verification failure and the USIM abandons the function. The
status word ‘6985’ (Conditions of use not satisfied) is returned.

Otherwise, the USIM computes the MAC value as defined in TS 33.246 [xx] and sends back the complete MIKEY
verification message.

I nput:
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- _NAF ID, MIKEY message

Output:
- MIKEY message
7.1.1.z MBMS security context (MTK Generation Mode)

USIM operationsin MBMS security context are supported if service n°xx is "available".

The USIM receivesthe MIKEY message containing an MBMS MTK. First, the USIM retrieves the MSK identified by
the Network ID, Key Group ID and MSK ID enclosed in the MIKEY message (as described in TS 33.246 [xx]).

If the needed M SK does not exist, thisis considered as aM SK failure and the USIM abandons the function. The status
word ‘6A88’ (Referenced data not found) is returned.

Otherwise, the USIM performs the MBM S Generation and Validation Function (MGV-F) as described in TS 33.246
[xx] using MSK | and MSK C values as integrity and confidentiality keys.

If the USIM detects that the given MTK ID isinvalid, thisis considered as a SEQp freshness failure and the USIM
abandons the function. The status word ‘' 98xx’ (Authentication error, key freshness failure) is returned.

After successful MGV _F procedure the USIM stores the Time Stamp field (retrieved from the MIKEY message) as the
Time Stamp Counter (TS) associated with the involved MSK under EFys«

The USIM also stores MTK D (retrieved from the MIKEY message) as the SEQs associated with M SK.

Then, the USIM returns MTK.

I nput:
- MIKEY message

Output:
- _MTK

7.1.2 Command parameters and data

Code Value
CLA  |As specified in TS 31.101
INS |'88'

P1 '00'

P2 See table below

Lc See below
Data |See below

Le '00', or maximum length of data expected in
response

Parameter P2 specifies the authentication context as follows:
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Coding of the reference control P2

Coding Meaning
b8-b1
"1 ' Specific reference data (e.g. DF
specific/application dependant key)
----- X-XX' Authentication context:

000 GSM context
001 3G context
010 VGCS context
101 MBMS context

All other codings are RFU.

Command parameters/data:

7.1.2.1 GSM/3G security context

Byte(s) Description Length
1 Length of RAND (L1) 1
2to (L1+1) RAND L1
(L1+2) Length of AUTN (L2) (see note) 1
(L1+3) to AUTN (see note) L2
(L1+L2+2)
Note: Parameter present if and only if in 3G security context.

The coding of AUTN isdescribed in TS 33.102 [13]. The most significant bit of RAND is coded on bit 8 of byte 2. The
most significant bit of AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, 3G security context, command successful:

Byte(s) Description Length
1 "Successful 3G authentication" tag = 'DB' 1
2 Length of RES (L3) 1
3to (L3+2) RES L3
(L3+3) Length of CK (L4) 1
(L3+4) to CK L4
(L3+L4+3)
(L3+L4+4) Length of IK (L5) 1
(L3+L4+5) to IK L5
(L3+L4+L5+4)
(L3+L4+L5+5) [Length of K¢ (= 8) (see note) 1
(L3+L4+L5+6  |Kc (see note) 8
to
(L3+L4+L5+13)
Note: Parameter present if and only if Service n°27 is "available".

The most significant bit of RES is coded on bit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte
(L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+L4+5).

Response parameters/data, case 2, 3G security context, synchronisation failure:

Byte(s) Description Length
1 "Synchronisation failure" tag = 'DC' 1
2 Length of AUTS (L1) 1
3to (L1+2) |AUTS L1

The coding of AUTS isdescribed in TS 33.102 [13]. The most significant bit of AUTS is coded on bit 8 of byte 3.

Response parameters/data, case 3, GSM security context, command successful:
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The most significant bit of SRESis coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.

7.1.2.2

7.1.2.2

Byte(s) Description Length
1 Length of SRES (= 4) 1
2to5 SRES 4
6 Length of K¢ (= 8) 1
71014 Kc 8

VGCS security context

Byte(s) Description Length
1 Length of VGCS_ID (L1) 1
2to (L1+1) |VGCS_ID L1
(L1+2) Length of VK ID (L2) 1
(L1+3) to VK_ID L2
(L1+L2+2)
(L1+L2+3)  [Length of VSTK_RAND 1
(L1+L2+4)  |VSTK_RAND 4
to (L1+L2+7)
Response parameters/data, V GCS security context, command successful:
Byte(s) Description Length
1 "Successful VGCS operation" tag = 'DB' 1
2 Length of VSTK (16) 1
3t018 VSTK 16
MBMS security context (All Modes)
Byte(s) Description Length
1 MBMS Security Context Mode 1
2 Length of MIKEY message (L1) 1
3to (L1+2) MIKEY message L1
(L1+3) Length of NAF 1D (L2) (see notel) 1
(L1+4) to NAF_ID (see notel) L2
(L1+L.2+3)

Parameter MBM S Security Context M ode specifies the MBM S mode in which MBM S security procedure is performed

Notel: Parameter present if and only if in MSK Update Mode or in MSK Verification Mode.

as follows:

Coding of MBMS Security Context Mode

Coding Meaning
‘01 MSK Update Mode
‘02 MSK Verification Mode
‘03” MTK Generation Mode

Response parameters/data, MBM S security context (MSK Verification Mode), command successful:

Byte(s) Description Length
1 "Successful MBMS operation" tag = 'DB' 1
2 Length of MIKEY (L) 1
3to (L+2) MIKEY message L

Response parameters/data, MBM S security context (MTK Generation Mode), command successful:
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Byte(s) Description Length
1 "Successful MBMS operation" tag = 'DB' 1
2 Length of MTK (L) 1
3to (L+2) MTK L

The coding of parametersisdescribed in TS 33.246 [xX].

7.2 Void

7.3 Status Conditions Returned by the USIM

CR page 19

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This clause specifies the
coding of the status bytesin the following tables, in addition to the ones defined in TS 31.101 [11].

7.3.1 Security management

SW1 | SW2 [Error description

'98' '62' |- Authentication error, incorrect MAC

'98' '64 |- Authentication error, security context not supported
‘98’ ‘xx’ |- Authentication error, key freshness failure

CR page 19



3GPP TS 31.102 v6.6.0 (2004-06) CR page 20

7.3.2 Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *).

Commands and status words

Status Words

3J1VOILNIHLINY

90 00 *
91 XX *
93 00
98 50
98 62
98 64
98 xx
62 00
62 81
62 82
62 83
63 CX
64 00
65 00
65 81
67 00
67 XX — (see note)
68 00
68 81
68 82
69 81
69 82 *
69 83
69 84 *
69 85 *
69 86
6A 80
6A 81 *
6A 82
6A 83
6A 86 *
6A 87
6A 88
6B 00
6E 00
6F 00
6F XX — (see note)
NOTE: Except SW2 ='00'".

* k| k| *

Xl k| | k| k| ¥ *| *

X k| *| k| *

*****************NEXT CHANGE******************************************
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex definesif changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs"over the air" such as EFacc could result in unpredictable behaviour
of the UE; these are marked "Caution” in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description Change advised
'2F00 Application directory Caution
'2F05' Preferred languages Yes
'2F06' Access rule reference Caution
'2FE2' ICC identification No
'4F20' Image data Yes
‘4F20° GSM Ciphering key Kc No
'4FXX' Image Instance data Files Yes
'4FXX' Unigue identifier Yes
'4F22' Phone book synchronisation counter Yes
'4F23' Change counter Yes
'4F24' Previous unigue identifier Yes
'4F30' Phone book reference file Yes
'4FXX' Capability configuration parameters 1 Yes
'4F30' SOLSA Access Indicator Caution
'4F31' SOLSA LSA List Caution
'4FEXX' LSA Descriptor files Caution
‘4F52’ GPRS Ciphring key KcGPRS No
'"4F63' CPBCCH Information No
'4F64’ Investigation Scan Caution
'4FEXX' Additional number alpha string Yes
'4FXX' Additional number Yes
'4FEXX' Second name entry Yes
'4FEXX' Grouping information alpha string Yes
'4FEXX' Phone book control Yes
'4FXX' E-mail addresses Yes
'4FXX Index administration phone book Yes
'4FEXX' Extension 1 Yes
'4FXX' Abbreviated dialling nhumbers Yes
'4FXX' Grouping file Yes
'4F41' Pseudonym Caution
'4F42' User controlled PLMN selector for WLAN No
'4F43' Operator controlled PLMN selector for WLAN Caution
'4F44' User controlled SSID List No
'4F45' Operator controlled SSID List Caution
'6F05' Language indication Yes
‘6F06’ Access rule reference (under ADFysiv and DFte ecom) Caution
'6F07" IMSI Caution (Note 1)
'6F08' Ciphering and integrity keys No
'6F09' Ciphering and integrity keys for packet switched No

domain
'6F2C' De-personalization Control Keys Caution
'6F31' Higher Priority PLMN search period Caution
'6F32' Co-operative network list Caution
'6F37' ACM maximum value Yes
'6F38' USIM service table Caution
'6F39' Accumulated call meter Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
Continued....
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File identification Description Change advised
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6F47' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4B' Extension 2 Yes
'6F4AC' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 5 Yes
'6F4F' Capability configuration parameters 2 Yes
'6F50' CBMIR Yes
'6F54' SetUp Menu Elements Yes
‘6F55’ Extension 4 Yes
'6F56' Enabled services table Caution
'6F57" Access point name control list Yes
'6F58' Comparison method information Yes
'6F5B' Initialisation value for Hyperframe number Caution
'6F5C' Maximum value of START Yes
'6F60' User controlled PLMN selector with Access Technology No
'6F61' Operator controlled PLMN selector with Access Caution

Technology
'6F62' HPLMN selector with Access Technology Caution
'6F73' Packet switched location information Caution
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6F80' Incoming call information Yes
'6F81' Outgoing call information Yes
'6F82' Incoming call timer Yes
'6F83' Outgoing call timer Yes
'6FAD' Administrative data Caution
'6FB1' \Voice Group Call Service Yes
'6FB2' Voice Group Call Service Status Yes
'6FB3' \Voice Broadcast Service Yes
'6FB4' Voice Broadcast Service Status Yes
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' Automatic Answer for eMLPP Service Yes
'6FB7" Emergency Call Codes Caution
'6FC3' Key for hidden phone book entries No
'6FC4' Network Parameters No
'6FC5' PLMN Network Name Yes
'6FC6' Operator Network List Yes
'6FCT' Mailbox Dialling Numbers Yes
'6FC8' Extension 6 Yes
'6FC9' Mailbox Identifier Caution
'6FCA' Message Waiting Indication Status Caution
'6FCB' Call Forwarding Indication Status Caution
'6FCC' Extension 7 Yes
'6FCD’ Service Provider Display Information Yes
‘6FCE’ MMS Notification Yes
‘6FCF’ Extension 8 Yes
‘6FDO’ MMS Issuer Connectivity Parameters Yes
‘6FD1’ MMS User Preferences Yes
‘6FD2’ MMS User Connectivity Parameters Yes
'6FD3' Network's indication of alerting (NIA) Caution
‘6FD4’ Voice Group Call Service Ciphering Algorithm Yes
'6EXX’ MBMS Service Keys List Caution
‘BEXX MBMS User Key Caution
NOTEL: If EF)vs) is changed, the UICC should issue REFRESH as defined in TS 31.111 and update
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File identification | Description | Change advised
EFoc) accordingly.
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification Description Value
'2F00 Application directory Card issuer/operator dependant
'2F05' Preferred languages 'FF...FF'

'2F06' Access rule reference Card issuer/operator dependant

'2FE2' ICC identification operator dependant

'4F20' Image data '00FF...FF'

‘4F20° GSM Ciphering key Kc 'FF...FFO7"

'4EXX' Image instance data files 'FF...FF'

"4FXX' Unique identifier '0000

'4F22' Phone book synchronisation counter '‘00000000'

'4F23' Change counter ‘0000’

'4F24' Previous unigue identifier ‘0000

'4F30' Phone book reference file Operator dependant

'4F30' SoLSA Access Indicator '00FF...FF'

'4F31' SOLSA LSA List 'FF...FF'

'4FEXX' LSA Descriptor files 'FF...FF'

"4FXX' Capability configuration parameters 1 'FF...FF'

‘4F52' GPRS Ciphring key KcCGPRS 'FF...FFO7"

'4F63' CPBCCH Information 'FF..FF'

'4F64' Investigation PLMN scan ‘00’

'4FXX' E-mail addresses 'FF...FF'

"4FXX Additional number alpha string 'FF...FF'

'4EXX' Second name entry 'FF...FF'

"4EXX' Abbreviated dialling numbers 'FF...FF'

"4FXX' Grouping file '00...00'

"4FXX Grouping information alpha string 'FF...FF'

'4FEXX' Phone book control ‘0000

'"4EXX' Index administration phone book 'FF...FF'

'4FXX' Additional number 'FF...FF'

'4FXX' Extension 1 '00FF...FF'

'4F41' Pseudonym '00FF...FF'

'4F42' User Controlled PLMN selector for WLAN 'FF...FF'

'4F43' Operator Controlled PLMN selector for WLAN [Operator dependant

'4F44' User Controlled SSID list '00FF...FF'

'4F45' Operator controlled SSID list Operator dependant

'6F05' Language indication 'FF...FF'

'6F06' Access rule reference (under ADFysv and Card issuer/operator dependant
DFteLECcOM)

'6F07"' IMSI Operator dependant

'6F08' Ciphering and integrity keys '07FF...FF'

'6F09' Ciphering and integrity keys for packet '07FF...FF'
switched domain

'6F2C' De-personalization control keys 'FF...FF'

'6F31' Higher Priority PLMN search period 'FF'

'6F32' Co-operative network list 'FF...FF'

'6F37"' ACM maximum value ‘000000’ (see note 1)

'6F38' USIM service table Operator dependant

'6F39' Accumulated call meter ‘000000

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3E' Group identifier level 1 Operator dependant

'6F3F' Group identifier level 2 Operator dependant

'6F40' MSISDN storage 'FF...FF'

'6F41' PUCT 'FFFFFF0000

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name Operator dependant

'6F47 Short message status reports '00FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F4B' Extension 2 '00FF...FF'

'6F4C' Extension 3 '00FF...FF'
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| Continued....
File Identification Description Value
'6F4D' Barred Dialling Numbers 'FF...FF'
'6F4E' Extension 5 '00FF...FF'
'6F4F' Capability configuration parameters 2 'FF...FF'
'6F50' CBMIR 'FF...FF'
'6F54"' SetUp Menu Elements Operator dependant
'6F55' Extension 4 '00FF...FF'
'6F56' Enabled services table Operator dependant
'6F57' Access point name control list '00FF...FF'
'6F58' Comparison method information 'FF...FF'
'6F5B" Initialisation value for Hyperframe number 'FO 00 00 FO 00 00'
'6F5C' Maximum value of START Operator dependant
'6F60' User controlled PLMN selector with Access 'FFFFFF0000..FFFFFFO000!
Technology
'6F61' Operator controlled PLMN selector with 'FFFFFF0000..FFFFFF0000'
Access Technology
'6F62' HPLMN selector with Access Technology 'FFFFFF0000..FFFFFF0000
'6F73' Packet switched location information 'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see
note 2)
'6F78' Access control class Operator dependant
'6F7B' Forbidden PLMNs 'FF...FF'
'6F7E Location information 'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)
'6F80' Incoming call information 'FF...FF 000000 00 O1FFFF'
'6F81' QOutgoing call information 'FF...FF 000000 O1FFFF'
'6F82' Incoming call timer ‘000000
'6F83' QOutgoing call timer ‘000000
'6FAD' Administrative data Operator dependant
'‘6FB1' Voice Group Call Service Operator dependant
'6FB2' Voice Group Call Service Status Operator dependant
'6FB3' Voice Broadcast Service Operator dependant
'‘6FB4' Voice Broadcast Service Status Operator dependant
'6FB5' EMLPP Operator dependant
'6FB6' AaeM ‘00"
'6FB7"' Emergency call codes Operator dependant
'6FC3' Key for hidden phone book entries 'FF...FF'
'6FC4’ Network Parameters 'FF...FF'
'6FC5' PLMN Network Name Operator dependant
'6FC6' Operator Network List Operator dependant
'6FCT' Mailbox Dialling Numbers Operator dependant
'6FC8' Extension 6 '00 FF...FF'
'6FC9' Mailbox Identifier Operator dependant
'6FCA' Message Waiting Indication Status ‘00 00 00 00 00'
'6FCB' Call Forwarding Indication Status 'xx 00 FF...FF'
'6FCC' Extension 7 '00 FF...FF'
'6FCD' Service Provider Display Information
‘6FCE’ MMS Notification '00 00 00 FF...FF
‘6FCF’ Extension 8 '00FF...FF'
‘6FDO’ MMS Issuer Connectivity Parameters ‘FF...FF’
‘6FDY’ MMS User Preferences ‘FF...FF’
‘6FD2’ MMS User Connectivity Parameters ‘FF...FF’
'6FD3' Network's Indication of Alerting (NIA) 'FF...FF'
‘6FD4’ Voice Group Call Service Ciphering Algorithm ['00...00’
'6EXX’ MBMS Service Keys List ‘FE...FF
‘BEXX’ MBMS User Key ‘FE...FF

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. thereis no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREA SE command does not update EFacy if the units to be added would
exceed 'FFFFFF. This could affect the call termination procedure of the Advice of Charge function.
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NOTE 2: xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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8 UICC Characteristics

The UICC characteristics are defined in TS 31.101 [11]. As TS 31.101 [11] refersto TS 102 221 [37] for the details of
the characteritics, and because the scope of TS 102 221 [37] also encompasses other mobile systems, it is necessary to
list those issues which are not applicable to the USIM application, which deviate from TS 102 221 [37] or options
which require further precision. This clause contains such information.
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5.1.7 USIM service table request

The ME performs the reading procedure with EFysr.

5.1.8  VoidSpare
5.1.9 UICC presence detection

The ME checks for the presence of the UICC according to TS 31.101 [11] within all 30 s periods of inactivity on the
UICC-ME interface during a call. If the presence detection according to TS 31.101 [11] fails the call shall be terminated
as soon as possible but at least within 5s after the presence detection has failed. Here a call covers a circuit switched
call, and/or an active PDP context.
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If aserviceisnot indicated as available in the USIM, the ME shall not

select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
SFI. '04'
File size: X bytes, X >=1 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9ton° 16 (@) 1 byte
3 Services n°17 to n° 24 @) 1 byte
4 Services n° 25 to n° 32 (@) 1 byte
etc.

X Services n° (8X-7) to n° (8X) (@) 1 byte

CR page 5
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-Services
Contents:

Service n°1:
Service n°2:
Service n°3:
Service n°4:
Service n°5:
Service n°6:
Service n°7:
Service n°8:
Service n°9:

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:
Service n°42:
Service n°43:
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49:
Service n°50:
Service n°51:

Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58
Service n°59
Service n°60
Service n°61
Service n°62
Service n°63
Service n°64
Service n°xx

Local Phone Book

Fixed Dialling Numbers (FDN)

Extension 2

Service Dialling Numbers (SDN)

Extension3

Barred Dialling Numbers (BDN)

Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICI and ICT)

Short Message Storage (SMS)

Short Message Status Reports (SMSR)

Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SoLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to "1

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys

Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MexE

Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information
Multimedia Messaging Service (MMS)
Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters

Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFyscs and EFyecss)
VBS Group ldentifier List (EFves and EFygss)
Pseudonym

User Controlled PLMN selector for WLAN access
Operator Controlled PLMN selector for WLAN access
User controlled SSID list

Operator controlled SSID list

VGCS security

VBS security

CR page 6
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The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, thenitis
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = O: service not available.

- Service available means that the USIM has the capability to support the service and that the service is available
for the user of the USIM unless the serviceisidentified as "disabled" in EFgst.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the

capability to support the service.

First byte:

|b8|b7|b6|85|b4|b3|b2|b1|
Service
Service
Service
Service
Service
Service
Service
Service

Second byte:

|b8 |b7 |b6| BSl b4| b3| b2| bll
Service
Service
Service
Service
Service
Service
Service
Service

€tc.

CR page 7
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4.2.77 EF.scsca (Voice Group Call Service Ciphering Algorithm)

This EF contains the ciphering algorithm identifiers for each of the Master Group Key (V_Ki) of each VGCS groups

that the user has subscribed to (defined in EFy gcs-). FhisEF-shall-alwaysbeallocated H-ER gosts-altocated:

If service n°64 is "available", thisfile shall be present.

Identifier: '6FD4"' | Structure: transparent Optional
File size: 2n bytes (n <= 50) Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 VGCS Group ciphering algorithm identifier for M 1 byte
1st V_Kiof Group 1
2 VGCS Group ciphering algorithm identifier for M 1 byte
2nd V_Ki of Group 1
32 VGCS Group ciphering algorithm identifier for o 1 byte
1st V_Ki of Group 2
4 VGCS Group ciphering algorithm identifier for (@] 1 byte
2nd V_Ki of Group 2
2n-1 VGCS Group ciphering algorithm identifier for (] 1 byte
1st V_Ki of Group n
2n VGCS Group ciphering algorithm identifier for (0] 1 byte
2nd V_Ki of Group n

- Ciphering Algorithm Identifier:

CR page 8

Contents: Ciphering Algorithm identifier for the specified Master Group Key of each Voice Call Group

Coding:

Value

‘00’ no ciphering

‘01’ ciphering with algorithm GSM A5/1
‘02’ ciphering with algorithm GSM A5/2
‘03’ ciphering with algorithm GSM A5/3
‘04’ ciphering with algorithm GSM A5/4
‘05’ ciphering with algorithm GSM A5/5
‘06’ ciphering with algorithm GSM A5/6
‘07’ ciphering with algorithm GSM A5/7
‘08’ to ‘FF’ RFU

CR page 8
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4.2y EF.:sc. (Voice Broadcast Service Ciphering Algorithm)

This EF contains the ciphering algorithm identifiers for each of the Master Group Key (V_Ki) of each VBS group that
the user has subscribed to (defined in EFygs).

If service n°xx is"available", thisfile shall be present.

Identifier: '6FEXX" | Structure: transparent Optional
File size: 2n bytes (n <= 50) Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 VBS Group ciphering algorithm identifier for M 1 byte
1st V Kiof Group 1
2 VBS Group ciphering algorithm identifier for M 1 byte
2nd V Kiof Group 1
3 VBS Group ciphering algorithm identifier for ] 1 byte
1st V_Ki of Group 2
4 VBS Group ciphering algorithm identifier for (@] 1 byte
2nd V_Ki of Group 2
2n-1 VBS Group ciphering algorithm identifier for (] 1 byte
1st V_Kiof Group n
2n VBS Group ciphering algorithm identifier for (@] 1 byte
2nd V_Ki of Group n

- Ciphering Algorithm Identifier:

Contents: Ciphering Algorithm identifier for the specified Master Group Key of each V oice Broadcast Group

Coding: See coding of EFR,ccsca
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4.7 Files of USIM

This clause contains two figures depicting the file structure of the UICC and the ADFygv. ADFygm shall be selected
using the AID and information in EFpr.

|VF
' 3FO0'
| | | | |
DFgsm DFreLecav EFpir EFp EFarr EF oo
' 7F20" ' 7F10' ' 2FO0' ' 2F05' ' 2F06' ' 2FE2'
| | | | |
EFarr EFaon EFron EFsvs EFecce
see TS ' 6F06' ' 6F3A ' 6F3B' ' 6F3C ' 6FAF
51.011 [18]
| | | | |
EFNSI SDN EFSNBP EFSNSS EFLND EFSNBR
' 6F40' ' 6F42" ' 6F43' ' 6F44' ' 6F47"
| | | | |
EFson EFexr EFexr2 EFexrs EFaon
' 6F49' ' 6FAA ' 6F4B’ ' 6F4C ' 6F4D
| |
EFEXT4 EFSUNE
' 6F4E' ' 6F54'
DFG'\’APHI Cs
' 5F50"
EFI MG EFI | DFn
' 4F20" ' AFXX
DFPHO\IEB(I](
' 5F3A
| | | |
EFPBR EFI AP EFADN EFEXTl EFPBC
' 4F30' ' AFXX ' 4FXX " AFXX ' AFXX
| | | | |
EFce EFas EFers EF EFone
" AFXX' ' AFXX " AFXX' " AFXX ' AFXX
| | | | |
EFCCPl EFUI D EFPSC EFCC E':PUI D
" AFXX ' AFXX ' 4F22" ' 4F23" ' 4F24'
EFEMAI L
" AFXX'

NOTE 1: Files under DFte ecom With shaded background are defined in TS 51.011 [18].
NOTE 2: The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-
assigned in future versions.
Figure 4.1: File identifiers and directory structures of UICC
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ADF EFPseudO EFLPLNNW_AN EFOPLNNW_AN EFUSSI DL EFCSSI DL
S ' 4F41 ' 4F42' ' 4F43' ' 4F44° ' 4F45'
I I | I |
DFpronerook DFasw access DFnexe DF¢. aa DFy an
' 5F3A ' 5F3B' ' 5F3C ' 5F70' ' 5F40'
I
I |
EFCRPK EFSAI EFSI |
' 4F41 ' 4F30' ' 4F31'
I |
EFI\/Ex E-ST EFARPK EFTPRK EFTKCDF
' 4F40' ' 4F42' ' 4F43' L 4FXX
I I |
EFKc EFKCGPRS EFCPBCCH EFI nvSCAN
' 4F20' ' 4F52' ' 4F63' ' 4F64'
I I I I I
EFUI D EFPSC EFCC EFPUI D EFPBR
L4FXX ' 4F22' ' 4F23' ' 4F24' ' 4F30'
I I I I I
EFCCPl EI:I AP EFADN EFEXTl EFPBC
C4FXX ' 4EXX C4FXX C4FXX ' 4EXX
I I I I |
EFae EFass EFcas EFaw EFse EFewm L
L 4EXX C4FXX ' 4EXX C4FXX C4FXX C4EXX
I I I I I I
E':LI EFARR EFI VSI EFKeys EFKeysPS EFDCK EFI—PPLM\I
' 6FO5' ' 6F06' ' 6FO7" ' 6FO8' ' 6F09' ' 6F2C ' 6F31'
I I | I | | |
EFO\L EFAO\/Imx EFUST EFACM EFFI]\I EFSMS EFGI D1
' 6F32' ' 6F37 ' 6F38' ' 6F39' ' 6F3B' ' 6F3C ' 6F3E
| I I I I I I
EFGI D2 EFNSI SDN EFPUCT EFSNSP EFSI\/SS EFCBM EFSPN
' 6F3F' ' 6F40' ' 6F41 ' 6F42' ' 6F43' ' 6F45' ' 6F46'
| I I I I I I
EFSI\/SR EFCBM D EFSDN EFEXTZ EFEXTS EFBDN EFEXTS
' 6FAT ' 6F48' ' 6F49' ' 6F4B' ' 6F4C ' 6F4D ' 6FAE
I I | I I | |
EFG3M R EFEXT4 EFEST EFACL EFO\/I EFSTART- HFN EFTHRESHO_D
' 6F50' ' 6F55' ' 6F56' ' 6F57 ' 6F58' ' 6F5B' ' 6F5C
I I | | | |
EFPLI\/MNACT EFCPLNN\NACT EFl‘PLNNNACT EFPSLCX] EFAOC EFFPLI\/N
' 6F60" ' 6F61’ ' 6F62' ' 6F73' ' 6F78' ' 6F7B'
| I I I I I |
EFLca EF q EFcq EF or EFocr EFao (S
' 6F7E ' 6F80" ' 6F81' ' 6F82' ' 6F83' ' 6FAD ' 6FB5'
| I I I I I I
EFanem EFecc EFis adenkey EFneTPAR EFenn EFceL EFveon
' 6FB6' ' 6FB7" ' 6FC3' ' 6FC4’ ' 6FC5' ' 6FCB' ' 6FCT"
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| I | | | | |
EFEXTG EFNBI EFMN S EFCFI S E|:E><T7 EFSPDI EFM\/SN
' 6FC8' ' 6FCY' ' 6FCA' ' 6FCB' ' 6FCC ' 6FCD ' 6FCE'
| I | | | | |
EFexrs EFws oo EFwsup EFwsuce EFn A EF corn EF, o
' 6FCF' ' 6FDO' ' 6FD1’ ' 6FD2' ' 6FD3’ ' 6F4AF ' 6FB1’
| | | | |
EFvecss EFVBS EFVBSS EFVGCSCA &VBSCA
' 6FB2' ' 6FB3' ' 6FB4’ ' 6FD4' ' 6FEXX

Figure 4.2: File identifiers and directory structures of USIM
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7.1 AUTHENTICATE

7.1.1 Command description
The function can be used in several different contexts:

- a3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the
UE islocated in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable
VLR/SGSN), or

- aGSM security context, when GSM authentication data are available only (i.e. the UE islocated in the GSM
radio access network which is connected to a non-3G capable VLR/SGSN).

- aa VGCS/VBS security context, when VGCS/VBS authentication datais available

The functionisused in GSM or 3G security context during the procedure for authenticating the USIM to its HE and
vice versa. In addition, acipher key and an integrity key are calculated. For the execution of the command the USIM
uses the subscriber authentication key K, which is stored in the USIM.

The function isused in VGCS/VBS security context during the procedure for retrieving the VGCS/VBS Short Term
Key (VSTK) used by the terminal-te in establishing VGCS/VBS calls.

The function isrelated to aparticular USIM and shall not be executable unless the USIM application has been selected
and activated, and the current directory isthe USIM ADF or any subdirectory under this ADF and a successful PIN
verification procedure has been performed (see clause 5).

CR page 13
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7.1.1.3 VGCS/VBS security context

USIM operation in aVGCS/VBS security context is supported if Service n°64yy or Service n°xx areis "available”.

The USIM computes the/GES Short Term Key (VSTK) associated with a particular VGCS/VBS gGroup Identifier
(Group_Id). For this computation, the USIM uses the VGES Voice Group (for VGCS) or Broadcast Group (for VBS)
Key (V_Ki) identified by the their respective Group_Id and Master Group Key Identifier (VK_Id)B-.

The USIM shall first search if the VGCS Group-tdentifier (VGCS+D)-Group_|d correspondsto a stored VGCS Group
Identifier in ER,gcs- or astored VBS Group Identifier in EFygs.

Then, the USIM shall retrieve t

heV_K

i correspondi
1 D)-al

ng to the given G

roup_ld and VK _Id.seareh-inthe-correspending

Then the USIM usesV_Ki and VSTK RAND asinput parameters for the A8 V key derivation function (as defined in
3GPP TS 43.020 [xx]) in order to computes and returns VSTK.

Input:

- Group_|dVGCS+D, VK_IdB, VSTK_RAND
Output:

- VSTK.

7.1.2 Command parameters and data

Code Value
CLA  |As specified in TS 31.101
INS |'88'

P1 '00'

P2 See table below

Lc See below
Data [See below

Le '00', or maximum length of data expected in
response

Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

Coding Meaning
b8-b1
"1 ' Specific reference data (e.g. DF
specific/application dependant key)
femmee XX' Authentication context:

00 GSM context
01 3G context
10 VGCS/VBS context

All other codings are RFU.

Command parameters/data:
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7.1.2.2

VGCS/VBS security context

CR page 15

Byte(s) Description Length
1 Length of VGCS_ID (L1) 1
2 to 54+ [VGECSIDGroup Id 41
6{L1+2) Length of VK _1dB{L2) 1
7{1+3) 10 VK_IdB 2
242
8f1+L2+3)  [Length of VSTK_RAND 1
LA+ 2+4) VSTK_RAND 4L1
to-(L1+L2+7Y 9
to L1+8

Group_ld is coded in the same way as the octets 2-5 in the Descriptive group or broadcast call reference information

element asdefined in TS 24.008 [9].

The coding of VK |d isasfollows.

Coding of VK Id

Cading Meaning
b8-b1l

'‘00000001"' |Corresponds to the 1st group key

'00000010"' [Corresponds to the 2nd group key

The coding of VSTK _RAND isdescribed in TS 43.020 [xX]

Response parameters/data, V GCS/VBS security context, command successful:

Byte(s) Description Length
1 "Successful VGCS/VBS operation" tag = 'DB' 1
2 Length of VSTK (16) 1
3t018 VSTK 16

CR page 15



3GPP TS 31.102 v6.6.0 (2004-06) CR page 16

Annex A (informative):
EF changes via Data Download or USAT applications

This annex definesif changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs"over the air" such as EFacc could result in unpredictable behaviour
of the UE; these are marked "Caution” in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description Change advised
'2F00 Application directory Caution
'2F05' Preferred languages Yes
'2F06' Access rule reference Caution
'2FE2' ICC identification No
'4F20' Image data Yes
‘4F20° GSM Ciphering key Kc No
'4FXX' Image Instance data Files Yes
'4FXX' Unigue identifier Yes
'4F22' Phone book synchronisation counter Yes
'4F23' Change counter Yes
'4F24' Previous unigue identifier Yes
'4F30' Phone book reference file Yes
'4FXX' Capability configuration parameters 1 Yes
'4F30' SOLSA Access Indicator Caution
'4F31' SOLSA LSA List Caution
'4FEXX' LSA Descriptor files Caution
‘4F52’ GPRS Ciphring key KcGPRS No
'"4F63' CPBCCH Information No
'4F64’ Investigation Scan Caution
'4FEXX' Additional number alpha string Yes
'4FXX' Additional number Yes
'4FEXX' Second name entry Yes
'4FEXX' Grouping information alpha string Yes
'4FEXX' Phone book control Yes
'4FXX' E-mail addresses Yes
'4FXX Index administration phone book Yes
'4FEXX' Extension 1 Yes
'4FXX' Abbreviated dialling nhumbers Yes
'4FXX' Grouping file Yes
'4F41' Pseudonym Caution
'4F42' User controlled PLMN selector for WLAN No
'4F43' Operator controlled PLMN selector for WLAN Caution
'4F44' User controlled SSID List No
'4F45' Operator controlled SSID List Caution
'6F05' Language indication Yes
‘6F06’ Access rule reference (under ADFysiv and DFte ecom) Caution
'6F07" IMSI Caution (Note 1)
'6F08' Ciphering and integrity keys No
'6F09' Ciphering and integrity keys for packet switched No

domain
'6F2C' De-personalization Control Keys Caution
'6F31' Higher Priority PLMN search period Caution
'6F32' Co-operative network list Caution
'6F37' ACM maximum value Yes
'6F38' USIM service table Caution
'6F39' Accumulated call meter Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
Continued....
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File identification Description Change advised
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6F47' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4B' Extension 2 Yes
'6F4AC' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 5 Yes
'6F4F' Capability configuration parameters 2 Yes
'6F50' CBMIR Yes
'6F54' SetUp Menu Elements Yes
‘6F55’ Extension 4 Yes
'6F56' Enabled services table Caution
'6F57" Access point name control list Yes
'6F58' Comparison method information Yes
'6F5B' Initialisation value for Hyperframe number Caution
'6F5C' Maximum value of START Yes
'6F60' User controlled PLMN selector with Access Technology No
'6F61' Operator controlled PLMN selector with Access Caution

Technology
'6F62' HPLMN selector with Access Technology Caution
'6F73' Packet switched location information Caution
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6F80' Incoming call information Yes
'6F81' Outgoing call information Yes
'6F82' Incoming call timer Yes
'6F83' Outgoing call timer Yes
'6FAD' Administrative data Caution
'6FB1' \Voice Group Call Service Yes
'6FB2' Voice Group Call Service Status Yes
'6FB3' \Voice Broadcast Service Yes
'6FB4' Voice Broadcast Service Status Yes
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' Automatic Answer for eMLPP Service Yes
'6FB7" Emergency Call Codes Caution
'6FC3' Key for hidden phone book entries No
'6FC4' Network Parameters No
'6FC5' PLMN Network Name Yes
'6FC6' Operator Network List Yes
'6FCT' Mailbox Dialling Numbers Yes
'6FC8' Extension 6 Yes
'6FC9' Mailbox Identifier Caution
'6FCA' Message Waiting Indication Status Caution
'6FCB' Call Forwarding Indication Status Caution
'6FCC' Extension 7 Yes
'6FCD’ Service Provider Display Information Yes
‘6FCE’ MMS Notification Yes
‘6FCF’ Extension 8 Yes
‘6FDO’ MMS Issuer Connectivity Parameters Yes
‘6FD1’ MMS User Preferences Yes
‘6FD2’ MMS User Connectivity Parameters Yes
'6FD3' Network's indication of alerting (NIA) Caution
‘6FD4’ Voice Group Call Service Ciphering Algorithm Yes
'BEXX' Voice Broadcast Service Ciphering Algorithm Yes
NOTE1Ll: If EFyg is changed, the UICC should issue REFRESH as defined in TS 31.111 and update
EF | oc) accordingly.
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification Description Value
'2F00 Application directory Card issuer/operator dependant
'2F05' Preferred languages 'FF...FF'

'2F06' Access rule reference Card issuer/operator dependant

'2FE2' ICC identification operator dependant

'4F20' Image data '00FF...FF'

‘4F20° GSM Ciphering key Kc 'FF...FFO7"

'4EXX' Image instance data files 'FF...FF'

"4FXX' Unique identifier '0000

'4F22' Phone book synchronisation counter '‘00000000'

'4F23' Change counter ‘0000’

'4F24' Previous unigue identifier ‘0000

'4F30' Phone book reference file Operator dependant

'4F30' SoLSA Access Indicator '00FF...FF'

'4F31' SOLSA LSA List 'FF...FF'

'4FEXX' LSA Descriptor files 'FF...FF'

"4FXX' Capability configuration parameters 1 'FF...FF'

‘4F52' GPRS Ciphring key KcCGPRS 'FF...FFO7"

'4F63' CPBCCH Information 'FF..FF'

'4F64' Investigation PLMN scan ‘00’

'4FXX' E-mail addresses 'FF...FF'

"4FXX Additional number alpha string 'FF...FF'

'4EXX' Second name entry 'FF...FF'

"4EXX' Abbreviated dialling numbers 'FF...FF'

"4FXX' Grouping file '00...00'

"4FXX Grouping information alpha string 'FF...FF'

'4FEXX' Phone book control ‘0000

'"4EXX' Index administration phone book 'FF...FF'

'4FXX' Additional number 'FF...FF'

'4FXX' Extension 1 '00FF...FF'

'4F41' Pseudonym '00FF...FF'

'4F42' User Controlled PLMN selector for WLAN 'FF...FF'

'4F43' Operator Controlled PLMN selector for WLAN [Operator dependant

'4F44' User Controlled SSID list '00FF...FF'

'4F45' Operator controlled SSID list Operator dependant

'6F05' Language indication 'FF...FF'

'6F06' Access rule reference (under ADFysv and Card issuer/operator dependant
DFteLECcOM)

'6F07"' IMSI Operator dependant

'6F08' Ciphering and integrity keys '07FF...FF'

'6F09' Ciphering and integrity keys for packet '07FF...FF'
switched domain

'6F2C' De-personalization control keys 'FF...FF'

'6F31' Higher Priority PLMN search period 'FF'

'6F32' Co-operative network list 'FF...FF'

'6F37"' ACM maximum value ‘000000’ (see note 1)

'6F38' USIM service table Operator dependant

'6F39' Accumulated call meter ‘000000

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3E' Group identifier level 1 Operator dependant

'6F3F' Group identifier level 2 Operator dependant

'6F40' MSISDN storage 'FF...FF'

'6F41' PUCT 'FFFFFF0000

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name Operator dependant

'6F47 Short message status reports '00FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F4B' Extension 2 '00FF...FF'

'6F4C' Extension 3 '00FF...FF'
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| Continued.... |
File Identification Description Value
'6F4D' Barred Dialling Numbers 'FF...FF'
'6F4E' Extension 5 '00FF...FF'
'6F4F' Capability configuration parameters 2 'FF...FF'
'6F50' CBMIR 'FF...FF'
'6F54"' SetUp Menu Elements Operator dependant
'6F55' Extension 4 '00FF...FF'
'6F56' Enabled services table Operator dependant
'6F57' Access point name control list '00FF...FF'
'6F58' Comparison method information 'FF...FF'
'6F5B" Initialisation value for Hyperframe number 'FO 00 00 FO 00 00'
'6F5C' Maximum value of START Operator dependant
'6F60' User controlled PLMN selector with Access 'FFFFFF0000..FFFFFFO000!
Technology
'6F61' Operator controlled PLMN selector with 'FFFFFF0000..FFFFFF0000'
Access Technology
'6F62' HPLMN selector with Access Technology 'FFFFFF0000..FFFFFF0000
'6F73' Packet switched location information 'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see
note 2)
'6F78' Access control class Operator dependant
'6F7B' Forbidden PLMNs 'FF...FF'
'6F7E Location information 'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)
'6F80' Incoming call information 'FF...FF 000000 00 O1FFFF'
'6F81' QOutgoing call information 'FF...FF 000000 O1FFFF'
'6F82' Incoming call timer ‘000000
'6F83' QOutgoing call timer ‘000000
'6FAD' Administrative data Operator dependant
'‘6FB1' Voice Group Call Service Operator dependant
'6FB2' Voice Group Call Service Status Operator dependant
'6FB3' Voice Broadcast Service Operator dependant
'‘6FB4' Voice Broadcast Service Status Operator dependant
'6FB5' EMLPP Operator dependant
'6FB6' AaeM ‘00"
'6FB7"' Emergency call codes Operator dependant
'6FC3' Key for hidden phone book entries 'FF...FF'
'6FC4’ Network Parameters 'FF...FF'
'6FC5' PLMN Network Name Operator dependant
'6FC6' Operator Network List Operator dependant
'6FCT' Mailbox Dialling Numbers Operator dependant
'6FC8' Extension 6 '00 FF...FF'
'6FC9' Mailbox Identifier Operator dependant
'6FCA' Message Waiting Indication Status ‘00 00 00 00 00'
'6FCB' Call Forwarding Indication Status 'xx 00 FF...FF'
'6FCC' Extension 7 '00 FF...FF'
'6FCD' Service Provider Display Information
‘6FCE’ MMS Notification '00 00 00 FF...FF
‘6FCF’ Extension 8 '00FF...FF'
‘6FDO’ MMS Issuer Connectivity Parameters ‘FF...FF’
‘6FDY’ MMS User Preferences ‘FF...FF’
‘6FD2’ MMS User Connectivity Parameters ‘FF...FF’
'6FD3' Network's Indication of Alerting (NIA) 'FF...FF'
‘6FD4’ Voice Group Call Service Ciphering Algorithm ['00...00’
'BEXX' Voice Broadcast Service Ciphering Algorithm ['00...00°

NOTE 1. The vaue '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use val ues too close to the maximum possible
value 'FFFFFF', because the INCREA SE command does not update EFacy if the units to be added would
exceed 'FFFFFF. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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4.2.67 EFyusny (MMS Notification)

If servicen°52 is"available", thisfile shall be present.

This EF contains information in accordance with 3GPP TS 23.140 [38] and TIA/EIA-934 [xx] comprising MM S
notifications (and associated parameters) which have been received by the UE from the network. A 3GPP terminal
needs only to support the MM S implementation specified in 3GPP TS 23.140 [38].

Identifier: '6FCE’ | Structure: Linear fixed Optional
Record length: 4+X bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto2 MMS Status M 2 bytes
3 MMS Implementation M 1 byte
4 to X+3 MMS Noatification M X bytes
X+4 Extension file record number M 1 byte
- MMS Status

Content:

The status bytes contain the status information of the notification.

Coding:

CR page 4

b1 indicates whether thereis valid data or if the location is free. b2 indicates whether the MM S notification has
been read or not. Bits b3-b4 of the first byte indicate the MM retrieval, MM rejection, or MM forwarding
status, Bits b5-b8 of thefirst byte and the entire second byte are reserved for future use.

First byte:

b8 [ b7 [ b6 [ b5 [ b4 [ b3 [ b2 | bl
]
X X X 0
X X X 1
X X 0 1
X X 1 1
0o 0 X 1
0 1 X 1
1 0 X 1
1 1 X 1

Second byte:

b8 [ b7 [ b6 [ b5 [ b4 [ b3 [ b2 | bl

- MMS Implementation
Contents:

The MMS Implementation indicates the used implementation type, e.g. WAP.

Coding:

Free space

Used space

Noti fication not read
Notification read

MM not retrieved

MM retrieved

MM rejected

MM f or war ded

Reserved for future use

Reserved for future use
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Allocation of bits:
Bit number Parameter indicated
1 WAP implementation of MM S

2 M-IMAP implementation of MMS as defined in TIA/EIA-934 [xx].

3 SIP implementation of MM S as defined in TIA/EIA-934 [xXx].
42-8 Reserved for future use

Bitvalue Meaning
0 Implementation not supported.
1 I mplementation supported.

- MMS Notification
Contents:
The MM S Notification contains the MM S notification.
Coding:

The MMS Notification is coded according to the MM S Implementation as indicated in Byte 3.

Any unused byte shall be set to 'FF'.

- Extension file record number
Contents:

CR page 5

- extension file record number. This byte identifies the number of arecord in the EFgy1g containing extension
data for the notification information. The use of this byte is optional. If it is not used it shall be set to 'FF'.

Coding:
- binary.
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4.2.69 EFyusice (MMS Issuer Connectivity Parameters)
If servicen°52 is"available", thisfile shall be present.

This EF contains values for Multimedia Messaging Connectivity Parameters as determined by the issuer, which can be
used by the ME for MM S network connection. This file may contain one or more sets of Multimedia Messaging | ssuer
Connectivity Parameters. Thefirst set of Multimedia Messaging I ssuer Connectivity Parameters is used as the default
set. Each set of Multimedia Messaging Issuer Connectivity Parameters may consist of one or more Interface to Core
Network and Bearer information TLV objects, but shall contain only one MM S implementation TLV object, one MMS
Relay/Server TLV object and one Gateway TLV object. The order of the Interface to Core Network and Bearer
information TLV objectsin the MMS Connectivity TLV object defines the priority of the Interface to Core Network
and Bearer information, with the first TLV object having the highest priority.

Identifier: '6FDO' | Structure: Transparent Optional
File Size: Xi+...+ X, bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1toX; MMS Connectivity Parameters TLV M X1 bytes
object
Xi+1to X3 + Xz MMS Connectivity Parameters TLV (0] X2 bytes
object
Xit...+ Xpatl to Xo+...+ Xy MMS Connectivity Parameters TLV o Xn bytes
object

- MMS Connectivity Parameterstags

Description Tag Value
MMS Connectivity Parameters Tag '‘AB'
MMS Implementation Tag ‘80’
MMS Relay/Server Tag ‘81
Interface to Core Network and Bearer Information Tag '82'
GatewayTag '83'
MMS Authentication Mechanism Tag 84"
MMS Authentication User Name Tag '85'

- MMS Connectivity Parameters contents

| Description | Value | M/O | Length (bytes) |
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MMS Connectivity Parameters Tag 'AB' M 1
Length Note 1 M Note 2
MMS Implementation Tag ‘80" M 1
Length 1 M 1
MMS Implementation Information -- M 1
MMS Relay/Server Tag '81' M 1
Length X1 M Note 2
MMS Relay/Server Address -- M X1
MMS Authentication Mechanism Tag '84' C 1
Length X2 C Note 2
MMS Authentication Mechanism - C 1
MMS Authentication User Name Tag ‘85" C 1
Length X3 C Note 2
MMS Authentication User Name - C X2
| 1% Interface to Core Network and '82' MC 1
Bearer Information Tag (highest priority)
Length Y1 MC Note 2
" 1 Interface to Core Network and -- MC Y1l
Bearer information
2" Interface to Core Network and '82' MC 1
Bearer Information Tag
Length Y2 MC Note 2
2" Interface to Core Network and -- MC Y2
Bearer information
N™ Interface to Core Network and '82' MC 1
Bearer Information Tag (lowest priority)
Length Y3 MC Note 2
N™ Interface to Core Network and - MC Y3
Bearer information
GatewayTag '83' (@) 1
Length z (0] Note 2
Gateway Information -- (0] z
Note 1: This is the total size of the constructed TLV object
Note 2: The length is coded according to ISO/IEC 8825 [35]

- MMS Implementation Tag '80'
See section 4.2.67 for contents and coding.

- MMS Relay/server Tag '81'
Contents:
The MMS relay/server contains the address of the associated MM S relay/server.
Coding:
The MMS relay/server addressis coded according to the guideline provided in 3GPP TS 23.140 [38].

- MMS Authentication Mechanism Tag '84"'
Contents:
The MM S authentication mechanism contains the authenti cation mechanism used for M-IMAP and SIP.

Coding:
The MMS authentication mechanism is coded according to the guidelines provided in TIA-934 [xx].

MMS Authentication Mechanism Tag shall be present when M-IMAP and SIP implementations are indicated in MM S
Implementation Tag '80.

- MMS Authentication User Name Tag '85'
Contents:
The MM S Authentication User Name contains the authentication user name used for M-IMAP and SIP.

Coding:
The MMS authentication User Name is coded according to the quidelines provided in TIA-934 [xX].

MMS Authentication User Name Tag shall be present when M-IMAP and SIP implementations are indicated in MMS
Implementation Tag '80..
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- Interface to Core Network and Bearer Information Tag '82'
Contents:
The Interface to Core Network and Bearer Information may contain the following information to set up the
bearer: Bearer, Address, Type of address, Speed, Call type, Authentication type, Authentication id,
Authentication password.
Coding:
The coding is according to the guideline provided in 3GPP TS 23.140 [38].

Interface to Core Network and Bearer |nformation Tag shall be present when WAP implementation isindicated in
MMS | mplementation Tag '80'.

- Gateway Tag '83'
Contents:
The Gateway may contain the following information; Address, Type of address, Port, Service, Authentication
type, Authentication id and Authentication password.
Coding:
The coding is according to the guideline provided in 3GPP TS 23.140 [38].

Gateway Tag shall be present when WAP implementation isindicated in MM S | mplementation Tag '80'.

Unused bytes shall be set to 'FF.

An Example for the coding of these parameters can be found in Annex J.2.
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If aserviceisnot indicated as available in the USIM, the ME shall not

select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
SFI. '04'
File size: X bytes, X >=1 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9ton° 16 (@) 1 byte
3 Services n°17 to n° 24 @) 1 byte
4 Services n° 25 to n° 32 (@) 1 byte
etc.

X Services n° (8X-7) to n° (8X) (@) 1 byte
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-Services
Contents:

Service n°1:
Service n°2:
Service n°3:
Service n°4:
Service n°5:
Service n°6:
Service n°7:
Service n°8:
Service n°9:

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:
Service n°42:
Service n°43:
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49:
Service n°50:
Service n°51:

Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58
Service n°59
Service n°60
Service n°61
Service n°62
Service n°63
Service n°64

Local Phone Book

Fixed Dialling Numbers (FDN)

Extension 2

Service Dialling Numbers (SDN)

Extension3

Barred Dialling Numbers (BDN)

Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICI and ICT)

Short Message Storage (SMS)

Short Message Status Reports (SMSR)

Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SoLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to "1

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys

Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MEXE

Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information
Multimedia Messaging Service (MMS)
Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters

Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFyscs and EFyecss)
VBS Group ldentifier List (EFves and EFygss)
Pseudonym

User Controlled PLMN selector for WLAN access
Operator Controlled PLMN selector for WLAN access
User controlled WSSID list

Operator controlled WSSID list

VGCS security
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4.4.5.4 EFywssioL (User controlled WLAN Specific IDentifierSSHB Llist)

Thisfile contains the user preferred list of WLAN specific identifier ((WSSID) for WLAN selection enHEEE-802.11
WEANSsn priority order. Thisfileis used for mandal-and-adtematic WLAN selection as described in [40]. Thisfile
shall be present if service n°62 isallocated in EFygr.

Identifier: '4F44' | Structure: linear fixed | Optional
SFI: ‘04’
Record size: 33-X+1 bytes Update activity: low
Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1 Length M 1 bytes
| 2t033X +1 | WSSID value M 32 X bytes

-Length
Contents:
- thisbyte gives the number of bytes of the following dataitem containing the WSSID value.
Coding:
- unsigned length coded on one byte
| -WSSID Value
Contents:
| - service WLAN specificset identifier (WSSID)_as defined in 3GPP TS 24.234 [40] .-
Coding:

- binary. Unused bytes shall be set to 'FF' and not used either as a part of the value or for length calculation.

4.45.5 EFowssipL (Operator controlled WLAN Specific IDentifierSSHB-Llist)

Thisfile contains the operator preferred list of WLAN specific identifier ((WSSID) for WLAN selection ert+EEE
80211 WLEANSIn priority order. Thisfile is used for manual-and-adtomatic WLAN selection as described in [40]. This
file shall be present if service n°63 is allocated in EFysr.

Identifier: '4F45' | Structure: linear fixed | Optional
SFI: ‘0%’
Record size: 33-X + 1 bytes Update activity: low
Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1 Length M 1 bytes
| 2t033X +1 | WSSID value M 32 X bytes

-Length
Contents:
- thisbyte gives the number of bytes of the following dataitem containing the WSSID value.
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Coding:
- unsigned length coded on one byte

-WSSID Value
Contents:
- WLAN specific identifier (WSID) as defined in 3GPP TS 24.234 [40] .service-set-tdentifier{SSHD)-
Coding:
- binary. Unused bytes shall be set to 'FF' and not used either as a part of the value or for length calculation.

5.6.1 WLAN SSiB-Selection related Procedures
Prerequisite: service n°62 or n°63 “available’

The ME shall read the User and Operator controlled WSSIDs from the corresponding list files (i.e. EFywssipo. and
EFowssip to perform manual-er-adtematic HEEE-802- LWL AN selection procedures as described in [40].

The user may change the User controlled WSSIDs.
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex definesif changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs"over the air" such as EFacc could result in unpredictable behaviour
of the UE; these are marked "Caution” in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description Change advised
'2F00 Application directory Caution
'2F05' Preferred languages Yes
'2F06' Access rule reference Caution
'2FE2' ICC identification No
'4F20' Image data Yes
‘4F20° GSM Ciphering key Kc No
'4FXX' Image Instance data Files Yes
'4FXX' Unigue identifier Yes
'4F22' Phone book synchronisation counter Yes
'4F23' Change counter Yes
'4F24' Previous unigue identifier Yes
'4F30' Phone book reference file Yes
'4FXX' Capability configuration parameters 1 Yes
'4F30' SOLSA Access Indicator Caution
'4F31' SOLSA LSA List Caution
'4FEXX' LSA Descriptor files Caution
‘4F52’ GPRS Ciphring key KcGPRS No
'"4F63' CPBCCH Information No
'4F64’ Investigation Scan Caution
'4FEXX' Additional number alpha string Yes
'4FXX' Additional number Yes
'4FEXX' Second name entry Yes
'4FEXX' Grouping information alpha string Yes
'4FEXX' Phone book control Yes
'4FXX' E-mail addresses Yes
'4FXX Index administration phone book Yes
'4FEXX' Extension 1 Yes
'4FXX' Abbreviated dialling nhumbers Yes
'4FXX' Grouping file Yes
'4F41' Pseudonym Caution
'4F42' User controlled PLMN selector for WLAN No
'4F43' Operator controlled PLMN selector for WLAN Caution
'‘4F44' User controlled WSSID List No
'4F45' Operator controlled WSSID List Caution
'6F05' Language indication Yes
‘6F06’ Access rule reference (under ADFysiv and DFte ecom) Caution
'6F07" IMSI Caution (Note 1)
'6F08' Ciphering and integrity keys No
'6F09' Ciphering and integrity keys for packet switched No

domain
'6F2C' De-personalization Control Keys Caution
'6F31' Higher Priority PLMN search period Caution
'6F32' Co-operative network list Caution
'6F37' ACM maximum value Yes
'6F38' USIM service table Caution
'6F39' Accumulated call meter Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
Continued....
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File identification Description Change advised
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6F47' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4B' Extension 2 Yes
'6F4AC' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 5 Yes
'6F4F' Capability configuration parameters 2 Yes
'6F50' CBMIR Yes
'6F54' SetUp Menu Elements Yes
‘6F55’ Extension 4 Yes
'6F56' Enabled services table Caution
'6F57" Access point name control list Yes
'6F58' Comparison method information Yes
'6F5B' Initialisation value for Hyperframe number Caution
'6F5C' Maximum value of START Yes
'6F60' User controlled PLMN selector with Access Technology No
'6F61' Operator controlled PLMN selector with Access Caution

Technology
'6F62' HPLMN selector with Access Technology Caution
'6F73' Packet switched location information Caution
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6F80' Incoming call information Yes
'6F81' Outgoing call information Yes
'6F82' Incoming call timer Yes
'6F83' Outgoing call timer Yes
'6FAD' Administrative data Caution
'6FB1' \Voice Group Call Service Yes
'6FB2' Voice Group Call Service Status Yes
'6FB3' \Voice Broadcast Service Yes
'6FB4' Voice Broadcast Service Status Yes
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' Automatic Answer for eMLPP Service Yes
'6FB7" Emergency Call Codes Caution
'6FC3' Key for hidden phone book entries No
'6FC4' Network Parameters No
'6FC5' PLMN Network Name Yes
'6FC6' Operator Network List Yes
'6FCT' Mailbox Dialling Numbers Yes
'6FC8' Extension 6 Yes
'6FC9' Mailbox Identifier Caution
'6FCA' Message Waiting Indication Status Caution
'6FCB' Call Forwarding Indication Status Caution
'6FCC' Extension 7 Yes
'6FCD’ Service Provider Display Information Yes
‘6FCE’ MMS Notification Yes
‘6FCF’ Extension 8 Yes
‘6FDO’ MMS Issuer Connectivity Parameters Yes
‘6FD1’ MMS User Preferences Yes
‘6FD2’ MMS User Connectivity Parameters Yes
'6FD3' Network's indication of alerting (NIA) Caution
‘6FD4’ Voice Group Call Service Ciphering Algorithm Yes
NOTE1L: If EFyg is changed, the UICC should issue REFRESH as defined in TS 31.111 and update

EF_oc) accordingly.

CR page 7
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification Description Value
'2F00 Application directory Card issuer/operator dependant
'2F05' Preferred languages 'FF...FF'

'2F06' Access rule reference Card issuer/operator dependant

'2FE2' ICC identification operator dependant

'4F20' Image data '00FF...FF'

‘4F20° GSM Ciphering key Kc 'FF...FFO7"

'4EXX' Image instance data files 'FF...FF'

"4FXX' Unique identifier '0000

'4F22' Phone book synchronisation counter '‘00000000'

'4F23' Change counter ‘0000’

'4F24' Previous unigue identifier ‘0000

'4F30' Phone book reference file Operator dependant

'4F30' SoLSA Access Indicator '00FF...FF'

'4F31' SOLSA LSA List 'FF...FF'

'4FEXX' LSA Descriptor files 'FF...FF'

"4FXX' Capability configuration parameters 1 'FF...FF'

‘4F52' GPRS Ciphring key KcCGPRS 'FF...FFO7"

'4F63' CPBCCH Information 'FF..FF'

'4F64' Investigation PLMN scan ‘00’

'4FXX' E-mail addresses 'FF...FF'

"4FXX Additional number alpha string 'FF...FF'

'4EXX' Second name entry 'FF...FF'

"4EXX' Abbreviated dialling numbers 'FF...FF'

"4FXX' Grouping file '00...00'

"4FXX Grouping information alpha string 'FF...FF'

'4FEXX' Phone book control ‘0000

'"4EXX' Index administration phone book 'FF...FF'

'4FXX' Additional number 'FF...FF'

'4FXX' Extension 1 '00FF...FF'

'4F41' Pseudonym '00FF...FF'

'4F42' User Controlled PLMN selector for WLAN 'FF...FF'

'4F43' Operator Controlled PLMN selector for WLAN [Operator dependant

'4F44' User Controlled SSIB-WSID list '00FF...FF'

'4F45' Operator controlled WSSID list Operator dependant

'6F05' Language indication 'FF...FF'

'6F06' Access rule reference (under ADFysv and Card issuer/operator dependant
DFeLECOM)

'6F07"' IMSI Operator dependant

'6F08' Ciphering and integrity keys '07FF...FF'

'6F09' Ciphering and integrity keys for packet '07FF...FF'
switched domain

'6F2C' De-personalization control keys 'FF...FF'

'6F31' Higher Priority PLMN search period 'FF'

'6F32' Co-operative network list 'FF...FF'

'6F37"' ACM maximum value ‘000000’ (see note 1)

'6F38' USIM service table Operator dependant

'6F39' Accumulated call meter ‘000000

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3E' Group identifier level 1 Operator dependant

'6F3F' Group identifier level 2 Operator dependant

'6F40' MSISDN storage 'FF...FF'

'6F41' PUCT 'FFFFFF0000

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name Operator dependant

'6F47 Short message status reports '00FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F4B' Extension 2 '00FF...FF'

'6F4C' Extension 3 '00FF...FF'
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| Continued.... |
File Identification Description Value
'6F4D' Barred Dialling Numbers 'FF...FF'
'6F4E' Extension 5 '00FF...FF'
'6F4F' Capability configuration parameters 2 'FF...FF'
'6F50' CBMIR 'FF...FF'
'6F54"' SetUp Menu Elements Operator dependant
'6F55' Extension 4 '00FF...FF'
'6F56' Enabled services table Operator dependant
'6F57' Access point name control list '00FF...FF'
'6F58' Comparison method information 'FF...FF'
'6F5B" Initialisation value for Hyperframe number 'FO 00 00 FO 00 00'
'6F5C' Maximum value of START Operator dependant
'6F60' User controlled PLMN selector with Access 'FFFFFF0000..FFFFFFO000!
Technology
'6F61' Operator controlled PLMN selector with 'FFFFFF0000..FFFFFF0000'
Access Technology
'6F62' HPLMN selector with Access Technology 'FFFFFF0000..FFFFFF0000
'6F73' Packet switched location information 'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see
note 2)
'6F78' Access control class Operator dependant
'6F7B' Forbidden PLMNs 'FF...FF'
'6F7E Location information 'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)
'6F80' Incoming call information 'FF...FF 000000 00 O1FFFF'
'6F81' QOutgoing call information 'FF...FF 000000 O1FFFF'
'6F82' Incoming call timer ‘000000
'6F83' QOutgoing call timer ‘000000
'6FAD' Administrative data Operator dependant
'‘6FB1' Voice Group Call Service Operator dependant
'6FB2' Voice Group Call Service Status Operator dependant
'6FB3' Voice Broadcast Service Operator dependant
'‘6FB4' Voice Broadcast Service Status Operator dependant
'6FB5' EMLPP Operator dependant
'6FB6' AaeM ‘00"
'6FB7"' Emergency call codes Operator dependant
'6FC3' Key for hidden phone book entries 'FF...FF'
'6FC4’ Network Parameters 'FF...FF'
'6FC5' PLMN Network Name Operator dependant
'6FC6' Operator Network List Operator dependant
'6FCT' Mailbox Dialling Numbers Operator dependant
'6FC8' Extension 6 '00 FF...FF'
'6FC9' Mailbox Identifier Operator dependant
'6FCA' Message Waiting Indication Status ‘00 00 00 00 00'
'6FCB' Call Forwarding Indication Status 'xx 00 FF...FF'
'6FCC' Extension 7 '00 FF...FF'
'6FCD' Service Provider Display Information
‘6FCE’ MMS Notification '00 00 00 FF...FF
‘6FCF’ Extension 8 '00FF...FF'
‘6FDO’ MMS Issuer Connectivity Parameters ‘FF...FF’
‘6FDY’ MMS User Preferences ‘FF...FF’
‘6FD2’ MMS User Connectivity Parameters ‘FF...FF’
'6FD3' Network's Indication of Alerting (NIA) 'FF...FF'
‘6FD4’ Voice Group Call Service Ciphering Algorithm ['00...00’

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. thereis no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not update EFacy, if the units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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H.3 List of SFI Values at the DF WLAN Level

File Identification SFI Description
'"4F41' '01' Pseudonym
'4F42' '02' User controlled PLMN for WLAN
'4F43' '03' Operator controlled PLMN for WLAN
'4F44' '04' User controlled WSSID list
'4F45' '05' Operator controlled WSSID list

All other SFI values are reserved for future use.
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If aserviceisnot indicated as available in the USIM, the ME shall not

select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
SFI. '04'
File size: X bytes, X >=1 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9ton° 16 (@) 1 byte
3 Services n°17 to n° 24 @) 1 byte
4 Services n° 25 to n° 32 (@) 1 byte
etc.

X Services n° (8X-7) to n° (8X) (@) 1 byte

CR page 3
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-Services
Contents:

Service n°1:
Service n°2:
Service n°3:
Service n°4:
Service n°5:
Service n°6:
Service n°7:
Service n°8:
Service n°9:

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:
Service n°42:
Service n°43:
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49:
Service n°50:
Service n°51:

Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58
Service n°59
Service n°60
Service n°61
Service n°62
Service n°63
Service n°64
Service n°xx

Local Phone Book

Fixed Dialling Numbers (FDN)

Extension 2

Service Dialling Numbers (SDN)

Extension3

Barred Dialling Numbers (BDN)

Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICI and ICT)

Short Message Storage (SMS)

Short Message Status Reports (SMSR)

Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)

Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SoLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to "1

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys

Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MEXE

Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information

Multimedia Messaging Service (MMS)

Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters

Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFyscs and EFyecss)
VBS Group ldentifier List (EFves and EFygss)
Pseudonym

User Controlled PLMN selector for WLAN access
Operator Controlled PLMN selector for WLAN access
User controlled SSID list

Operator controlled SSID list

VGCS security

Data download via USSD and USSD application mode
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[...]

54 USAT related procedures
[...]

5.4.x Data Download via USSD and USSD application mode

Requirement: Service n°xx "alocated and activated'.

The procedures and commands for Data Download via USSD and USSD application mode are defined in TS 31.111
[12]
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8.x PPS procedure

If thevalueof TAlinthe ATRisnot '11' or '01', the PPS procedure shall be used.

When the terminal_does not support or cannot recognize the values indicated by the card in character TA1 of the ATR,
it shall initiate at least one PPS procedure indicating Fi and Di values specified in TS 31.101 [11] before issuing a PPS
with default values.
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