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2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsegquent revisions do not apply.
» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

a GSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release asthe present document.

[1] (void)

[2] (void)

[3] 3GPP TS 51.011: " Specification of the Subscriber |dentity Module - Mobile Equipment (SIM -
ME) interface".

[4] 3GPP TS 11.1451.014: "

Specification of the SIM application toolkit for the Subscriber Identity Module — Mobile
Equipment (SIM — ME) interface”.

[5] 3GPP TSGSM 11.17: "Subscriber Identity Module”" (SIM) conformance test specification”.

[6] (void)

[7] 3GPP TS GSM-43.019 Rel-5: " Subscriber 1dentity Module Application Programming Interface
(SIM API):-SHM-APR} for Java Card™; Stage 2".

[8] 3GPP TS 23.048 Rdl-45: " Security Mechanisms for the (U)SIM application toolkit; Stage 2"

[9] ISO/IEC 7816-3 (1997) " Identification cards - Integrated circuit(s) cards with contacts, Part 3:
Electronic signals and transmission protocols'.

[10] 3GPP TS 42.019: " Subscriber Identity Module Application Programming Interface (SIM APl);
Service description; Stage 1".

[17] SUN Java Card Specification "Java Card 2.1 APl Specification”.

[12] SUN Java Card Specification "Java Card 2.1 Runtime Environment Specification”.

[13] SUN Java Card Specification "Java Card 2.1 VM Architecture Specification"”.

SUN Java Card Specifications can be downloaded at http://java.sun.com/products/javacard

[14] ETSI TS 101 220 "Integrated Circuit Cards (ICC); ETSI numbering system for
telecommunication; Application providers (AID)".

[15] 3GPP TSGSM 11.10-1: "Digita cellular telecommunication system (Phase 2+); Mobile Station
(MS) conformance specification; Part 1: Conformance specification™.
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4 Test Environment

4.1 Applicability

The tests defined in this specification shall be performed taking into account the services supported by the card as
specified in the EFssr file.

The tests defined in this specification are applicable to cardsimplementing +S-03-19-{Aversien7#4-0TS43.019 [ 7]
unless otherwise stated.

The tests defined in this specification require that the card support the concatenation process with 2 concatenated SMS.
Therefore the envelope handler shall support 280 bytes of data.

4.2 Test environment description

The general architecture for the test environment is:

— Scope of the Test Slite.
Elements of the Test Suite
GSMI043.019 and -
Java Card™ 2.1 Conversion Applet loading
export files parameters. script
Tedt Teds
Todlkit TERMINA Aé)s'p{/la App|as Toaki
i N Applets
Apolet gl L — Converter
o L PN JAVACARD API SM API
|n§§‘|j;t?on Loader' ' Toolkit Framework '
parameter ' Toolkit Toolkit Applet Ingaller
Eﬁ:xf Registry Handler triggering
Test
Script
as
a /O APDU
anp | >
Sen JCRE
Output
test
result

Note: This diagram shows the test architecture required to test interoperability at both APl and bytcode level.
The latter is currently not included in the current specification. The diagram is for information.

4.6.2 Specific Test Applet Name for Framework
Specific applet test name (bits b4-b24):

| b4| b5 | b6 | b7 | b8 | b9 |b10|b11|b12|b13|b14|b15|b16|b17|b18|b19|b20|b21|b22|b23|b24|
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RFU (sett00)

Applet ingtance
Number

Applet Class Number
Test Areawithin the
chapter

Chapter

for Chapter (5 bits)
00001 Toolkit Ingtallation Parameters
00010 Minimum Handler Availability
00011 Handler Integrity
00100 Applet Triggering
00101 Proactive Command Sending
00110 Framework Security
00111 Envelope Response Posting
01000 File System Context
01001 Exception Handling
01010 Other partstransferred to framework from API

01011 Concatenation processing

other are RFU
Test Areawithin the chapter (6 bits): values are defined in Annex F
Applet Classnumber (5 bits): linked to Test Area, it shal start with 1 for classes and shall be O for package.

Applet Insgtance number (3 bits) defined in the test procedure it shall start with 01 for applet instance and shall be 00 for
package and class.

6 API Test Plan

6.2 Package sim.toolkit

6.2.2 Interface Toolkitinterface

6.2.2.1.1 Conformance Requirement:

The method with following prototype shall be compliant to its definition in the API.

public void processTool kit(byte event)
throws Tool ki t Exception

6.2.2.1.1.1 Normal execution

CRRN1: Thisinterface must be implemented by a Toolkit applet (which extends the javacard.framework.Appl et
class) so that it can be triggered by the Toolkit Handler according to the registration information.

3GPP
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CRRN2: The Toolkit applet will have to implement the processToolkit shared method so that the following events

can be notified:

Error! No text of specified style in document.

Event

Description

EVENT_PROFI LE_DOWNLOAD

Terminal Profile command reception

EVENT_FORMATTED_SMS_PP_ENV

Formatted envelope SMS-PP Data Download
reception

EVENT_FORMATTED_SMS_PP_UPD

Formatted Update Record EF SMS

EVENT_FORMATTED_SMS_CB

Formatted envelope Cell Broadcast Data
Download command reception

EVENT_UNFORMATTED_SMBS_PP_ENV

Unformatted Envelope SMS-PP Data Download
reception

EVENT_UNFORVATTED_SMS_PP_UPD

Unformatted Update Record EF SMS

EVENT_UNFORMATTED_SMS_CB

Unformatted Cell Broadcast Data Download
command reception

EVENT_NENU_SELECTI ON

Envelope Menu Selection command reception

EVENT_MENU_SELECTI ON_HELP_REQUEST

Envelope Menu Selection Help Request
command reception

EVENT_CALL_CONTROL_BY_SI M

Envelope Call Control by SIM command
reception

EVENT_NMO_SHORT_MESSAGE_CONTROL_BY_SI M

Envelope MO Short Message Control by SIM
command reception

EVENT_TI MER_EXPI RATI ON

Envelope Timer Expiration

EVENT_EVENT_DOWNLOAD_MT_CALL

Envelope Event Download - MT call

EVENT_EVENT_DOWNLOAD_CALL_CONNECTED

Envelope Event Download - Call connected

EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED

Event Download - Call disconnected

EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS

Envelope Event Download - Location status

EVENT_EVENT_DOWNLOAD_USER_ACTI VI TY

Envelope Event Download - User activity

EVENT_EVENT_DOWNLOAD_| DLE_SCREEN_AVAI LABLE

Envelope Event Download - Idle screen available

EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS

Envelope Event Download - Card Reader Status

EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTI ON

Envelope Event Download — Language Selection

EVENT_EVENT_DOWNLOAD_BROWSER_TERM NATI ON

Envelope Event Download — Browser
Termination

EVENT_EVENT_DOWNLOAD DATA AVAI LABLE

Envelope Event Download - Data Available

EVENT_EVENT_DOWNLOAD CHANNEL_STATUS

Envelope Event Download - Channel Status

EVENT_FI RST_COVMAND AFTER SELECT

First command performed after select GSM
application or ATR

EVENT_STATUS_COMVAND

Status APDU command event

EVENT_UNRECOGNI ZED_ENVEL OPE

Unrecognized Envelope command reception

6.2.4 Class EnvelopeHandler

6.2.4.3

Test Area Reference: API_2 ENH_GSDL

Method getSecuredDatalength

6.2.4.3.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short get SecuredDataLength()

t hrows Tool ki t Excepti on

6.2.4.3.1.1 Normal execution

CRRN1: The method shall return the length of the seedred-dataSecured Data from the Command Packet in the SMS
TPDU (smple or concatenated ) or Cell Broadcast Page Simple TLV contained in a-SMSTFPBU-FL\-the

Envelope handler
CRRN2: Thelength isfrom the first SMS TPDU TLV or Cell Broadcast Page Smple TLV.

CRRN3: Thelength should not include padding bytes.

3GPP
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CRRN4: The method can be used if the event isEVENT_FORMATTED_SMS PP _ENV andif the SMSTP-UD is
formatted according to GSMO3:48.TS 23.048 [8].

CRRNS5: The method can be used if the event isEVENT_FORMATTED_SMS PP _UPD and if the SMSTP-UD is
formatted according to -GSM8348.FS 23.048 [8].

CRRNG6: The method can be used if the event isEVENT_FORMATTED_SMS CB and if the Cell Broadcast Page
isformatted accordingto TS 23.048 [8].

CRRNY: If the method is successful and if the event iSEVENT_FORMATTED_SMS PP_ENV, the sdlected TLV
should be the SMSTPDU TLV.

CRRNS: If the method is successful and if the event isEVENT FORMATTED SMS PP UPD, the selected TLV
should bethe SMSTPDU TLV.

CRRNO: If the method is successful and if the event iSEVENT_FORMATTED_SMS CB, the selected TLV should
be the Cell Broadcast Page TLV.

Parameters-error
Ne-reguiements

6.2.4.3.1.2 Context errors

CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable SMS
TPDU TLV eement.dlement or Cell Broadcast Page Simple TLV

CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of missiag-Secured-
Bata:wrong data format.

6.2.4.3.2 Test suite files
Specific triggering:

- FORMATTED SMSCB

- UNFORMATTED SMS CB

- FORMATTED SMS PP UPD

- UNFORMATED SMS PP ENV

| - —For Formatted triggering if COJRC/DS is used, the security paranmeters are the one used for
downl oadi ng applications.

Test Script: API_2 ENH_GSDL_1.scr
Test Applet: API_2 ENH_GSDL_1.java
Load Script: API_2 ENH_GSDL_1.Idr
Cleanup Script: A2 ENE-CELD el
ParameterFle—— AP 2 ENH-GSED 1 parAPl_ 2 ENH GSDL_1.clr
Parameter File: API_2 ENH GSDL_1.par
6.2.4.3.3 Test procedure
Id Description API Expectation APDU Expectation

FORMATTED SMS PP ENV Triggering

3GPP
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1 |Test-with-FORMATTED-SMS—PP—ENV-and-TP-  |Returns-0x2A
OSAdength-of 2

1 |Test with FORMATTED SMS PP _ENV and TP- |Returns Ox002A
OA length of 2

2 |Festwith-FR-0Adlength-e-6 Returas-02A

2 |Test with TP-OA length of 6 Returns 0x002A

3 i Returas-02A

3 |Test with TP-OA length of 12 Returns 0x002A

4 | Festwith-RC/ICC/DSlength-6f0 Returas-0x10

4 |Test with RC/CC/DS length of 0 Returns 0x0010

5 |TFestwith-RC/CC/DElength-o-8 Returps-0:40

5 |Test with RC/CC/DS length of 8 Returns 0x0010

6 |Festwith-PEPTFR=0 Returps- 040

6 |Test with PCNTR =0 Returns 0x0010

7 |Festwith-PEPTFR=7 Returns-0:05

7 |Test with PCNTR =7 Returns 0x0005

8 i = Returns-0:00

8 |Test with Secured Data Length = 00 Returns 0x0000

9 i = Returns 033

9 |Test with Secured Data Length = 0x33 Returns 0x0033

10 |TFestwith-UserDatalengh—0:-6C Returps-8::6C

10 |Test with Secured Data Length = Ox6C (UDL = Returns 0x006C
Ox7F)

1 |Festwith-UserBatalengih-—0:-60 Returps-8:6D

11 |Test with Secured Data Length = Ox6D (UDL = Returns 0x006D
0x80)

OxF9

Send a SMS PP with 2 TPDU TLV and inside two
different secured data lengths: 5 and 10

12 |Test with Secured Data Length = maximum length |Returns 0x0079
for one envelope : 0x79 (UDL = 0x8C)

4 |Same-testast-butwith- Returns-0x2A
FORMATTFED-—SMS-PP-UPD

13 |Verify it is the first TPDU TLV: Returns 0x0005

Test with secured data length = Ox7F (2
concatenated envelopes are needed)

Returns 0x007F

Test with secured data length = 0x80 (2
concatenated envelopes are needed)

Returns 0x0080

Test with secured data length = maximum length

Returns 0xO0OFA

for 2 concatenated envelopes : 0xFA

Test with FORMATTED SMS PP _ENV

Verify after call of the method the current TLV is
the TPDU TLV:

findTLV device identities, getSecuredDatal ength
and then getValueByte to verify that the current
TLV is the TPDU TLV

getValueByte returns 0x0040

FORMATTED SMS PP UPD Triggering

FORMATTED _SMS PP _UPD

15 |Same-testas2 butwith- Returns-0x2A
FORMATTED-—SMS-PPUPD

18 |Same test as 1 but with Returns 0x002A
FORMATTED SMS PP UPD

16 |Same-testas-3-butwith- Returns-0x2A
FORMATTFED-—SMS-PP-UPD

19 |Same test as 2 but with Returns 0x002A
FORMATTED SMS PP_UPD

17 |Same-testas4-butwith- Returns-0x10
FORMATTFED-—SMS-PP-UPD

20 |Same test as 3 but with Returns 0x002A
FORMATTED SMS PP UPD

18 |Same-test-as5-butwith- Returns-0x10
FORMATTED-—SMS-PPUPD

21 |Same test as 4 but with Returns 0x0010

3GPP
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19 |Same-testas-B-bubwith- Returns-0>4-0
FORMATTFED-—SMS-PP-UPD

22 |Same test as 5 but with Returns 0x0010
FORMATTED SMS PP _UPD

20 |Same-testas7-bubwith- Returns-0x05
FORMATTFED-—SMS-PP-UPD

23 |Same test as 6 but with Returns 0x0010
FORMATTED SMS PP _UPD

21 |Same-testas-3-butwith- Returns-0x00
FORMATTFED-—SMS-PP-UPD

24 |Same test as 7 but with Returns 0x0005
FORMATTED SMS PP _UPD

22 |Same-testas9-butwith- Returns-0x33
FORMATTED-—SMS-PP_UPD

25 |Same test as 8 but with Returns 0x0000
FORMATTED SMS PP _UPD

23 |Same-testasto0-butwith- Returns-0x-6C
FORMATTFED-—SMS-PP-UPD

26 |Same test as 9 but with Returns 0x0033
FORMATTED _SMS PP _UPD

24 |Same-testast-butwith- Returns-0x-6D
FORMATTFED-—SMS-PP-UPD

27 |Same test as 10 but with Returns 0x006C
FORMATTED SMS PP _UPD

25 |Same-testasd2-butwith- Returns-0379
FORMATTED-—SMS-PPUPD

28 |Same test as 11 but with Returns 0x006D
FORMATTED SMS PP _UPD

26 |Same-testasd3-butwith- Returns-0x05
FORMATTFED-—SMS-PP-UPD

29 |Same test as 12 but with Returns 0x0079
FORMATTED _SMS PP _UPD

27 |Sametestasd-bubwith-TORMATFED-—SME—CE  |Returmns640

30 |Same test as 13 but with Returns 0x0005

FORMATTED _SMS PP _UPD

|OJ
=

Test with secured data length = Ox7F (2
concatenated envelopes are needed)

Returns 0x007F

|OJ
N

Test with secured data length = 0x80 (2
concatenated envelopes are needed)

Returns 0x0080

|OJ
w

Test with secured data length = maximum length

Returns 0xO0FA

for 2 concatenated envelopes : 0xFA

w
S

34 |Test with FORMATTED SMS PP_UPD

Verify after call of the method the current TLV is
the TPDU TLV:

findTLV device identities, getSecuredDatal ength
and then getValueByte to verify that the current
TLV is the TPDU TLV

getValueByte returns 0x0040

FORMATTED SMS CB Triggering
Same-test-as5-butwith FORMATTED-SMS-CB

Retns-Ox0

Same test as 4 but with FORMATTED _SMS_CB

Returns 0x0010

Same-test-as-6-butwith FORMATTED-SMS-CB

Retuins-Ox0

Same test as 5 but with FORMATTED _SMS_CB

Returns 0x0010

Same-test-as 7 butwith FORMATTED-SMS-CB

Retiins-0x05

Same test as 6 but with FORMATTED SMS_CB

Returns 0x0010

Same-test-as-8-butwith FORMATTED-SMS-CB

Retins-0x00

Returns 0x0005

Same test as 7 but with FORMATTED SMS_CB
Same test as 9 but with FORMATTED_SMS_CB

Retns-0x33

Returns 0x0000

BI8| B8 L] BI8| 8RB

Same test as 8 but with FORMATTED SMS CB
and-FORMATTED-SMS-CB

Retins-Ox¢42

Same test as 9 but with FORMATTED SMS_CB

Returns 0x0033

NS

ool R e S e IR SRR

geb/lalueBytereturns6:40

3GPP
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2E

geblalueBytereturmns6:68

41 |Same test as 12 but with maximum secured data

Returns 0x0042

length: 0x42, and FORMATTED SMS _CB

Sendan-cpvelepe-SME-CE-

- -
UNAVAHABLEEELEMENT

getSeeuredbatalength
42 |Test with FORMATTED SMS CB

Verify after call of the method the current TLV is
the Cell Broadcast Page TLV:

findTLV device identities, getSecuredDatal ength
and then getValueByte to verify that the current
TLV is the Cell Broadcast Page TLV

getValueByte re_turns 0x00

Error tests

43 |Send an envelope SMS CB, ToolkitException
getSecuredDatal ength UNAVAILABLE ELEMENT

2L |Sondonomtlese Srie P anierndied ecldi=ennten
UNAVALABLE-ELEMENT

44 |Send an envelope SMS PP unformatted ToolkitException

UNAVAILABLE _ELEMENT

6.2.4.4

Test Coverage

CRR number Test case number
11,1213
N2 13
N3 6+
N7 34
N8 35
c1 36
c2 37
N1 1to042
N2 13,30
N3 6,7, 23, 24,37, 38
N4 1to17
N5 18 to 34
N6 3510 42
N7 17
N8 34
N9 42
Cl 43
C2 a4

Method getSecuredDataOffset

Test Area Reference: API_2 ENH_GSDO

6.2.4.4.1

Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

3GPP
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public short getSecuredDataOf fset()
throws Tool ki t Exception

6.2.4.4.1.1 Normal execution
CRRN1: The method shall return the offset of the secured datafirst byte containedinaSMSTPDU TLV.
CRRN2: The offset is from the firss SMSTPDU TLV.

CRRN3: The method can be used if the event isEVENT_FORMATTED_SMS PP_ENV and if the SMSTP-UD is
formatted according to GSMO3:48.TS 23.048 [8].

CRRN4: The method can be used if the event isEVENT_FORMATTED_SMS _PP_UPD and if the SMSTP-UD is
formatted according to GSMO3:48.TS 23.048 [8].

CRRNS5: The method can be used if the event isEVENT_FORMATTED_SMS CB and if the Cell Broadcast Page
isformatted accordingto TS 23.048 [8].

CRRNG: If the method is successful and if the event iSEVENT_FORMATTED_SMS PP_ENV, the sdlected TLV
should bethe SMSTPDU TLV.

CRRN7: If the method is successful and if the event isEVENT FORMATTED SMS PP UPD, the selected TLV
should bethe SMSTPDU TLV.

CRRNS8: If the method is successful and if the event iSEVENT_FORMATTED_SMS CB, the selected TLV should
be the Cell Broadcast Page TLV.

Parameters-error

No-reguirementsCRNNO: If the Secured Data length is zero the value returned shall be the offset of thefirst byte
following the TS 23.048 [8] Command Packet structure.

6.2.4.4.1.2 Context errors

CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable SMS
TPDU TLV dement.

CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of missiag-Secured-
Bata:wrong data format

6.2.4.4.2 Test suite files
Specific triggering:

- FORMATTED SMSCB

- UNFORMATTED SMS CB

- FORMATTED SMS PP UPD

- UNFORMATED SMS PP ENV

For Fornmatted triggering if CCRC/DS is used, the security paraneters are the one used for
downl oadi ng applications.

Test Script: API_2 ENH_GSDO_1l.scr
Test Applet: API_2 ENH_GSDO _1.java
Load Script: API_2 ENH_GSDO_1.ldr
Cleanup Script: API_2 ENH_GSDO_1.dr
Parameter File: API_2 ENH_GSDO_1.par

3GPP
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6.2.4.4.3 Test Procedure
Id Description API Expectation APDU Expectation
FORMATTED SMS PP ENV triggering
1 |TFestwith-FR-0Adength-e-2 Returps- 0t
1 |Test with TP-OA length of 2 and RC/CC/DS length |Returns 0x21

is0

Retiins-0x23

N[

Festwith-F-CAlength-e-6
Test with TP-OA length of 6 and RC/CC/DS length

Returns 0x23

is0

Test with TP-OAlengthof 12

Retins-0x26

lw|do

Test with TP-OA length of 12 and RC/CC/DS

Returns 0x26

length is 0

Returns-Ox24

[EY

TFestwith-Re/CCibE-length-a-0
Test with RC/CC/DS length of 0 and TP-OA length

Returns 0x21

is2

cobeadnoloc/e lepo ol o

Retins-0x29

o an

Test with RC/CC/DS length of 8 and TP-OA length

Returns 0x29

is 2

6 |Send a SMS PP with 2 TPDU TLV and inside two |Returns 0x24 (‘the first offset )
different secured data offsets

7 |Same-testas-d-butwith- Returns-0x21
FORMATTED-—SMS-PPUPD

7 |Same test as 1 but without any secured data Returns 0x21

8 |Same-testas2butwith- Returns-0x23
FORMATTED-SMS— PP UPD

[e¢]

Test with FORMATTED SMS PP ENV

Verify after call of the method the current TLV is
the TPDU TLV:

findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current

TLV is the TPDU TLV

Returns 0x40

FORMATTED _SMS PP _UPD

9 |Same-test-as-3-butwith- Returns-0x26
FORMATTED-—SMS-PP_UPD

9 |Same test as 1, but with a concatenated SMS (2 |Returns 0x21
Short Messages and maximum Secured Data
Length = OxO0FA)

FORMATTED SMS PP UPR triggering

10 |Same-test-as4-butwith- Returns-0x21
FORMATTED-—SMS-PPUPD

10 |Same test as 1 but with Returns 0x21
FORMATTED SMS PP UPD

11 |Same-testas5-butwith- Returns-0x29
FORMATTFED-—SMS-PP-UPD

11 |Same test as 2 but with Returns 0x23
FORMATTED SMS PP UPD

12 |Same-testas-6-butwith- Returps-024-(thefirstolisety
FORMATTFED-—SMS-PP-UPD

12 |Same test as 3 but with Returns 0x26

Same test as 4 but with
FORMATTED SMS PP UPD

Returns 0x21

Same test as 5 but with
FORMATTED SMS PP UPD

Returns 0x29

Same test as 6 but with

Returns 0x24 ( the first offset )

FORMATTED _SMS PP _UPD
B e

Retins-0x40

Same test as 7 but with
FORMATTED SMS PP UPD

Returns 0x21

17 |Test with FORMATTED SMS PP UPD

Verify after call of the method the current TLV is

Returns 0x40

3GPP
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the TPDU TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current

TLV is the TPDU TLV
Same-test-as4-butwith FORMATTED-SMS-CB

Retuins-0x6

=3iS

Same test as 10, but with a concatenated SMS (2

Returns 0x21

Short Messages and maximum Secured Data
Length = OXO0FA)

FORMATTED SMS CB triggering

Same test as 4 but with FORMATTED SMS CB

Returns 0x16

Same-test-as5-butwith FORMATTED-SMS-CB

Returns-OxtE

Returns Ox1E

& I8| 6

Same test as 5 but with FORMATTED _SMS_CB
Test with FORMATTED_SMS_CB-

Retins-0x53

Same test as 7 but with FORMATTED SMS CB

Returns 0x16

Sopdon R i =D S O epeelono

TFeellkdtEreepten-
HNAVALABLE-ELEMENT

getSecuredbataOfiset

Test with FORMATTED SMS CB

Verify after call of the method the current TLV is
the Cell Broadcast Page TLV:

findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current

TLV is the Cell Broadcast Page TLV

Returns 0x00 -

UNFORMATTED Triggering

23 |Send an UNFORMATTED SMS CB envelope, ToolkitException
getSecuredDataOffset UNAVAILABLE ELEMENT

LS | Sopconte o R A ED S e B cnuelone ecldi=ennien

UNAVAHABLEE-ELEMENT

24 |Send an UNFORMATTED SMS PP envelope, ToolkitException
getSecuredDataOffset UNAVAILABLE ELEMENT

19 |Sendanrl ORMATFER-SME-Penvelopewith-Re- |Returns-621
seetired-data—getsS cetred DataOtiset

6.2.4.4.4 Test Coverage

CRR number Test case number
N2 612
NS 1415
N6 13
N7 16
c1 17
c2 18
N1 1to 22.
N2 6, 15.
N3 1t009.
N4 10 to 18.
N5 19,20, 21,22
N6 8
N7 17
N8 22
N9 7,16, 21.
[ox} 23
C2 24

3GPP
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6.2.4.5 Method getTheHandler

Test Area Reference: API_2 ENH_GTHD

6.2.4.5.1 Conformance Requirements

The method with following header shall be compliant to its definition in the API.

public static Envel opeHandl er get TheHandl er ()
throws Tool ki t Exception

6.2.45.1.1 Normal execution
CRRN1: The method shall return the single system instance of the EnvelopeHandler class.

CRRN2: The EnvelopeHandler isa Temporary JCRE Entry Point Object (-see Javacard 2.1 Runtime Environment
(JCRE) Specification [12])

Horomstore o
Ne-reguiements
6.2.45.1.2 Context errors
CRRC1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

6.2.4.5.2 Test suite files
Test Script: API_2 ENH_GTHD_1.scr
Test Applet: APlI_2 ENH _GTHD 1.java
Load Script: APlI_2 ENH GTHD 1.ldr
Cleanup Script: API_2 ENH_GTHD_1.cIr
Parameter File: API_2 ENH _GTHD_1.par
6.2.4.5.3 Test Procedure
Id Description API Expectation APDU Expectation
1 getTheHandler twice The returned objects shall be the
same
2 MerbthatgetFheHandleretiras-an- Fhereferensereturned-shall-be-an-
EnvelepeHandler EnvelepeHandler{cheskeast
CetFheandler
2 Verify that getTheHandler returns an The reference returned shall be an
EnvelopeHandler EnvelopeHandler (check cast)
GetTheHandler
3 Verify the returned value is not null The reference returned shall not be
GetTheHandler null.

3GPP
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6.2.4.5.4 Test Coverage

Error! No text of specified style in document.

CRR number

Test case number

N1

1,23

N2

To be checked in
Framework tests and
insert here cross
reference

C1

To be checked in
Framework tests and
insert here cross
reference

6.2.4.6 Method getTPUDLOffset

Test Area Reference: API_2 ENH_GTPO

6.2.4.6.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short get TPUDLOf f set ()
throws Tool ki t Exception

6.2.4.6.1.1 Normal execution

CRRN1: The method shall return the TPUDL offset inaSMS TPDU TLV.

CRRN2: Theoffset isfrom the firss SMSTPDU TLV.

CRRN3: The method can be used if the event is EVENT_FORMATTED_SMS_PP_ENV.

CRRN4: The method can be used if the event isEVENT_FORMATTED_SMS_PP_UPD.

CRRN5: The method can be used if the event is EVENT_UNFORMATTED_SMS PP_ENV.

CRRNG6: The method can be used if the event isEVENT_UNFORMATTED_SMS_PP_UPD.

CRRN7: If the method is successful, the selected TLV should be the SMS TPDU TLV.

Parameters-error
Ne-reguiements

6.2.4.6.1.2 Context errors

CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable SMS

TPDU TLV eement.

CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) if the TPUDL field does not

exist.

6.2.4.6.2 Test suite files
Specific triggering:

—FORMAEB-SMs—PP-URB
——UNFORMATTED—SMs—PRUPD

- FORMATTED SMS PP UPD

3GPP
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UNFORMATTED SMS PP UPD

Test Script:
Test Applet:
Load Script:
Cleanup Script:

Parameter file:

6.2.4.6.3

UNFORMATTED SMS PP ENV

UNFORMATTED SMSCB

APl_2 ENH_GTPO_1l.scr
APl_2 ENH_GTPO_1ljava
APl_2 ENH_GTPO_1.Idr
APl_2 ENH_GTPO_1.dr
APl_2 ENH_GTPO_1.par

Test procedure

14
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Id

Description

API Expectation

APDU Expectation

FORMATTED SMS PP ENV triggering

Test with TP-OA length of 2

Returns 0x0D

Test with TP-OA length of 6

Returns OxOF

Test with TP-OA length of 12

Returns 0x12

BIWIN|F

g SIS —
different UDL offsets

Returns-0d-0-(thefirstotisat-)

I~

Send a SMS PP with 2 TPDU TLV and inside two

Returns 0x10 (the first offset)

different UDL offsets
Same-test-as-1-butwith-
FORMATTED-SMSPP_UPD

Retns-0x0b

lon

Same test as I but with a concatenated SMS (2

Returns 0x0D

Short Messages and maximum Secured Data
Length = OxO0FA)

Same-test-as2 butwith-
FORMATTED-SMS—PRP_UPD

Retuns-Ox0F

[e]

Verify after caﬁof thg me_thod the current TLV is the

Returns 0x40

TPDU TLV:

findTLV device identities, getTPUDLOffset and then

getValueByte to verify that the current TLV is the
TPDU TLV

FORMATTED SMS PP UPD triggering

Same-test-as-3-butwith-
FORMATTED-SMSPP_UPD

Retins-Oxd2

I~

Same test as Ibut with

Returns 0x0D

FORMATTED SMS PP UPD
Same-test-as4-butwith-
FORMATTED-SMS—PRP_UPD

Returns-0d-0-(thefirstotisat-)

[e¢]

Same test as Ebut vﬁth -
FORMATTED SMS PP UPD

Returns OxOF

[<e]

Same test as 3 but with
FORMATTED SMS PP UPD

Returns 0x12

©

Same-test-as-1-butwith-

Returns-oxob

5

Retns-Ox0F

10 |Sametestas 4 but with

FORMATTED _SMS PP _UPD

Returns 0x10 (the first offset)

in

Same-test-as-3-butwith-
UNFORMATTED - SMS PP_UPRD

Retins-Oxd2

|I—‘
=

Same test as 7, but with a concatenated SMS (2

Returns 0x0D

Short Messages and maximum Secured Data
Length = OxO0FA)

UNFORMATTED SMS PP UPD triggering

Same-test-as4-butwith-
UNFORMATTED SMS PP_UPRD

Returps-0d2-(thefirstotisat-)

12 |Sametestas 1 but with

UNFORMATTED SMS PP_UPD

Returns 0x0D
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13 |Same-testas-d-butwith- Returns-0x0D
UNFORMATTFED-—SMS—PP—ENV

13 |Same test as 2 but with Returns Ox0F
UNFORMATTED SMS PP UPD

14 |Same-testas2-butwith- Returns Ox0F
UNFORMATTFED-—SMS—PP—ENV

14 |Same test as 3 but with Returns 0x12
UNFORMATTED SMS PP UPD

15 |Same-test-as-3-butwith- Returns-0x12
UNFORMATTFED-—SMS—PP—ENV

15 |Same test as 4 but with Returns 0x12 (the first offset)
UNFORMATTED SMS PP UPD

16 |Sametestasd-butwith- Returns-0d-0-(thefirstotisat-)

UNFORMATTED - SMS PR_ENV
16 |Same test as 12, but with a concatenated SMS (2 [Returns 0x0D
Short Messages and maximum User Data Length =
0x010C)
UNFORMATTED SMS PP ENV triggering

17 |Same test as 1 but with Returns 0x0D
UNFORMATTED SMS PP _ENV
18 |Same test as 2 but with Returns OxOF
UNFORMATTED SMS PP ENV
19 |Same test as 3 but with Returns 0x12
UNFORMATTED SMS PP ENV

17 |Merbafterealleithe-methed-the-surrertFs-the | Rettrns-0:40

TFRDLETFR
HNAVANABLE-ELEMENT
20 |Same test as 4 but with Returns 0x10 (the first offset)

UNFORMATTED SMS PP_ENV
21 |Same test as 17, but with a concatenated SMS (2  |Returns 0x0D
Short Messages and maximum User Data Length =
0x010C)

SMS CB triggering
22 |Send an envelope SMS CB, getTPUDLOffset ToolkitException
UNAVAILABLE _ELEMENT

6.2.4.6.4 Test Coverage

CRR number Test case number
N2 4
N1 1to21.
N2 4,10, 15, 20.
N3 1,2,3,4,5.6
N4 7,8,9,10,11,
N5 12,13,14,15,16
N7 17
[ 18
N6 17,18,19, 20,21
N7 6
Cl 22
c2 Don't-no-howto-test
Cc2 Not applicable
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6.2.4.7 Method getLength

Test Area Reference: API_2 ENH_GLEN

6.2.4.7.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
t hrows Tool ki t Excepti on

6.2.4.7.1.1 Normal execution

CRRN1: returnsthe length in bytes of the TLV list.
Horomster =

Ne-reguiements
6.2.4.7.1.2 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.4.7.2 Test Suite files

Specific triggering: None

Test Script: APl_2 ENH _GLEN_1.scr

Test Applet: APlI_2 ENH _GLEN_ 1.java

Load Script: APlI_2 ENH GLEN 1.ldr

Cleanup Script: API_2 ENH GLEN 1.cr

Parameter File: APl_2 ENH_GLEN_1.par

6.2.4.7.3 Test Procedure

Id Description API Expectation APDU Expectation
| 1 | Send an envelope SMS PP with BER length of - | Result of getLength() is 0x0031
| 2 g)éi%:l an envelope SMS PP with BER length of - | Result of getLength() is 0Ox007Fh
| 3 g);'(::l an envelope SMS PP with BER length of - | Result of getLength() is 0x0080h

" 81 80 _ _

e
4 | Send an envelope SMS PP with BER length of 81 | Result of getLength() is OXOOFCh

EC (maximum length for a single SMS)

5 | Send formatted SMS with BER length of OXO0FF, | Result of getLength() is OXO0FFh
using 2 concatenated SMS

6 | Send formatted SMS with BER length of 0x0100, | Result of getLength() is 0x0100h
using 2 concatenated SMS

7 | Send formatted SMS with maximum user data Result of getLength() is 0x012Fh

length (0x10D) (BER length:0x012F), using 2
concatenated SMS
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6.2.4.7.4 Test Coverage
CRR number Test case number
N1 1,2,3,4,5,6, 7
C1 Does not apply for

EnvelopeHandler

6.2.4.8 Method copy

Test Area Reference: API_2 ENH_COPY_BSS

6.2.4.8.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.lang. Nul | Poi nter Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.4.8.1.1 Normal execution
CRRN1: copiesthesmple TLV list contained in the handler to the destination byte array.
CRRNZ2: returns dstOffset + dstLength.

6.2.4.8.1.2 Parameter errors
CRRP1: if dstBuffer isnull a Null PointerException is thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength isnegative, an
ArraylndexOutOf BoundsException is thrown.

CRRP3: if dstLength is greater than the length of the simple TLV List, an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

6.2.4.8.1.3 Context errors

CRRCL. if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.8.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_COPY_BSS 1.sor
Test Applet: APl_2_ENH_COPY_BSS 1java

Load Script: APl_2_ENH_COPY_BSS 1.dr

Cleanup Script: APL2 ENH—COPY—BSS—Lélr

Parameter File—— APL2 ENH-COPY—BSS—1paAPl_2 ENH_COPY_BSS 1.dr
Parameter File APl 2 ENH COPY_BSS l.par
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6.2.4.8.3 Test Procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to dstBuffer NullPointerException is thrown
2 dstOffset = dstBuffer.length ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOffset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOffset = -1
dstlLength = 1
4 dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOrfset = 0
dstlLength = 6
5 DstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
DstBuffer.length = 5 thrown
DstOf fset = 3
Dst Length = 3
6 dstLength <0 ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOfset = 0
dstlLength = -1
7 DstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_BO
DstBuffer.length = 48 UNDARIES is thrown
DstOffset = 0
Dst Length = 48
8 | Successful call, dstBuffer is the whole buffer | Result of copy() is 0X0047
Dst Buffer.length = 47
DstOffset = 0
Dst Length = 47
9 Compare the buffer Result of arrayCompare() is 0
10 | Successful call, dstBuffer is part of a buffer | Result of copy() is 0X0032
Dst Buf fer.length = 50
dstOrfset = 3
dstLength = 47
11 Compare the whole buffer Result of arrayCompare() is 0
12 | Successful call, dstBuffer is part of a buffer | Result of copy() is 0X0009
dstBuffer.length = 15
dstOFfset = 3
dstLength = 6
13 Compare the whole buffer Result of arrayCompare() is 0
14 | Successful call, dstBuffer is part of a buffer Result of copy() is 0X0104
dstBuffer.length = 260
dst O fset = 257
dstlLength = 3
15 Compare the whole buffer Result of arrayCompare() is 0
16 Successful call, copy with length =0 Result of copy() is 0x104
dstBuffer.length = 260
dst O fset = 260
dstLength = 0
Send a Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes
17 Successful call, copy with length =299 Result of copy() is 0x12B
dstBuffer.length = 299
dstOffset = 0
dstLength = 299
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6.2.4.8.4 Test Coverage
CRR number Test case number

N1 9,11,13,15

N2 8,10, 12, 14 16, 17

P1 1

P2 2,3,45,6

P3 7

C1 Does not apply for

EnvelopeHandler

6.2.4.9 Method findTLV

Test Area Reference: API_2 ENH_FINDBB

6.2.4.9.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)

t hrows Tool ki t Excepti on

6.2.4.9.1.1 Normal execution

Looks for theindicated occurrence of a TLV e ement from the beginning of the TLV list (handler buffer):

CRRN1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

CRRN2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag is

Set.

CRRNS: if the method is successful then it returns TLV_FOUND_CR _NOT_SET when Comprehension Required

flag isnot set.

CRRN4: if therequired occurrence of the TLV eement does not exigt, the current TLV isno longer defined and -

TLV_NOT_FOUND isreturned.

CRRNS5: The search method is comprehension required flag independent.

6.2.4.9.1.2 Parameter errors

CRRPL: if an input parameter isnot valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown. The
reason code shall be ToolkitException BAD_INPUT_PARAMETER.

6.2.4.9.1.3 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.9.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_ENH-FINDBB_1.scr

Test Applet: API2ENH-ENH-FINDBB Ljava
Load-Seript———AP-2 ENH-ENH-FINDBB-1ldrAPI_2 ENH FINDBB_1.java
Load Script: APl_2 ENH FINDBB 1.ldr

Cleanup Script: API_2_ENH_FINDBB_1.cr
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Parameter File: API_2 ENH_FINDBB_1.par
6.2.4.9.3 Test Procedure
Id Description API Expectation APDU Expectation
Trig the applet with SMS PP including one more
tag 02 and one TAG 04
1 Invalid input parameter ToolkitException.BAD_INPUT_P
Gccurrence = 0 ARAMETER is thrown
2 Search 1st TLV Result is TLV_FOUND_CR_SET
Tag = 02h
Qccurrence = 1
3 Call the getValueLength() method Result is 0x02
4 Search 2nd TLV Result is TLV_FOUND_CR_SET
Tag = 06h
Qccurrence = 1
5 Call the getValueLength() method Result is 0x05h
6 Select a TLV (tag 02h)
Search a wrong tag Result is TLV_NOT_FOUND
Tag = 03h
Qccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown.
8 Search atag with wrong occurrence Result is TLV_NOT_FOUND
Tag = 02h
Qccurrence = 3
9 Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown.
10 Search the TLV Result is
Tag = 02h TLV_FOUND_CR_NOT_SET
Qccurrence = 2
11 Search the TLV Result is
Tag = 04h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
12 Searchtag-81th Resultis TRV TOUND-CR-SET
Tag——_86h
St e
’ 12 Search tag 86h Resultis TLV_FOUND CR_SET
Tag = 86h
Qccurrence = 1
13 Search tag 84h Result is
Tag = 84h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
6.2.4.9.4 Test Coverage
CRR number Test case number
N1 3,5
N2 2,4
N3 10, 11
N4 6,789
N5 12, 13
P1 1
C1 Does not apply for
EnvelopeHandler

6.2.4.10 Method getValueLength

Test Area Reference: API_2 ENH_GVLE:

6.2.4.10.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.
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public short getVal ueLength()
throws Tool ki t Exception

6.2.4.10.1.1 Normal execution

CRRN1: gets and returns the binary length of the value field for the last TLV eement which has been found in the
handler.

Ne-reguirements:
6.2.4.10.1.2 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV dement an instance of ToolkitException shall be thrown. The reason code shall
be ToalkitException UNAVAILABLE _ELEMENT.

6.2.4.10.2 Test Suite files

Specific triggering: None
Test Script: APl_2 ENH_GVLE_l.scr
Test Applet: AP_2 ENH-GVLE Ljava

Parameter File APl 2 ENH GVLE 1ljava
Load Script: APl 2 ENH GVLE 1.ldr
Cleanup Script: APl 2 ENH GVLE 1l1.cr
Parameter File: API_2 ENH_GVLE_1.par
6.2.4.10.3 Test Procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 33, Length C8
1 getValueLength() ToolkitException.UNAVAILABLE
_ELEMENT is thrown
2 Search TLV 02h
get Val ueLengt h() Result is 0X0002
3 Search TLV 0Bh
get Val ueLengt h() Result is 0X0024
4 Search TLV 33h
get Val ueLengt h() Result is 0X00C8
Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes
| 5 Search SMS TPDU TAG
| get Val ueLengt h() Result is 0X0120
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6.2.4.10.4 Test Coverage
| CRR number | Testcase number |
| NL | 2,34 |
N1 2,3.4,5
C1 Does not apply for
EnvelopeHandler
C2 1

6.2.4.11 Method getValueByte

Test Area Reference: API_2 ENH_GVBY S:

6.2.4.11.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueC fset)
throws Tool ki t Exception

6.2.4.11.1.1 Normal execution
—CRRN1: Gets a byte from thelast TLV element which has been found in the handler and returnsits value (1 byte).

6.2.4.11.1.2 Parameter errors

CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException OUT_OF TLV_BOUNDARIES.

6.2.4.11.1.3 Context errors

CRRCL. if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV dement an instance of ToolkitException shall be thrown. The reason code shall
be ToalkitException UNAVAILABLE _ELEMENT.

6.2.4.11.2 Test Suite files

Specific triggering: None
Test Script: APl_2 ENH_GVBYS_l.scr
Test Applet: ————— AP 2 ENH-GVBYS 1iava

ParameterFie: APl_2 ENH GVBYS 1java
Load Script: APl 2 ENH GVBYS 1.ldr
Cleanup Script: API_2 ENH GVBYS 1.clr
Parameter File: API_2 ENH_GVBYS 1.par
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6.2.4.11.3 Test Procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 33, Length C8
Value 01 02 ...
1 | getValueByte(0) ToolkitException.UNAVAILABLE
_ELEMENT is thrown
2 Search TLV 02h
get Val ueByt e(2) ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown
3 Search TLV 02h
get Val ueByt e(1) Result is 0x81
4 Search TLV 02h (Device Identities TLV)
get Val ueByt e(0) Result is 83h (Source)
5 Search TLV 33h
get Val ueByt e( 7E) Result is OX7F
6 Search TLV 33h
get Val ueByt e( 80) Result is 0x81
7 | getVal ueByte(7F) Result is 0x80
8 Search TLV B3h
get Val ueByt e( C7) Result is 0xC8
Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes
9 Search SMS TPDU TAG
get Val ueByt e( 0x011F) Result is OxFA
6.2.4.11.4 Test Coverage
| CRR number | Testcase number |
| N | 3,456 78 |
N1 3,4,5.6,7,89
P1 2
C1 Does not apply for
EnvelopeHandler
Cc2 1

6.2.4.12 Method copyValue

Test Area Reference: API_2 ENH_CPYVS_BSS.

6.2.4.12.1 Conformance Requirement

The method with following header shall be compliant with its definition in the API.
public short copyVal ue(short val ueOXfset,

byte[] dstBuffer,

short dstOff set,

short dstLength)

throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.4.12.1.1 Normal execution
CRRN1: copiesa part of thelast TLV eement which has been found, into a destination. buffer.
CRRN2: returns detOffset + dstLength.

6.2.4.12.1.2 Parameter errors

CRRPL.: if dstBuffer isnull NullPointerException is thrown.
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CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException is thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

6.2.4.12.1.3

Context errors

CRRCL. if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV dement an instance of ToolkitException shall be thrown. The reason code shall
be ToalkitException UNAVAILABLE _ELEMENT.

6.2.4.12.2

Test Suite files

Specific triggering: None

Test Script:
Test Applet:

APl_2 ENH_CPYVS BSS l.scr

ParameterHe: APl 2 ENH CPYVS BSS 1.java
Load Script: APl 2 ENH CPYVS BSS 1.ldr
Cleanup Script: APl 2 ENH CPYVS BSS 1.cr
Parameter File: API_2 ENH_CPYVS BSS 1.par
6.2.4.12.3 Test procedure
Id Description API Expectation APDU Expectation
1 Search TLV 02h
copyValue() with a null dstBuffer NullPointerException is thrown
2 Search TLV 0Bh
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = -1
dstlLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOrfset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 3
dstlLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOrfset = 0
dstlLength = -1
7 Search TLV 06h
valueOffset 2 TLV Length ToolkitException.OUT_OF_TLV_
val ueCffset = 6 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstlLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOf fset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
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dst O f set
dstLength

0
1

dstLength > TLV length
valueCffset = 0
dstBuffer.length =
dstOrfset = 0
dstlLength = 7

15

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10

valueOffset + dstLength > TLV length
val ueCf fset = 2
dstBuffer.length =
dst O f set 0
dst Length 5

15

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Search TLV 01h

copyVal ue()

ToolkitException.UNAVAILABLE
_ELEMENT is thrown on the
copyValue() method

12

Search TLV 06h

Successful call
valueOfset =0
dstBuffer.length = 6
dst O f set 0
dstLength 6

Result of copyValue() is 0x0006

Compare buffer
buffer = 81 11 22 33 44 F5

Result is 00h

1

el er—EE EE Ll

nitialize-dstBuffer

initialise dstBuffer
= 55 55 ...55

dst Buf f er

Successful call
valueOfset = 1
dstBuffer.length =
dst O f set 3
dstlLength = 4

20

Result of copyValue() is 0x0007

15

Compare buffer
buffer =
55 55 55 11
33 44 55 55
55 55 55 55
55 55 55 55

Result is 00h

16

Successful call, copy with length =0
dstBuffer.length = 20
dstOFfset = 20
dstLength = 0

Result of copyValue() is 20

Send Formatted SMS with the maximum user
data length = 0x010D, using 2 concatenated
envelopes

Search SMS TPDU TAG

Successful call
val ueOf fset = 0Ox11
dstBuffer.length =
dstOffset = 0
dstLength = 0x010D

0x010D

Result of copyValue() is 0x010D

Compare buffer
buffer = 0348 header and secured data (01

...FA)

Result is 00h

Initialise dstBuffer
= 55 55 ...55

dst Buf f er

Successful call
= 0x0111
0x010D

val ueOf f set
dstBuffer.length =
dst O fset = 0x0100
dstLength = 0x000D

Result of copyValue() is 0x010D

Compare buffer
buffer =
55 55 55 55 55 55 55 55

55 55 EE EF FO F1 F2 F3 F4 F5 F6 F7 F8 F9
FA

Result is 00h
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6.2.4.12.4 Test Coverage
| CRR number | Testcase number |
| N1 | 13,15 |
| N1 | 13, 15,18, 20 |
| N2 | 12,1416 |
N2 12,14, 16,17, 19
P1 1
P2 2,3,4,56
P3 7,8,9 10
C1 Does not apply for
EnvelopeHandler
C2 11

6.2.4.13 Method compareValue

Test Area Reference: API_2 ENH_CPRVS BSS.

6.2.4.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueCfset,
byte[] conpareBuffer,
short conpareOffset,
short conparelength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.4.13.1.1 Normal execution

Compares the lagt found TLV eement with a buffer:
CRRN1: returns O if identical.
CRRNZ2: returns -1 if the first miscomparing bytein simple TLV List isless than that in compareBuffer.
CRRNS3: returns 1 if the first miscomparing bytein smple TLV List isgreater than that in compareBuffer.

6.2.4.13.1.2 Parameter errors
CRRPL.: if compareBuffer isnull NullPointerException shall be thrown.

CRRP2: if compareOffset or comparelength or both would cause access outside array bounds, or if comparelength
is negative ArraylndexOutOf BoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

6.2.4.13.1.3 Context errors

CRRCL. if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV dement an instance of ToolkitException shall be thrown. The reason code shall
be ToalkitException UNAVAILABLE _ELEMENT.

6.2.4.13.2 Test Suite files
Specific triggering: None
Test Script: API_2 ENH_CPRVS BSS 1.scr
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ParameterHe: APl 2 ENH CPRVS BSS 1.java
Load Script: APl 2 ENH CPRVS BSS 1l.ldr
Cleanup Script: APl 2 ENH CPRVS BSS l.dr
Parameter File: APl_2 ENH_CPRVS BSS 1.par
6.2.4.13.3 Test procedure
Id Description API Expectation APDU Expectation
1 Search TLV 02h
conpareVal ue() with a null conpareBuffer | NullPointerException is thrown
2 Search TLV 0Bh
compareOffset = compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareOffset =5
conparelLength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 nis thrown
conpareOffset = -1
conparelLength = 1
4 comparelLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 nis thrown
conpareCifset =0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
6 comparelLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 nis thrown
conpareCifset =0
conparelLength = -1
7 Search TLV 06h
valueOffset 2 TLV Length ToolkitException.OUT_OF_TLV_
val ueOffset = 6 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOifset =0
conparelength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOffset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOifset =0
conparelLength = 1
9 compareLength > TLV length ToolkitException.OUT_OF_TLV_
valueCffset = 0 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOifset =0
conparelLength = 7
10 | valueOffset + compareLength > TLV length | ToolkitException.OUT_OF_TLV_
val ueCf fset = 2 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOifset =0
conparelLength = 5
11 Search TLV 01h Result is TLV_NOT_FOUND
conpar eVal ue() ToolkitException. UNAVAILABLE
_ELEMENT is thrown
12 Search TLV 06h
— T
corRe-eBuH-a—=
81 11 22 33 44 F5

Initialise compareBuffer
conpar eBuf fer =
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81 11 22 33 44 F5

Compare buffers
val uef f set =
conpar e f set 0

1nimno

Result is 00h

conpar eLengt h 6

—— T
corRe-eBuH-a—=
B =t

13 Initialise compareBuffer
conpar eBuf fer =
7F 11 22 33 44 F5

Compare buffers with same parameters

Result is -1

taitetze-cempareBuier
corRe-eBuH-a—=
g2—L20 oo A4 B

14 Initialise compareBuffer
conpar eBuf fer =
83 11 22 33 44 F5

Compare buffers with same parameters

Result is -1

taitetze-cempareBuier
corRe-eBuH-a—=
55-55-55—84— 1122 33-44F5
55-55-55-55-55

15

Initialise compareBuffer
conpar eBuf fer =
55 55 55 81 11 22 33 44 F5
55 55 55 55 55

Compare buffers
val uef f set =
conpar e f set
conpar eLengt h

i

4
5

Result is 00h

tattetze-cempareBuier
o BuH-ar—=
55-55-55-81—16-—22-33—44—F5
55-55-55-55-55

Initialise compareBuffer
conpar eBuf fer =
55 55 55 81 10 22 33 44 F5
55 55 55 55 55

16

Compare buffers with same parameters

Result is +1

tattetze-cempareBuier
corRe-eBuH-a—=
55-55-55-81—12 22 33-44F5

55-55- 65565555

17

Initialise compareBuffer
conpar eBuf fer =
55 55 55 81 12 22 33 44 F5
55 55 55 55 55

Compare buffers with same parameters

Result is -1

18
ConpareBuffer.length = 15
ConpareOf fset = 15
ConparelLength = 0

Successful call, compareValue with length =

0 | Result of compareValue() is 0

Send Formatted SMS PP with the maximum

user data length = 0x010D, using 2
concatenated envelopes

Search SMS TPDU TAG

Initialise compareBuffer

conpar eBuf fer = 0348 header and fornmtted

data(01 02 ...FA)

Compare buffers
val ueOf fset = 0Ox11
conpareOfset = 0
conpar eLength = 0x010D
conpar eBuf ferLength = 0x010D

Result is 00h

Compare buffers
= 0x0111
= 0x0100
0x000D
0x010D

val ueOf f set
conpareX f set
conparelLength =
conpar eBufferLength =

Result is 00h

3GPP
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6.2.4.13.4 Test Coverage
| CRR number | Testcase number |
| Ni | 1215 |

N1 12,15,19,20

N2 13, 16, 18

N3 14, 17

P1 1

P2 2,3,456

P3 7,8,9,10

C1 Does not apply for
EnvelopeHandler

C2 11

6.2.4.14 Method findAndCopyValue(byte tag, byte[] dstBuffer, short dstOffset)

Test Area Reference: API_2 ENH_FACYB_BS.

6.2.4.14.1 Conformance requirement
The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte[] dstBuffer,
short dstOff set)
throws java.lang. Nul | Poi nter Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.4.14.1.1 Normal execution

CRRN1: looks for the first occurrence of aTLV eement from the beginning of a TLV list and copy its value into a
destination buffer.

CRRNZ2: if no TLV dement isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current TLV is
no longer defined.

CRRNS: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value isreturned.

CRRN4: The search method is comprehension required flag independent.

6.2.4.14.1.2 Parameter errors
CRRP1: if dstBuffer isnull NullPointerException shall be thrown.

CRRP2: if dstOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be thrown.

6.2.4.14.1.3 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.14.2 Test Suite files

Specific triggering: None
Test Script: APl_2 ENH_FACYB_BS 1l.scr
Test Applet: AP_2 ENH-FACYB_BS Ljava
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ParameteHe APl 2 ENH FACYB BS 1.java
Load Script: APl 2 ENH FACYB BS 1.ldr
Cleanup Script: APl 2 ENH FACYB BS 1.dr
Parameter File: API_2 ENH_FACYB_BS 1.par
6.2.4.14.3 Test procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...
1 FindAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = 06h n is thrown
dstBuffer.length = 06
dst O fset = 06
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 06 n is thrown
dstOfset = -1
4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 05 n is thrown
dstOfset = 0
5 DstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
DstBuffer.length = 06 n is thrown
DstOffset = 1
6 Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE
tag = 03h _ELEMENT is thrown
ELEMENTsthrowa:
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
2 ﬁ T -
Fag—=-o06h 8006
Est-Beer—tength——06
EstCllsel——10
8 Successful call Result of findAndCopyValue () is
Tag = 06h 0006
Dst Buffer.length = 06
DstOffset = 0
8 Cerzare-butter Results00h
buffer—=-81-1122 33 44 F5
9 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5
3 — T
10 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue () is
dstBuffer.length = 12 0008
dstOFfset = 2
10 Cerzare-butter Results00h
blHe——
55558111 22 33 44 F5 55 55 55 55
11 Compare buffer Result is 00h
buffer =
55 55 81 11 22 33 44 F5 55 55 55 55
14 Sueeesslul-calt Foecolcmetadopaiolue Do
tag—=02h 8002
dst-Bu-er—lengh—=2
dst-Csel——10
12 Successful call Result of findAndCopyValue () is
tag = 02h 0002
dstBuffer.length = 2
dstOffset = 0
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| [butfer—=283-81 | |
13 Compare buffer Result is 00h
buffer = 83 81
ag——_82h 0002
dstBuffertength =02
dst-Csel——10
14 Successful call (with tag 82h) Result of findAndCopyValue () is
tag = 82h 0002
dstBuffer.length = 02
dstOfset = 0
14 Cerzare-butter Results00h
buffer =83 81
15 Compare buffer Result is 00h
buffer = 83 81
ag———DB%h 00Cc4
dstBuffertength=C4
dst-Csel——10
16 Successful call (with tag B3h) Result of findAndCopyValue () is
tag = B3h 00C4
dstBuffer.length = C4
dstOffset = 0
16 Cerzare-butter Results-00h
17 Compare buffer Result is 00h
buffer = 01 02 ...C4
Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes
18 Successful call (with SMS TPDU TAG) Result of findAndCopyValue () is
tag = 0Bh 0x011E
dstBuffer.length = Ox011E
dstOfset = 0
19 Compare buffer Result is 00h
buffer = 0348 Header + secured data (01
02 ...FA
20 Successful call (with SMS TPDU TAG) Result of findAndCopyValue () is
tag = 0Bh 0x021E
dstBuffer.length = 0x0220
dst O fset = 0x0100
21 Compare buffer Result is 00h
buffer = 0348 Header + secured data (01
02 ...FA
6.2.4.14.4 Test Coverage
| CRR number | Testcase number |
N 81042
N2 6
N3 7914
N4 13444516
N1 9,11,13
N2 6.7
N3 8,10,12
N4 14,15,16,17,18, 19, 20
21
P1 1
P2 2,3,4,5
C1 Does not apply for
EnvelopeHandler

6.2.4.15 Method findAndCopyValue(byte tag, byte occurrence, short valueOffset, byte([]

dstBuffer, short dstOffset, short dstLength)

Test Area Reference: API_2 ENH_FACYBS BSS.
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6.2.4.15.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,

6.2.4.15.1

byte occurence,
short val ueCffset,
byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

A Normal execution

CRRN1: looks for the indicated occurrence of a TLV e ement from the beginning of a TLV list and copy its value

into

adestination buffer.

| CRRN2: -if no TLV éement isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current TLV is
no longer defined.

CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLength is

retu

rned.

CRRN4: The search method is comprehension required flag independent.

6.2.4.15.1

2 Parameter errors

CRRP1: if dstBuffer isnull NullPointerException shall be thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be

thrown. The reason code shall be ToolkitException OUT_OF TLV_BOUNDARIES,

6.2.4.15.1

3 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.15.2 Test Suite files
Test Script: APl 2 ENH _FACYBS BSS 1l.scr
Test Applet: APF2-ENH-FACYBS-BSS-Ljava

ParamcteHe APl 2 ENH FACYBS BSS 1.java
Load Script: APl 2 ENH FACYBS BSS 1.ldr
Cleanup Script: APl 2 ENH FACYBS BSS 1.clr
Parameter File: API_2 ENH FACYBS BSS 1.par
6.2.4.15.3 Test procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...
1 findAndCopyValue() with a null dstBuffer NullPointerException is thrown
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2 dstOffset = dstBuffer.length
tag = 06h, occurrence =1
valueCffset = 0

dstBuffer.length = 5

ArraylndexOutOfBoundsExceptio
n is thrown

dstOffset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = -1
dstlLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio

dstBuffer.length = 5
dstOffset = 0
dstLength = 6

n is thrown

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 3
dstlLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio

dstBuffer.length = 5
dstOffset = 0
dstlLength = -1

n is thrown

7 valueOffset = Value Length
tag = 06h, occurrence =1
valueCffset = 6

dstBuffer.length = 15

dstOffset = 0

dstlLength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

8 valueOffset <0
valueOffset = -1
dstBuffer.length = 15
dstOffset = 0

dstlLength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

9 dstLength > Value length
valueCffset = 0
dstBuffer.length = 15

dstOffset = 0

dstlLength = 7

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10 | valueOffset + dstLength > Text String | engt h

val ueCf fset = 2
dstBuffer.length = 15
dstOfset = 0
dstlLength = 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11 Select a TLV (tag 02h)

findAndCopyValue()

ToolkitException.UNAVAILABLE

tag = 06h _ELEMENT is thrown
occurrence = 2
ELEMENTs-threwn:
12 Call the getValueLength() method ToolkitException. UNAVAILABLE
ELEMENT is thrown.
ﬁ = -

tag—=06h—occurrence =1 5 0
yalueCH-setl——~0
dst-Be-er—tengi-h—08
detOifset——=0
dstlbepgth——068
13 Successful call Result of findAndCopyValue() is

tag = 06h, occurrence = 1 6

val ueOfset = 0 -

dstBuffer.length = 06

dstOffset = 0

dstLength = 06

Cerzare-butter Results00h

buffer =81 11 22 33 44 F5
14 Compare buffer Result is 00h

buffer = 81 11 22 33 44 F5

— T

15 initialise dstBuffer

dstBuffer = 55 55 ...55

Successful call
occurrence = 1

tag = 06h,

Result of findAndCopyValue () is
0007
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val ueCf fset = 2
dstBuffer.length = 12
dst O f set 3
dstLength 04

15 Cerzare-butter
55-55-55-22 33-44-F5 55555555 55

Resultis-00h

16 Compare buffer
buffer =
55 55 55 22 33 44 F5 55 55 55 55 55

Result is 00h

T .

006062

17 Successful call
tag = 02h, occurrence = 1
valueCOffset = 0
dstBuffer.length = 12
dstOfset = 0

dstlLength = 2

Result of findAndCopyValue() is

0002

17 Cerzare-butter

Resultis00h

18 Compare buffer
buffer = 83 81 55 ...55

Result is 00h

006062

T .

19 Successful call
tag = 02h, occurrence = 2
valueOfset = 0
dstBuffer.length = 12

dst O f set 0

dstLength 2

Result of findAndCopyValue() is

0002

Cerzare-butter

Resultis00h

20 Compare buffer
buffer = 22 44 55 ..55

Result is 00h

20 Seeocooinlenll Lanth o 00k

006062

T .

21 Successful call (with tag 82h)
tag = 82h

occurrence = 1

valueOfset = 0

dstBuffer.length = 12

dstOffset = 0

dstLength = 02

Result of findAndCopyValue () is

0002

21 Cerzare-butter

Resultis-00h

22 Compare buffer
buffer = 83 81 55 ...55

Result is 00h

22 Sueeessiuleall-fuith-tag-82R)

006062

T .

23 Successful call (with tag 82h)
tag = 82h

occurrence = 2

valueOfset = 0

dstBuffer.length = 12

dstOffset = 0

dstLength = 02

Result of findAndCopyValue () is

0002

[23 ] Comparebuffer
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| [Butfer—=—22 44 5555 | |
24 Compare buffer Result is 00h

Buffer = 22 44 55 ...55

=0 12
Est-Beer—tengih—da2
dst O fset—=12
dst-bepgth—~0
25 Successful call, findAndCopyValue with Result of findAndCopyValue () is
length =0 12

Dst Buffer.length = 12
dst O fset = 12
dstLength = 0

Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes

26 Successful call Result of findAndCopyValue() is
tag = 0Bh, occurrence = 1 0x010D

val ueOf fset = 0Ox11
dstBuffer.length = 0x010D
dstOffset = 0

dstLength = 0x010D

27 Compare buffer Result is 00h
buffer = 0348 Header + secured data (01
02 ...FA
28 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue () is
tag = 0Bh, occurrence = 1 0x010D

val ueOf fset = 0x0111
dstBuffer.length = 0x010D

dst Of fset = 0x0100
dstLength = 0x0D
29 Compare buffer Result is 00h

buffer =

55 55 ...55 55 EE EF FO F1 F2 F3 F4 F5 F6

F7 F8 F9 FA

6.2.4.15.4 Test Coverage
| CRR number Test case number

N2 11
N1 14,15,17,19, 20
N2 11,12
N3 13,15,17,19, 25
N4 21,22, 23,24, 26, 27, 28,29
P1 1
P2 2,3,45,6
P3 7,8,9, 10
C1 Does not apply for EnvelopeHandler

6.2.4.16 Method findAndCompareValue(byte tag, byte[] compareBuffer, short
compareOffset)

Test AreaReference: APl_2 ENH_FACRB_BS:

6.2.4.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public byte findAndConpareVal ue(byte tag,

| — byte[] conpareBuffer,
short conpareOffset)
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throws java.lang. Nul | Poi nter Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.4.16.1.1 Normal execution
Looks for the first occurrence of a TLV dement from beginning of aTLV list and compareits value with a buffer:

CRRN1: if no TLV dement isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current TLV is
no longer defined.

CRRN2: if the method is successful then the corresponding TLV becomes current.

CRRN3: if identical returns 0.

CRRNA4: if the first miscomparing bytein smple TLV isless than that in compareBuffer returns -1.
CRRNS: if thefirst miscomparing bytein Smple TLV is greater than that in compareBuffer returns 1.
CRRNG6: The search method is comprehension required flag independent.

6.2.4.16.1.2 Parameter errors
CRRPL.: if compareBuffer isnull NullPointerException shall be thrown.

CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be
thrown.

6.2.4.16.1.3 Context errors

CRRCL. if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.16.2 Test Suite files
Test Script: APl 2 ENH _FACRB BS 1.scr
Test Applet: APH2-ENH-FACRB-BSLjava

ParomcteHle: API_2 ENH FACRB BS 1.java
Load Script: API_2 ENH FACRB BS 1.ldr
Cleanup Script: APl_2 ENH FACRB_BS 1.dr
Parameter File: API_2 ENH_FACRB_BS 1.par
6.2.4.16.3 Test procedure
Id Description API Expectation APDU Expectation

Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...

1 | findAndCompareValue() with a null dstBuffer | NullPointerException is thrown

2 compareOffset = compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = 06h n is thrown
conpareBuffer.length = 12
conpareOffset = 12

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 12 n is thrown
conpareOffset = -1

4 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpar eBuffer.l ength = 05 nis thrown

conpareOifset = 0
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5 compareOffset + length > ArraylndexOutOfBoundsExceptio
compareBuffer.length n is thrown
conpareBuffer.length = 12
conpareOfset = 7
6 Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE
tag = 03h _ELEMENT is thrown
ELEMENTsthrowa:
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
7 - T
comeeBuHe—81 1120 83 A4 5
8 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F5
Compare buffers Result is 00h
tag = 06h
conpareOfset = 0
8 MerhetrerFR Resuls-06
geeluekength-
9 Verify current TLV Result is 06
get Val ueLengt h()
9 = T
10 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F4
Compare buffers with same parameters Result is +1
10 = T
coreeBuHer—81 1120 83 A4 g
11 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F6
Compare buffers with same parameters Result is -1
11 = T
corRe-eBuH-a—=
5555 81 11 22 33 44 F5 55 55 55 55
12 Initialise compareBuffer
conpar eBuf fer =
55 55 81 11 22 33 44 F5 55 55 55 55
Compare buffers Result is 00h
conpareOfset = 2
corRe-eBuH-a—=
55 5583 81 55 55 55 55 55 55 55 55
13 Initialise compareBuffer
conpar eBuf fer =
55 55 83 81 55 55 55 55 55 55 55 55
Compare buffers Result is 00h
conpareOfset = 2
corRe-eBuH-a—=
55 55 83 80 55 55 55 55 55 55 55 55
14 Initialise compareBuffer
conpar eBuf fer =
55 55 83 80 55 55 55 55 55 55 55 55
Compare buffers Result is +1
conpareO fset = 2
cofpRe-eBuH-ar—=
55 55 83 82 55 55 55 55 55 55 55 55
15 Initialise compareBuffer
conpar eBuf fer =
55 55 83 82 55 55 55 55 55 55 55 55
Compare buffers Result is -1
conpareO fset = 2
corRe-eBuH-a—=
83 81 55 55 55 55 55 55 55 55 55 55
16 Initialise compareBuffer
conpar eBuf fer =
83 81 55 55 55 55 55 55 55 55 55 55
Successful call (with tag 02h) Result is 00h
tag = 02h
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conpareBuffer.length = 12

conpareOifset = 0

H% Copm el e 0

17 Initialise compareBuffer
ConpareBuffer = 01 02 ...C4

Successful call (with tag B3h) Result is 00h
Tag = B3h
ConmpareBuffer.length = C4
ConpareOffset = 0

Send Unformatted SMS PP with the maximum
user data length = 0x010C, using 2
concatenated envelopes

Initialise compareBuffer
Conpar eBuf fer = 0340 Header + user data
(00 01 02 ...FF 01 ...00

18 Successful call (with SMS TPDU TAG) Result is 00h
Tag = 0Bh
ConpareBuffer.length = 0x011E
ConpareOffset = 0

Initialise compareBuffer
Conpar eBuf fer = 55 55 ...55
Conpar eBuf fer from of fset 0x0100= 0340
Header + user data (00 01 02 ...FF 01 ...
00

19 Successful call (with SMS TPDU TAG) Result is 00h
Tag = 0Bh

Conpar eBuffer.length = 0x220
ConpareOf f set = 0x0100

6.2.4.16.4 Test Coverage
| CRR number | Testcase number |
InES 6
L2 8
L2 e
P s
LE e
LlE LEE
N1 6.7
N2 9
N3 8,12 13, 18,19
N4 10,14
N5 11,15
N6 16, 17
P1 1
P2 2,3,4,5
C1 Does not apply for
EnvelopeHandler

6.2.4.17 Method findAndCompareValue(byte tag, byte occurrence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference: API_2 ENH_FACRBBS BSS.

6.2.4.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte occurence,
short val ueCffset,
byte[] conpareBuffer,
short conpareOffset,
short conparelLength)
~_throws java.lang. Nul | Poi nt er Excepti on,
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jeva—ang—ARa bndes s CarC-Beunds Breepi-on—
Tool kit Execanti gn
FeekHd-rBreapri-on
java. |l ang. Arrayl ndexQut Of BoundsExcepti on
Tool ki t Excepti on

6.2.4.17.1.1 Normal execution

Looks for the indicated occurrence of a TLV eement from the beginning of aTLV list and compare its value with a
‘ buffer:_

CRRN1: if no TLV dement isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current TLV is
no longer defined.

CRRNZ2: if the method is successful then the corresponding TLV becomes current.

‘ CRRN3: if identical- Oisreturned.
CRRNA4: if the first miscomparing bytein smple TLV isless than that in compareBuffer -1 isreturned.
CRRNS: if thefirst miscomparing bytein smple TLV is greater than that in compareBuffer 1 isreturned

CRRNG6: The search method is comprehension required flag independent.

6.2.4.17.1.2 Parameter errors
CRRPL.: if compareBuffer isnull NullPointerException shall be thrown.

CRRP2: if compareOffset or comparelength or both would cause access outside array bounds, or if comparelength
is negative ArraylndexOutOf BoundsException shall be thrown.

CRRP3: if valueOffset, compareLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

CRRP4: if an input parameter isnot valid (e.g. occurence = 0) an instance of ToolkitException shall be thrown. The
reason code shall be ToolkitException BAD_INPUT_PARAMETER.

6.2.4.17.1.3 Context errors

CRRCL. if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.17.2 Test Suite files
Test Script: APl 2 ENH_FACRBBS BSS 1.scr
Test Applet: APH2-ENH-FACRBBS-BSS-1iava

ParomcteHle: APl _2 ENH FACRBBS BSS 1java
Load Script: API_2 ENH FACRBBS BSS 1.ldr
Cleanup Script: API_2 ENH FACRBBS BSS 1.cr
Parameter File: API_2 ENH_FACRBBS BSS 1.par
6.2.4.17.3 Test procedure
Id Description API Expectation APDU Expectation

Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...

1 findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 compareOffset = compareBuffer.length ArraylndexOutOfBoundsExceptio
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tag = 06h, occurrence =1
valueCffset = 0
conpareBuffer.length = 6
conpareCfset = 6
conparelength = 1

n is thrown

3 compareOffset <0
conpareBuffer.length = 6
conpareOffset = -1

conparelLength = 1

ArraylndexOutOfBoundsExceptio
n is thrown

4 compareLength >compareBuffer.length

conpareBuffer.length = 5
conpareOifset =0
conparelLength = 6

ArraylndexOutOfBoundsExceptio
n is thrown

5 compareOffset + compareLength
>compareBuffer.length

conpareBuffer.length = 5

conpareO fset = 3

conparelLength = 3

ArraylndexOutOfBoundsExceptio
n is thrown

6 comparelLength <0
conpareBuffer.length = 5
conpareOifset =0
conparelLength = -1

ArraylndexOutOfBoundsExceptio
n is thrown

7 valueOffset = Value Length
tag = 06h, occurrence =1
valueCffset = 6
conpareBuffer.length = 15
conpareOifset =0

conparelength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

8 valueOffset <0
valueOffset = -1
conpareBuffer.length = 15
conpareCifset =0
conparelength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

9 comparelLength > Value length
valueCffset = 0
conpareBuffer.length = 15
conpareOifset =0

conparelLength = 7

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10 | valueOffset + compareLength > Value length

val ueOffset = 2
conpareBuffer.length = 15
conpareCifset =0
conparelLength = 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

eecurence—=—0 RAMETER is-thrown
11 Invalid parameter ToolkitException.BAD_INPUT P
occurrence = 0 ARAMETER is thrown
12 Select a TLV (tag 02h)
tag—=—06h ELEMENT-Hs-throvn
S e
findAndCompareValue() ToolkitException. UNAVAILABLE
tag = 06h ELEMENT is thrown
occurrence = 2
ELEMENTs-threwn:
13 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
— T
corpeeBuHer—81 1120 83 A4 5
14 Initialise compareBuffer

conpareBuffer = 81 11 22 33 44 F5

findAndCompareValue()
tag = 06h, occurrence =1
valueCffset = 0
conpar e f set 0

Result is 00h

conpar eLengt h 6

e etrertrR
el nelength -

Resultis- 0006

15 Verify current TLV
get Val ueLengt h()

Result is 0006

taitetze-cempareBuier
compeeBuHer—81 1120 83 A4 Fa
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16 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F4

Compare buffers with same parameters

Result is +1

taitetze-cempareBuier
coreeBuHer—81 1120 83 A4 g

17 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F6

Compare buffers with same parameters

Result is -1

tattetze-cempareBuier
corRe-eBuH-a—=
55-55-55-—2233—44—F5-55-55-55-55

18 Initialise compareBuffer
conpar eBuf fer =
55 55 55 22 33 44 F5 55 55 55 55

Compare buffers
val ueCf fset = 2
conpar e f set 3
conpar eLengt h 4

Result is 00h

taitetze-cempareBuier
corRe-eBuH-ar—=
55-55-55-—2233—45-F5-55-55-55-55

19 Initialise compareBuffer
conpar eBuf fer =
55 55 55 22 33 45 F5 55 55 55 55

Compare buffers with same parameters

Result is -1

tattetze-cempareBuier
corRe-eBuH-a—=
55-55-55-—2233—43-F5-55-55-55-55

20 Initialise compareBuffer
conpar eBuf fer =
55 55 55 22 33 43 F5 55 55 55 55

Result is +1

tattetze-cempareBuier
corRe-eBuH-a—=
83—81-55-55-55-55-55-55-55-55-55-55

Compare buffers with same parameters

21 Initialise compareBuffer
conpar eBuf fer =
83 81 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence =1
valueCffset = 0
conpar e f set 0

Result is 00h

conpar eLengt h 2

—— T
o BuH-ar—=
22 L EL EL L LE CE CE CE CE CE CE

22 Initialise compareBuffer
conpar eBuf fer =
22 44 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence = 2
valueCffset = 0
conpar e f set 0

Result is 00h

conpar eLengt h 2

—— T
corRe-eBuH-a—=
22l EL EE L LE CE CE CE CE CE CE

23 Initialise compareBuffer
conpar eBuf fer =
22 45 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence = 2
valueCffset = 0
conpar e f set 0
conpar eLengt h 2

Result is -1

taitetze-cempareBuier
corRe-eBuH-a—=
83—814-55-55-55-55-55-55-55-55-55-55

24 Initialise compareBuffer
conpar eBuf fer =
83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h)
tag = 02h, occurrence =1

Result is 00h
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valueCffset = 0
conpareBuffer.length = 12
conpareCffset = 0
conparelLength = 2
cofpRe-eBuH-e——04—02——C4
’ 25 Initialise compareBuffer
conpareBuffer = 01 02 ...C4
Successful call (with tag B3h) Result is 00h
tag = B3h, occurrence =1
valueCffset = 0
conpar eBuffer.l ength = 00C4
conpareOfset = 0
conpar eLength = 00C4
lepgth—0 508k
Est-Beer—tengih—=~C4
EstCHsel——~C4
Dstlength =20
26 | Successful call, findAndCompareValue with | Result of findAndCompareValue()
length =0 is 00h
DstBuffer.length = C4
DstOffset = C4
Dst Length = 0
Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes
Initialise compareBuffer
Conpar eBuf fer = 23. 048 Header + secured
data (01 02 ...FA)
27 Successful call (with SMS TPDU TAG) Result is 00h
tag = 0Bh, occurrence = 1
val ueOf fset = 0Ox11
conpareBuffer.length = 0x010D
conpareOfset = 0
conpar eLength = 0x010D
Initialise compareBuffer
ConpareBuffer = 55 55 ... 55 EE EF FO F1
F2 F3 F4 F5 F6 F7 F8 F9 FA
28 Successful call (with SMS TPDU TAG) Result is 00h
tag = 0Bh, occurrence = 1
val ueOffset = 0x11
conpareBuffer.length = 0x010D
conpareO fset = 0x0100
conpar eLength = 0x0D
6.2.4.17.4 Test Coverage
| CRR number | Testcase number |
NI 12
N2 4
N3 1347202125
N4 1945
N5 164822
NG 2324
N1 12,13
N2 15
N3 14,18, 21, 22, 26, 27, 28
N4 16, 20
N5 17,19, 23
N6 24,25
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
P4 11
C1 Does not apply for
EnvelopeHandler
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6.2.4.18 Method getCapacity

Test Area Reference: APl 2 ENH GCAP

6.2.4.18.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()
6.2.4.18.1.1 Normal execution

CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler.

6.2.4.18.2 Test suite files

Test Script: API_2 ENH_GCAP 1.scr
Test Applet: API_2 ENH_GCAP 1.java
Load Script: API_2 ENH GCAP 1.ldr
Cleanup Script: API_2 ENH GCAP 1.cr
Parameter File: API_2 ENH_GCAP 1.par

6.2.4.18.3 Test Procedure

Id Description API Expectation APDU Expectation
1 EnvelopeHandler available
1 - Send envelope SMS-PP Formatted 1 - Applet is triggered
2 - The applet calls the getLength() method 2 - No exception is thrown
3 - The applet calls getCapacity(Ymethod 3 - No exception is thrown; the
capacity is greater than the BER
TLV Length

6.2.4.18.4 Test Coverage

CRR number Test case humber
N1 1

6.2.4.19 Method getUserDatalLength

Test Area Reference:t APl 2 ENH GUDL

6.2.4.19.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short getUserDatalLength()

6.2.4.19.1.1 Normal execution

CRRN1: The method shall return the length of the User Data contained in the SMS TPDU TLV eement.

CRRN2: Thelength isfrom the first SMS TPDU TLV e ement.

CRRN3: If the SMSTPDU TLV e ement isavailable, it becomes the selected TLV

CRRN4: The method can be used if the event iSEVENT_FORMATTED SMS PP ENV.
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CRRN5: The method can be used if the event isEVENT FORMATTED SMS PP UPD.

CRRNG6: The method can be used if the event isEVENT_UNFORMATED SMS PP ENV.

CRRN7: The method can be used if the event isEVENT_UNFORMATTED_SMS PP_UDP.

6.2.4.10.1.2

Context errors

CRRC1: The method shall throw UNAVAILABLE ELEMENT in case of unavailable TPDU TLV e ement.

CRRC2: The method shall throw UNAVAILABLE ELEMENT in case of wrong data format.

6.2.4.19.2

Test suite files

Specific triggering:

UNFORMATTED SMS PP ENV

FORMATTED SMS PP UPD

UNFORMATED_SMS PP_UPD

UNRECOGNIZED ENVELOPE

For Formatted triggering if CC/RC/DSis used, the security parameters are those used for downloading

Test Script:

applications.

APl 2 ENH GUDL 1.scr

Test Applet:

APl_2 ENH GUDL _1.java

Load Script:

API_2 ENH GUDL_1.ldr

Cleanup Script:

API_2 ENH GUDL 1.cr

Parameter File

API_2 ENH GUDL_1.par

6.2.4.19.3

Test Procedure

Id

Description

API| Expectation

APDU Expectation

FORMATTED SMS PP ENV Triggering

1

Test with FORMATTED SMS PP_ENV and TP-

Returns 0x003D

OA length of 2 and user data length of 0x3D

Test with TP-OA length of 12 and user data length

Returns 0x003D

of 0x3D

[[¢§]

Test with RC/CC/DS length of 0 and secured data

Returns 0x0023

length of 0x10

I~

Test with RC/CC/DS length of 8 and secured data

Returns 0x002B

length of 0x10

lon

Test with PCNTR = 0, no RC/CC/DS and data

Returns 0x0023

length of 0x10

[e]

Test with PCNTR = 7, no RC/CC/DS and data

Returns 0x001F

length of 0x05

I~

Test with SecuredDatalLength = 00 and no
RC/CC/DS

Returns 0x0013

Test with UserDatal ength = Ox7F

Returns 0x007F

Test with UserDatal ength = 0x80

Returns 0x0080

|50

Test with UserDatal ength = maximum length

Returns 0x008C

(0x8C) for a single SMS

|I—‘
=

Verify it is the first TPDU TLV:
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

Returns 0x0018

=
N

12 |Send envelope SMS-PP Formatted.

FindTLV() with TAG_DEVICE IDENTITIES.

GetValueByte() returns 0x40(23.040

first byte)
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GetUserDatalength() and then getValueByte()
with offset 0

Test with UserDatalLength = OxFF with 2
concatenated SMS

Returns OxO0FF

Test with UserDatalength = 0x100 with 2
concatenated SMS

Returns 0x0100

Test with UserDatalength = maximum length

Returns 0x010D

(0x010D) with 2 concatenated SMS

FORMATTED SMS PP UPD Triggering

Test with FORMATTED _SMS PP_UPD and TP-

Returns 0x003D

OA length of 2 and user data length of 0x3D

Test with TP-OA length of 12 and user data length

Returns 0x003D

of 0x3D

Test with RC/CC/DS length of 0 and secured data

Returns 0x0023

length of 0x10

Test with RC/CC/DS length of 8 and secured data

Returns 0x002B

length of 0x10

Test with PCNTR = 0, no RC/CC/DS and data

Returns 0x0023

length of 0x10

Test with PCNTR = 7, no RC/CC/DS and data

Returns 0x001F

length of 0x05

Test with SecuredDatalLength = 00 and no
RC/CC/DS

Returns 0x0013

Test with UserDatal ength = Ox7F

Returns 0x007F

N
[6]

Test with UserDatal ength = Ox80

Returns 0x0080

Test with UserDatalength = maximum
length(0x8C) for a single SMS

Returns 0x008C

3

Verify it is the first TPDU TLV:
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

Returns 0x0018

Send envelope SMS-PP Formatted.
FindTLV() with TAG DEVICE IDENTITIES.
GetUserDatalength() and then getValueByte()
with offset 0

GetValueByte() returns 0x40(23.040

first byte)

FindTLV() with TAG DEVICE IDENTITIES.
GetUserDatalength() and then getValueByte()
with offset O (first user data = 0x55)

28 |Test with UserDatalength = OXFF with 2 Returns OxO0FF
concatenated SMS

29 |Test with UserDatalength = 0x100 with 2 Returns 0x0100
concatenated SMS

30 |Test with UserDatalength = maximum length Returns 0x010D
(0x010D) with 2 concatenated SMS

UNFORMATTED SMS PP ENV Triggering

31 |Test with UNFORMATTED SMS PP _ENV and |Returns 0x003D
TP-OA length of 2, and user data length of 0x3D

32 |Test with TP-OA length of 12, and user data length|Returns 0x003D
of 0x3D

33 |Test with UserDatalength = 0x00 Returns 0x0000

34 |Test with UserDatalength = OX7F Returns 0x007F

35 |Test with UserDatalength = 0x80 Returns 0x0080

36 |Test with UserDatalength = maximum length: Returns 0x008C
0x8C for a single SMS

37 |Verify it is the first TPDU TLV: Returns 0x0018
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

38 |Send envelope SMS-PP Unformatted. GetValueByte() returns 0x00

(23.040 first byte)

UNFORMATTED SMS PP UPD Triggering

39 |Test with UNFORMATTED SMS PP _UPD and |Returns 0x003D
TP-OA length of 2, and user data length of 0x3D

40 |Test with TP-OA length of 12, and user data length|Returns 0x003D
of 0x3D

41 |Test with UserDatal ength = 0x00 Returns 0x0000

42 |Test with UserDatal ength = OX7F Returns 0x007F

43 |Test with UserDatalength = 0x80 Returns 0x0080

44 |Test with UserDatalength = maximum length: Returns 0x008C

0x8C for a single SMS
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45 |Verify it is the first TPDU TLV: Returns 0x0018
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

46 |Send envelope SMS-PP Unformatted. GetValueByte() returns 0x00
FindTLV() with TAG DEVICE IDENTITIES. (23.040 first byte)

GetUserDatalength() and then getValueByte()
with offset O

UNRECOGNIZED ENVELOPE Triggering

47 |Test with an UNRECOGNIZED ENVELOPE ToolkitException
UNAVAILABLE ELEMENT

6.2.4.19.4 Test Coverage
CRR number Test case number

N1 All test cases excepted:
53

N2 11, 26, 37,45

N3 12, 27,38, 46

N4 1to15

N5 16 to 30

N6 3110 38

N7 39 to 46

C1 a7

Cc2 Not applicable

6.2.4.20 Method getChannelldentifier

Test AreaReference: APl 2 ENH GCID

6.2.4.20.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getChannel Identifier()
throws Tool ki t Exception

6.2.4.20.1.1 Normal execution

CRRN1: The method shall return the channdl identifier byte value.

CRRN2: The channdl identifier byte value returned shall be from the first Channel status TLV element.

CRRNS3: If the element is available it becomes the currently selected TLV.

CRRN4: The channd identifier isavailable for all triggered toolkit applets from the invocation to the termination of
their processToolkit method if the EnvelopeHandler is available.

6.2.4.20.1.2 Context errors

CRRC1: The method shall throw ToolkitException (UNAVAILABLE ELEMENT) if the Channel status TLV is
not present.

CRRC2 : The method shall throw ToolkitException (OUT OF TLV BOUNDARIES) if the Smple TLV Channél
Statuslength is equd to O.

6.2.4.20.2 Test suite files
Test Script: APl 2 ENH GCID_ 1.scr
Test Applet: API_2 ENH GCID 1.java
Load Script: APl 2 ENH _GCID_1.ldr
Cleanup Script: API_2 ENH GCID 1.clr
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Parameter File: APl 2 ENH GCID_1.par
6.2.4.20.3 Test Procedure
Id Description API Expectation APDU Expectation
0 |1- Appletl is installed with nmaxi mum nunber of 2- OPEN CHANNEL
channel = 07. . proactive command is
2- Appletl builds proactive conmands OPEN CHANNEL fetched
with init() nethod in order to open all channels. -
Proacti veHandl er.send() nethods are call ed. TERMINAL RESPONSE is
issued with Channel Id from
01 to 07
1 |1- Send envel ope Event Downl oad Channel Status 1- Appletl is triggered
~ |with channel status TLV:
channel status val ue = 0x8100.
2- Call Envel opeHandl er. get Channel | dentifier() 2- Returns 0x01
net hod
2 |1- Send envel ope Event Downl oad Channel Status 2- Returns 0x04
with two channel status TLV: Returns 0x04
first value = 0x8400
second val ue = 0x8500.
2- Call twice the
Envel opeHandl er. get Channel I dentifier() nethod
3 |1- Send envel ope Event Downl oad Channel Status 2- Returns 0x06
~ |with channel status TLV:
Channel Status val ue = 0x0605 3- GetChanneIIdentifiel’()
Vi ewHandl er . Fi ndTLV() with Device |dentityTag. =getValueByte(0
2- Call Envel opeHandl er. get Channel | dentifier()
net hod.
3- Conpare Envel opeHandl er. get Channel | dentifier()
and then Vi ewHandl er. get Val ueByt e(0).
4 |1- Send envel ope Menu Sel ection without Channel 2- A Toolkit exception
Status TLV. UNAVAILABLE ELEMEN
2- Call Envel opeHandl er. get Channel | dentifier() Tis thrown.
net hod.
5 [1- Send Envel ope Event Downl oad Channel Status 1- Returns 0x06
~ |with Channel Status TLV:
Channel status val ue = 0x0600
2- Call Envel opeHandl er. get Channel | dentifier()
net hod.
6 |1- Send unrecogni zed envel ope with a Channel 2- A Toolkit exception
Status TLV having a length equal to 0. OUT OF TLV BOUNDA
2- Call Envel opeHandl er. get Channel | dentifier() RIES is thrown.
net hod.
6.2.4.20.4 Test Coverage
CRR number Test case number
N1 1.2
N2 3
N3 3
N4 5
Cl 4
C2 6
6.2.5 Class EnvelopeResponseHandler

6.2.5.21 Method getCapacity

Test Area Reference: APl 2 ERH GCAP
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The method with following header shall be compliant to its definition in the API.

Public byte get Capacity()

6.25.21.1.1

Normal execution

CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler.

6.2.5.21.1.2

Context errors

CRRC1: The method shall throw HANDLER NOT AVAILABLE ToolkitException if the handler is busy.

6.2.5.21.2 Test suite files
Test Script: APl 2 ERH GCAP 1.scr
Test Applet: API_2 ERH GCAP 1.java
Load Script: API_2 ERH GCAP 1.ldr
Cleanup Script: API_2 ERH GCAP 1.clr
Parameter File: API_2 ERH GCAP 1.par
6.2.5.21.3 Test Procedure
Id Description API Expectation APDU Expectation
1 EnvelopeResponseHandler available

1- Send envelope SMS-PP Formatted
2- The applet calls getTheHandler() method
3- The applet calls getCapacity() method on the

1- Applet is triggered

2- No exception is thrown

3- No exception is thrown

EnvelopeResponseHandler
4- The applet fills the handler with the maximum

4- No exception is thrown

capacity using AppendTLV() method

5- The applet calls clear() method on the
EnvelopeResponseHandler

6- The applet fills the handler with the maximum

5- No exception is thrown

6- HANDLER OVERFLOW

exception is thrown

capacity plus one, using AppendTLV() method

Test case humber

1

Tested in I_:ramework
part: FWK_MHA ERHD

6.2.5.21.4 Test Coverage
CRR number
N1
C1
6.2.6 Class ProactiveHandler
6.2.7.3  Method initDisplayText

Test AreaReference: APl_2 PAH_INDTBB_BSS.

6.2.7.3.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initDisplayText(byte qualifier,

byte dcs,
byte[] buffer,
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short of fset,
short | ength)
throws java.l ang. Nul | Poi nt er Excepti on
java. |l ang. Arrayl ndexQut Of BoundsExcepti on
Tool ki t Excepti on

6.2.7.3.1.1 Normal execution

CRRN1: The method shall builda DISPLAY TEXT proactive command in the ProactiveHandler, using quaifier,
dcs and buffer parameters. Comprehenson required flags are set.

—CRRN2: A call to this method clears the handler then iritializesinitialisesiit.
CRRN3: No TLV is selected after acall to the method.

CRRN4: The DISPLAY TEXT command is not sent by the method.

CRRNS5: The Command Number may take any value between 01h and FEh.

CRRNG: If length isequal to zero, then the Text String TLV inserted in the command isanull text string TLV as
defined in TS 11.14 [4].

6.2.7.3.1.2 Parameter errors
CRRPL1: The method shall throw NullPointerException if buffer isnull.

CRRP2: If offset or length or both would cause access outside array bounds, an Arrayl ndexOutOfBoundsException

shall be thrown.
6.2.7.3.1.3 Context errors
CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler is too small to put
the requested data.
6.2.7.3.2 Test Suite files
Test Script: API_2 PAH INDTBB_BSS 1.scr
Test Applet: APF2PAHANDTBB-BSSLjava

Parameter-Fe- APl_2 PAH INDTBB BSS 1.java
Load Script: APl 2 PAH INDTBB BSS 1.Idr
Cleanup Script: API_2 PAH INDTBB BSS 1.cr
Parameter File: API_2 PAH INDTBB_BSS 1.par
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6.2.7.3.3 Test procedure

Id Description API Expectation APDU Expectation

1 NULL as parameter to buffer NullPointerException is thrown
buffer = NULL

2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset =5
length = 0

3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = -1

4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset =0
length = 5

5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2

6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = -1

7 Successful call, buffer is the whole buffer No exception is thrown

qualifier =0

dcs = 4

buffer = "TextA"
offset = 0
length = 5

Verify the command number value

Command number between 01h
and FEh

Send the command
qualifier =0
dcs = 0
buffer
of f set

"Text F"
0

8 Send the command DISPLAY TEXT Proactive
command
qualifier = 00h
dcs = 4
Text = "Text A"
9 | Successful call, buffer is part of a buffer with DISPLAY TEXT Proactive
the end part command
Send the command
qualifier = 0 qualifier = 00h
dcs = 4 dcs = 4
buffer = "12Text B" Text = "TextB"
offset = 2
length = 5
10 | Successful call, buffer is part of a buffer with DISPLAY TEXT Proactive
the first part command
Send the command
qualifier = 0 qualifier = 00h
dcs = 4 dcs = 4
buffer = "TextCl2" Text = "TextC'
offset = 0
length = 5
11 Successful call, buffer is part of a buffer DISPLAY TEXT Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "12Text D34" dcs = 4
offset = 2 Text = "TextD"
length = 5
12 Successful call, qualifier = 81h DISPLAY TEXT Proactive
Send the command command
qualifier = 81h
dcs = 4 qualifier = 81h
buffer = "TextE" dcs = 4
offset = 0 Text = "TextE"
length = 5
13 Successful call, DCS=0 (7 bits) DISPLAY TEXT Proactive

command

qualifier = 00h
dcs = 0
Text = "TextF"
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length = 5

14 Successfull call, DCS=8 (UCS2) DISPLAY TEXT Proactive

Send the command command

qualifier =0
dcs = 8 qualifier = 00h
buffer = "TextG' dcs = 8
offset = 0 Text = "TextG'
length = 5

15 Call the initDisplayText() method with any DISPLAY TEXT Proactive

value command
Then build and send a DISPLAY TEXT
command qualifier = 00h
qualifier = 0 dcs = 4
dcs = 4 Text = "Text HText H'
buf fer = "Text HText H'
offset = 0
length = 10
Send-the-command command
ges—=4 quakitier—=00h
f - ey £or) Text—String—FL\V = 8D 00
ofHfset—=0
ength———0

Successful call, text length is zero

Send the command
qualifier =0

DISPLAY TEXT Proactive
command

qualifier =0

dcs = 4

buf fer = "UUU..!
offset = 0
length = 7Eh

dcs = 4 qualifier = 00h
buffer = "Text HText H' Text String TLV = 8D 00
offset = 0
length = 0
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initDisplayText() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh DISPLAY TEXT Proactive

command

Text String TLV =
8D 7F 04 55 55...

19

Successful call, buffer length = 7Fh

qualifier =0

dcs = 4

buf fer = "UUU..!
offset = 0
length = 7Fh

DISPLAY TEXT Proactive
command

Text String TLV = 8D 81
80 04 55 55...

20

Successful call, buffer length =240

Qualifier = 0

DISPLAY TEXT Proactive
command

dcs = 4 Text String TLV =
buffer = "UUU.." 8D 81 F1 04 55 55...
offset = 0
length = 240
21 | Call theinitDisplayText() method with atoo | HANDLER_OVERFLOW
long buffer ToolkitException is thrown
qualifier =0
dcs = 4
buffer = "XXXX.."!
offset = 0
length = 241
22 | Call the initDisplayText() without sending the No proactive command
command shall be sent expected

status is '9000'
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6.2.7.3.4 Test Coverage
CRR number Test case number
N1 8,9, 10, 11, 12, 13, 14,
15, 16, 18, 19, 20
N2 15
N3 17
N4 22
N5 7
N6 16
P1 1
P2 2,3,4,56
Cl 21
6.2.7.4 Method initGetinkey

Test Area Reference: API_2 PAH_INGKBB_BSS:

6.2.7.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initGetlnkey(byte qualifier,
byte dcs,
byte[] buffer,
short of fset,
short | ength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.7.4.1.1 Normal execution

CRRN1: The method shall build a GET INKEY proactive command in the ProactiveHandler, usng qudifier, dcs
and buffer parameters. Comprehension Required flags are set.

—CRRN2: A call to this method clears the handler then iritializesinitialisesiit.
CRRN3: No TLV is sdlected after acall to the method.

CRRN4: The GET INKEY command is not sent by the method.

CRRNS5: The Command Number may take any value between 01h and FEh.

defined in TS 11.14 [4].

‘ CRRNG: If length isequal to zero, then the Text String TLV inserted in the command isanull text string TLV as

6.2.7.4.1.2 Parameter errors
CRRPL1: The method shall throw NullPointerException if buffer isnull.

CRRP1: If offset or length or both would cause access outside array bounds, a ArraylndexOutOfBoundsException

shdll be thrown.
6.2.7.4.1.3 Context errors
CRRC1: A ToolkitException.HANDLER OVERFLOW shall be thrown if the ProactiveHandler is to small to put
the requested data.
6.2.7.4.2 Test Suite files
Test Script: API_2 PAH INGKBB_BSS 1.scr
Test Applet: APF2PAHANGKBB-BSSLjava
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ParemeteHe- APlI_2 PAH INGKBB_BSS 1.java
Load Script: APl 2 PAH INGKBB BSS 1.ldr
Cleanup Script: APl 2 PAH INGKBB BSS 1.cr
Parameter File: APlI_2 PAH_INGKBB_BSS 1.par
6.2.7.4.3 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown
buffer = NULL
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 5
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = -1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 0
length = 5
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2
6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown

qualifier =0

dcs = 4

buffer = "TextA"
offset = 0
length = 5

Verify the command number value

Command number between 01h
and FEh

qualifier = 81h

8 Send the command GET INKEY Proactive
command
qualifier = 00h
dcs = 4
Text = "TextA"
9 | Successful call, buffer is part of a buffer with GET INKEY Proactive
the end part command
qualifier =0
dcs = 4 qualifier = 00h
buffer = "12Text B" dcs = 4
offset = 2 Text = "TextB"
length = 5
10 | Successful call, buffer is part of a buffer with GET INKEY -Proactive
the first part command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "TextCl2" dcs = 4
offset = 0 Text = "TextC'
length = 5
11 Successful call, buffer is part of a buffer GET INKEY -Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "12Text D34" dcs = 4
offset = 2 Text = "TextD'
length = 5
12 Successful call, qualifier = 81h GET INKEY Proactive

command
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dcs = 4
buffer
of f set
l ength

"Text E"
0
5

qualifier = 81h
dcs = 4
Text = "TextE"

13

Successful call, DCS=0 (7 bits)
qualifier =0

dcs = 0

buffer = "TextF"
offset = 0
length = 5

GET INKEY Proactive
command

qualifier = 00h
dcs = 0
Text = "TextF"

14

Successful call, DCS=8 (UCS2)
qualifier =0

dcs = 8

buffer = "TextG'
offset = 0
length = 5

GET INKEY Proactive
command

qualifier = 00h
dcs = 8
Text = "TextG'

15

Call the initGetinkey() method with any value

Then build and send a GET INKEY command
qualifier =0

GET INKEY Proactive
command

dcs = 4 qualifier = 00h
buffer = "TextHText H" dcs = 4
offset = 0 Text = "Text HText H'
length = 10
Send-thecommand command
des— R e
offset—=20
length—=20

Successful call, text length is zero
Send the command

qualifier =0

GET INKEY Proactive
command

qualifier =0

dcs = 4

buf fer = "UUU..!
offset = 0
length = 7Eh

dcs = 4 qualifier = 00h
buffer = "Text HText H' Text String TLV = 8D 00
offset = 0
length = 0
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initGetinkey() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh GET INKEY Proactive

command

Text String TLV =
8D 7F 04 55 55...

19

Successful call, buffer length = 7Fh

GET INKEY Proactive

command
qualifier =0
dcs = 4 Text String TLV = 8D 81
buffer = "UUU.." 80 04 55 55...
offset = 0
I ength = 7Fh
20 Successful call, buffer length =240 GET INKEY Proactive
command
Qualifier =0
dcs = 4 Text String TLV =
buffer = "UUU.." 8D 81 F1 04 55 55...
offset = 0
I ength = 240
21 | Call the initGetinkey() method with atoo long | HANDLER_OVERFLOW
buffer ToolkitException is thrown
qualifier =0
dcs = 4
buf fer = "XXXX.."
offset = 0
length = 241
22 Call the initGetinkey() without sending the No proactive command
command shall be sent expected
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[ ] | | status is '9000'

6.2.7.4.4 Test Coverage
CRR number Test case number
N1 8,9, 10, 11, 12, 13, 14,
15, 16,18, 19, 20

N2 15

N3 17

N4 22

N5 7

N6 16

P1 1

P2 2,3,4,5,6

Cl 21
6.2.7.5 Method initGetlnput

| Test AreaReference: API_2 PAH_INGPBB_BSSSS:

6.2.7.5.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initGetlnput(byte qualifier,
byte dcs,
byte[] buffer,
short of fset,
short |ength,
short m nRespLength,
short maxResplLengt h)
throws java.l ang. Nul | Poi nt er Excepti on
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.7.5.1.1 Normal execution

CRRN1: Themethod shall build a GET INPUT proactive command in the ProactiveHandler, usng qudifier, dcs,
buffer, minRespLength and maxRespL ength parameters. Comprehension Required flags are set.

—CRRN2: A call to this method clears the handler then iritializesinitialisesiit.
CRRN3: No TLV is selected after acall to the method.

CRRN4: The GET INPUT command is not sent by the method.

CRRN5: The Command Number may take any val ue between 01h and FEh.

CRRNG: If length isequal to zero, then the Text String TLV inserted in the command isanull text string TLV as
defined in TS 11.14 [4].

6.2.7.5.1.2 Parameter errors
CRRPL1: The method shall throw NullPointerException if buffer isnull.

CRRP2: If offset or length or both would cause access outside array bounds, a ArraylndexOutOfBoundsException
shall bethrown.

6.2.7.5.1.3 Context errors

CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler is to small to put
the requested data.
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6.2.7.5.2 Test Suite files
Test Script: API_2 PAH INGPBB_BSSSS 1.scr
Test Applet: APF2PAHANGPBB-BSSSS L java
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ParameterHe- APlI_2 PAH INGPBB BSSSS 1.java
Load Script: APl 2 PAH INGPBB BSSSS 1.ldr
Cleanup Script: APl 2 PAH INGPBB BSSSS 1.dr
Parameter File: API_2 PAH_INGPBB_BSSSS 1.par
6.2.7.5.3 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown
buffer = NULL
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 5
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = -1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 0
length = 5
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2
6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown

qualifier =0

dcs = 4

buffer "Text A"

of f set 0

length = 5

m nResplLengt h 00h
maxResplLengt h FFh

e the-cemmand-Rumbe—alue

Command-number-between-01h-
and-FEh

Verify the command number value

Command number between 01h
and FEh

Send the command

GET INPUT Proactive
command

qualifier = 00h
dcs = 4

Text = "TextA"

M n Length = 00h
Max Length = FFh

Successful call, buffer is part of a buffer with
the end part

Send the command
qualifier =0

dcs = 4

buffer = "12TextB"
offset = 2

length = 5

m nRespLength = 10h
maxResplLength = FFh

GET INPUT Proactive
command

qualifier = 00h

dcs = 4

Text = "TextB"
Mn Length = 10h
Max Length = FFh
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10 | Successful call, buffer is part of a buffer with GET INPUT -Proactive
the first part command
Send the command
qualifier = 0 qualifier = 00h
dcs = 4 dcs = 4
buffer = "TextCl12" Text = "TextC'
offset = 0 Mn Length = FFh
length = 5 Max Length = FFh
m nRespLength = FFh
maxRespLength = FFh
11 Successful call, buffer is part of a buffer GET INPUT -Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "12Text D34" dcs = 4
offset = 2 Text = "TextD"
length = 5 M n Length = 00h
m nRespLength = 00h Max Length = 00h
maxResplLengt h = 00h
12 Successful call, qualifier = 81h GET INPUT Proactive
qualifier = 81h command
dcs = 4
buffer = "TextE" qualifier = 81h
offset = 0 dcs = 4
length = 5 Text = "TextE"
m nRespLength = 00h M n Length = 00h
maxRespLength = 10h Max Length = 10h
13 Successful call, DCS=0 (7 bits) GET INPUT Proactive
qualifier =0 command
dcs = 0
buffer = "TextF" qualifier = 00h
offset = 0 dcs = 0
length = 5 Text = "TextF"
m nRespLength = 10h M n Length = 10h
maxRespLength = 10h Max Length = 10h
14 Successful call, DCS=8 (UCS2) GET INPUT Proactive
qualifier = 0 command
dcs = 8
buffer = "TextG' qualifier = 00h
offset = 0 dcs = 8
length = 5 Text = "TextG'
m nRespLength = 00h M n Length = 00h
maxRespLength = FFh Max Length = FFh
15 | Call the initGetinput() method with any value GET INPUT Proactive
Then build and send a GET INPUT -command command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "Text HText H' dcs = 4
offset = 0 Text = "TextHTextH'
length = 10 M n Length = 00h
m nRespLength = 00h Max Length = 10h
maxResplLength = 10h
Sepe-thecommand cemmane
sualifier = 0
ges =4 quakitier—=00h
eflset——0 Mep—ength———00h
englh——~0— Mepe—bength———m=~0h
F-pResplength——00h
reedResplength——10h
16 Successful call, text length is zero GET INPUT Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buffer = "TextHText H' Text String TLV = 8D 00
offset = 0 Mn Length = 00h
length = 0 Max Length = 10h
m nRespLength = 00h
nmaxRespLength = 10h
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initGetlnput() method ToolkitException is thrown by
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Call the getValueLength() method

getValueLength()

18

Successful call, buffer length = 7Eh

qualifier =0

dcs = 4

buf fer = "UUU..!
offset = 0

I ength = 7Eh

m nRespLength = 00h
maxResplLength = 10h

GET INPUT Proactive
command

Text String TLV =
8D 7F 04 55 55...
Mn Length 00h
Max Length 10h

19

Successful call, buffer length = 7Fh

qualifier =0

dcs = 4

buf fer = "UUU..!
offset = 0
length = 7Fh

m nRespLength = 00h
maxResplLength = 10h

GET INPUT Proactive
command

Text String TLV = 8D 81
80 04 55 55...

Mn Length
Max Length

00h
10h

20

Successful call, buffer length = 236

Qualifier = 0

dcs = 4

buf fer = "UUU..!
offset = 0
length = 236

m nRespLength = 00h
maxResplLength = 10h

GET INPUT Proactive
command

Text String TLV =
8D 81 ED 04 55 55...

21 | Call the initGetInput() method with atoo long | HANDLER_OVERFLOW
buffer ToolkitException is thrown
qualifier =0
dcs = 4
buffer = "XXXX.."
offset = 0
I ength = 237
m nRespLength = 00h
maxResplLength = 10h
22 Call the initGetIinput() without sending the No proactive command
command shall be sent expected
status is '9000'
6.2.7.5.4 Test Coverage
CRR number Test case number
N1 8,9, 10, 11, 12, 13, 14,
15,16,18, 19, 20
N2 15
N3 17
N4 22
N5 7
N6 16
P1 1
P2 2,3,456
C1l 21
6.2.7.6 Method send

Test Area Reference: API_2 PAH_SEND-

6.2.7.6.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte send()
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6.2.7.6.1.1 Normal execution
CRRN1: The send() method send the current proactive command to the mobile.

CRRN2: Thereturned byteis equal to general result of the command (first byte of Result TLV in Terminal
Response).

CRRN3: Thehandler remains unchanged after a call to send() method until the use of initXX() or appendTLV ().
CRRN4: Thereisno invocation of select() or desdlect() method.

CRRNS5: A pending toolkit appl et transaction at the method invocation is aborted.

6.2.7.6.1.3 Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown isthe Result Smple TLV ismissing in
Terminal Response.

CRRC2: A ToolkitException.OUT_OF_TLV_BOUNDARIES shall be thrown if the general result byte ismissing
in the Result Simple TLV in Terminal Response.

CRRC3: A ToolkitException COMMAND NOT ALLOWED shall be thrown if the proactive command to be sent
isnot allowed by the SIM Toolkit Framework.

CRRCA4 : A ToolkitException COMMAND NOT ALLOWED shall be thrown if one parameter of the proactive
command to be sent is not allowed by the SIM Toolkit Framework.

6.2.7.6.2 Test Suite files
Test Script: API_2 PAH SEND 1.scr
Test Applet: APH2-PAH-SEND—Ljava

Parameter-Fe- APl 2 PAH SEND 1java
Load Script: APl_2 PAH SEND 1.ldr
Cleanup Script: API_2 PAH SEND 1.cr
Parameter File: API_2 PAH_SEND_1.par
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6.2.7.6.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = 'Text
2 | Terminal Response with General Result =00 | Result of send() is 00h
Result TLV = 03 01 00 (command performed
successful ly)
3 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = ' Text
4 | Terminal Response with General Result =01, | Result of send() is 01h
without Additional information on result
Result TLV = 03 01 01 (command perfornmed
with partial conprehension)
5 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = ' Text
6 | Terminal Response with General Result =01, | Result of send() is 01h
with Additional information on result
Result TLV = 03 02 01 55 (conmmand
performed with partial conprehension)
7 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = ' Text
8 | Terminal Response with General Result =02 | Result of send() is 02h
Result TLV = 03 04 02 65 43 21 (M ssing
i nformati on)
9 Build and send a 7Fh byte command DISPLAY TEXT Proactive
(DISPLAY TEXT) command
qualifier = 00h
dcs = 04h BER- TLV = DO 7F
buf fer = "UUUWU.." Text String TLV = 8D 74
length = 73h 04 55 55 55...
10 Build and send a 80h byte command DISPLAY TEXT Proactive
(DISPLAY TEXT) command
qualifier = 00h
dcs = 04h BER- TLV = DO 81 80
buf fer = "UUUW.." Text String TLV = 8D 75
length = 74h 04 55 55 55...
11 | Build and send a maximum length command DISPLAY TEXT Proactive
(Ilength of the handler should be 253) command
DI SPLAY TEXT: BER- TLV = DO 81 FD
Qualifier =0 Text String TLV = 8D 81
dcs = 4 F1 04 55 55...
buf fer = "UUU..!
offset = 0
I ength = 240
12 Verify that the Proactive Handler is not
modified after a send()
Build a DISPLAY TEXT command
Copy ProactiveHandler to source byte array
Send command
Copy ProactiveHandler to destination byte
array
Compare source and destination Source and destination are
identical
13 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
Verify there is no invocation of -select() or command
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deselect() method.

14 Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 2 Result TLV

1st Result TLV = 03 02 02 12
2nd Result TLV = 03 03 03 34 56

Result of send() is 02h

15 Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response without Result Simple

TLV

ToolkitException.UNAVAILABLE
_ELEMENT is thrown by send()

16 Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response without general result

byte in the Simple TLV

Result TLV =03 00

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown by

send()

6.2.7.6.4

Test Coverage

CRR number Test case number
N1 1,3,5,7,910,11, 12,
13,14

N2 2,4,6,8, 14

N3 12

N4 13

N5 To be checked in

Framework tests and
insert here cross
reference

Cl 15

C2 16

C3 checked in the
Framework test :

FWK PCS PCCO (test
case 1)

c4 checked in the

Framework test :
FWK PCS PCCO (test
cases 2t0 3)

6.2.7.12 Method copyValue

Test AreaReference API_2 PAH_CPYV'S BSS.

6.2.7.12.1

Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueOfset,

6.2.7.12.1.1

byte[] dstBuffer,
short dstOffset,
short dstLength)

throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,

Tool ki t Excepti on

Normal execution

CRRN1: copiesa part of thelast TLV eement which has been found, into a destination. buffer.
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CRRN2: returns-dstOffset + dstLength.

6.2.7.12.1.2 Parameter errors
CRRPL.: if dstBuffer isnull NullPointerException is thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException is thrown.

—CRRP3: if valueOffset-dstength-or-beth-are-out-of- the-eurrent -\ val ueOffset is negative or valueOffset +
dstLength > current TLV length, an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException OUT_OF_TLV_BOUNDARIES.

6.2.7.12.1.3 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV dement an instance of ToolkitException shall be thrown. The reason code shall
be ToalkitException UNAVAILABLE _ELEMENT.

6.2.7.12.2 Test Suite files
Test Script: API_2 PAH CPYVS BSS 1.scr
Test Applet: APF2-PAH-CPYAS-BSS-1iava

ParemeteHe- APl 2 PAH CPYVS BSS 1java
Load Script: APl 2 PAH CPYVS BSS 1.ldr
Cleanup Script: APl 2 PAH CPYVS BSS 1.clr
Parameter File: APl_2 PAH_CPYVS BSS 1.par
6.2.7.12.3 Test procedure
[1d ] Description API Expectation |  APDU Expectation
1 ——
’ ‘ Selesta TV
1 Initialise the handler
SelectaTLV
copyValue() with a null dstBuffer NullPointerException is thrown
2 initDisplayText() with length = 15
Sel ect Text String TLV
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOffset = -1
dstlLength = 1

4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOffset = 0
dstLength = 6

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstlLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
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dstBuffer.length = 5 nis thrown
dstOrfset = 0
dstLength = -1
7 initDisplayText() with length =5
Sel ect Text String TLV
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
val ueCf fset =7 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 0
8 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
valueCffset < 0 BOUNDARIES is thrown
valueCffset = -1
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1
9 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
dstLength > Text String length BOUNDARIES is thrown
valueCffset = 0
dstBuffer.length = 15
dstOrfset = 0
dstlLength = 7
10 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
val ueOffset + dstLength > Text String BOUNDARIES is thrown
l ength
val ueCffset = 2
dstBuffer.length = 15
dstOrfset = 0
dstLength = 5
| |22 Initialize the handler |
11 Initialise the handler
copyValue() ToolkitException.UNAVAILABLE
_ELEMENT is thrown
12 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
Sel ect Text String TLV
Successful call Result of copyValue() is 17
valueCffset = 0
dstBuffer.length = 17
dstOrfset = 0
dstlLength = 17
13 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
14 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of copyValue() is 15
val ueCf fset = 2
dstBuffer.length = 20
dstOffset = 3
dstlLength = 12
15 Compare buffer Result is 00h
buffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55
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6.2.7.12.4 Test Coverage

CRR number Test case number
N1 13, 15
N2 12,14
P1 1
P2 2,3,4,56
P3 7,8,9, 10
C1 Does not apply for

Proactive Handler

C2 11

6.2.7.13 Method compareValue

Test Area Reference API_2 PAH_CPRVS BSS:

6.2.7.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public byte conpareVal ue(short val ueCffset,

byte[] conpareBuffer,

short conpareOf fset,

short conparelength)

throws java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.7.13.1.1 Normal execution
Compares the lagt found TLV element with a buffer:
CRRN1: returns O if identical.
CRRNZ2: returns -1 if the first miscomparing bytein simple TLV List isless than that in compareBuffer.

CRRNS3: returns 1 if the first miscomparing bytein smple TLV List isgreater than that in compareBuffer.

6.2.7.13.1.2 Parameter errors
CRRPL.: if compareBuffer isnull NullPointerException shall be thrown.

CRRP2: if compareOffset or comparelength or both would cause access outside array bounds, or if comparelength
is negative ArraylndexOutOf BoundsException shall be thrown.

—CRRP3: if valueOffset-dstength-or-beth-are-out-of- the-eurrent FVval ueOffset is negative or valueOffset +
dstLength > current TLV length, an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException OUT_OF_TLV_BOUNDARIES.

6.2.7.13.1.3 Context errors

CRRCL. if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV dement an instance of ToolkitException shall be thrown. The reason code shall
be ToalkitException UNAVAILABLE _ELEMENT.

6.2.7.13.2 Test Suite files
Test Script: APl 2 PAH CPRVS BSS 1l.scr
Test Applet: APF2-PAH-CPRVS-BSS-Lijava
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ParameterHe- APl 2 PAH CPRVS BSS 1.java
Load Script: APl 2 PAH CPRVS BSS 1.ldr
Cleanup Script: APl 2 PAH CPRVS BSS 1.cr
Parameter File: API_2 PAH_CPRVS BSS 1.par
6.2.7.13.3 Test procedure
[1d ] Description API Expectation APDU Expectation
Selesta TV
1 Initialise the handler
Select a TLV
compareValue() with a null compareBuffer NullPointerException is thrown
2 initDisplayText() with length = 15
Sel ect Text String TLV
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareCfset = 6
conparelLength = 0
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareOffset = -1
conparelLength = 1
4 comparelLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareOifset =0
conparelength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length = 5
conpareO fset = 3
conparelLength = 3
6 comparelLength <0 ArraylndexOutOfBoundsExceptio
compareBuffer.length =5 n is thrown
compareOffset = 0
compareLength = -1
7 initDisplayText() with length =5
Select Text String TLV
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
val ueCf fset =7 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareOifset =0
conparelLength = 0
8 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
valueCffset < 0 BOUNDARIES is thrown
valueCffset = -1
conpareBuffer.length = 15
conpareOifset =0
conparelLength = 1
9 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
conpareLength > Text String |length BOUNDARIES is thrown
valueCffset = 0
conpareBuffer.length = 15
conpareOifset =0
conparelLength = 7
10 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
val ueOf f set + conpareLength > Text String | BOUNDARIES is thrown
l ength
val ueCf fset = 2
conpareBuffer.length = 15
conpareOifset =0
conparelLength = 5
[ |22 ] Initialize-the handler | |
[ 11 | Initialise the handler
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ELEMENT is thrown
compareValue() ToolkitException.UNAVAILABLE
ELEMENT is thrown
12 initDisplayText()

dcs = 4
buffer = 00 01 ...OF
Sel ect Text String TLV

corRe-eBuH-a—=

taitetze-cempareBuier

conpar eBuf fer =
04 00 01 ...OF

’ Initialise compareBuffer

Compare buffers
val uef f set =
conpar e f set
conpar eLengt h

0
17

1nimno

Result is 00h

13 Initialise compareBuffer

conpar eBuf fer =
04 00 01 02 03
04 05 06 07 08
05 OA 0B 0C 0D
OE 10

Compare buffers with same parameters

Result is -1

12 — T
corRe-eBuH-a—=

14 Initialise compareBuffer

conpar eBuf fer =
03 00 01 ...OF

Compare buffers with same parameters

Result is +1

15 Initialise compareBuffer

conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0OC
55 55 55 55 55

Compare buffers
val uef fset =
conpar e f set
conpar eLengt h

3
12

mninnN

Result is 00h

16 Initialise compareBuffer

conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0OC
55 55 55 55 55

Compare buffers with same parameters

Result is -1
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55 55 55 01 02
0304050607
0809 0A0A 0D
55 55 55 55 55
17 Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA 0D
55 55 55 55 55
Compare buffers with same parameters Result is +1
18 = T
corRe-eBuH-a—=
5555 55 99 03
0304050607
0809 0A 0B 0C
55 55 55 55 55
18 Initialise compareBuffer
conpar eBuf fer =
55 55 55 99 03
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55
Compare buffers with same parameters Result is +1
6.2.7.13.4 Test Coverage
CRR number Test case number
N1 12, 15
N2 13, 16
N3 14, 17,18
P1
P2 2,3,4,56
P3 7,8,9,10
C1 Does not apply for
Proactive Handler
C2

6.2.7.15 Method findAndCopyValue(byte tag, byte occurence, short valueOffset, byte[]
dstBuffer, short dstOffset, short dstLength)

Test AreaReference API_2 PAH_FACYBBS_BSS.

6.2.7.15.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,

6.2.7.15.1.1

byte occurence,

short val ueOffset,

byte[] dstBuffer,
short dstOffset,
short dstLength)
t hr ows

java. |l ang. Nul | Poi nt er Excepti on,

java. |l ang. Arrayl ndexQut Of BoundsExcepti on,

Tool ki t Excepti on

Normal execution

CRRN1: looks for the indicated occurrence of a TLV e ement from the beginning of a TLV list and copy its value
into a destination buffer.

CRRN2: -if no TLV eement isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current TLV is
no longer defined.
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CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLength is
returned.

CRRN4: The search method is comprehension required flag independent.

6.2.7.15.1.2 Parameter errors
CRRP1: if dstBuffer isnull NullPointerException shall be thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
ArraylndexOutOfBoundsException shall be thrown.

—CRRP3: if valueOffset-dstength-or-beth-are-out-of- the-eurrent FVval ueOffset is negative or valueOffset +

dstLength > current TLV length, an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException OUT_OF TLV_BOUNDARIES.

6.2.7.15.1.3 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.7.15.2 Test Suite files
Test Script: APl 2 PAH FACYBBS BSS 1.scr
Test Applet: APF2PAH-FACY-BBS-BSS-Liava

Poromcter e APl _2 PAH FACYBBS BSS 1java
Load Script: API_2 PAH FACYBBS BSS 1.ldr
Cleanup Script: API_2 PAH FACYBBS BSS 1.clr
Parameter File: API_2 PAH_FACYBBS BSS 1.par
6.2.7.15.3 Test procedure
[1d ] Description | API Expectation |  APDU Expectation |
|| * 1 Initialise the handler | | |

findAndCopyValue() with a null dstBuffer NullPointerException is thrown

2 initDisplayText() with length = 15
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence = 1 n is thrown

valueCffset = 0
dstBuffer.length = 5

dstOffset = 6
dstLength = 0

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOffset = -1
dstlLength = 1

4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOffset = 0
dstLength = 6

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 3
dstlLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
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dst O f set
dstLength

0
-1

initDisplayText() with length =5

valueOffset > Text String Length
tag = ODh, occurrence =1
val ueCffset =7
dstBuffer.length =
dst O f set 0
dstLength 0

15

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

valueOffset <0
valueOffset = -1
dstBuffer.length =
dstOffset = 0
dstlLength = 1

15

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

dstLength > Text String length
valueCffset = 0
dstBuffer.length =
dstOffset = 0
dstlLength = 7

15

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10

valueOffset + dstLength > Text String length
val ueCf fset = 2
dstBuffer.length =
dstOrfset = 0
dstLength = 5

15

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

InitDisplayText()

Select a TLV (tag 02h)

findAndCopyValue()
tag = ODh
occurrence = 2

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE
_ELEMENT is thrown.

12

initDisplayText()
dcs = 4

buffer = 00 01 ...OF

Successful call
tag = 0ODh, occurrence =1
valueOfset = 0
dstBuffer.length =
dst O f set 0
dst Length 17

17

Result of findAndCopyValue() is
17

13

Compare buffer

buffer = 04 00 01 ...0F

Result is 00h

1

el er—EEEEEE

T

14

initialise dstBuffer
= 55 55 ...55

dst Buf f er

Successful call
tag = 0ODh, occurrence =1
val ueOffset = 2
dstBuffer.length =
dstOffset = 3
dstlLength = 12

20

Result of findAndcopyValue() is
15

15

Compare buffer
buffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B OC
55 55 55 55 55

Result is 00h

16

Append a Text String TLV
tag = 0D
buffer = 00 11 22 33 44 55 (no specific
DCS byt e)

Successful call
tag = 0ODh, occurrence =1
valueOfset = 0
dstBuffer.length =
dst Of f set 0
dstLength 17

17

Result of findAndCopyValue() is
17

17

Compare buffer

buffer = 04 00 01 ...0F

Result is 00h
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occurrence = 1
valueOfset = 0

dstOffset = 0
dstlLength = 17

18 Successful call Result of findAndCopyValue() is
tag = 0Dh, occurrence 2 6
valueCffset = 0
dstBuffer.length = 6
dstOfset = 0
dstLength = 6
19 Compare buffer Result is 00h
buffer = 00 11 22 33 44 55
20 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
Successful call (with tag 8Dh) Result of findAndcopyValue() is
tag = 8Dh 17

dstBuffer.length = 17

occurrence = 1
valueOfset = 0

dstOffset = 0
dstLength = 16

21 Compare buffer Result is 00h
buffer = 04 00 01 ...OF
22 Append tag OFh
buffer = 00 01 ...OF
Successful call (with tag 8Fh) Result of findAndcopyValue() is
tag = 8Fh 16

dstBuffer.length = 16

buffer = 00 01 ...OF

23 Compare buffer Result is 00h

6.2.7.15.4 Test Coverage

CRR number Test case number
N1 13,15, 17,19
N2 11
N3 12,14, 16, 18
N4 20, 21, 22, 23
P1 1
P2 2,3,4,5 6
P3 7,8,9 10
C1 Does not apply for

ProactiveHandler

6.2.7.17 Method findAndCompareValue(byte tag, byte occurence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference API_2 PAH_FACRBBS BSS:

6.2.7.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,

t hr ows

byte occurence,

short val ueCffset,

byte[] conpareBuffer,

short conpareOf fset,

short conparelLength)

java.l ang. Nul | Poi nt er Excepti on,

java. |l ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on
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6.2.7.17.1.1 Normal execution

Looks for theindicated occurrence of a TLV eement from the beginning of aTLV list and compare its value with a
buffer:_

CRRN1: if no TLV dement isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current TLV is
no longer defined.-

CRRN2: if the method is successful then the corresponding TLV becomes current.

CRRN3: if identical -0 isreturned.

CRRN4: if the first miscomparing bytein smple TLV isless than that in compareBuffer -1 isreturned.
CRRNS: if thefirst miscomparing bytein smple TLV is greater than that in compareBuffer 1 isreturned.
CRRNG6: The search method is comprehension required flag independent.

6.2.7.17.1.2 Parameter errors
CRRPL.: if compareBuffer isnull NullPointerException shall be thrown.

CRRP2: if compareOffset or comparelength or both would cause access outside array bounds, or if comparelength
is negative ArraylndexOutOf BoundsException shall be thrown.

—CRRP3: if v ZvalueOffset is negative or valueOffset +

dstLength > current TLV Ienqth an mstance of Tool kltExceptlon shall be thrown. The reason code shall be
ToolkitException OUT_OF TLV_BOUNDARIES.

—CRRP4: if an input parameter isnot valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

6.2.7.17.1.3 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.7.17.2 Test Suite files
Test Script: APl _2 PAH FACRBBS BSS 1.scr
Test Applet: AP2PAH-FACRBBS-BSSLjava

Parameter-Fe- APl_2 PAH FACRBBS BSS 1.java
Load Script: APl 2 PAH FACRBBS BSS 1.ldr
Cleanup Script: API_2 PAH FACRBBS BSS 1.cr
Parameter File: API_2 PAH FACRBBS BSS 1.par
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6.2.7.17.3 Test procedure
[1d ] Description API Expectation APDU Expectation |
[[ 2 ] Initialize-the handler |
1 Initialise the handler
findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 initDisplayText() with length = 15
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence = 1 n is thrown
valueCffset = 0
conpareBuffer.length = 5
conpareCifset = 6
conparelLength = 0
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareOffset = -1
conparelLength = 1
4 comparelLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareOifset =0
conparelLength = 6
5 | compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>conpar eBuf fer. | ength n is thrown
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown
conpareOifset =0
conparelLength = -1
7 initDisplayText() with length =5
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence =1 BOUNDARIES is thrown
val ueCffset =7
conpareBuffer.length = 15
conpareOifset =0
conparelLength = 0
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOffset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareCifset =0
conparelength = 1
9 comparelLength > Text String length ToolkitException.OUT_OF_TLV_
valueCffset = 0 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareCifset =0
conparelLength = 7
10 | valueOffset + compareLength > Text String | ToolkitException.OUT_OF_TLV_
length BOUNDARIES is thrown
val ueCf fset = 2
conpareBuffer.length = 15
conpareCifset =0
conparelLength = 5
11 Invalid parameter ToolkitException.BAD_INPUT_P
occurrence = 0 ARAMETER is thrown
12 InitDisplayText()
Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE
tag = ODh _ELEMENT is thrown
occurrence = 2
Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown.
13 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
corRe-eBuH-a—=
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Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...0F

findAndCompareValue()
tag = ODh, occurrence =1
val uef f set =
conpar eX f set
conpar eLengt h

o

0
17

Result is 00h

14 Verify current TLV

get Val ueLengt h()

Result is 17

Byt
corRe-eBuH-a—=

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...10

Compare buffers with same parameters

Result is -1

‘ 16

Byt
corRe-eBuH-a—=

Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...0F

Compare buffers with same parameters

Result is +1

Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers
val uef fset =
conpar e f set
conpar eLengt h

mnmnmnN

Result is 00h

Initialise compareBuffer
conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters

Result is -1

Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA 0D
55 55 55 55 55

Compare buffers with same parameters

Result is +1

20

append a Text String TLV
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tag = ODh
buffer = 00 11 22 33 44 55
corRe-eBuH-a—=
04—00—01+—0r
Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...OF
findAndCompareValue() Result is 00h
tag = 0ODh, occurrence =1
valueCffset = 0
conpareCffset = 0
conparelLength = 17
corRe-eBuH-a—=
00122 35 44 55
21 Initialise compareBuffer
conpar eBuf fer =
00 11 22 33 44 55
findAndCompareValue() Result is 00h
tag = 0Dh, occurrence = 2
valueCffset = 0
conpareCffset = 0
conparelLength = 6
corRe-eBuH-a—=
00122 35 44 66
22 Initialise compareBuffer
conpar eBuf fer =
00 11 22 33 44 66
findAndCompareValue() Result is -1
tag = 0ODh, occurrence = 2
valueCffset = 0
conpareCffset = 0
conparelLength = 6
23 initDisplayText()
dcs = 4
buffer = 00 01 ...OF
Copge-eBuHer——04—00—01—07
Initialise compareBuffer
Conpar eBuf fer = 04 00 01 ...0F
Successful call (with tag 8Dh) Result is 00h
tag = 8Dh, occurrence =1
valueCffset = 0
conpareBuffer.length = 17
conpareOfset = 0
conparelLength = 17
24 Append tag OFh
buffer = 00 01 ...OF
——— T
cofpRe-eBuH-e——00—01——0F
Initialise compareBuffer
conpareBuffer = 00 01 ...0F
Successful call (with tag 8Fh) Result is 00h
tag = 8Fh, occurrence =1
valueCffset = 0
conpareBuffer.length = 16
conpareOfset = 0
conparelLength = 16
Cofe-eBuHe 00900207
25 Initialise compareBuffer
conpar eBuf fer =0099 02 ...0F
findAndCompareValue() Result is +1
tag = 0ODh, occurrence =1
valueCffset = 0
conpareCffset = 0
conparelLength = 17
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6.2.7.17.4 Test Coverage

CRR number Test case number
N1 12
N2 14
N3 13, 17, 20, 21
N4 15, 18, 22
N5 16, 19
N6 23,24
P1 1
P2 2,3,4,56
P3 7,8,9, 10
P4 11
C1 Does not apply for

Proactive Handler

6.2.7.24 Method getCapacity

Test Area Reference: APl 2 PAH GCAP

6.2.7.24.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

6.2.7.24.1.1 Normal execution

CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler.

6.2.7.24.2 Test suite files

Test Script: API_2 PAH GCAP 1.scr
Test Applet: API_2 PAH GCAP_1.java
Load Script: API_2 PAH GCAP_ 1.ldr

Cleanup Script: APl 2 PAH GCAP 1.cr

Parameter File: API_2 PAH GCAP_1.par
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6.2.7.24.3 Test Procedure
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Description

API| Expectation

APDU Expectation

==

ProactiveHandler available

1- Send envelope SMS-PP Formatted

2- The applet calls getTheHandler()

3- The applet calls getCapacity() on the
ProactiveHandler

4- The applet fills the handler with the maximum

1- Applet is triggered

2- No exception is thrown

3- No exception is thrown, the

capacity shall not be null

4- No exception is thrown

capacity, using appendTLV() method
5- The applet calls clear() on the proactive handler

5- No exception is thrown

6- The applet fills the handler with the maximum
capacity plus one, using appendTLV() method

6- HANDLER OVERFLOW

exception is thrown

6.2.7.24.4 Test Coverage

CRR number

Test case humber

N1

1

6.2.7.25 Method initCloseChannel

Test Area Reference: APl 2 PAH ICCHB

6.2.5.21.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initC oseChannel (byte bChannel | dentifier)

6.2.7.25.1.1 Normal execution

CRRN1: The method shall build a Close Channel Proactive command, using Channel I dentifier. Comprehension

Required flags are set.

CRRN2: A call to this method clearsthe handler then initialises it with Close Channel Proactive command.

CRRNS3: After the method invocation, no TLV is selected.

CRRN4: The CLOSE CHANNEL Proactive command is not sent by the method.

6.2.7.25.2 Test suite files

Test Script: APl 2 PAH ICCHB 1.scr

Test Applet: API_2 PAH ICCHB_1.java

Load Script: API_2 PAH ICCHB 1.Idr

Cleanup Script: API_2 PAH ICCHB_1.cr

Parameter File: API_2 PAH ICCHB 1.par

6.2.7.25.3 Test procedure

Id Description API Expectation APDU Expectation
O |Appletl is installed with maxi mum nunber

of channel = 01.

=

Call initCloseChannel() method

1- Call ProactiveHandler.init() nethod to
Open a Channel .
Call the ProactiveHandl er.send() nethod.

2- Appletl is triggered.
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2- Send an
EVENT_EVENT_DOWNLOAD_CHANNEL _STATUS
Envel ope.

3- Call the
Proacti veHandl er. i nit Cl oseChannel ()
net hod with Channel 1d = 01.

5- Appletl is not triggered.

OPEN CHANNEL is sent to

the SIM with Channel Id =
01.

4- CLOSE CHANNEL
proactive command is

the command

1- Call ProactiveHandler.init() nethod to

open a Channel and call the
Proacti veHandl er. send() net hod.

2- Call the

Proacti veHandl er. i nit Cl oseChannel ()
net hod with Channel Id = 01 without
Proacti veHandl er. send() .

3- Send an
EVENT_EVENT_DOWNLOAD CHANNEL _STATUS
Envel ope.

3- Appletl is triggered.

4- Call the ProactiveHandl er. send() fetched.
net hod. —_—
5. send an TERMINAL RESPONSE of
EVENT EVENT DOWNLOAD CHANNEL STATUS CLOSE CHANNEL is sent
Envel ope. to the SIM.
2 Call the initCloseChannel () method with any 1- OPEN CHANNEL
value then build and send a CLOSE CHANNEL proactive command is
command 5- Appletl is not triggered. fetched.
1- Call ProactiveHandler.init() to Open a TERMINAL RESPONSE of
Channel and ProactiveHandl er. send() OPEN CHANNEL is sent to
met hods. the SIM with Channel Id =
2- ProactiveHandl er.initC oseChannel () 0l
wi th Channel 1Id = 2
3- ProactiveHandl er.initC oseChannel () 4- CLOSE CHANNEL
with the Channel I1d = 1. proactive command is
fetched.
4- call the send() nethod.
5. Send an TERMINAL RESPONSE of
EVENT_EVENT_DOWNLOAD CHANNEL STATUS CLOSE CHANNEL is sent
Envel ope. to the SIM.
3 Select a TLV. in the ProactiveHandler 3- UNAVAILABLE _ELEMENT 1- OPEN CHANNEL
Call the initCloseChannel () method ToolkitException is thrown by proactive command is
getValueLength() method. fetched.
1- Call ProactiveHandler.init() nethod to
open a Channel and call the TERMINAL RESPONSE of
Proacti veHandl er.send() net hpd. OPEN CHANNEL is sent to
Sel ect 1st TLV of the Proactive Handler. the SIM with Channel 1d =
2- Ccall 01.
Proacti veHandl er. i nit Cl oseChannel ()
met hod with Channel 1d = 01. 4- CLOSE CHANNEL
proactive command is
3- Call the ViewHandl er. get Val ueLengt h() fetched.
net hod. Ietched.
. TERMINAL RESPONSE of
4- Il P t | er. d t hod. -
Call Proactiverandler.send() metho CLOSE CHANNEL s sent
to the SIM.
4 Call the initCloseChannel() without sending 1- OPEN CHANNEL

proactive command is
fetched.

TERMINAL RESPONSE of
OPEN CHANNEL is sent to

the SIM with Channel Id =
01.

No proactive command
shall be sent. Expected
status is '9000'
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6.2.5.21.1 Test Coverage
CRR number Test case number
N1 1
N2 2
N3 3
N4 2.4
6.2.8 Class ProactiveResponseHandler

6.2.8.20 Method getCapacity
Test Area Reference: APl 2 PRH GCAP

6.2.8.20.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

6.2.8.20.1.1 Normal execution

CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler.

6.2.8.20.2 Test suite files

Test Script: API_2 PRH_GCAP 1.scr
Test Applet: API_2 PRH GCAP 1.java
Load Script: API_2 PRH GCAP 1.ldr

Cleanup Script: APl 2 PRH GCAP l1.dr

Parameter File: API_2 PRH_GCAP_1.par

6.2.8.20.3 Test Procedure

Id Description API Expectation APDU Expectation
1 ProactiveResponseHandler available

1- Send envelope SMS-PP Formatted 1- Applet is triggered

2- The applet sends a proactive command 2- 91 XX

3- Fetch the proactive command and send 3- The proactive command

Terminal Response is fetched

4- The applet calls method getCapacity() method |[4-No exception is thrown

5- The applet calls method getLength() method 5- The Capacity result is greater or

egual to getLength() result
6.2.8.20.4 Test Coverage
CRR number Test case humber
N1 1

6.2.8.21 Method getChannelldentifier

Test AreaReference: APl 2 PRH GCID

6.2.8.21.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getChannel Identifier()
throws Tool ki t Exception
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6.2.8.21.1.1 Normal execution

CRRN1:The method shall return the channd identifier byte value.

CRRN2:The channdl identifier byte value returned shall be from the first Channd status TLV element.

CRRNS3: If the element is available it becomes the currently selected TLV.

6.2.8.21.1.2 Context errors

CRRC1: The method shall throw ToolkitException (UNAVAILABLE ELEMENT) if the Channel status TLV is
not present.

CRRC2: The method shall throw ToolkitException (OUT OF TLV BOUNDARIES) if the Smple TLV Channd
Statuslength is equd to O.

6.2.8.21.2 Test suite files
Test Script: APl 2 PRH GCID 1.scr
Test Applet: APlI_2 PRH GCID 1ljava
Load Script: APl 2 PRH GCID 1.ldr

Cleanup Script: APl 2 PRH GCID 1.clr

Parameter File: API_2 PRH_GCID_1.par
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6.2.8.21.3 Test Procedure
Id Description API Expectation APDU Expectation
0 |Appletl is installed with maxi mum nunber
~ |of channel = 01.
1 Channel status TLV is not present 1- DISPLAY TEXT
Proactive command is
1- Build and send a DI SPLAY TEXT conmand fetched.
2- Call
iP(ratr)?;:t L‘;teﬁgzponsel-landl er. get Channel | denti f TERMINAL RESPONSE
— 2- UNAVAILABLE ELEMENT with no Channel status TLV
ToolkitException is thrown available.
2 Channel status TLV with alength equal to 0 1- OPEN CHANNEL
1- Build and send a OPEN CHANNEL proactive Proactive command is
conmand fetched.
2 Gl 2-OUT OF TLV_BOUNDARIES
Pr oact i veResponseHandl er. get Channel | denti f [£5 - —
Ter0) methed g | ToolkitException is thrown TERMINAL RESPONSE
4 with Channel status TLV
length equal to 0.
3 Get channel identifier value 2- Returns 0x01 1- OPEN CHANNEL
Proactive Command is
1- Call ProactiveHandler.init() and fetched.
Proacti veHandl er.send() nethods to open a
channel . TERMINAL RESPONSE is
2. call issued with channel status
Proacti veResponseHand| er. get Channel | dent i f value = 0x8100.
i er() nethod.
3- Call
Proacti veHandl er.initd oseChannel () and
Proacti veHandl er. send() nethods.
4 Get channel identifier value with 2 TLV 2- Returns 0x01 1- OPEN CHANNEL
Proactive Command is
1- Call ProactiveHandler.init()and fetched.
Proacti veHandl er.send() nethods to open a
channel TERMINAL RESPONSE is
2. call issued with channel status
Proact i veResponseHandl er . get Channel | dent i f value = 0x8100 and 0x8200.
ier()
3- Call
Proacti veHandl er.initd oseChannel () and
Proacti veHandl er. send() nethods.
5 | Channel status TLV is currently selected TLV |2- Returns 0x03 1- OPEN CHANNEL
Proactive Command is
1- Call ProactiveHandler.init() and 3- Check getChannelldentifier() fetched.
Proacti veHandl er.send() nethods to open a =getValueByte(0)
channel .
Vi ewHandl er. Fi ndTLV with Device ldentity .TERMlNAL RESPONSE is
Tag issued with channel status
— value = 0x0305-
2- Call
Proacti veResponseHand! er. get Channel | denti f
ier() nethod.
3- Conpare
Proacti veResponseHandl er. get Channel | denti f
ier() and then Vi ewHandl er. get Val ueByt e(0)
met hods.
6.2.8.21.4 Test Coverage
CRR number Test case humber
N1 3
N2 4
N3 5
C1 1
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6.2.8.22 Method copyChannelData
Test Area Referencet APl 2 PRH CCHD BSS

6.2.8.22.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short copyChannel Data(byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.8.22.1 Normal execution

CRRN1: The method shall copy a part of the Channdl data string field.

CRRN2: The Channd data string field value returned shall be the first Channd data TLV e ement of the current
response data field.

CRRNS3: If the element is available it becomes the currenly selected TLV.

CRRN4: Returns dstOffset + dstL ength.

6.2.8.22.2 Parameters error

CRRPL1.: If dstBuffer isnull, a NullPointer Exception is thrown.

CRRP2: If dstOffset or dstL ength parameter is negative an Arrayl ndexOutOfBoundsException exception isthrown
and no copy is performed.

CRRP3: If dstOffset+dstLength is greater than dstBuffer.length, the length of the dstBuffer array an
ArraylndexOutOf BoundsException exception is thrown and no copy is performed.

CRRP4: |If dstLength is greater than the value field of the available TLV, aOUT OF TLV _BOUNDARIES
ToolkitException is thrown.

6.2.8.22.3 Context errors
CRRC1: The method shall throw a UNAVAILABLE ELEMENT ToolkitException if the Result TLV is not
present.
6.2.8.22.2 Test suite files
Test Script: APl 2 PRH CCHD BSS 1.scr
Test Applet: APl 2 PRH CCHD BSS 1.java
Load Script: APl 2 PRH CCHD BSS 1.ldr
Cleanup Script: APl 2 PRH CCHD BSS 1.dr
Parameter File: APl 2 PRH CCHD BSS 1.par
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6.2.8.22.3 Test Procedure
Id Description API Expectation APDU Expectation
0 |1- Appletl is installed with nmaxinmm 2- OPEN CHANNEL
nunber of channel = 01. proactive command is
2- Appletl builds proactive commands OPEN fetched
CHANNEL with init() nmethod in order to .
open one channel . TERMINAL RESPONSE is
ProactiveHandl er.send() nethod is called. issued with Channel Id = 01
1 CopyChannelData() with NULL dstBuffer RECEIVE DATA Proactive
, command is fetched.
Buil d and send a RECElI VE DATA command NullPointerException is thrown
TERMINAL RESPONSE
with not empty Channel
Cal | Data TLV is issued.
Proacti veResponseHandl er. copyChannel Dat a
dstBuffer = NULL
DstOffset = 0
DstLength = 1
2 CopyChannelData() with negative dstOffset 1- RECEIVE DATA
proactive command is
1- call init() method for the RECEIVE DATA|>. gn fetched.
proactive command. ArraylndexOutOfBoundsException
2. call exception is thrown. TERMINAL RESPONSE
Proact i veResponseHandl er . copyChannel Dat a() _ with 6 bytes avalaible
DstBuffer.length = 6 3- no copy is performed. ‘Hellol’
DstOffset = -1
DstLength = 1
3- check dstBuffer is enpty.
3 CopyChannelData() with negative dstLength |1- an
ArraylndexOutOfBoundsException
1- call exception is thrown.
Proacti veResponseHandl er. copyChannel Dat a()
DstBuffer.length = 6 .
Dst Offset = 0 2- no copy is performed.
DstLength = -1
2- check dstBuffer is enpty.
4 | CopyChannelData() with dstOffset+dstLength |1- an
greater than dstBuffer.length ArraylndexOutOfBoundsException
exception is thrown.
1- call
Proacti veResponseHand! er. copyChannel Dat a() [5_ ;
with dst Of f set +dst Length greater than 2- 1o copy is performed.
dstBuffer.|ength.
DstBuffer.length = 6
DstOffset =5
DstLength = 2
2- check dstBuffer is enpty.
5 | CopyChannelData() with dstLength too large |a OUT OF TLV_BOUNDARIES
. ToolkitException is thrown.
Ca
Proacti veResponseHandl er. copyChannel Dat a()
with dstLength greater than the val ue
field of the available TLV.
DstBuffer.length = 6
DstOffset = 0
Dst Length = 10
6 | CopyChannelData() without Channel Data TLV 1- RECEIVE DATA
element proactive command is
2- a UNAVAILABLE _ELEMENT fetched
1- cal I init() nethod for the RECEI VE DATA ToolkitException is thrown.
gff“?‘s;‘ég(;"’gﬂgd TERMINAL RESPONSE
- without ChannelData TLV
2- call element.
Proacti veResponseHandl er. copyChannel Dat a()
Dst Buffer.length = 10
DstOffset = 0

3GPP




Error! No text of specified style in document. 83 Error! No text of specified style in document.

DstLength = 10
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7 Successful copyChannelData() 1- RECEIVE DATA
o proactive command is
Call init() method for the RECEIVE DATA |3 the Channel Data TLV is copied |fetched
proactive command. into dstBuffer.
Call send() method. TERMINAL RESPONSE
2- Call findTLV() with TAG of DEVI CE The applet checks the returned with one Channel data TLV
| DENTI TY. value is dstOffset + dstLength = 6. |element. (6 bytes available
= ‘Hello2")
3- Call
Proact i veResponseHand! er . copyChannel Dat a()
DstBuffer.length = 6
DstOffset = 0
DstLength = 6
DstBuffer is the whole Buffer.
8 Compare copied Buffer
The applet checks that dstBuffer
Check dstBuffer. contains the channel data from the
TERMINAL RESPONSE.
9 The returned byte is the same than
Check the Channel Data TLV is selected the first byte of the Channel data
TLV (i.e. ‘H)
Call the ViewHandl er. get Val ueByt e(0)
net hod
10 Successful copyChannelData()
The Channel Data TLV is copied
Call into dstBuffer.
Proacti veResponseHandl er. copyChannel Dat a() —The applet checks the returned
g‘;: g‘fj; fsgtr. I_eggt h =6 value is dstOffset + dstLength = 5.
DstLength = 3
DstBuffer is a part of Buffer.
11 Compare copied Buffer
The applet checks that bytes from 2
Check dstBuffer. to 4 of dstBuffer contain the first 3
bytes of channel data TLV from the
TERMINAL RESPONSE.
12 Successful copyChannelData()
2- The Channel Data TLV is copied
1- Initialise dstBuffer to [00, 01.] into dstBuffer.
2- Call .
Proacti veResponseHandl er. copyChannel Dat a() The returned value is dstOffset +
DstBuffer.length = 6 dstLength = 5.
Dst OFfset = 2
DstLength = 3
DstBuffer is a part of buffer.
13 Compare copied Buffer
The applet checks that only bytes
Check dstBuffer. from 2 to 4 of dstBuffer have been
updated with the first 3 bytes of
channel data TLV from the
TERMINAL RESPONSE.
14 Successful copyChannelData(), with 2 TLV 1- RECEIVE DATA
proactive command is
1- calt! init() mgt hod for the RECEIVE DATA 2. the first Channel Data TLV is fetched
proactive command. copied into dstBuffer.
Call send() method. The returned value is TERMINAL RESPONSE
2- call dstOffset+dstLength =0x06 with two Channel data TLV
Proacti veResponseHandl er. copyChannel Dat a() element
with dstLength lower than the value field 1" TLV : 6 bytes available =
of the available TLV. ‘Hello3’
DstBuffer.length = 6 2" TLV : 6 bytes available =
DstOfset = 0 ‘Hello4’
DstLength = 6 Hefioa
15 Compare copied Buffer
Check that dstBuffer contains the
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Check dstBuffer. first Channel Data TLV from the
TERMINAL RESPONSE.
6.2.8.22.4 Test Coverage

CRR number Test case number
N1 7,10,12, 14
N2 14
N3 9
N4 8,11,13,15
Pl 1
P2 2.3
P3 4
P4 5
[ek} 6

6.2.9 Class ToolkitRegistry

6.2.9.3 Method clearEvent

Test Area Reference: API_2 TKR_CEVTB-

6.2.9.3.1 Conformance requirement;:

The method with following header shall be compliant to its definition in the API.

public void clearEvent(byte event)
throws Tool ki t Exception,
j avacard. franewor k. Tr ansact i onExcepti on

6.2.9.3.1.1 Normal execution
CRRN1: A call to isEventSet() method for a cleared event should return fal se after a call to clearEvent.
—CRRN2:_The SIM Toolkit Framework shall not trigger the applet on the occurrence of the cleared event anymore.

CRRN3: if event was EVENT_CALL_CONTROL_BY_SIM and after the call, no applet isregistered to it, The SIM
Toolkit Framework shall allow an appl et to register to this event.

CRRN4: if event was EVENT_CALL_CONTROL_BY_SIM and one applet is still registered to these event, The
SIM Toolkit Framework shall not allow an applet to register to this event.

CRRNS: if event was EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and after the cal, no appletis
registered toit, The SIM Toolkit Framework shall allow an applet to register to this event.

—CRRNG: if event wasEVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and one applet is till registered
to these event, The SIM Toolkit Framework shall not allow an applet to set this event._

6.2.9.3.1.2 Parameters error

CRRP1: Shal throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_MENU_SELECTION.

CRRP2: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_MENU_SELECTION_HELP REQUEST.

CRRP3: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_TIMER_EXPIRATION.

CRRP4: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_STATUS COMMAND.

3GPP



Error! No text of specified style in document. 86 Error! No text of specified style in document.
6.2.9.3.1.3—— Contexterors

blo—rooniromonic, Context errors
CRRCI1.: shdl throw javacard.framework.TransactionException - if the operation would cause the commit capacity

to be exceeded.
6.2.9.3.2 Test suite files
Test Script: APl 2 TKR CEVTB_l.scr
Test Applet: APl 2 TKR CEVTB 1ljava

As default but applet registersto an event list which contains all defined eventsin GSM-0319 TS43.019[7]
excepted those that aren't allowed or supported by setEvent().

Load Seripb—— AP 2 TKR-CEVR—L el
Parameter FileScript: APl 2 TKR CEVTB 1.ldr
Cleanup script: APl 2 TKR CEVTB 1l.cr

Parameter File.  API_2 TKR CEVTB_Llpar
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6.2.9.3.3

Test procedure
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[ 1d |

Description

| API Expectation

APDU Expectation

1

ClearALLOWED-Rregistered-avents

=

Clear ALLOWED unregistered events

For events ranging from-1, 1 to 24 and

127* excepted those that aren't allowed

1- No exception is thrown each
time.

(7, 8, 11, 19), the applet calls:

1- clearEvent() nethod

2- isEventSet() nethod

2- Shall return false each time.

2—d——clearBrent-O—nathod
22— shyventSe-b—nethod

N

Clear reqistered events

1- For each ALLOWED and SUPPORTED event

(-1,

1 to 24 and 127)* excepted those that

aren't allowed (7, 8, 11, 19),

the appl et

calls setEvent() nethod.

2- For each ALLOAED and SUPPORTED event

1- No exception shall be thrown.

2.1- No exception shall be thrown.

(-1,

1 to 24 and 127)* excepted those that

aren't allowed (7, 8, 11, 19),

the appl et

calls:

2.1-
2.2-

cl ear Event () net hod
i sEvent Set () net hod

2.2- Shall return false.

[[¢§]

Clearing NOT ALLOWED events

For each event anong:
EVENT_MENU_SELECTI ON,
EVENT_MENU_SELECTI ON_HELP_REQUEST,
EVENT_TI MER_EXPI RATI ON,
EVENT_STATUS_COWVIVAND

1- The appl et
nmet hod.

cal |l s clearEvent (event)

1- Each time, clearEvent shall
throw a ToolkitException with
reason
EVENT NOT ALLOWED.
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. .
S ENVE EFEESFQFS FFE

I~

Checking appletisn't triggered by an
ENVELOPE(SMS-PP DOWNLOAD) command

Applet is not trigged by an

1 - reset and initialise the card ENVELOPE(SMS-PP

2 - An ENVELOPE(SM5- PP DOWNLOAD) is sent  |DOWNLOAD) command
with a TAR referencing applet.

*Note: Although the method clearEvent is defined for arange from =128 to 127 only the allowed events are tested
here, because the range from -128 to —2 isreserved for propriatary usein TS 43.019 [7] chapter 6.2 and the range
from 25 to 126 isomitted for compatibility with future releases of TS 43.019 [7]

6.2.9.3.4 Test Coverage
| CRR number | Test case number

I | NL 12

I N1 12
N2 4
N3 Framework
N4 Framework
N5 Framework
N6 Framework
P1 3
P2 3
P3 3
P4 3

| Cc1 not testable

6.2.9.9 Method isEventSet

Test Area Reference: API_2 TKR_IEVSB-

6.2.9.9.1 Conformance requirement;:

The method with following header shall be compliant to its definition in the API.

public bool ean isEvent Set (byte event)

6.2.9.9.1.1 Normal execution
—CRRN1: shal return trueif the event is set in the Toolkit Registry for the applet-
—CRRN2: shal return falseif the event isn't set in the Toolkit Registry for the applet-

Ne-reguirements:

6.2.9.9.2 Test suite files
Test Script: APl 2 TKR IEVSB 1.scr
Test Applet: APF2-TKRAEVSB—Ljava
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APl_2 TKR IEVSB 1java

API_2 TKR IEVSB 2java

Ingtall ation parameter:

Same as default applet but with:

Maximum text length for a menu entry:

Maximum number of menu entries:

Position / Identifier for each menu entry: '01/'01'

Maximum number of timers; 1

Load Script: APl_2 TKR IEVSB_1.ldr

Cleanup script: __ API_2 TKR_IEVSB_1.cr

Parameter File: _ API_2 TKR IEVSB_1.par

15

1

3GPP
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6.2.9.9.3

Test procedure

90 Error! No text of specified style in document.

[ 1d |

Description

| API Expectation

APDU Expectation

1

1 Install Appletl only registered to
EVENT FORMATTED SMS PP _ENV and

EVENT MENU SELECTION

Test that events aren't set

Appl et calls isEventSet() for each event

ranging from-1,

1 to 24 and 127* excepted

Shall return false each time.

EVENT _FORMATTED SMS PP ENV (2) and
EVENT_NMENU_SELECTI ON (7).

Shallreturn-true:

2 For EVENT FORMATTED SMS PP ENV

i sEvent Set (EVENT_FORMATTED _SMS_PP_ENV)

Shall return true.

B e L

For EVENT MENU SELECTION

[[¢§]

i sEvent Set ( EVENT_MENU_SELECTI ON)

Shall return true

I~

After clearing
EVENT FORMATTED SMS PP ENV

1- clearEvent (EVENT_FORMATTED_SMS_PP_ENV)

1- No exception shall be thrown.

2- i sEvent Set (EVENT_FORMATTED SMS_PP_ENV)

2- Shall return false.

Setihg-everts

I For—each—SUPPCED—and—ALLCAED—event5— ;
——he-exeeptien-shall-be

Il selbvent—aeithed

lon

Setting events

For all allowed events defined in TS
43.019-[7] for nethod setEvent():
EVENT_PROFI LE_DOWNLOAD,

EVENT _FORVATTED SMS _PP_ENV,

EVENT _FORVATTED SMS_PP_UPD,

EVENT _FORVATTED SMS_CB,
EVENT_UNFORVATTED SMS_PP_ENV,
EVENT_UNFORVATTED SMS_PP_UPD,

EVENT UNFORVATTED SMS CB,

1- No exception shall be thrown.

2-_Shall return true each time.
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EVENT_CALL_CONTRCL BY SI M

EVENT_MO_SHORT MESSAGE_CONTROL_BY_SI M

EVENT_EVENT_DOWLOAD_MT_CALL,

EVENT_EVENT_DOWNLOAD CALL_CONNECTED,

EVENT_EVENT_DOWNLOAD CALL_DI SCONNECTED,

EVENT_EVENT_DOWLOAD_LOCATI ON_STATUS,

EVENT_EVENT_DOWNLOAD_USER ACTI VI TY,

EVENT_EVENT_DOWNLOAD | DLE_SCREEN AVAI LABLE

EVENT_EVENT_DOWNLOAD CARD_READER STATUS,

iEVENT_EVENT DOWNLOAD_LANGUAGE_SELECTI ON,

EVENT _ EVENT: DOWNLOAD_BROWSER_TERM NATI ON,

EVENT_EVENT_DOANLOAD_DATA_AVAI LABLE,

EVENT_EVENT_DOWLOAD_CHANNEL _STATUS,

EVENT_FI RST_COVMAND AFTER SELECT,

EVENT_UNRECOGNI ZED_ENVEL OPE

applet calls:

1- setEvent () nethod

2- isEventSet () nethod

For EVENT MENU SELECTION HELP
REQUEST

1- i sEvent Set (EVENT MENU SELECTI ON HELP_

REQUEST)

2- call changeMenuEntry() with help

support ed

3- i sEvent Set (EVENT _MENU SELECTI ON HELP_

REQUEST)

1- Shall return false.

3- _Shall return true.

For EVENT TIMER EXPIRATION

1- i sEvent Set (EVENT_TI MER_EXPI RATI ON)

2- call allocateTiner()

3- i sEvent Set (EVENT_TI MER_EXPI RATI ON)

1- Shall return false.

3-_Shall return true.

2—ecak—
request-Pe-nterval{(POLL_SYSTEM-DURATION)-  |3-__Shall returntrue

For EVENT STATUS COMMAND

1- i sEvent Set (EVENT STATUS COVMAND)

2- call requestPolllnterval (POLL_SYSTEM_

DURATI ON)
3-  isEvent Set (EVENT STATUS_ COMVAND)

1- Shall return false.

3-_Shall return true.

[<e]

Install Applet2 only registered to
EVENT FORMATTED SMS PP ENV

i sEvent Set ( EVENT_MENU_SELECTI ON)

Shall return false.
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*Note: Although the method isEventSet() is defined for arange from —128 to 127 only the allowed events are tested,
because the range from -128 to —2 isreserved for propriatary usein TS 43.019 [7] chapter 6.2 and the range from 25
to0 126 is omitted for compatibility with future reeases of TS 43.019 [7]

6.2.9.9.4 Test Coverage
| CRR number | Test case number
N1 2345678
N2 1,5,6,7.8.9

6.2.9.12 Method setEvent

Test Area Reference: API_2 TKR_SEVTB-

6.2.9.12.1 Conformance Requirement;:

The method with following header shall be compliant to its definition in the API.

public void setEvent(byte id)
throws Tool ki t Exception,
j avacard. franewor k. Transact i onExcepti on

6.2.9.12.1.1 Normal execution
CRRN1: afollowing cdll to isEventSet() method with the same event id shall answer truefor the applet.
CRRN2: the SIM Toolkit Framework shall trigger the applet if an occurrence of the set event happens.
CRRNS3: thisthe method shall accept all the events defined in -GSM-0319-exeepted: TS 43.019 [ 7] except:

EVENT_MENU_SELECTION, EVENT_MENU_SEL ECTION_HELP_REQUEST,
EVENT_TIMER_EXPIRATION, EVENT_STATUS COMMAND.

CRRN4: no exception shall be thrown if the appl et registers more than once to the same event.

CRRNS5: all updatesin the ToolkitRegistry are atomic.

6.2.9.12.1.2 Parameters error
CRRPL1: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event isO.

CRRP2: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_MENU_SELECTION.

CRRP3: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_MENU_SELECTION_HELP_REQUEST.

CRRP4: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_TIMER_EXPIRATION.

CRRP5: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_STATUS COMMAND.

6.2.9.12.1.3 Context errors

CRRC1.: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_CALL_CONTROL_BY_SIM but another applet isalready registered to it.

CRRC2: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.
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CRRC3: shall throw a ToolkitException with TAR NOT_DEFINED if event isFORMATTED SMS PP ENV and

the applet hasno TAR defined.

CRRCA4: shall throw a ToolkitException with TAR NOT_DEFINED if event isSFORMATTED SMS PP UPD and

the applet hasno TAR defined.

CRRC5: shall throw a ToolkitException with TAR NOT_DEFINED if event isSFORMATTED SMS CB _ENV

and the applet has no TAR defined.

CRRCE6: shdll throw javacard.framework.TransactionException - if the operation would cause the commit capacity

to be exceeded.
6.2.9.12.2 Test suite files
Test Script: APl 2 TKR SEVTB 1.str

Test Applet: — AP 2 TKR SEVTB 1java

— AP 2 KR SEV B 2java
Leood Soriot APlI_2 TKR SEVTB_ 1.java

APlI_2 TKR SEVTB_2.java

API_2 TKR SEVTB_3.java

API_2 TKR SEVTB 4.java

Load Script: API_2 TKR_SEVTB_1.ldr
Theload script ingallsthe 24 ingtances.
Cleanupscript: _ API_2 TKR_SEVTB_1.dr
Parameter Filee _ API_2 TKR_SEVTB_1.par
6.2.9.12.3 Test Procedure
}I Id | Description | API Expectation |  APDU Expectation
Applettis-triggered-by ENVELOPE(SMS—
DO RMATTFEDcommand:
Applettshallbetriggered
Send—ENVELOPE(-SMS—PP_FORMATTED)-

1 Applet 1is triggered by ENVELOPE(SMS

PP_FORMATTED) command.

Send ENVELOPE( SMS_PP_FORMATTED)

Applet 1 shall be triggered
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It s BrentSetfeven-
b clearbrentfevent-

Setting ALLOWED and SUPPORTED events

N

1- For all allowed events (-1, 1 to 24
and 127 excepted 7, 8, 11, 19) defined
in TS 43.019 [7]*:

EVENT_PROFI LE_DOANLOAD,

EVENT _FORVATTED SMS _PP_ENV,
EVENT_FORMATTED_SMS_PP_UPD,

EVENT _FORVATTED SMS_CB,
EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_UNFORMATTED_SMS_PP_UPD,
EVENT_UNFORVATTED SMS_CB,
EVENT_CALL_CONTROL_BY_SI'M
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
EVENT_EVENT_DOWNLOAD_MT_CALL,
EVENT_EVENT_DOWNLOAD_CALL_CONNECTED,
EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED,
EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS,
EVENT_EVENT_DOWNLOAD_USER_ACTI VI TY,
EVENT_EVENT_DOWNLOAD | DLE_SCREEN AVAI LAB
LE,
EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS,
EVENT_EVENT_DOWLOAD_LANGUAGE_SELECTI ON,
EVENT_EVENT_DOWNLOAD_BROWSER_TERM NATI ON

EVENT EVENT _DOAKNLOAD DATA AVAI LABLE,
EVENT_EVENT_DOANLOAD CHANNEL STATUS,
EVENT_FI RST_COVMAND AFTER SELECT, 11
EVENT_UNRECOGNI ZED_ENVELGPE

No exception shall be

thrown.
1.1- cl ear Event (event)
1.2- _Shall return false.
1.2- i sEvent Set (event)
1.3- No exception shall be
1.3- set Event (event) thrown.
L.4- | sBvent Set (event) 1.4- Shall return true.
1.5- cl ear Event (event) .
1.5-  No exception shall be
thrown.
3 Event O

Shall throw a ToolkitException with
Call setEvent(0) EVENT_NOT_SUPPORTED
reason code.

4 Setting EVENT_MENU_SELECTION
Shall throw a ToolkitException with
Cal | set Event (EVENT_MENU_SELECTI ON) EVENT NOT ALLOWED reason
code.
5 Setting
EVENT_MENU_SELECTION_HELP_REQUES . . )
T Shall throw a ToolkitException with
EVENT_NOT_ALLOWED reason
Cal | code.
set Event ( EVENT_MENU_SELECTI ON_HELP_REQUE
ST)
6 Setting EVENT_TIMER_EXPIRATION

Shall throw a ToolkitException with
Cal | set Event (EVENT_TI MER_EXPI RATI ON) EVENT NOT ALLOWED reason
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code.
7 Setting EVENT_STATUS_COMMAND
Shall throw a ToolkitException with
Cal | set Event (EVENT_STATUS_COMVAND) EVENT NOT ALLOWED reason
code.
8 Setting EVENT_CALL_CONTROL_BY_SIM
No Exception shall be thrown
Cal |l setEvent (EVENT_CALL_CONTROL_BY_SI'M
9 Setting
EVENT_MO_SHORT_MESSAGE_CONTROL _
BY_SIM No Exception shall be thrown
Cal | set Event (EVENT_MO SHORT_MESSAGE_
CONTROL_BY_SI'M
10 Check applet is triggered by an Applet is triggered by an
ENVELOPE(CALL_CONTROL_BY_SIM) ENVELOPE(CALL_CONTROL_BY
Trigger the applet _SIM)
11 Check applet is triggered by an -
Applet is triggered by an
ENVELOPEUWOEiﬁ%ETémESSAGE_CONTR ENVELOPE(MO_SHORT MESSA
Trigger the Applet - - GE_CONTROL_BY_SIM)
12 | Applet 2is triggered by ENVELOPE(SMS_ |Applet 2 is triggered by an
PP_DOWNLOAD) command. ENVELOPE(SMS_
Trigger the applet 2 PP_DOWNLOAD) command
13 Applet 2 registers to Shall throw a ToolkitException with
CALL_CONTROL_BY_SIM EVENT_ALREADY_REGISTERED
but itis already assignhed reason code.
set Event (EVENT_CALL_CONTROL_BY_SI M
14 Applet 2 registers to Shall throw a ToolkitException wi
ption with
MO_MESSAGE_CONTROL_BY SIM EVENT_ALREADY_ REGISTERED
but itis already assignhed reason code
set Event ( EVENT_MO_SHORT_MESSAGE_CONTROL '
BY_SI'M
15 | Applet 3with no TAR defined registers to
EVENT UNFORMATTED SMS CB
1- send ENVELOPE(CELL_BROADCAST_DATA_  [1- Applet 3 shall be triggered
DOANLOAD)
2= setEvent (FORVATTED SVS _PP_ENV) 2- _ToolkitException with reason
code TAR_NOT_ DEFINED
should be thrown
3- set Event (FORMATTED SMS_PP_UPD)

3- ToolkitException with reason
code TAR_NOT_ DEFINED
should be thrown

4- t Event (FORMATTED SMS_CB_E
set Event ( SVE_CB_ENV) 4- _ToolkitException with reason
code TAR_NOT_ DEFINED
should be thrown
16 Applet 4 registers multiple to
EVENT FORMATTED SMS PP _ENV 1- Applet 4 shall be triggered
1- send ENVELOPE( EVENT_FORMATTED
SMS_PP_ENV) )
2- no Exception shall be thrown
2- set Event (EVENT_FORMATTED SMS_PP_ UPD)
4- send ENVELOPE( EVENT_FORMATTED_
SMS_PP_UPD)
SVB_PP_UPD) 4- Applet 4 shall be triggered
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*Note: Although the method setEvent is defined for arange from =128 to 127 only the allowed events are tested,

because therange from -128 to —2 isreserved for propriatary usein TS TS 43.019 [7] chapter 6.2 and the range from

2510 126 is omitted for compatibility with future releases of TS 43.019 [7]

6.2.9.12.4 Test Coverage
CRR number Test case number

N1 2
| N2 | 1,8,0,10,11, 12 |
| N2 | 1,8,910 11 12 |
| N3 | 46— |

N3 24567

N4 16

N5 not testable

P1 3

P2 4

P3 5

P4 6

P5 7

Cl 13

C2 14

C3 15

C4 15

C5 15

C6 not testable

6.2.9.13 Method setEventList

Test Area Reference: API_2 TKR_SEVL_BSS:

6.2.9.13.1 Conformance Requirement;:

The method with following header shall be compliant to its definition in the API.

public void setEventlList(byte[] eventlList,
short of fset,
short | ength)

t hr ows java.l ang. Nul | Poi nt er Excepti on,
java. |l ang. Arrayl ndexQut Of BoundsExcepti on,

Tool ki t Excepti on,

javacard. framewor k. Transact i onExcepti on

6.2.9.13.1.1 Normal execution

CRRN1: for all events set successfully by this method, a call to isEventSet() method should return true.

CRRNZ2: the SIM Toolkit Framework shall trigger the applet if an occurrence of one of the successfully registered

events happens.

—CRRN3: thismethod shall accept all the events defined in -GSM-0319-exeepted: TS 43.019 [ 7] except:
EVENT_MENU_SELECTION, EVENT_MENU_SELECTION_HELP_REQUEST,
EVENT_TIMER_EXPIRATION_, EVENT_STATUS COMMAND.

CRRN4: all updates on the ToolkitReqgistry are atomic

CRRNS5: No exception shall be thrown if the applet registers more than once to the same event.

6.2.9.13.1.2 Parameters error

CRRP1: shdll throw ajava.lang.NullPointerException if eventList isnull.

3GPP



Error! No text of specified style in document. 97 Error! No text of specified style in document.
CRRP2: shdll throw ajavalang.ArraylndexOutOfBoundsException if offset would cause access outside array
bounds.

CRRP3: shdll throw ajavalang.ArraylndexOutOfBoundsException if length would cause access outside array
bounds.

CRRP4: shdll throw a javalang.ArraylndexOutOfBoundsException if both offset and length would cause access
outside array bounds.

CRRP5: shdll throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event isO.

CRRP®6: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_MENU_SELECTION.

CRRP7: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_MENU_SELECTION_HELP_REQUEST.

CRRPS8: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_TIMER_EXPIRATION.

CRRP9: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_STATUS COMMAND.

6.2.9.13.1.3 Context errors

CRRC1.: shall throw a ToolkitException with EVENT_ALREADY _REGISTERED if eventList contains
EVENT_CALL_CONTROL_BY_SIM but another applet is already registered to it.

CRRC2: shall throw a ToolkitException with EVENT_ALREADY _REGISTERED if eventList contains
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.

CRRC3: shall throw a ToolkitException with TAR NOT_DEFINED if event isFORMATTED SMS PP ENV and

the applet hasno TAR defined.

CRRCA4: shdll throw a ToolkitException with TAR NOT DEFINED if event isFORMATTED SMS PP UPD and

the applet hasno TAR defined.

CRRCES: shdll throw a ToolkitException with TAR NOT DEFINED if event isFORMATTED SMS CB ENV
and the applet has no TAR defined.

CRRCE6: shdll throw javacard.framework.TransactionException - if the operation would cause the commit capacity

to be exceeded.
6.2.9.13.2 Test suite files
Test Script: APl 2 TKR SEVL_BSS 1.scr

Test Applet: — AP 2 TKR SEVL BSS 1java
- AP 2 TKR SEVL BSS 2java
Lead Seript- APl 2 TKR SEVL BSS 1.java

APlI_2 TKR SEVL BSS 2.java

API_2 TKR SEVL BSS_3.java

Load Script: API_2 TKR_SEVL_BSS 1.ldr
__Theload script ingalls the 24 ingances.

Cleanup script: _ API_2 TKR_SEVL_BSS 1.cIr

Parameter File: _ API_2 TKR_SEVL_BSS 1.par
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6.2.9.13.3 Test Procedure

Id | Description API Expectation APDU Expectation
1 - - - T

clearbrentavents-

=

Applet 1 Registering all eventList buffer

EventList = all allowed events (-1, 1 to
24 and 127 excepted 7, 8, 11, 19) defined
in TS 43.019-[7]:

EVENT_PROFI LE_DOANLOAD,

EVENT _FORVATTED SMS _PP_ENV,
EVENT_FORMATTED_SMS_PP_UPD,

EVENT _FORVATTED SMS_CB,
EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_UNFORMATTED_SMsS_PP_UPD,
EVENT_UNFORVATTED SMS_CB,
EVENT_CALL_CONTROL_BY_SI'M
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
EVENT_EVENT_DOWNLOAD_MT_CALL,
EVENT_EVENT_DOWNLOAD_CALL_CONNECTED,
EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED,
EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS,
EVENT_EVENT_DOWNLOAD_USER_ACTI VI TY,

EVENT _EVENT _DOWNLOAD | DLE_SCREEN AVAI LABLE

EVENT_EVENT_DOWKNLOAD CARD READER STATUS,
EVENT_EVENT_DOWNLOAD LANGUAGE_SELECTI ON,
EVENT _EVENT_DOWNLOAD_BROASER TERM NATI ON,
EVENT_EVENT_DOANLOAD DATA AVAI LABLE,
EVENT_EVENT_DOANLOAD CHANNEL STATUS,
EVENT_FI RST_COWMAND AFTER SELECT,
EVENT_UNRECOGNI ZED_ENVELGPE

1- For each event in EventlList
cl ear Event (event)

2- setEventlList(eventlList)
Ofset =0
Length = eventlList.|entgh

1

No exception shall be thrown.

2-

No exception shall be thrown.

3

Each time shall return true.
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4- No exception shall be thrown.

3- For all events in eventlList
i sEvent Set (event)

4- For each event in EventlList
cl ear Event (event)

2 - - ﬁ - T
. _ . .
CEM-03 L0 —(see—test—case—b—
1 Forecacheventin Eventlist— I-—MNe-eeeptienshall-bethrewn:
clearbrentavenis-
tength)
S—Erch-timeshall-retura-truetfer
e .

- e £ eventsrangingfrom-offsetto-
otset-length-eleeshallreturntalse:
d-—pNe-eeeptienshall-bethrewn:

—sEreptSettavent-
A——TFor—each—evept—-n—EBrentb-st—
clearbrentavents-

2 Registering part of eventList buffer

EventList = all allowed events defined in
TS 43.019-[7] (see test case 1).

1- For each event in EventList 1- No exception shall be thrown.
cl ear Event (event)

2- setEventlist(eventlist, offset, 2- No exception shall be thrown.
| engt h)

Ofset > 0 3- _Each time shall return true for

events ranging from offset to
offset+length else shall return false.

Length = eventlList.lentgh — offset

3- For all events in eventlList:

4- No exception shall be thrown.

i sEvent Set (event)

4- For each event in EventlList:
cl ear Event (event)

3 Null buffer Shall throw a
EventLi st = nul | java.Iar_lg.NuIIPointerException
Exception
4 Out of bounds offset
Shall throw a
Offset = eventList.length java.lang.ArrayindexOutOfBounds
Length =1 Exception
5 Out of bounds and big offset
Shall throw a
O fset = 255 java.lang.ArrayindexOutOfBounds
Length = 1 Exception
6 Offset <0
Shall throw a
Offset = -1 java.lang.ArrayIndexOutOfBounds
Length =1 Exception
7 Out of bounds length
Shall throw a
Offset =0 java.lang.ArrayIndexOutOfBounds
Length = eventList.length + 1 Exception
8 Out of bounds and big length Shall throw a
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Cal |

Ofset =0 java.lang.ArrayindexOutOfBounds
Length = 255 Exception
9 Length <0
Shall throw a
Offset =0 java.lang.ArrayindexOutOfBounds
Length = -1 Exception
10 Out of bounds offset + Length Shall throw a
O fset + length > eventlList.length + 1 java.Iang.ArrayIndexOutOfBounds
Exception
11 Event O
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with EVENT NOT SUPPORTED
eventLi st indicating event 0 reason Eode. -
12 EVENT_MENU_SELECTION
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicating EVENT_MENU_SELECTI ON EVENT NOT ALLOWED.
13 | EVENT_MENU_SELECTION_HELP_REQUEST

set Event Li st (eventList) with

eventLi st indicating
EVENT_MENU_SELECTI ON_HELP_REQUEST

Shall throw a ToolkitException with
reason code
EVENT_NOT_ALLOWED.

14

Cal |

EVENT_TIMER_EXPIRATION

set Event Li st (eventList) with

eventLi st indicating
EVENT_TI MER_EXPI RATI ON

Shall throw a ToolkitException with
reason code
EVENT_NOT_ALLOWED.

15 EVENT_STATUS_COMMAND
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicati ng EVENT_STATUS_COMVAND EVENT NOT ALLOWED.
16 Setting EVENT_CALL_CONTROL_BY_SIM

set EventList(List, 0, 2) with List

cont

ai ni ng

EVENT_CALL_CONTROL_BY_SIM &

Shall not throw an exception

EVENT_MO SHORT MESSAGE_CONTROL_BY_SI M

17 Cheegkappletistrigeered-by—an- Appletis-trigged-by-an
ENVELOPE(CALL_CONTROL_BY_SIM)  |E\VELOPE(CALL_CONTROL_BY
Tgger—he—applet —SHW)
17 Check applet is triggered by an

ENVELOPE(CALL CONTROL BY SIM)

Reset and initialise the card

Trigger the appl et

Applet is trigged by an
ENVELOPE(CALL CONTROL BY

SIM)

18

Check applet is triggered by an
ENVELOPE(MO_SHORT_MESSAGE_CONTROL

_BY_SIM)

Trigger the applet

Applet is trigged by an
ENVELOPE(MO_SHORT_MESSA
GE_CONTROL_BY_SIM)

19

Applet 2 registers to CALL_CONTROL_BY_SIM

set Event Li st (MonoEvent List,0,1) with

butitis already assigned

MonoEvent Li st cont ai ni ng
EVENT_CALL_CONTROL_BY_SI M

Shall throw a ToolkitException with
EVENT_ALREADY_REGISTERED
reason code.

20

MO_SHORT_MESSAGE_CONTROL_BY_SIM

EVENT_MO_SHORT_MESSAGE_CONTROL_BY

Applet 2 registers to

butitis already assigned

setEventList(MonoEventList,0,1) with

MonoEventList containing

_SIM

Shall throw a ToolkitException with
EVENT_ALREADY_REGISTERED
reason code.
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21 Applet 3 with no TAR defined registers to

EVENT UNFORMATTED SMS CB

1- send ENVELOPE( EVENT UNFORMATTED SMS_CB)

1- Applet3 shall be triggered

2-

set Event Li st (EVENT_FORMATTED SMS_PP_ENV

EVENT_UNFORMATTED SMS_PP_ENV,

EVENT UNFORMATTED SNS PP _ENV)

3- set Event Li st (EVENT_UNFORMATTED_SMS_PP_

2- ToolkitException with reason
code TAR NOT DEFINED
should be thrown

ENV, EVENT_FORVATTED SMsS_PP_UPD,

EVENT_UNFORMATTED SMB_PP_ENV)

4-

set Event Li st (EVENT_UNFORVATTED SMS_PP_E

3- ToolkitException with reason
code TAR NOT DEFINED
should be thrown

NV, EVENT_UNFORVATTED SMs5_PP_ENV,

EVENT_FORMATTED SMS_CB_ENV)

5-

i sEvent Set (EVENT_UNFORMATTED_SM5_PP_ENV

4- ToolkitException with reason
code TAR_NOT DEFINED
should be thrown

5- method should return FALSE

)

6-

i sEvent Set (EVENT_UNFORMATTED_SMS_PP_UPD

6- method should return FALSE

)

7- i sEvent Set (EVENT_FORVATTED SMs PP_ENV) 8- method should return FALSE

7- method should return FALSE

8- i sEvent Set (EVENT _FORMATTED SMS_PP_UPD)

9- i sEvent Set (EVENT FORMATTED SMS_CB ENV)

9- method should return FALSE

22 [1-
set Event Li st (EVENT_UNFORMATTED SMS_PP_E ;
NV, EVEm_UNI(:mNAﬁED_SNB_PP_EM "= 11- no exception should be thrown
2. 2- method should return true
i sEvent Set (EVENT_UNFORMATTED SMS_PP_ENV
)
6.2.9.13.4 Test Coverage
CRR number Test case number

N1 1,2
N2 16,17,18
N3 1,2,11,12,13,14,15
N4 21
NS 22
P1 3
P2 45,6
P3 7,8,9
P4 10
P5 11
P6 12
P7 13
P8 14
P9 15
C1 19
Cc2 20
C3 21
C4 21
C5 21
C6 not testable
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6.3 SIM Toolkit Framework

6.3.1 Minimum Handler Availability

Thistest area tests the rules that define the minimum requirements for the availability of the system handlers.

6.3.1.1 ProactiveHandler
Test Area Reference: FWK_MHA_PAHD-

6.3.1.1.1 Conformance Requirement

6.3.1.1.1.1 Normal Execution

CRRN1: If a proactive session is not ongoing the ProactiveHandler is available from the invocation to the
termination of the processToolkit method for the following events:

EVENT_FORMATTED_SMS_PP_ENV
EVENT_UNFORMATTED_SMS PP ENV
EVENT FORMATTED SMS PP_UPD

EVENT_UNFORMATTED SMS PP _UPD

EVENT_FORMATTED_SMS CB
EVENT_UNFORMATTED_SMS CB
EVENT_MENU_SELECTION
EVENT_MENU_SELECTION_HELP REQUEST
EVENT_TIMER EXPIRATION
EVENT_EVENT_DOWNLOAD_MT_CALL

EVENT_EVENT _DOWNLOAD_CALL_CONNECTED
EVENT_EVENT _DOWNLOAD_CALL_DISCONNECTED
EVENT_EVENT_DOWNLOAD_LOCATION_STATUS
EVENT_EVENT _DOWNLOAD_USER ACTIVITY
EVENT_EVENT _DOWNLOAD_IDLE_SCREEN_AVAILABLE
EVENT_EVENT_DOWNLOAD_CARD_READER STATUS
EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
EVENT_EVENT_DOWNLOAD _BROWSER TERMINATION.
EVENT_UNRECOGNIZED_ENVELOPE
EVENT_STATUS COMMAND

EVENT_CALL_CONTROL

EVENT_SMS MO_CONTROL
EVENT_PROFILE_DOWNLOAD

3GPP



Error! No text of specified style in document. 103 Error! No text of specified style in document.

NoreguirementsEVENT EVENT DOWNLOAD DATA_AVAILABLE
EVENT EVENT DOWNLOAD_CHANNEL_STATUS

6.3.1.1.1.2 Context Errors

CRRC1: The ProactiveHandl er and its content are not available for any toolkit applet triggered from the invocation
to the termination of their processT oolkit method for the following events:

EVENT _FIRST COMMAND_AFTER SELECT

6.3.1.1.2 Test Suite Files
Test Script: FWK_MHA_PAHD_1.scr
Test Applet: PWK—MHA—PAHDLjava

Parameter File- FWK MHA PAHD 1.java

FWK_MHA_PAHD_2.java

Load Script: FWK_MHA_PAHD_1.Idr

Cleanup Script: FWK MHA PAHD 1.cr

Parameter File.  FWK_MHA_PAHD_1.par

6.3.1.1.3 Test Procedure

[1d ] Description | API/Framework Expectation |  APDU Expectation
T . . .

Appletsregisiration-to-al evenis-and Proactive

events- 3—-Applet2is-triggered
priority of applet2 4—No-exception-is-thrown
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[1d ] Description | API/Framework Expectation |  APDU Expectation
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Description

APl /[Framework Expectation

APDU Expectation

Applets reqgistration to all events and Proactive

Handler availability with
EVENT FIRST COMMAND AFTER SELECT

Appletl is registered to all events

defined in TS 43.019 [7].

Usi ng the nethods initMnuEntry() for

EVENT_MENU_SELECTI ON,

request Pol I I nterval () for

EVENT_STATUS_COMVAND, al | ocateTiner() for

EVENT_TI MER_EXPI RATI ON and set Event Li st ()

for the rest of the events.

Applet2 is registered to all events

defined in TS 43.019 [7],

EVENT_CALL_CONTROL_BY_SI M and

EVENT_MO_SHORT _MESSAGE_CONTROL BY SI M

Usi ng the nmethods initMnuEntry() for

EVENT_MENU_SELECTI ON,

request Pol I I nterval () for

EVENT_STATUS COMVAND, al | ocat eTiner() for

EVENT_TI MER_EXPI RATI ON and set Event Li st ()

for the rest of the events.

The priority of appletl is higher than

priority of applet2

1- Sel ect M

2- Appletl gets the Proactive Handl er.

Appletl is deregistered from

EVENT_FI RST_COVMAND AFTER SELECT.

3- Applet2 gets the Proactive Handl er

Applet2 is deregistered to

EVENT_FI RST_COWVMAND AFTER SELECT.

1- Appletl is triggered by
EVENT FIRST COMMAND AFTE
R _SELECT

2- A Toolkit Exception
HANDLER NOT AVAILABLE is
thrown.

Appletl finalizes

Applet2 is triggered by
EVENT FIRST COMMAND AFTE
R _SELECT

3- A Toolkit Exception
HANDLER NOT AVAILABLE is
thrown.

Applet?2 finalizes

2 - — -
= e =T
request—issent—to—the SHM 2—No-exception-s-thrown
2—pppled—gets—he—Proactre—Hapd-er—

L
A—ppplel2—gets—ihe—Proactire—Hanpd-er
L

N

Proactive Handler availability with

1- Appletl is triggered by

EVENT PROFILE DOWNLOAD

1- Terminal Profile command is sent to the

SIMwi thout the facility of
SET_EVENT_LI ST, POLL_I NTERVAL, SET UP I DLE

MODE TEXT and SET UP MENU.

EVENT PROFILE_DOWNLOAD

2- No exception is thrown.
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Id Description APl /[Framework Expectation APDU Expectation

Appletl finalizes.
2- Appletl gets the Proactive Handl er

Appletl is deregistered to
EVENT_PRCFI LE_DOWNLOAD

Applet?2 is triggered by
EVENT PROFILE DOWNLOAD

3- Applet2 gets the Proactive Handl er 3- No exception is thrown
Applet2 is deregistered to
EVENT_PROFI LE_DOWNLOAD

BEVEMNTENI—SELECTHORN
L
L . . 1--Appleti-is-triggered
SEM
2—pppled—gets—ihe—Proactire—Hand-er
-

3 ¢ . . Appletl-inalzes
SEM

. S--AppletZistrggered
A—ppplel2—gets—the—Proactire—Hanpd-er
3 Proactive Handler availability with

EVENT MENU SELECTION HELP REQUEST

PerformSIMinitialization with all the
facilities supported

1- Appletl is triggered

1- Envel ope nenu selection with help o
request is sent to the SIM 2- No exception is thrown

2- Appletl gets the Proactive Handl er

Appletl finalizes

y) - — -
e o R A=l s e P BRI
N
I-Envelepe—databavialboad—orrnited—i-s—sent—
o—the—SH
2—pppled—gets—the—Proactire—Hanpd-er
finali
S—Envelepe—databavialboad—ormnited—i-s—sent—
. N
A—ppplel2—gets—ihe—Proactire—Hanpd-er
4 Proactive Handler availability with
EVENT MENU SELECTION
1- Appletl is triggered
1- Envel ope nenu selection is sent to the
SIM
2- No exception is thrown.
2- Appletl gets the Proactive Handl er
Appletl finalizes
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[1d ] Description | API/Framework Expectation |  APDU Expectation
BEVENTUNTORMATTFED—SME-D—EMNL
L
I-Envelope—databavalboad—untormited—-s5—
Sept—te—Hhe—SkHi
2—pppled—gets—the—Proactire—Hanpd-er 2-No-exception-is-thrown:
finali
L
S-ApplezgestheProsstive Haneler
5 Proactive Handler availability with

EVENT FORMATTED SMS PP ENV

1- Appletl is triggered

1- Envel ope dat aDownlLoad formatted is sent
to the SIM

2- Appletl gets the Proactive Handl er

2- No exception is thrown.

Appletl finalizes

6 Proactive Handler availability with
EVENT _UNFORMATTED SMS PP ENV
1- Appletl is triggered
1- Envel ope dat aDownLoad unfornatted is
sent to the SIM
2- letl gets the Proactive Handl er
App g Y 2- No exception is thrown.
Appletl finalizes
Applet? is triggered
3- Applet2 gets the Proactive Handl er
3 No exception is thrown.
5 - —— -

e o A =D SR PO A D C AT
1-Envel-ope—celH—broadeast—{forrmatted—is— 1-Appletlistriggered
sept—to—theSHM
2—pppled—gets—ihe—Proactire—Hand-er

L
3-Envel-ope—cellbroadcastformattedis— Appleti-inalizes
SiM e
A—ppplel2—gets—the—Proactire—Hanpd-er
L
Z - —— -
e Lo A e Gl B Ro A A e T
L
L-Envelepe—ce-—broadeast—untorpatied—s—
sept—to—theSHV
. 2--PMe-exeepteon-tsthrewn
2—pppled—gets—the—Proactire—Hanpd-er
finali
L
S-ApplezgestheProsstive Haneler
L

3GPP




Error! No text of specified style in document.

108

Error! No text of specified style in document.

Id Description APl /[Framework Expectation APDU Expectation
7 Proactive Handler availability with
EVENT FORMATTED CELL BROADCAST
1- Envel ope cell broadcast formatted is 1- Appletl is triggered
sent to the SIM
2- Appletl gets the Proactive Handl er
2-No exception is thrown
Appletl finalizes
S - —— -
BEVENTFIMER—EXDIRATHOMN-
L
a1t
S ’
2—pppled—gets—ihe—Proactire—Hand-er
inali
3 Timer_id=2
S
A--Aagple2geisthe PreactiveHanel e A} s
8 Proactive Handler availability with
EVENT UNFORMATTED CELL BROADCAST
1- Appletl is triggered
1- Envel ope cell broadcast unfornatted is
sent to the SIM
2- Appletl gets the Proactive Handl er 2. No exception is thrown
Appletl finalizes
Applet?2 is triggered
3- Applet2 gets the Proactive Handl er
3 No exception is thrown
9 - —— -

2—Lppled—gets—the—Proactire—Hapd-er

L

9 Proactive Handler availability with
EVENT TIMER EXPIRATION
1- Appletl is triggered
1- Tiner Id =1
Envel ope Tiner Expiration is sent to the
SIM
2- Appletl gets the Proactive Handl er o
2- No exception is thrown.
Appletl finalizes
10 Proactive Handler availability with
EVENT CALL CONTROL BY SIM
1- Appletl is triggered
1- Envel ope call control by SIMis sent to
the SIM
2- No exception is thrown.
2- Appletl gets the Proactive Handl er

Nrgactive-Handle—avatlabibnith-
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APl /[Framework Expectation

[ 1d ] Description

APDU Expectation

I-Envelepe—no—short—ressage—copt-el—hy—Si
s—sent—teo—the Sk

I

11 Proactive Handler availability with

EVENT MO SHORT MESSAGE CONTROL

1- Envel ope np short nessage control by

1- Appletl is triggered

SIMis sent to the SIM

2- No exception is thrown

2- Appletl gets the Proactive Handl er

Nrgactive-Handle—avatabibnith-

L

2—Lppled—gets—the—Proactire—Hand-er
finali
3-Applet2 gets the Proacti-ve Handier L
.

12 Proactive Handler availability with
EVENT EVENT DOWNLOAD MT CALL

1- Envel ope event download nt call is sent

1- Appletl is triggered

to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

2- No exception is thrown.

Appletl finalizes

Applet2 is triggered

3-No exception is thrown

e DR e D AL C ORI
= =y T
L-Envelepe—avent—doviload—cal-—connested—
; SIM N
2--pe-xeepten-is-throwa:
| finali
S—Lpplel2—gets—the—Proactire—Handler
N
Lo
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Id Description APl /[Framework Expectation APDU Expectation
13 Proactive Handler availability with
EVENT EVENT DOWNLOAD CALL CONNECT
ED
1- Envel ope event downl oad call connected
is sent to the SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er o
2- No exception is thrown.
Appletl finalizes
3- Applet2 gets the Proactive Handl er Applet? is triggered
3- No exception is thrown
BEVENTEVENTDOWNLEOAD-—CALL-DISCORNRM
ECTER-
L
I-Envelope—avent—dovalead—cal-—
. .
2—pppled—gets—ihe—Proactire—Hand-er
inali

14 Proactive Handler availability with

EVENT EVENT DOWNLOAD CALL DISCONN

ECTED

1- Envel ope event downl oad call
di sconnected is sent to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes
Applet2 is triggered

3- No exception is thrown.

L
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Id

Description

APl /[Framework Expectation

APDU Expectation

15 Applets triggering with
EVENT EVENT LOCATION STATUS

1- Envel ope event downl oad | ocation status

1- Appletl is triggered

is sent to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

2- No exception is thrown.

Appletl finalizes
Applet2 is triggered

3- No exception is thrown

e S R DO Lo A D LIE e AC T
sent_to SIM ¥ L
2--PNe-exeeptentsthrewn
finali
3-Applet2 gets—the Proacti-ve Handier L
.

16 Proactive Handler availability with

EVENT EVENT DOWNLOAD USER ACTIVITY

1- Envel ope event downl oad user activity

is sent to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown

Appletl finalizes
Applet2 is triggered

3- No exception is thrown

e D LA D DL SO EERL
= = = = =
AVAILABLE N
I-Ervelepe—avent—deowaload—-dhe—serean—
i . .
Zfsslerlgere e rensr e ns e
finali
N
S fmeler i gere—hereasr e ns e
Lo
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Id

Description

APl /[Framework Expectation

APDU Expectation

17

Proactive Handler availability with

EVENT EVENT DOWNLOAD IDLE SCREEN

AVAILABLE

1- Envel ope event downl oad idle screen

available is sent to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes
Applet2 is triggered

3- No exception is thrown

BEVENTEV/ENT-DOWNLOAD-CARD-READER
— __ — —

STATJS L
I-Ervelepe—avent—deowaload—card—reatder—
status—ts—sept—to—theSHM
2—pppled—gets—ihe—Proactire—Hand-er

finali
L
BEVENTEVENT-DOWNLOADLANGUAGE-SE
— — — —
LECHON L
I-Envelope—avent—dovaload—anguage—
. :
2—pppled—gets—the—Proactire—Hanpd-er
Appletzistrggered
S—Lpplel2—gets—the—Proactire—Hand-er
.
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EVENT EVENT DOWNLOAD LANGUAGE SE
LECTION

1- Envel ope event downl oad | anguage

selection is sent to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

1- Appletl is triggered

2-No exception is thrown.

Appletl finalizes
Applet2 is triggered

3-No exception is thrown

Id Description APl /[Framework Expectation APDU Expectation
18 Proactive Handler availability with
EVENT EVENT DOWNLOAD CARD READER
STATUS
1- Appletl is triggered
1- Envel ope event downl oad card reader
status is sent to the SIM
2- letl ts the Pi ti Handl . .
Appletl gets the Proactive Hand] er 2- No exception is thrown.
Appletl finalizes
Applet? is triggered
3- Applet2 gets the Proactive Handl er
3- No exception is thrown
19 Proactive Handler availability with

e R DO L O D PO e = TR
WHRATHO M-
L
I-Ervelepe—avent—doviaload—browser—
2—Lppled—gets—the—Proactire—Hand-er
finali
L
S—Lpplel2—gets—the—Proactire—Handler
L
20 Proactive Handler availability with
EVENT EVENT DOWNLOAD BROWSER TER
MINATION
1- Appletil is triggered
1- Envel ope event downl oad browser
termnation is sent to the SIM
2- Appletl gets the Proactive Handl er 2-No exception is thrown.
Appletl finalizes
Applet?2 is triggered
3- Applet2 gets the Proactive Handl er
3-No exception is thrown
2=l e Cop A
L
I-Status—commmhnd—-s—sent—to—the SHM
2—pppled—gets—the—Proactire—Hanpd-er
finali
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Id Description APl /[Framework Expectation APDU Expectation
21 Proactive Handler availability with

EVENT STATUS COMMAND

1- Status command is sent to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

Applet2 is triggered

3- No exception is thrown.

L
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Id Description APl /[Framework Expectation APDU Expectation
22 Proactive Handler availability with 1- OPEN CHANNEL
EVENT EVENT DOWNLOAD DATA AVAILAB proactive Command is
LE 2-Appletl is triggered fetched
1- Appletl bui I ds a proactive command O_PEN TERMINAL RESPONSE is
S;'f‘l'\"e\'gl- proactiveHandl er. send() method is |3 No exception is thrown. issued with Channel Id = 01
Appletl finalizes
2- An Envel ope Event Downl oad Data
Available is sent to the SIM wth
channel | d=01.
3- Appletl gets the Proactive Handl er
23 Proactive Handler availability with
EVENT EVENT DOWNLOAD CHANNEL STAT
us 1- Appletl is triggered
1- An Envel ope Event Downl oad Channel
Status is sent to the SIM with _ TR
Channel I d=01 2- No exception is thrown.
2- Appletl gets the Proactive Handler Applet] finalizes
24 Proactive Handler availability with
UNRECOGNIZED ENVELOPE
1- Appletl is triggered
1- An unrecogni zed Envel ope (BER TLV Tag
unrecogni zed) is sent to the SIM
2- Appletl gets the Proactive Handl er 2- No exception is thrown.
Appletl finalizes
Applet?2 is triggered
3-Appl et2 gets the Proactive Handl er
3- No exception is thrown
25 Proactive Handler availability with
EVENT FORMATTED SMS PP _UPD
1- Update Record EFsns instruction 1- Applet1 is triggered
formatted is sent to the SIM
2- Appletl gets the Proactive Handler 2- No exception is thrown.
Appletl finalizes
26 Proactive Handler availability with
EVENT UNFORMATTED SMS PP _UPD
1- Update Repord EFsnms instruction
unformatted is sent to the SIM 1- Applet1 is triggered
2- Appletl gets the Proactive Handl er o
2- No exception is thrown.
Appletl finalizes
3- Applet2 gets the Proactive Handl er
3- Applet?2 is triggered
4- No exception is thrown.
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CRR Number Test Case Number
6.3.1.1.4 Test Coverage
CRR Number Test Case Number
CRRN1 2,3,4,5,6,7,8,9,10, 11,
12,13, 14, 15, 16, 17, 18,
19, 20, 21, 22, 23, 24, 25,
26
CRRC1 1
6.3.1.2 ProactiveResponseHandler

Test Area Reference: FWK_MHA_PRHD-
6.3.1.2.1 Conformance Requirement

6.3.1.2.1.1 Normal Execution

—CRRN1: The ProactiveResponseHandler is available after the first call to the ProactiveHandler.send() method to
the termination of the processToolkit method for the following events:

EVENT_FORMATTED_SMS_PP_ENV
EVENT_UNFORMATTED_SMS PP ENV
EVENT FORMATTED SMS PP_UPD

EVENT_UNFORMATTED SMS PP _UPD

EVENT_FORMATTED_SMS CB
EVENT_UNFORMATTED_SMS CB
EVENT_MENU_SELECTION
EVENT_MENU_SELECTION_HELP REQUEST
EVENT_TIMER EXPIRATION
EVENT_EVENT_DOWNLOAD_MT_CALL
EVENT_EVENT _DOWNLOAD_CALL_CONNECTED
EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED
EVENT_EVENT_DOWNLOAD_LOCATION_STATUS
EVENT_EVENT _DOWNLOAD_USER ACTIVITY
EVENT_EVENT _DOWNLOAD_IDLE_SCREEN_AVAILABLE
EVENT_EVENT_DOWNLOAD_CARD_READER STATUS
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EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
EVENT_EVENT_DOWNLOAD _BROWSER TERMINATION.
EVENT_UNRECOGNIZED_ENVELOPE
EVENT_STATUS COMMAND

EVENT_CALL_CONTROL

EVENT_SMS MO_CONTROL
EVENT_PROFILE_DOWNLOAD

NoreguirementsEVENT EVENT DOWNLOAD DATA_AVAILABLE

EVENT EVENT DOWNLOAD_CHANNEL_STATUS

6.3.1.2.1.2 Context Errors

CRRC1: The ProactiveResponseHandler and its content are not available for any toolkit applet triggered from the
invocation to the termination of their processT oolkit method for the following events:

EVENT_FIRST COMMAND_AFTER SELECT

6.3.1.2.2 Test Suite Files

Test Script: FWK_MHA _PRHD 1.scr
Test Applet: FWK_MHA_PRHD 1.java

FWK_MHA_PRHD_2.java
Load Script: FWK_MHA PRHD_1.ldr

Cleanup Script: FWK MHA PRHD 1l1.clr

Parameter File.  FWK_MHA_PRHD_1.par
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6.3.1.2.3

Test Procedure

118 Error! No text of specified style in document.

[1d | Description

| API/Framework Expectation

I

APDU Expectation

1

. .
EVENT—PROFHE-BPOANEGAD

I

=

Applets reqgistration to all events and Proactive

Response Handler availability with
EVENT PROFILE DOWNLOAD

Appletl is registered to all events
defined in TS 43.019 [7] except
EVENT_FI RST_COMVAND AFTER_SELECT,
Applet2 is registered to all events
defined in TS 43.109-[7] except
EVENT_FI RST_COMVAND AFTER_SELECT,
EVENT_CALL_CONTROL_BY_SI M and
EVENT_MO SMS_CONTROL_BY_SIM

Usi ng the nethods initMnuEntry() for
EVENT_NMENU_SELECTI ON,

requestPol | I nterval () for

EVENT_STATUS_COMVAND, al | ocateTiner() for

EVENT_TI NER_EXPI RATI ON and set Event Li st ()

for the rest of the events.
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Id

Description

APIl/Framework Expectation

APDU Expectation

1-Terminal Profile command is sent to the

SIMwi thout the facility of

SET_EVENT LI ST, POLL | NTERVAL, SET UP | DLE |l-Appletl is triggered by

MODE TEXT and SET UP MENU.

EVENT PROFILE_DOWNLOAD

No exception is thrown

2- Appletl builds a proactive conmand

DI SPLAY TEXT.
3- ProactiveHandl er.send() nethod is

call ed

4-
Proacti veResponseHand! er. get TheHandl er ()

net hod is called

4- No exception is thrown

3- The proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

Appletl is deregistered to

EVENT_PROFI LE_DOWLOAD

5- Applet2 builds a proactive conmand

DI SPLAY TEXT.

6- ProactiveHandl er.send() nethod is

Appletl finalizes

Applet?2 is triggered by

cal l ed EVENT PROFILE DOWNLOAD

7-
Proact i veResponseHand! er . get TheHandl er ()

net hod is called

7- No exception is thrown

6- The proactive command
DISPLAY TEXT is fetched

Appletl is deregistered to

EVENT_PROFI LE_DOWNLOCAD

TERMINAL RESPONSE
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[ 1d ] Description

| API/Framework Expectation

APDU Expectation

2

EVENTMENU-_SELECHONHELP REQUEST

N

Proactive Response Handler availability with

EVENT MENU SELECTION HELP REQUEST

Perform SIMinitialization with all the

facilities supported

1- Envel ope nenu selection with help
request is sent to the SIM

Appl et1 builds a proactive conmand DI SPLAY

1- Appletl is triggered

TEXT

2- ProactiveHandl er.send() nethod is
call ed

3-
Proact i veResponseHand| er . get TheHandl er (

)

nethod is called

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

2--A-preactive-cormand-
DlERLAY-TEX e fetehed
TERMINALRESPONSE
L
finali
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[1d ] Description | API/Framework Expectation |  APDU Expectation
. .
SHM A 2 is tri
. .
TEXT
catted DlERLAY-TEHeHetehed
TERMINALRESPONSE
Crensreslsesene st d s e e th e s e -
Frrehede—ea el
L

[[¢§]

Proactive Response Handler availability with

EVENT MENU SELECTION

1- Envel ope nenu selection is sent to the 1- Appletl is triggered

B

Appl et1 builds a proactive conmand DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is
call ed

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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[1d | Description | API/Framework Expectation |  APDU Expectation |
y) - — -
e e R = R
o—the—SH
. .
FEXF
PISRLAN = Hsietehed
ERalea L s hon s
3—Proacti-veResponseHandl-er—get FheHandler{)- S
Fehed—i-s—ealed S—No-exeeption-is-throw
finali
A—Ervelope—databavialboad—ormntted—i-s—sent—
SM -
. .
FEXF
PISRLAN = Hsietehed
ERalea L s hon s
E—PregactireResponselhndler—getFhel-andler--
Fehed—i-s—ealed L
6--Me-exeeptentsthrewn
4 | Proactive Response Handler availability with
EVENT FORMATTED SMS PP ENV
1-Envel ope dataDownLoad formatted is sent |1- Appletl is triggered
to the SIM
Appl et builds a proactive comand DI SPLAY
TEXT .
— 2- A proactive command
2- ProactiveHandl er.send() nethod is called DISPLAY TEXT is fetched
TERMINAL RESPONSE
) 3- No exception is thrown
3- Proacti veResponseHandl er. get TheHandl er ()
nmethod is called
3 - — -
B L A
Sept—te—Hhe—SkHi
. .
FEXF
2—Proacti-veHandl-er—send()—rethod—is— 2 A proactive-command-
eatled DISPLAY-TEXTisfetched
ERalea L s hon s
3—
Proact—relRespensetandler—getFhelbndher-—
finali
. .
FEXF
-
4—Proacti-veHandl-er—send()—rethod—is— 5A proactive-command-

3GPP
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[1d ] Description | API/Framework Expectation |  APDU Expectation |
caHed DlERLAY-TEX e fetehed
TERMINALRESPONSE
5
ProactirelRespensetandler—getTFhelbndler-—
Frrehe e es
L
5 | Proactive Response Handler availability with

EVENT UNFORMATTED SMS PP ENV

1- Envel ope dat aDownlLoad unfornatted is

sent to the SIM

Appl et1 builds a proactive conmand DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is

call ed

3-
Proact i veResponseHand! er . get TheHandl er ()

nethod is called

Appl et2 builds a proactive conmand DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5- ProactiveResponseHandl er.getTheHandl er()

method is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

EVENT FORMATTED SMS CB

PISRLAN = Hsietehed
Me%ﬂeResgeﬂseH&ﬂdJ—engﬁheHmﬂ—e{—@)—s F o TERMINAL RESPONSE
pehed—i—s—eal-ed—
-
. . Appletl-finalizes
FEXF
A——Proactivelbrder—sendO—rzhed—i-5— .
eallad 5—A—p¥eaem¢e—eemmand—_
PISRLAM- = Hsietehed
ERalea L s hon s
5
Proact—relRespensetandler—getFhelbndher-—
pehed—-s—eal-ed
51 Lo
6 | Proactive Response Handler availability with

3GPP



Error! No text of specified style in document.

124

Error! No text of specified style in document.

Id

Description

APIl/Framework Expectation

APDU Expectation

1- Envel ope cell broadcast fornatted is

sent to the SIM

Appl et1 builds a proactive command DI SPLAY

1- Appletl is triggered

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called.

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

3GPP
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Description

APIl/Framework Expectation

APDU Expectation

Proactive Response Handler availability with
EVENT UNFORMATTED SMS CB

1- Envel ope call broadcast unfornatted is

sent to the SIM

Appl etl builds a proactive command DI SPLAY

TEXT

2- Proacti veHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called.

Appl et2 builds a proactive command DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proacti veResponseHand! er. get TheHandl er ()

net hod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

3 .

Tirer—id=1

SHM

BEVENT—FHMEREXPIRAHON

[e¢]

Proactive Response Handler availability with
EVENT TIMER EXPIRATION
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Id

Description

APIl/Framework Expectation

APDU Expectation

Timer id=1
1-Envel ope Tiner Expiration is sent to the

B

Appl et builds a proactive comuand DI SPLAY

TEXT

2-Pr oacti veHandl er. send() nethod is called

3-ProactiveResponseHandler.getTheHandler() method is

celled

1- Appletl is triggered

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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Id Description API/Framework Expectation

APDU Expectation

9 Proactive Response Handler availability with
EVENT CALL CONTROL BY SIM

1- Appletl is triggered

1- Envel ope call control by simis sent to
the SIM

Appl et builds a proactive comand DI SPLAY
TEXT

2-Pr oacti veHandl er. send() nethod is called

3- No exception is thrown

3- Proacti veResponseHandl er. get TheHandl er ()
nethod is called

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

I

10 | Proactive Response Handler availability with
MO SHORT MESSAGE CONTROL BY SIM

1-Envel ope nmo short nessage control by sim|1- Appletl is triggered
is sent to the SIM

Appl et builds a proactive command DI SPLAY
TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHand! er . get TheHand! er () |3- No exception is thrown
nethod is called

2- A proactive command
DISPLAY TEXT is fetched
TERMINAL RESPONSE

to—theSHM

2--A-preactive-cormand-
DISPLAY TEXT isfetched
S-ProactiveResponsetandi-er—getFheHandier) TERMINAL RESPONSE
Aethod—is—called—
o
inali
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[1d ] Description | API/Framework Expectation |  APDU Expectation

n > bal . S SPLAY —

TEXT

. _ 5 s .

oled 5—A—p¥eaet|-ve—eemmand—_
DlERLAY-TEX THeHetehed
TERMINALRESPONSE

5

Proacti—relRespensetandler—getFhelbndher-0—

Frrehede—ea el

L
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Description

APIl/Framework Expectation

APDU Expectation

Proactive Response Handler availability with
EVENT EVENT DOWNLOAD MT CALL

1- Envel ope event download nt call is sent

to the SIM

Appl et1 builds a proactive conmand DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called.

Appl et2 builds a proactive conmand DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proact i veResponseHand! er . get TheHandl er ()

nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

L-Envelepe—avent—doviload—cal-—connested—
e |

EDb

EVENT EVENT DOWNLOAD CALL CONNECT

ED

1- Envel ope event downl oad call connected

is sent to the SIM

Appl et1 builds a proactive command DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

DISPLAY-TEXTisfetched
. FERMINALRESPONSE
S—PregactireResponselhndler—getFhel-andler0-
rethod—ts—ealled
L
finali
TEXT d--AppletZistrggered
catt-ed DISPLAY-FEXT isfetched
FERMINALRESPONSE
5
Proact—relRespensetandler—getFhelbndher-—
rethod—ts—ealled
L
12 | Proactive Response Handler availability with

1- Appletl is triggered

2- A proactive command
DISPLAY TEXT is fetched
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Id

Description

APIl/Framework Expectation

APDU Expectation

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called

Appl et builds a proactive comand DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proact i veResponseHand! er . get TheHandl er ()

net hod is called

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

ECTED
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Id

Description

APIl/Framework Expectation

APDU Expectation

13

Proactive Response Handler availability with
EVENT EVENT DOWNLOAD CALL DISCONN
ECTED

1- Envel ope event downl oad call
di sconnected is sent to the SIM

Appl et1 builds a proactive conmand DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called

Appl et2 builds a proactive command DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is
call ed

5-
Proact i veResponseHand! er . get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

v

I-Envelepe—avent—dowaload—oeati-en—stalus—
|

IS

EVENT EVENT DOWNLOAD LOCATION STA
TUS

1- Envel ope event downl oad | ocation status

PISRLAN = Hsietehed
ERalea L s hon s
S-rensreslsesens st d e g e th e b d e -
. 31 Lo
finali
N
. .
FEXF
eallad 5—A—p¥eaet|-ve—eeﬁnmand-_
PISRLAN =0 Hsietehed
ERalea L s hon s
5 Lo
Proact—relRespensetandler—getFhelbndher-—
Frrehede—ealled
14 | Proactive Response Handler availability with

1- Appletl is triggered
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Id

Description

APIl/Framework Expectation

APDU Expectation

is sent to the SIM

Appl et1 builds a proactive conmand DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

3- No exception is thrown

net hod is called

Appl et2 builds a proactive conmand DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proacti veResponseHand! er. get TheHandl er ()

nethod is called

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

sept—to—theSHV
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Id

Description

APIl/Framework Expectation

APDU Expectation

15

Proactive Response Handler availability with
EVENT EVENT DOWNLOAD USER ACTIVITY

1- Envel ope event downl oad user activity is

sent to the SIM

Appl et1 builds a proactive command DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

net hod is called

Appl et2 builds a proactive conmand DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proacti veResponseHand! er. get TheHandl er ()

nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

EVENT EVENT DOWNLOAD IDLE SCREEN
AVAILABLE

1- Envel ope event downl oad idle screen

available is sent to the SIM

Appl et1 builds a proactive conmand DI SPLAY

TEXT

BISPEAY-TEXT-sfetched
FERMINALRESRONEE
pehed—-s—eal-ed
finali
L
. .
FEXF
E--A-preactive-command-
caked
FERMINALRESRONEE
5
Proacti—relRespenselandler—getTFhel-bndhler-—
) 51 L
16 | Proactive Response Handler availability with

1- Appletl is triggered
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Id

Description

APIl/Framework Expectation

APDU Expectation

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

net hod is called

Appl et2 builds a proactive command DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proact i veResponseHand! er . get TheHandl er ()

net hod is called

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command

DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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[ 1d |

Description

APIl/Framework Expectation

APDU Expectation

AL

Proactive Response Handler availability with
EVENT EVENT DOWNLOAD CARD READER
STATUS

1- Envel ope event downl oad card reader

status is sent to the SIM

Appl et1 builds a proactive command DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called

Appl et2 builds a proactive command DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proacti veResponseHand| er . get TheHandl er ()

nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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[ 1d |

Description

APIl/Framework Expectation

APDU Expectation

18

Proactive Response Handler availability with
EVENT EVENT DOWNLOAD LANGUAGE
SELECTION

1- Envel ope event downl oad | anguage

selection is sent to the SIM

Appl et1 builds a proactive command DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called

Appl et2 builds a proactive conmand DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proact i veResponseHand! er . get TheHandl er ()

1- Appletl is triggered

3-No exception is thrown

Appletl finalizes
Applet2 is triggered

5-No exception is thrown

net hod is called

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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[ 1d |

Description

APIl/Framework Expectation

APDU Expectation

40

BEVENT—STATUSCOMMAND

Proactive Response Handler availability with
EVENT EVENT DOWNLOAD BROWSER
TERMINATION

1- Envel ope event downl oad Browser

termnation is sent to the SIM

Appl et1 builds a proactive command DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

nethod is called

Appl et2 builds a proactive command DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proact i veResponseHand! er . get TheHandl er ()

net hod is called

1- Appletl is triggered

3-No exception is thrown

Appletl finalizes
Applet2 is triggered

5-No exception is thrown

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

. .

UNRECOGNIZED—ENVELOPRE

3GPP




Proactive Response Handler availability with
EVENT STATUS COMMAND

1-Status command is sent to the SIM

Appl et1 builds a proactive conmand DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()

net hod i s called

Appl et2 builds a proactive conmand DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed

5-
Proact i veResponseHand! er. get TheHandl er ()

nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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[1d ] Description | API/Framework Expectation |  APDU Expectation |
2--A-preactive-cormand-
2-Prgactirelbndher—sendO—rz-hed—is—cal-ed DISPLAY TEXT is fetched
SRR EE RO
S-rensressesens st d e g e th e s e -
. 31 Lo
inali
FEXT Dlepbrair=refoehed
oled
5
Proact—relRespensetandler—getTFhel-hndhler-0—

Proactive Handler availability with
EVENT EVENT DOWNLOAD DATA AVAILAB
LE

1- Appletl builds a proactive command OPEN

CHANNEL .
proacti veHandl er.send() nethod is called

2- An Envel ope Event Downl oad Data

Avail able is sent to the SIM wth

Channel | d=01.

3-Appletl builds a proactive command

DI SPLAY TEXT

4- ProactiveHandl er.send() nethod is

call ed

1- Appletl is reqgistered to
EVENT EVENT DOWNLOAD DA

1- OPEN CHANNEL
proactive command is

TA AVAILABLE and
EVENT EVENT DOWNLOAD_ CH

ANNEL STATUS

2- Appletl is triggered

fetched

TERMINAL RESPONSE is
issued with Channel Id = 01

4- A proactive command
DISPLAY TEXT is fetched
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EVENT EVENT DOWNLOAD CHANNEL STAT
us

1- An Envel ope Event Downl oad Channel

Status is sent to the SIMwith

Channel | d=01.

Appl et1 builds a proactive command DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is

call ed

3-
Proact i veResponseHand! er. get TheHandl er ()

net hod is called

1- Appletl is triggered

3- No exception is thrown

3GPP

Id Description APIl/Framework Expectation APDU Expectation
TERMINAL RESPONSE
S-
Proacti veResponseHand! er. get TheHandl er () .
method i s called 5- No exception is thrown
22 Proactive Handler availability with

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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Id Description APIl/Framework Expectation APDU Expectation
23 | Proactive Response Handler availability with
UNRECOGNIZED ENVELOPE
1- An unrecogni zed Envel ope is sent to the |1- Appletl is triggered
SIM
Appl et1 builds a proactive command DI SPLAY
TEXT
2- ProactiveHandl er.send() nethod is called
2- A proactive command
DISPLAY TEXT is fetched
. TERMINAL RESPONSE
3- Proacti veResponseHandl er. get TheHandl er () Lo
method is called 3- No exception is thrown
Appletl finalizes
Applet?2 is triggered
Appl et2 builds a proactive command DI SPLAY
TEXT
4- ProactiveHandl er.send() nethod is .
called 4- A proactive command
- DISPLAY TEXT is fetched
5- TERMINAL RESPONSE
Proact i veResponseHandl er . get TheHandl er () 5- No exception is thrown
nethod is called
24 | Proactive Response Handler availability with
EVENT FORMATTED SMS PP _UPD
1- Update Record EFsns instruction 1- Appletl is triggered
formatted is sent to the SIM
Appl et builds a proactive comand DI SPLAY
TEXT i
— 2- A proactive command
2- ProactiveHandl er.send() method is called DISPLAY TEXT is fetched
TERMINAL RESPONSE
3-ProactiveResponseHandler.getTheHandler() |3- No exception is thrown
method is called
25 | Proactive Response Handler availability with
EVENT UNFORMATTED SMS PP _UPD
1- Update Record EFsns instruction
unformatted is sent to the SIM 1- Applet1 is triggered
Appl et1 builds a proactive comrand DI SPLAY
TEXT
2- ProactiveHandl er.send() nethod is
call ed 2- A proactive command
DISPLAY TEXT is fetched
3- TERMINAL RESPONSE
Proact i veResponseHand! er . get TheHandl er ()  [3=No exception is thrown
nethod is called
Appletl finalizes
Applet?2 is triggered
Appl et2 builds a proactive command DI SPLAY
TEXT
4- ProactiveHandl er.send() nethod is
cal l ed 4- A proactive command
DISPLAY TEXT is fetched
5. TERMINAL RESPONSE
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Id

Description

API/Framework Expectation

APDU Expectation

Proacti veResponseHandl er . get TheHandl er ()

net hod is called

5- No exception is thrown

6.3.1.2.4

6.3.1.3

Test Coverage

| CRR Number

Test Case Number |

CGRRNE

1,2-3-4,56,78-9-10-11,12 13,14 15-1617-18,1920 |

[1-2,
CRRN1

1,2,3,4,5,6,7,8,9,10, 11,
12,13, 14, 15, 16, 17, 18, 19,
20, 21,22, 23,24, 25
CRRC1 Not testable

EnvelopeHandler

Test Area Reference; FWK_MHA_ENHD-

6.3.1.3.1

6.3.1.3.1.1

Conformance Requirement

Normal Execution

CRRN1: The EnvelopeHandler and its content are available for all toolkit applets triggered from the invocation to
the termination of their processToolkit method for the following events:

EVENT_FORMATTED_SMS_PP_ENV
EVENT_UNFORMATTED_SMS PP ENV
EVENT FORMATTED SMS PP_UPD

EVENT_UNFORMATTED SMS PP UPD

EVENT_FORMATTED_SMS CB
EVENT_UNFORMATTED_SMS CB
EVENT_MENU_SELECTION

EVENT_MENU_SELECTION_HELP_REQUEST

EVENT_TIMER EXPIRATION
EVENT_EVENT_DOWNLOAD_MT_CALL

EVENT_EVENT_DOWNLOAD_CALL_CONNECTED

EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED

EVENT_EVENT_DOWNLOAD_LOCATION_STATUS

EVENT_EVENT_DOWNLOAD_USER ACTIVITY

EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE

EVENT_EVENT_DOWNLOAD_CARD_READER STATUS

EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION

EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION

EVENT_UNRECOGNIZED_ENVELOPE
EVENT_CALL_CONTROL

3GPP
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EVENT_SMS MO_CONTROL

NoreguirementsEVENT EVENT DOWNLOAD DATA_AVAILABLE

EVENT EVENT DOWNLOAD_CHANNEL_STATUS

6.3.1.3.1.2 Context Errors

CRRC1: The EnvelopeHandler and its content are not available for any toolkit applet triggered from the invocation
to the termination of their processToolkit method for the following events:

EVENTPROFH-EDOWNLOAD EVENT_STATUS COMMAND

EVENT PROFILE DOWNLOAD

EVENT_FIRST COMMAND_AFTER SELECT

6.3.1.3.2 Test Suite Files

Test Script: FWK MHA ENHD 1.scr
Test Applet: FWK MHA ENHD 1l.java

FWK_MHA_ENHD 2.java

Load Script: FWK_MHA_ENHD_ 1.ldr

Cleanup Script: FWK MHA ENHD 1.cr

Parameter File: FWK_MHA_ENHD 1.par
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6.3.1.3.3 Test Procedure
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I

API/Framework Expectation

I

APDU Expectation

1

[1d | Description
e
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[1d ] Description | API/Framework Expectation |  APDU Expectation

2 EnvelepeHandleravatab i ndth-
EVENTMEMNI-SELECTION HELR-REQUEST
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Description

APIl/Framework Expectation

APDU Expectation

Appletl and Applet2 reqgistration and Envelope

Handler availability with
EVENT FIRST COMMAND AFTER SELECT

1. Appletl is registered to all events

defined TS 43.019 [7].

The registration is done using the nethods

ini t MenuEntry() for EVENT_NENU SELECTI ON,

request Pol I I nterval () for

EVENT_STATUS_COMVAND, al | ocateTiner() for

EVENT_TI MER_EXPI RATI ON and set Event Li st ()

for the rest of the events.

Applet2 is registered to all events

defined TS 43.019 [7] except

EVENT_PROFI LE_DOWNL OAD,

EVENT_CALL_CONTROL_BY_SI M and

EVENT_MO_SHORT MESSAGE_CONTROL BY SI M

The registration is done using the nethods

ini t MenuEntry() for EVENT_NENU SELECTI ON,

1- No exception is thrown

2- Appletl is triggered by

request Pol I I nterval () for

EVENT_STATUS_COMVAND, al | ocat eTi ner for

EVENT_TI MER_EXPI RATI ON and set Event Li st

for the rest of the events.

2- Sel ect M.

3- Envel opeHandl er. get TheHandl er () net hod

is called by Appletl

Appletl is deregistered from

EVENT_FI RST_COWVMAND AFTER SELECT.

4- Envel opeHandl er. get TheHandl er () net hod

is called by Applet2

Applet2 is deregistered to

EVENT_FI RST_COWVMAND AFTER SELECT.

EVENT FIRST COMMAND_AFTE

R_SELECT

3- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown

Appletl finalizes
Applet2 is triggered

4- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown

N

Handler availability with
EVENT PROFILE DOWNLOAD

1- Terminal Profile command is sent to the

SIMwi thout the facility of

SET_EVENT LI ST, SETUP | DLE MODE_TEXT,

PCOLL_I NTERVAL and SETUP NMENU

2- Envel opeHandl er. get TheHandl er () net hod

is called by Appletl

Appletl is deregistered to

EVENT_PROFI LE_DOWNLOAD

3- Envel opeHandl er. get TheHandl er () net hod

is called by Applet2

Applet2 is deregistered to

EVENT_PROFI LE_DOWLOAD

1- Appletl is triggered by
EVENT PROFILE DOWNLOAD

2- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown

Appletl finalizes

Applet?2 is triggered by
EVENT PROFILE DOWNLOAD

3- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown
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[1d ] Description | API/Framework Expectation |  APDU Expectation
is—calledby Applet2
3 Envelope Handler availability with

EVENT MENU SELECTION HELP REQUEST

Perform SIMinitialization with all the

facilities supported

Envel ope nmenu sel ection with help request

is sent to the SIM

1- Envel opeHandl er. get TheHandl er () net hod

is called by Appletl

1- Appletl is triggered

2- No exception is thrown.

2 — -
BEVENTTORMATTFED—SME-—P_ENY
Sept—te—Hhe—SkHi
2 Envel opeHandl-er—get TheHandl-er{)—rethod 2--pe-xeepten-is-throwa:
—s—ealed—by—Ltpplel:
finali
Sept—te—Hhe—SkHi
4—EnvelopeHandl-er—get TheHandl-er-()—nethod d--plo-xeepten-is-—throwa:
—s—ealed—by—Ltpplel2
4 Envelope Handler availability with

EVENT MENU SELECTION

1- Envel ope nenu selection is sent to the

B

2- Envel opeHandl er. get TheHandl er () net hod

is called by Appletl

1- Appletl is triggered

2- No exception is thrown.
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[1d ] Description | API/Framework Expectation |  APDU Expectation
3 T -
BEVENTUNTORMATTTED—SME-D_EMNV
5 Envelope Handler availability with
EVENT FORMATTED SMS PP _ENV
1- A EVENT_FORVATTED_SMS_PP_ENV envel ope is|1. Appletl is triggered
sent to the SIM
2- Envel opeHand! er . get TheHandl er () nethod |2-NO exception is thrown.
is called by Appletl
6 Envelope Handler availability with
EVENT UNFORMATTED SMS PP _ENV
1-An unformatted sns pp envel ope is sent 1- Applet1 is triggered
to the SIM
2- Envel opeHandl er . get TheHandl er () net hod L
is called by Appletl 2- No exception is thrown.
Appletl finalizes
3- Applet?2 is triggered
3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2
4- No exception is thrown.
5 — -
BEVENTTORMATTEE-—CE
L-Ervelepe—ce-—breoadeast—leornatted—is—
sent to the SHM L
is ealled by Appletl 2-MNe-eeeptentsthrewn
inali
Seht—te—Hhe—SkHi 98
is——called by Applet2 d-pe-eeeptentsthrewn
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Id Description APIl/Framework Expectation APDU Expectation

7 Envelope Handler availability with
EVENT FORMATTED CB

1- Envel ope cell broadcast fornatted is
sent to the SIM 1- Appletl is triggered

2- Envel opeHandl er. get TheHandl er () net hod

is called by Appletl 2-No exception is thrown
Z E I — -
e
L-Envelepe—ce-—breadeast—untorpatied—-s—
sept—to—theSHV 1 Appletlis triggered
2-Envelepelander—gerThelbndler-O—rai-hod—
e ed e nal et
2} .
\ finali
S—Envelepelander—getrThelbndler-O—rai-hod—
el nal et 3/ 2 i tri
o .

[e¢]

Envelope Handler availability with
EVENT UNFORMATTED CB

1- Envel ope cell broadcast unfornatted is
sent to the SIM 1- Applet1 is triggered

2- Envel opeHandl er. get TheHandl er () net hod L
is called by Appletl 2- No exception is thrown

Appletl finalizes
3- Envel opeHandl er. get TheHandl er () net hod

is called by Applet?2 3- Applet? is triggered

4- No exception is thrown
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[ 1d ] Description

| API/Framework Expectation

APDU Expectation

8

EnvelepeHandleravatab it ndth-
BEVENTTFMER—BEXPRIRATION

2-Envelepelander—gerThelbndler-O—rai-hod—
s—ealed—by—Ltpplel:

[<e]

Envelope Handler availability with
EVENT TIMER EXPIRATION

Timer id=1

SIM

1-Envel ope Tiner Expiration is sent to the|q. Appletl is triggered

2- Envel opeHand! er. get TheHandl er () nethod |2-No exception is thrown.

is called by Appletl

10 Envelope Handler availability with
EVENT CALL CONTROL BY SIM

the SIM

2- Envel opeHandl er. get TheHandl er () net hod

1- Envel ope call control by simis sent to |1. Appletl is triggered

is called by Appletl

2- No exception is thrown.
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Id Description APIl/Framework Expectation APDU Expectation
11 Envelope Handler availability with
EVENT MO SHORT MESSAGE CONTROL B
Y_SIM

1- Envel ope no short nessage control by sim
is sent to the SIM 1- Appletl is triggered

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl.

2- No exception is throw

—s—ealed—by—Ltpplel:

inali
3—EnvelopeHandier—getFheHandberO—methed— |3 Apnlam s triggeree
—s—ealed—by—Ltpplel2
12 Envelope Handler availability with

EVENT EVENT DOWNLOAD MT CALL

1-Envel ope event download nt call is sent |1. appletl is triggered
to the SIM

2- Envel opeHand! er. get TheHandl er () nethod |2-No exception is thrown.
is called by Appletl

Appletl finalizes

3- Envel opeHandl er. get TheHandl er () nethod |3. Applet? is triggered
is called by Applet2

4- No exception is thrown.
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[1d ] Description | API/Framework Expectation |  APDU Expectation
= s e
e DR e D AL SO EC
=B
13 Envelope Handler availability with

EVENT EVENT DOWNLOAD CALL CONNECT

ED

1- Envel ope event download cal |l connected |1. Appletl is triggered

is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod

is called by Appletl

2- No exception is thrown.

3- Envel opeHandl er . get TheHandl er () net hod Appletl finalizes

is called by Applet2

3- Applet2 is triggered

4- No exception is thrown.

e 2 e Do Lo D CAL L DIECORlE
= = = =
1 Envelope_event download—ca N .
. ; 1--Appletl-is-triggered-
is—called-by Appletl Zeplo-scoshiopothrenn:
finali
—s—ealed—by—Ltpplel2

14 Envelope Handler availability with

EVENT EVENT DOWNLOAD CALL DISCONE

CTTED

1- Envel ope event downl oad call
di sconnected is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod

1- Appletl is triggered.

is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod

2- No exception is thrown.

Appletl finalizes

is called by Applet2

3- Applet2 is triggered

4- No exception is thrown.
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[1d ] Description | API/Framework Expectation |  APDU Expectation
finali
—s—ealed—by—Ltpplel2

Envelope Handler availability with
EVENT EVENT DOWNLOAD LOCATION STA
TUS

1- Envel ope event downl oad | ocation status

is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod

is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod

is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.

i5 = — -
S SR DO LA D e AC T
sept—to—theSHV 98
2-Envelepelander—gerThelbndler-O—rai-hod—
: ) L
finali
L

S—Envelepelander—getrThelbndler-O—rai-hod— 3—Appletzis-triggered
—s—ealed—by—Ltpplel2

L
16 Envelope Handler availability with

EVENT EVENT DOWNLOAD USER ACTIVITY

1- Envel ope event downl oad user activity is

sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown
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[1d ] Description | API/Framework Expectation |  APDU Expectation
BEVENTEVENTDOWNLOARIDLESCREEN -
AMALARLE
17 Envelope Handler availability with
EVENT EVENT DOWNLOAD IDLE SCREEN
AVAILABLE
1- Envel ope event downl oad idle screen
available is sent to the SIM 1- Appletl is triggered
2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl o
2- No exception is thrown.
Appletl finalizes
3- Envel opeHandl er . get TheHandl er () net hod
is called by Applet2 3- Applet2 is triggered
4- No exception is thrown.
BEVEMNTEVENTDOWNLOAD-—CARDNREADER
—SRATIE
1 Envel ope_event download card reader L
Shatts—-5—sert—to—the—S
2-Envelepelander—getrThelbndler-O—rai-hod— .
s called by Appletd 2--pe-xeepten-is-throwa:
inali
3—EnvelopeHandler—get TheHandler(—methed— |5 np, et2 is triggered
is—calledby Applet2
18 Envelope Handler availability with
EVENT EVENT DOWNLOAD CARD READER
STATUS
1- Envel ope event downl oad card reader 1- Applet1 is triggered
status is sent to the SIM
2- Envel opeHandl er. get TheHandl er net hod L
is call eE by Appl e?1 s 2- No exception is thrown.
Appletl finalizes
3- Envel opeHandl er. get TheHandl er () nethod |3. Applet? is triggered
is called by Applet2
4- No exception is thrown.
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[1d ] Description | API/Framework Expectation |  APDU Expectation
SELECTION
1 Envel ope—event—dowaload—-anguage L
. . 1--Appletl-is-triggered
2Tl esenpder—gerthehad et hed— .
finali
S—Envelepelander—gerTFhelbndler-O—rzi-hod—
2--fopleiepiocered
19 Envelope Handler availability with
EVENT EVENT DOWNLOAD LANGUAGE
SELECTION

1- Envel ope event downl oad | anguage
selection is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod

1- Appletl is triggered

is called by Appletl
Appletl finalizes.

3- Envel opeHandl er. get TheHandl er () net hod

2-No exception is thrown.

Appletl finalizes.
Applet2 is triggered

is called by Applet2

3-No exception is thrown.

BEVENTEVENTDOWNNLOAREROWSER—
TERMINATION
1 Envel ope—eventdownl-oad—browser L
finali
S—Envelepelander—gerTFhelbndler-O—rzi-hod—
S--AppletZistrggered
20 Envelope Handler availability with
EVENT EVENT DOWNLOAD BROWSER
TERMINATION

1- Envel ope event downl oad browser
termnation is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod

1- Appletl is triggered

is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod

2-No exception is thrown.

Appletl finalizes.
Applet2 is triggered

is called by Applet2

3-No exception is thrown.

e
) SiM L
2--A-Teelldt-exeeption-
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[1d ] Description | API/Framework Expectation |  APDU Expectation
HAMNBLEERNOTAVALABLE 1S
Hheeen
inali
3—EnvelopeHandler—getFheHandler—rethod—
. .
HAMBLEERMNOTAVALABLE S
e
51 — =
HhnecoCpllz=n SRn/ELonE
: .
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Id Description APIl/Framework Expectation APDU Expectation
21 Envelope Handler availability with
EVENT STATUS COMMAND
1-Status command is sent to the SIM 1- Applet1 is triggered
i2-SE2\a/l|e: gge;l;ni:js:'.e?it TheHandl er () net hod 2. A Toolkit exception
HANDLER NOT_ AVAILABLE is
thrown
Appletl finalizes.
3- Applet?2 is triggered
3- Envel opeHand! er . get TheHandl er () nethod  |4—A Toolkit exception _
is called by Applet2 HANDLER NOT_ AVAILABLE is
thrown
22 Envelope Handler availability with
EVENT EVENT DOWNLOAD DATA AVAILAB
LE
1- Appletl builds a proactive command OPEN|1. Appletl is registered to 1- OPEN CHANNEL
CHANNEL. _ EVENT_EVENT_DOWNLOAD DA |proactive command is
proacti veHandl er. send() nethod is called TA AVAILABLE and fetched
EVENT EVENT DOWNLOAD CH
ANNEL STATUS TERMINAL RESPONSE is
issued with Channel Id = 01
2-Envel ope event downl oad data available [2- Appletl is triggered
is sent to the SIMwi th Channel | d=01.
3- Envel opeHandl er. get TheHandl er () net hod 3-No exception is thrown.
is called by Appletl
23 Envelope Handler availability with
EVENT EVENT DOWNLOAD CHANNEL STAT
us
1-Envel ope event downl oad channel status |1- Appletl is triggered
is sent to the SIMwi th Channel | d=01.
2- Envel opeHandl er . get TheHandl er net hod L
is CZ“ | eﬁ by Appl e?l s 2-No exception is thrown.
24 Envelope Handler availability with EVENT
UNRECOGNIZED ENVELOPE
él ,:\An unrecogni zed Envelope is sent to the (1. Appletl is triggered
2- Envel opeHandl er . get TheHandl er () net hod L
is called by Appletl 2- No exception is thrown.
Appletl finalizes
Applet?2 is triggered
?;Eg\;le: gge;l;ni:j‘ejlr 'e?gt TheHandl er () met hod 3- No exception is thrown.
25
Envelope Handler availability with
EVENT FORMATTED SMS PP _UPD
1- A formatted Update Record EFsns 1- Applet1 is triggered
instruction is sent to the SIM
2- Envel opeHand! er . get TheHandl er () nethod |2-NO exception is thrown.
is called by Appletl
26 |Envelope Handler availability with
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Id Description API/Framework Expectation

APDU Expectation

EVENT UNFORMATTED SMS PP UPD

1- Appletl is triggered

1- An unformatted Update Record EFsns
instruction is sent to the SIM

2- Envel opeHand| er . get TheHandl er () nmethod  |2-_ No exception is thrown.

is called by Appletl

Appletl finalizes
Applet2 is triggered

3- Envel opeHandl er. get TheHandl er () net hod

3- No exception is thrown.

is called by Applet2

6.3.1.3.4 Test Coverage
| CRR Number | Test Case Number
e 0
CRRN1 3.4,56,7,89 10,11, 12,
13,14, 15,16, 17, 18, 19, 20,
22,23, 24,25, 26
CRRC1 1,221
6.3.1.4 EnvelopeResponseHandler

Test Area Reference; PAK_MHA_ERHD.FWK_MHA_ERHD

6.3.1.4.1 Conformance Requirement

6.3.1.4.1.1 Normal Execution

CRRN1: Thehandler isavailable for all triggered toolkit applets from the invocation of the processT oolkit method
of thetoolkit applet until atoolkit applet has posted an envel ope response or the firgt invocation of the

ProactiveHandler.send method for the following events:-

____ EVENT_FORMATTED_SMS PP_ENV

__ EVENT_UNFORMATTED_SMS PP_ENV

_ EVENT_CALL_CONTROL

__ EVENT_SMS MO _CONTROL

_ EVENT_UNRECOGNIZED_ENVELOPE
CRRN2: After acall to the post method the handler isnot longer available
CRRNS3: After acall to the send method the handler isnot longer available

6.3.1.4.1.2 Parameters-error
Ne-reguirements:
631413 Context Errors

CRRC1: The handler is not available for the following events:
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EVENT FORMATTED SMS CB

EVENT_UNFORMATTED_SMS CB
EVENT_MENU_SELECTION
EVENT_MENU_SELECTION_HELP REQUEST
EVENT_TIMER EXPIRATION
EVENT_EVENT_DOWNLOAD_MT_CALL
EVENT_EVENT_DOWNLOAD_CALL_CONNECTED
EVENT_EVENT _DOWNLOAD_CALL_DISCONNECTED
EVENT_EVENT_DOWNLOAD_LOCATION_STATUS
EVENT_EVENT _DOWNLOAD_USER ACTIVITY
EVENT_EVENT _DOWNLOAD_IDLE_SCREEN_AVAILABLE
EVENT_EVENT_DOWNLOAD_CARD_READER STATUS
EVENT EVENT DOWNLOAD LANGUAGE_SELECTION

EVENT EVENT DOWNLOAD BROWSER TERMINATION

EVENT_STATUS COMMAND
EVENT_PROFILE_DOWNLOAD
EVENT _FIRST COMMAND_AFTER SELECT

EVENT EVENT DOWNLOAD DATA_ AVAILABLE

EVENT EVENT DOWNLOAD_CHANNEL_STATUS

EVENT FORMATTED SMS PP _UPD

EVENT_UNFORMATTED SMS PP _UPD

6.3.1.4.2 Test Suite Files

Test Script: FWK_MHA ERHD 1.scr
Test Applet: FWK_MHA ERHD 1.java

FWK_MHA_ERHD_2.java

Load Script: FWK_MHA_ERHD_1.Idr

Cleanup Script: FWK MHA ERHD 1.cr
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Parameter File: FWK_MHA_ERHD_1.par

6.3.1.4.3 Test Procedure

[ 1d ] Description | API/Framework Expectation |  APDU Expectation

1 TFeetdtAppletdand-TeoldtApplet

=

Toolkit Appletl and Toolkit Applet2
registration and Envelope Response Handler

availability with
EVENT FIRST COMMAND AFTER SELECT

1- Appletl is registered to all events
defined in TS 43.019 [7].

Usi ng the nethods initMenuEntry() for
EVENT_MENU_SELECTI ON,

requestPol | I nterval () for
EVENT_STATUS_COMVAND, al | ocateTiner() for
EVENT_TI MER_EXPI RATI ON and set Event Li st ()
for the rest of the events.

Applet2 is registered to 1- No exception is thrown
EVENT_UNFORMATTED SMB_PP_ENV and

EVENT_UNRECOGNI ZED_ENVEL OPE.

4-  Select M. o
2- Appletl is triggered by

3- Envel opeResponseHand! er. get TheHandl er () |[EVENT FIRST COMMAND_ AFT
nethod is called by Appletl ER SELECT

Appletl is deregistered to
EVENT_FI RST_COVMAND AFTER SELECT.

3- A Toolkit exception
HANDLER NOT AVAILABLE is
thrown
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[ 1d ] Description | API/Framework Expectation |  APDU Expectation

I-Ervelepe—penu—selec-op—ni—th—help— 1- Appletl is-triggered-

Fegtest—is—sent—te—the—SHi
2-Cpesleselieesens et nnd e g the s e
Ahed—i-s—eal-ed—by—2pplealt -
. .
HAMNBLEERNOTAVALABLE 1S
threwn
2 Handler availability with

EVENT PROFILE DOWNLOAD

1- Terminal Profile command is sent to 1- Appletl Is Triggered By

the SIMw thout the facility of EVENT PROFILE DOWNLOAD
SET_EVENT_LI ST, SETUP_| DLE_MODE_TEXT,

SETUP_MENU and POLL_| NTERVAL.

2. 2- A Toolkit exception
Envel opeResponseHand| er . get TheHandl er ()  [HANDLER NOT AVAILABLE is
method is called by Appletl thrown

Appletl is deregistered to
EVENT_PRCFI LE_DOWNLOAD

Envelope Response Handler availability with
EVENT MENU SELECTION HELP REQUEST

[[¢§]

Perform SIMinitialization with all the
facilities supported

1- Envel ope nenu selection with help L
request is sent to the SIM 1- Appletl is triggered.

2- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl

2- A Toolkit exception
HANDLER NOT AVAILABLE is
thrown

e
. .
he—sl
. .

2-EnvelopelResponselbndler—getThel-anele-—

rethed—is—called by Appletl 2—foresllaocooion
HAMNBLEERNOTAVALABLE 1S
Hheeen
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Id Description

APIl/Framework Expectation

APDU Expectation

4 | Envelope Response Handler availability with

EVENT MENU SELECTION

1- A envel ope nenu selection is sent to
the SIM

2- Envel opeResponseHandl er. get TheHandl er ()

1- Appletl is triggered

nethod is called by Appletl

2- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown

method—is—called by Appletd HANDLEER-NOT-AVAH-ABLE-is-
thrown
5 | Envelope Response Handler availability with

EVENT FORMATTED CB

1- Envel ope cell broadcast fornatted is

sent to the SIM

2- Envel opeResponseHandl er. get TheHandl er ()

1- The appletl is triggered.

2-A Toolkit exception

nethod is called by Appletl

HANDLER NOT AVAILABLE is

thrown

rethed s called by Appletl HANDEER-_NOT-AVAILABLEs-
thrown
6 | Envelope Response Handler availability with

EVENT UNFORMATTED CB

1- Envel ope cell broadcast unfornatted is

sent to the SIM

2- Envel opeResponseHandl er. get TheHandl er ()

1- Appletl is triggered.

nethod is called by Appletl

2- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown
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[ 1d ] Description | API/Framework Expectation |  APDU Expectation

=

methed—is—called by Appletl 2~A-Toelkit-exeeption-
HANDLEER-—NOT-AVAH-ABLE-is-
threwn

7 | Envelope Response Handler availability with

EVENT TIMER EXPIRATION

1- Envel ope Tiner Expiration is sent to 1- Appletl is triggered.
the SIM

2- Envel opeResponseHandl er . get TheHandl er () |2- A Toolkit exception
method is called by Appletl HANDLER NOT AVAILABLE is
thrown

. LANE - = .
thrown
8 | Envelope Response Handler availability with

EVENT EVENT DOWNLOAD MT CALL

1-Envel ope event download nt call is sent |1- Appletl is triggered.
to the SIM

2- Envel opeResponseHandl er . get TheHand! er () |2-A Toolkit exception _
method is called by Appletl HANDLER NOT AVAILABLE is

thrown

Handier 2—-ATFoolkitexception-
HANDLEER-NOT-AVAH-ABLE-is-
threwn

9 | Envelope Response Handler availability with

EVENT EVENT DOWNLOAD CALL CONNEC
TED

1-Envel ope event downl oad call connected |1- Appletl is triggered.
is sent to the SIM
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Id Description APIl/Framework Expectation APDU Expectation
2- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl 2- A Toolkit exception
HANDLER NOT_ AVAILABLE is
thrown
BVENTEVENTDOWRLOADISERACTPAT
Y
o 1-Appletl-is-triggered-
—s—sept—teo—the—SHM
. .
2-Envel-opeResponseHandi-er—get TheHander ()| HANDEER-NOT-AVALLABLE s
ret-hod—i-s—eal--ed—by—Applett threwn

10 | Envelope Response Handler availability with
EVENT EVENT DOWNLOAD CALL DISCON
NECTED

1- Envel ope event downl oad call 1- Applet1 is triggered.
di sconnected is sent to the SIM

2- Envel opeResponseHandl er . get TheHandl er () |2- A Toolkit exception
method is called by Appletl HANDLER NOT AVAILABLE is

thrown

11 | Envelope Response Handler availability with
EVENT EVENT DOWNLOAD LOCATION STA
TUS

1-Envel ope event downl oad |ocation status |1. Appletl is triggered.
is sent to the SIM

2-Appl et1l obtains the Envel ope Response
Handl er 2- A Toolkit exception
HANDLER NOT_ AVAILABLE is

thrown

—=AE
I-Ervelope—avent—deowaload—card—reatder—
2-EnvelopelResponselbndler—getThel-anele-—
rethod—is—called by Appletl Z—foresllaocooion
HAMNBLEERNOTAVALABLE 1S
threwn
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[ 1d ] Description | API/Framework Expectation |  APDU Expectation |

[ ] | | |
12 | Envelope Response Handler availability with

EVENT EVENT DOWNLOAD USER ACTIVIT
Y

1- Appletl is triggered.

1- Envel ope event downl oad user activity
is sent to the SIM

2- A Toolkit exception
2- Envel opeResponseHandl er . get TheHand! er () |[HANDLER NOT AVAILABLE is

method is called by Appletl thrown
B3 TE — -
EVENT STATUS COMMAND
1-—Status—corrandi-s—sept—to—theSHV I--Applet-istrggered
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Id Description APIl/Framework Expectation APDU Expectation

13 | Envelope Response Handler availability with
EVENT EVENT DOWNLOAD IDLE SCREEN
AVAILABLE

1- Envel ope event downl oad idle screen 1- Appletl is triggered.
available is sent to the SIM

2- Envel opeResponseHandl er. get TheHandl er ()
met hod is called by Appletl 2- A Toolkit exception
HANDLER NOT_ AVAILABLE is
thrown

method—is—called by Appletd 2--pMe-xeepten-is-throwa:
S-/Appletl-builds—an-additiona .
sent

inherited method) HAMNBLEERNOTAVALABLE 1S
thrownforeach-method
. .
5-—A—EVENT FORMATTED-SMS—PP_ENV-envelope— 5-Appletl is triggered
is—sent—to-the S-M

Ahed—i-s—eal-ed—by—2pplealt
7—Appletl-builds—a—proastiveconmand-—and Issent
——eals—he—send—rrethed
3-Appletl calls all methods of the 8-—Foolkit-exception-
Envel ope—ResponseHandher{ineluding—the [HANDLER-NOT-AVALLABLE s
inherited method) threwn-fereach-methed
14 | Envelope Response Handler availability with
EVENT EVENT DOWNLOAD CARD READER
STATUS
1- Envel ope event downl oad card reader
status is sent to the SIM 1- Applet1 is triggered
2- Envel opeResponseHandl er. get TheHandl er () ) )
nethod is called by Appletl 2- A Toolkit exception
HANDLER NOT_ AVAILABLE is
thrown
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[ 1d ]

Description

API/Framework Expectation | APDU Expectation

1L

15

Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_LANGUAGE_
SELECTION

1- Envel ope event downl oad | anguage
selection is sent to the SIM

2- Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

1- Appletl is triggered

2-A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
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[ 1d ] Description | API/Framework Expectation |  APDU Expectation

16 | Envelope Response Handler availability with
EVENT EVENT DOWNLOAD BROWSER
TERMINATION

1- Envel ope event downl oad browser
termnation is sent to the SIM 1- Appletl is triggered

2- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl

2-A Toolkit exception
HANDLER NOT AVAILABLE is
thrown

—rherbedeihed- HANE EF. NOT ; A .
The—Appletl finalizes thrownforeach-method
5-Envel-ope—o-shert—nessage—control—by—  |5-Appletlistriggered
S
E—EnvelopelResponselbndler—getThel-anele-—
Ahed—i-s—eal-ed—by—2pplealt
G--MNe-exeeptentsthrewn
it+—calls the send nethod Lenoesrenclocoramonc-
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[ 1d ] Description | API/Framework Expectation |  APDU Expectation
- -
8- Apphetdcakhs—a rethods_ofthe Sfetened-and the Terming
EweJ—epe—ReSJpeﬂse—HaﬂdJ—e{—H—ﬂc—l—ué—ﬂg—t—he—g A Toolkitexception
"_H‘h’eH_t_e‘d_Fm't_h’e‘d"l i .
EARDLER plo AMAL AR LS e
oo cochmnothed

17 | Envelope Response Handler availability with
EVENT STATUS COMMAND

1-Status command is sent to the SIM 1- Applet1 is triggered

2- Envel opeResponseHandl er. get TheHandl er () ) )
nethod is called by Appletl 2- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown
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[ 1d ] Description | API/Framework Expectation |  APDU Expectation

8T E ——
EVENTUNRECOGNIZED—ENVELORE
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Id

Description

APIl/Framework Expectation

APDU Expectation

18

Envelope Response Handler availability with
EVENT EVENT DOWNLOAD DATA AVAILAB

LE

1- Appletl initialises a proactive
command OPEN CHANNEL and calls the send()

2- Appletl is triggered

net hod.

2- Envel ope event downl oad data aval ai bl e

3- A Toolkit exception
HANDLER NOT AVAILABLE is

is sent to the SIMw th channel | d=01

3- Envel opeResponseHandl er. get TheHandl er ()

thrown

nethod is called by Appletl

1- The OPEN CHANNEL

command is fetched.

TERMINAL RESPONSE IS
SENT TO THE SIM with
channelld=01

Fhe-epveleperespenseissentwhen—a-

L—Aforrntted—ShE—PPrenvelope—s—sent—te—

Envelope Response Handler availability with

EVENT EVENT DOWNLOAD CHANNEL STA

TUS

1- Envel ope event downl oad channel

status

1- Appletl is triggered

is sent to the SIMw th channel | d=01

2- Envel opeResponseHandl er. get TheHandl er ()

2- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown

nethod is called by Appletl

Envelope Response Handler availability with
EVENT FORMATTED SMS PP UPD

1- Update Record EFsns instruction
formatted is sent to the SIM

1- The appletl is triggered.
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Id Description APIl/Framework Expectation APDU Expectation
2- Envel opeResponseHandl er. get TheHandl er ()
method is called by Appletl 2-A Toolkit exception
HANDLER NOT_ AVAILABLE is
thrown
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Id Description APIl/Framework Expectation APDU Expectation
21 | Envelope Response Handler availability with
EVENT UNFORMATTED SMS PP _UPD
1- Update Record EFsns instruction 1- Appletl is triggered.
unformatted is sent to the SIM
2- Envel opeResponseHandl er. get TheHandl er () ) .
nethod is called by Appletl 2- A Toolkit exception
HANDLER NOT AVAILABLE is
thrown
22 | Envelope Response Handler availability with
EVENT FORMATTED SMS PP _ENV
1-A formatted sns pp envelope is sent to |1. Appletl is triggered
the SIM
2- Envel opeResponseHandl er. get TheHandl er ()
method is called by Appletl 2- No exception is thrown.
infornation for response packet and it sent
calls the post nethod I
4-Appletl calls all nethods of the . .
Envel ope Response Handl er (including the |4-A Toolkit exception
i nherited nethod) HANDLER NOT AVAILABLE is
thrown for each method
5- A EVENT_FORVATTED_SMS_PP_ENV envel ope | Applet1 finalizes
|s sent to the SIM 5- Appletl is triggered
6- Envel opeResponseHandl er. get TheHandl er ()
met hod is called by Appletl 6- No Exception is thrown
. . 7- The proactive command
7-Appl etl builds a proactive command and is sent
it calls the send() nethod -
8-Appletl calls all nethods of the . .
Envel ope Response Handl er (including the |8-Toolkit exception
i nherited nethod) HANDLER NOT_ AVAILABLE is
thrown for each method
23 | Envelope Response Handler availability with
EVENT UNFORMATTED SMS PP _ENV
1-An unformatted sms pp envelope is sent |1- Appletl is triggered
to the SIM
2- Envel opeResponseHandl er. get TheHandl er () Lo
method is called by Applet1l 2- No exception is thrown.
3-Appletl builds the envel ope response
and it calls the post() method 3- The envelope response
is sent
4- Appletl calls all nethods of the . . _—
: : 4- A Toolkit exception
Envel ope Response Handl er (including the .
Fnheri ted nathod) ( g HANDLER NOT AVAILABLE is
thrown for each method
Appletl finalizes
5- Applet?2 is triggered.
5- Envel opeResponseHandl er. get TheHandl er ()
nethod is called . .
A Toolkit exception
HANDLER NOT AVAILABLE is
thrown.
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Id

Description

APIl/Framework Expectation

APDU Expectation

6-An unformatted sns pp envel ope is sent

Applet?2 finalizes

to the SIM

7- Envel opeResponseHandl er. get TheHandl er ()

6- Appletl is triggered.

net hod is called.

8- Appletl builds a proactive conmand and

7- No exception is thrown.

it calls the send() nethod

9-Appletl calls all nethods of the

Envel ope Response Handl er (including the

i nherited nethod)

10-
Envel opeResponseHand! er. get TheHandl er ()

nethod is called by Applet2

9- A Toolkit exception
HANDLER NOT AVAILABLE is

9- The proactive command

is fetched and the Terminal

response is issued.

thrown for each method.

Appletl finalizes

10- Applet2 is triggered.

A Toolkit exception
HANDLER NOT AVAILABLE is

thrown.
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Id Description APIl/Framework Expectation APDU Expectation
24 | Envelope Response Handler availability with
EVENT CALL CONTROL BY SIM
1- Envel ope call control by simis sent to
the SIM 1- Appletl is triggered
2- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl
3-Appl et1 builds the envel ope response 2- No exception is thrown.
and it calls the post AsBERTLV() nethod 3- The envelope response
is sent
4-Appletl calls all nethods of the
Envel ope Response Handler (including the
I nherited method) 4- Toolkit exception
HANDLER NOT_ AVAILABLE is
5-Envel ope call control by simis sent to |thrown for each method
the SIM Appletl finalizes
6- Envel opeResponseHand| er . get TheHandl er () |5- Applet] is triggered
nethod is called by Appletl
7-Appletl builds a proactive conmand and L
it calls the send() nethod 6- No Exception is thrown
8-Appletl calls all nethods of the 7- The proactive command
Envel ope Response Handl er (including the is fetched and the Terminal
inherited nethod) response is issued
8- A Toolkit exception
HANDLER NOT_ AVAILABLE is
thrown for each method
25 | Envelope Response Handler availability with
EVENT MO SHORT MESSAGE CONTROL B
Y SIM
1- Envel ope no short nessage control by 1- Appletl is triggered
simis sent to the SIM
2- Envel opeResponseHandl er. get TheHandl er () Lo
method is called by Applet1l 2- No exception is thrown.
3-Appletl builds the envel ope response 3-The envelope response is
and it calls the post AsBERTLV() nethod sent
4-Appletl calls all nethods of the
Fg\égL?Pngﬁzfggz)e Handl er (including the 4- A Toolkit exception
HANDLER NOT_ AVAILABLE is
thrown for each method
5- Envel ope np short nessage control by
simis sent to the SIM Appletl finalizes
5- Appletl is triggered
6- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl
7-Appletl builds a proactive conmand and L
it calls the send nethod 6- No exception is thrown
7- The proactive command
8-Appletl calls all nethods of the is fetched and the Terminal
Envel ope Response Handl er (including the Response is issued
i nherited nethod)
8- A Toolkit exception
HANDLER NOT_ AVAILABLE is
thrown for each method
26 | Envelope Response Handler availability with
EVENT UNRECOGNIZED ENVELOPE
1- An unrecogni zed Envel ope is sent to the |1- Appletl is triggered
SIM
2- Envel opeResponseHandl er. get TheHandl er ()
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Id

Description

APIl/Framework Expectation

APDU Expectation

nethod is called by Appletl

3-Appletl builds the envel ope response
and it calls the post AsBERTLV() or post
net hod

4-Appletl calls all nethods of Envel ope
Response Handl er (including the inherited

2- No exception is thrown.

4- A Toolkit exception

met hod)

5- Envel opeResponseHandl er. get TheHandl er ()

HANDLER NOT AVAILABLE is

thrown for each method

net hod is called

6- An unrecogni zed Envel ope is sent to the

Appletl finalizes
5- Applet2 is triggered.

SIM

7- Envel opeResponseHandl er. get TheHandl er ()

A Toolkit exception
HANDLER NOT AVAILABLE is

thrown.

net hod is called

8- Appletl builds a proactive conmand and

Applet?2 finalizes
6- Appletl is triggered.

it calls the send() nethod

9-Appletl calls all nethods of the
Envel ope Response Handl er (including the

7- No exception is thrown.

i nherited nethod)

10-
Envel opeResponseHand! er. get TheHandl er ()
nethod is called by Applet2

9- A Toolkit exception
HANDLER NOT AVAILABLE is

thrown for each method

Appletl finalizes

10- Applet2 is triggered

A Toolkit exception
HANDLER NOT AVAILABLE is

thrown.

3- The envelope response
is sent

9- The proactive command

is fetched and the Terminal

response is issued
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Id

Description

APIl/Framework Expectation

APDU Expectation

27

The envelope response is sent when a
proactive session is ongoing

1-A formatted SMS PP envelope is sent to
the SIM

2-Proactive command DI SPLAY TEXT is built

and it calls the send() nethod.
3-A call control by simenvel ope is sent
to the SIM

4- Envel opeResponseHandl er. get TheHandl er ()

nethod is called by Appletl

5-Appl etl builds the envel ope response
and it calls the post ASBERTLV

1- Appletl is triggered.

3- Appletl is triggered

4- No exception is thrown

2- 91 XX

5-The envelope response is
sent
9F YY

GET RESPONSE
Data

91 XX

Fetch DISPLAY TEXT

Terminal Response
DISPLAY TEXT

Envelope Response Handler availability with

EVENT UNFORMATTED SMS PP ENV.in
case of multi-triggering

1-A unformatted sms pp envel ope is sent
to the SIM

2- Envel opeResponseHandl er. get TheHandl er ()

nethod is called by Appletl

5- Envel opeResponseHandl er. get TheHandl er ()

nethod is called by Applet 2

6- Applet2 calls the post( ) nethod

1- Appletl is triggered

2- No exception is thrown.

3- Appletl finalizes

4- Applet2 is triggered.

5- No Exception is thrown

Applet?2 finalizes

6. The response is
checked.

Envelope Response Handler availability with

1- Appletl is triggered

EVENT UNRECOGNIZED ENVELOPE in case

of multi-triggering

1- An unrecogni zed Envel ope is sent to the

SIM

2- Envel opeResponseHandl er. get TheHandl er ()

nethod is called by Appletl

2- No exception is thrown.

3- Appletl finalizes
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Id Description

APIl/Framework Expectation

APDU Expectation

5- Envel opeResponseHandl er. get TheHandl er ()

4- Applet2 is triggered.

5- No Exception is thrown

nethod is called by Applet 2

6- Applet2 calls the post( ) nethod

Applet?2 finalizes

6- The response is checked

CRR Number Test Case Number
6.3.1.4.4 Test Coverage

CRR Number

Test Case Number

CRRN1

20, 21, 22, 23, 24, 25,26,27

CRRN2

20, 21,22, 23,24, 25

CRRN3

20, 21,22, 23,24, 25

CRRC1

1,2,3,45,6,7,8,9,10, 11,
12,13, 14,15, 16, 17, 18, 19,
28, 29

6.3.2 Handler Integrity

6.3.2.3
Test Area Reference: FWK_HIN_ENHD

EnvelopeHandler

6.3.2.3.1

6.3.2.3.1.1 Normal Execution

Conformance Requirement

CRRN1: The EnvelopeHandler and its content are available for all triggered toolkit applets, from the invocation to

the termination of their processT ool kit method.

CRRN2: The SIM Toolkit Framework guarantees that all triggered toolkit applets receive the data.

CRRN3: The SIM Toolkit Framework shall convert the Update Record EFsmsin the EnvelopeHandler TLV List

containing Device Identities TLV, Address TLV and SMSTPDU TLV.

CRRN4: The getEnvelopeTag() method shall return BTAG SIS PP DOWNLOAD.

CRRNS5: The getL ength() method shall return the Smple TLV list length.

CRRNG6 The Device Identity Smple TLV isused to store the information about the absol ute record number in the

EFsms file and the value of the EFsms record status byte.
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6.3.2.3.2 Test Suite Files
Test Script: FWK_HIN_ENHD_1.scr
Test Applet: FWK_HIN_ENHD_1.java
Load Script: FWK_HIN_ENHD_1.Idr

Cleanup Script: FWK_HIN_ENHD_1.cr
Parameter File: FWK_HIN_ENHD_1.par

6.3.2.3.3 Test Procedure_
Id Description API/Framework Expectation APDU Expectation
1 ——
Appretihitianzationa o velopeHa e
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Id

Description

APIl/Framework Expectation

APDU Expectation

G—TFhe—ceontepts—ol—Ervelopelaneler—are—
. !
e ste e

g-Thecontents-ethe-crvelepe
handler-shall- be- the-same-as-stored

in-buffer 1

=

Applet initialization and Envelope Handler
integrity checks with
EVENT MENU SELECTION HELP REQUEST

1- Applet is registered to all events
defined in TS 43.019 [7] except
EVENT_PROFI LE_DOANLOAD and
EVENT_STATUS_COMVAND.

Usi ng the nethods initMnuEntry() for
EVENT_MENU_SELECTI ON, al | ocat eTi ner () for

EVENT_TI NEﬁ_EXPI RATI ON, and set Event Li st ()

for the rest of the events.
Perform SIMinitialization with all
facilities supported

t he

2- Envel ope nenu sel ection with hel p request

is sent to the SIM

3- Envel opeHandl er. get TheHandl er () nethod is

call ed

4- Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG HELP REQUEST

5- A proactive comuand DI SPLAY TEXT is sent

6- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
called

7- 1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

Check that the TAG HELP_REQUEST is the TLV

sel ected

8- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1-No exception is thrown

2- Applet is triggered

3- No exception is thrown.

4- No exception is thrown

6- Applet is triggered

7- No exception is thrown and the
handler contains the envelope call

control by SIM

8- The contents of the envelope
handler shall be the same as stored
in buffer 1

5-91 xx.

A proactive command
Display Text is fetched

The terminal Response of

DISPLAY TEXT is sent to

the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

N

Envelope Handler integrity checks with
EVENT MENU SELECTION

1- An envel ope nenu selection is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG | TEM | DENTI FI ER

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6- It’s checked the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and

Util.arrayConpare() nethods

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call

4- 91 XX
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Id

Description

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

It’s checked that the TAG | TEM | DENTI FI ER

is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

APIl/Framework Expectation
control by SIM

7- The contents of the envelope

APDU Expectation

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

handler shall be the same as stored

in buffer 1
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Description

ErvelepeHandlerintegriby-ehegkswith-

Hs—cheeked—that—the—TFAC-SME—TPE—-s5—he—
Tl selested
F——TFhe—contepts—ol—Ervelopelanedler—are—

; .
Y —are Corpat-e—

APIl/Framework Expectation

APDU Expectation

[[¢§]

Envelope Handler integrity checks with
EVENT FORMATTED SMS PP ENV

1-A fornatted sns pp envel ope is sent to
SIM

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er.findTLV() nethod is
called with TAG SMs TPDU

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t’'s checked that the contents of the

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

4- 91 XX
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Id

Description
envel ope handler is the envel ope call

control using Envel opeHandl er. copy( ) and

APIl/Framework Expectation
6- No exception is thrown and the
handler contains the envelope call

Util.arrayConpare nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

It’s checked that the TAG SM5 TPDU i s the

control by SIM

TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

APDU Expectation

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

ErvelepeHandlerintegriby-ehegkswith-

Y —array-Conpar-e)—

API/Framework Expectation

APDU Expectation

I~

Envelope Handler integrity checks with
EVENT UNFORMATTED SMS PP ENV

1-A unformatted sms pp envelope is sent to
SIM

2- Envel opeHandl er. get TheHandl er () nethod is

cal led

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. findTLV nethod is
called with TAG DEVI CE_| DENTI Tl ES

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

4- 91 XX
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Id Description APIl/Framework Expectation APDU Expectation
6-1t's checked that the contents of the 6- No exception is thrown and the
envel ope handier is the envel ope call handler contains the envelope call
control using Envel opeHandl er. copy() and control by SIM
Util.arrayConpare() nethods control by 1M
The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES
Call Control execution is finished.
Proactive command Display
Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the SIM
I't’s checked that the TAG DEVI CE_|I DENTI Tl ES
is the TLV sel ected
7- The contents of Envel opeHandl er are 7- The contents of the envelope
conpared with bufferl using handler shall be the same as stored
Util.arrayConpare() in buffer 1.
3 - - -
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Description
Envelope Handler integrity checks with
EVENT UNFORMATTED SMS CB

1-A unformatted cel |l broadcast
sent to SIM

envel ope is

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG CELLBROADCAST_ PAGE

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
called

6-1t’'s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

It’s checked that the
TAG_CELLBROADCAST_PACE is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

APIl/Framework Expectation

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored

in buffer 1.

APDU Expectation

4- 91 XX

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id Description API/Framework Expectation APDU Expectation
5 . . .
EVENTHMER—EHXRIRATION

called 2-Ne-eweeptentsthrewn—
—2—Copy—the—centepts—ol—the—envelope—

. .
Ervelopetapdler—eopy-0—

. .

Textis-fetched
Fheterminal-Respense-e—
BISPEAY-TEXTHs-sent-te-
the—SHv

Hs—cheeked—that—the—TFACTH-VERA-D—-5—he—

R seleeted

7—Fhe—contents—of Envel opeHandler—are— #—Fhe-contents-of-the-envelope-

conpared—withbufferl using— handlershall-be-the-same-as-stered

6 Envelope Handler integrity checks with
EVENT TIMER EXPIRATION

1-A tiner expiration envelope is sent to 1- Applet is triggered

SIM

2- Envel opeHandl er . get TheHandl er nethod is L

call ed . g s 2- No exception is thrown.

3-Copy the contents of the envel ope

handl er in buffer 1 using 3- No exception is thrown.

Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is

called with TAG TIMER I D

4- A proactive conmand DI SPLAY TEXT is sent 4- 91 XX

5- Envel ope call control by simis sent to |g. Applet is triggered
SIM

Envel opeHandl er. get TheHandl er () nethod is

3GPP
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Id Description APIl/Framework Expectation APDU Expectation
call ed
G Spsecked hat Lne contents of 1" Jo-io exceptonis thrown and he
control using Envel opeHandl er. copy() and handler contains the envelope call
Util.arrayConpare() nethods control by SIM
The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES
Call Control execution is finished.
Proactive command Display
Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the SIM
It’s checked that the TAGTIMER ID is the
TLV sel ect ed
7- The contents of Envel opeHandl er are 7- The contents of the envelope
conpared with bufferl using handler shall be the same as stored
Util.arrayConpare() in buffer 1
g7 - - -
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Description
Envelope Handler integrity checks with
EVENT CALL CONTROL BY SIM

1-A call control envelope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG ADDRESS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
called

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

It’s checked that the TAG ADDRESS is the
TLV sel ect ed

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

APIl/Framework Expectation

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call

control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

APDU Expectation

4- 91 XX

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

. . =

L—App—shert—ressage—coptel—hby—si-m-
eprelape—is—sent—re—SHM
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MO SHORT MESSAGE CONTROL BY SIM

1-A np short nessage control
envel ope is sent to SIM

by sim

2- Envel opeHandl er. get TheHandl er () nethod is

cal led

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG ADDRESS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’'s checked that the contents of the

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the

envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

It's checked that the TAG ADDRESS is the
TLV sel ect ed

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

Id Description APIl/Framework Expectation APDU Expectation
6t 4 that the contents of the S
envel-ope—handi-er s theenvelope ea handlercentainstheenvelepescal-
coRtre—usi-ng—Ervelopelapd-er—copy-O—and—
Y —arayrCorpare—rzi-hods control-by-SHv
called—w-th TAG-DEVI-CE - DENTH-THES
. .
TFed—istetehed
Fheterminal-Respernse-e—
PISRLAN-T=2CHssehtte-
the—shi
Hs—cheehked—that—the—TFAC-ABDRESS——5—t-he—
R seleeted
F——TFhe—contepts—ol—Ervelopelanedler—are— —Fhe-contents-of-the-envelope
i - handlershall-be-the-same-as-stored
cofpaed—si-th—buHe—usi-ng— !
8 |Envelope Handler integrity checks with EVENT

4- 91 XX

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description
) ) . _
EVENT-DOWNLOAD-MT-CALL

I—A—evept—dowrload—ri—eal-—envelope—is—sent
+6—SHM

T selected

F——TFhe—contepts—ol—Ervelopelanedler—are—
; .
Y —aray-Corpa-e—

APIl/Framework Expectation

APDU Expectation

[<e]

Envelope Handler integrity checks with EVENT

EVENT DOWNLOAD MT CALL

1- A event download nt call envelope is sent

to SIM

2- Envel opeHandl er. get TheHandl er () nethod is

cal led

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG ADDRESS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

4- 91 XX

3GPP




Error! No text of specified style in document.

192
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Id Description APIl/Framework Expectation APDU Expectation
Envel opeHandl er. get TheHandl er () nethod is
call ed
6-1t’'s checked that the contents of the
envel ope handler is the envel ope call L
control using Envel opeHandl er.copy() and |6-No exception is thrown and the
Util.arrayConpare() nethods handler contains the envelope call
control by SIM

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES
Call Control execution is finished.

Proactive command Display

Text is fetched

The terminal Response of
It’s checked that the TAG ADDRESS is the DISPLAY TEXT is sent to
TLV sel ected the SIM
7- The contents of Envel opeHandl er are
conpared with bufferl using 7- The contents of the envelope
W il.arrayConpare() handler shall be the same as stored

in buffer 1
T - - - -
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Id

Description

F——TFhe—contepts—ol—Ervelopelanedler—are—
; .
Y —are Corpat-e—

APIl/Framework Expectation
F-—Fhe-centents-eHhe-crvelepe
handlershall-bethe-same-as-stared
in-buffer-

APDU Expectation

Envelope Handler integrity checks with EVENT

EVENT DOWNLOAD CALL CONNECTED

1- A event downl oad call
is sent to SIM

connect ed envel ope

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG ADDRESS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
called

6-1t’'s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

It’s checked that the TAG ADDRESS is the
TLV sel ect ed

7- The contents of Envel opeHandl er are
conpared with bufferl using

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call

control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4- 91 XX

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

Util.arrayConpare()
- - - -
EVENTROWNEOADCALL DISCOMNNECTEDR

I-A—event—download—eal—disconnected—
eprelape—is—sent—re—SHM
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EVENT DOWNLOAD CALL DISCONNECTED

1- A event downl oad call disconnected

envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG ADDRESS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
called

6-1t’'s checked that the contents of the

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the

envel ope handler is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

It’s checked that the TAG ADDRESS is the
TLV sel ected

handler contains the envelope call
control by SIM

Id Description APIl/Framework Expectation APDU Expectation

5 S o

S

Ervelopetapde—getTheland-e-—rathod—-—5—

cabled

eprelope—hapder—is—the—envelope—cal-— handlercentainstheenvelepecal-

SEREe e g e e s et e e e controlby-SHv

Y —aray Corpare—rzihods

calledwith TAG DEVI-CE | DENTITILES
Nreastive-cemmand-Display-
Textisfetched
Fheterminal-Respense-e—
DISPLAY-TEXT is-sent-to-
the—SIM

Hs—cheehked—hat—he—TAS-ABDRESS—-5—he—

T selected

F-—Fhe-centents-eHhe-crvelepe
£ ord handler-shall- be-the-same-as-stored
ki1 —arrayConparel) H-bufferi-
11 |Envelope Handler integrity checks with EVENT

4- 91 XX

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description
7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

APIl/Framework Expectation
7- The contents of the envelope

handler shall be the same as stored

in buffer 1.

APDU Expectation

Y —are Corpat-e—

Envelope Handler integrity checks with EVENT

EVENT DOWNLOAD LOCATION STATUS

1- A event downl oad | ocation status envel ope

is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG LOCATI ON_STATUS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

4-91 XX
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Id

Description

Envel opeHandl er. get TheHandl er () nethod is

APIl/Framework Expectation
5- Applet is triggered

call ed

6-1t’'s checked that the contents of the

envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and

6- No exception is thrown and the

Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

It’s checked that the TAG LOCATI ON_STATUS

handler contains the envelope call
control by SIM

is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

7- The contents of the envelope
handler shall be the same as stored

in buffer 1

APDU Expectation

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description
. . . _
BENTROWNLOADIEERACTRIY

-
s—sent—te-—SHM

B
F——TFhe—contepts—ol—Ervelepelanedler—are—

; .
Y —are Corpat-e—

API/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with EVENT

EVENT DOWNLOAD USER ACTIVITY

1- A event downl oad user activity envel ope
is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is

cal l ed

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

4- 91 XX
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Id

Description
called

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

I't's checked that the TAG DEVI CE_|I DENTI Tl ES

is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

APIl/Framework Expectation

6- No exception is thrown and the
handler contains the envelope call

control by SIM

7- The contents of the envelope
handler shall be the same as stored

in buffer 1

APDU Expectation

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

EnvelepeHandlerntegribeheskswith-EVENT—

API/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with EVENT

EVENT DOWNLOAD IDLE SCREEN AVAILAB
LE

1- A event downl oad idle screen available
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

4- 91 XX
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Id Description APIl/Framework Expectation APDU Expectation
Envel opeHandl er. get TheHandl er () nethod is
call ed
6-1t’'s checked that the contents of the
envel ope handler is the envel ope call L
control using Envel opeHandl er. copy() and 6- No exception is thrown and the
Util.arrayConpare() nethods handler contains the envelope call
control by SIM
The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES
Call Control execution is finished.
Proactive command Display
Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
It's checked that the TAG DEVI CE_| DENTI TI ES the SIM
is the TLV sel ected
7- The contents of Envel opeHandl er are
conpared with bufferl using 7- The contents of the envelope
Util. arrayConpare() handler shall be the same as stored
in buffer 1
15 - - - =
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Id

Description
Y —ara Corpar-e—

APIl/Framework Expectation
handler-shall-be- the-same-as-stored
in-buffer 1

APDU Expectation

Envelope Handler integrity checks with EVENT

EVENT DOWNLOAD CARD READER STATUS

1- A event downl oad card reader status
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is

call ed

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er.findTLV() nethod is
called with TAG CARD READER STATUS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’'s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES

It’s checked that the
TAG _CARD READER STATUS is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call

control by SIM

7- The contents of the envelope
handler shall be the same as stored

4- 91 XX

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

in buffer 1
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Id Description APIl/Framework Expectation APDU Expectation
16 . . .
HhmecoCpllz=n SRn/ELonE
1 ; ; SiM L
2Tl esennder—gerthetnnd e e hed = L
caled Zeplo-coconbon oo
—2—Copy—the—centepts—ol—the—envelope—
. .
Ervelopetapdler—eopy-0—
. .
499 50¢
S
S—Envel-ope—eakl—eontrol—by—s s—seat—to L
Ervelopetapde—getTheland-e-—rathod—-—5—
caled
The—Epvelopelbndler—gealuelepngthb—-s—
caled
envel-ope—handler—i-stheenvelope—call— handler-contains-the-envelepe-call-
B e = control-by-SiM
Y —arayCorpare—rzi-hods
TFhe—Epvelopatbndl-er—Hnd VO —nethod—-s—
caHed—ni--h—FAC-DEV-CE-DENTFHF-ES
. .
TFexdstetehed
Fheterminal-Resperse-e—
BISPEAY-TEXTHs-sent-te-
the-SHv
F-—Fhe-centents-eHhe-crvelepe
F——TFhe—contepts—ol—Ervelopelanedler—are— handlershallbe the same-as-stored
ewmw%@w%H%@##a&aﬁ+Mk inbuffer1
Y —are Corpat-e—
16 Envelope Handler integrity checks with
UNRECOGNIZED ENVELOPE
1- A unrecogni zed envel ope is sent to SIM 1- Applet is triggered
2- Envel opeHandl er. get TheHandl er nethod is L
called . g O 2- No exception is thrown.
3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy() 3- No exception is thrown.
4- A proactive command DI SPLAY TEXT is sent
5- Envel ope call control by simis sent to 4- 91 XX
SIM
o 5- Applet is triggered
Envel opeHandl er. get TheHandl er () nethod is
called
The Envel opeHandl er. get Val ueLength() is
cal l ed
6-1t’s checked that the contents of the
envel ope handler is the envel ope call 6- No exception is thrown and the
control using Envel opeHandl er. copy() and handler contains the envelope call
Util.arrayConpare() methods control by SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

The Envel opeHandl er.findTLV() nethod is

called with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished.

7- The contents of Envel opeHandl er are

conpared with bufferl using
Util.arrayConpare()

7- The contents of the envelope
handler shall be the same as stored

in buffer 1

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

API/Framework Expectation

APDU Expectation

17

Envelope Handler integrity checks with
EVENT_EVENT_DOWNLOAD_LANGUAGE_SEL
ECTION

1- A event downl oad | anguage sel ection
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() method is
called with TAG EVENT_LI ST

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() method is
called with TAG DEVI CE_I DENTI Tl ES
Cal |

Control execution is finished.

It’s checked that the TAG EVENT_LIST is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2-No exception is thrown.

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of -
DISPLAY TEXT is sent to
the— SIM

18

Envelope Handler integrity checks with
EVENT_EVENT_DOWNLOAD_BROWSER_TERM
INATION

1- A event downl oad browser term nation
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nmethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() method is
called with TAG EVENT_LI ST

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SI M

by simis sent to

1- Applet is triggered

2-No exception is thrown.

3-No exception is thrown.

5- Applet is triggered

4-91 XX
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Id

Description
Envel opeHandl er. get TheHandl er () nethod is
called

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() method is
called with TAG DEVI CE_I DENTI Tl ES

Call Control execution is finished.

It’s checked that the TAG EVENT_LIST is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

API/Framework Expectation

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

APDU Expectation

Proactive command Display
Text is fetched

The terminal Response of -
DISPLAY TEXT is sent to
the— SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

19

Envelope Handler integrity checks with
EVENT_FORMATTED_SMS_CB

1- An envel ope SMS-CB fornatted according to
TS 23.048 [8] is sent to the SIM

2- Envel opeHandl er. get TheHandl er () nmethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()
The Envel opeHandl er. findTLV() method is
called with TAG CELL_BROADCAST_ PAGE

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
called

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() method is
called with TAG DEVI CE_I DENTI Tl ES
Cal |

Control execution is finished.

It’s checked that the
TAG_CELL_BROADCAST_PAGE is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2-No exception is thrown.

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of -
DISPLAY TEXT is sent to
the —SIM

Envelope Handler integrity checks with
EVENT FORMATTED SMS PP UPD

1- Update Record EFsns instruction single
and formatted is sent to the SIM

2- Envel opeHandl er. get TheHandl er () nethod is

called

3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er.findTLV() nethod is
called with TAG SMs TPDU

4- A proactive command DI SPLAY TEXT is sent

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

4- 91 XX
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Id

Description

APIl/Framework Expectation

APDU Expectation

5- Envel ope call control by simis sent to

B

Envel opeHandl er. get TheHandl er () nethod is

5- Applet is triggered

call ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy( ) and

Util.arrayConpare nethods

The Envel opeHandl er.findTLV() nethod is
called with TAG SMs TPDU

Call Control execution is finished.

It’s checked that the TAG SM5 TPDU i s the

6- No exception is thrown and the
handler contains the envelope call

control by SIM

TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

7- The contents of the envelope
handler shall be the same as stored

in buffer 1

Proactive command Display

Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id Description APIl/Framework Expectation APDU Expectation
21 Envelope Handler integrity checks with
EVENT UNFORMATTED SMS PP _UPD
1- Update Record EFsms instruction single |1- Appletis triggered
and unformatted is sent to the SIM
2- Envel opeHandl er. get TheHandl er () nethod is o
call ed 2- No exception is thrown.
3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy( ) 3- No exception is thrown.
The Envel opeHandl er. findTLV nethod is
called with TAG SM5_TPDU
4- 91 XX
4- A proactive command DI SPLAY TEXT is sent
Es)l 'I\EAnveI ope call control by simis sent to 5- Applet is triggered
Envel opeHandl er. get TheHandl er () nethod is
cal l ed
6-1t's checked that the contents of the 6- No exception is thrown and the
envel ope handier is the envel ope call handler contains the envelope call
control using Envel opeHandl er. copy() and ntrol by SIM
Util.arrayConpare() nethods controf by -IM
The Envel opeHandl er.findTLV() nethod is
called with TAG DEVI CE_| DENTI TI ES
Call Control execution is finished.
Proactive command Display
Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the SIM
I't’s checked that the TAG DEVI CE_|I DENTI Tl ES
is the TLV sel ected
7- The contents of Envel opeHandl er are 7- The contents of the envelope
conpared with bufferl using handler shall be the same as stored
Uil .arrayConpare() in buffer 1.
22 Check the TLV list conversion for
EVENT FORMATTED SMS PP UPD
1- An EVENT_FORVATTED SMS_PP_UPD is sent to1. Appletis triggered
the SIM
2- The findTLV(tag == device identities 2- No exception is thrown.
Tag) is called.
3- return the absolute record.
3- The getVal ueByte(offset == 0) is called.
4- return the record status
4- The getVal ueByte(offset == 1) is called.
) - No exception is thrown.
5- The findTLV(tag == address Tag) is 5- No exception s thro
cal | ed.
6- Check the content
7- No exception is thrown.
7- The findTLV(tag == SM5 TPDU Tag) is
cal | ed.
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Id Description APIl/Framework Expectation APDU Expectation
8- Check the content
23 Check TLV list conversion for
EVENT FORMATTED SMS PP _UPD
1- The getlLength() method is called 1. return the Simple TLV list length
24 Check TLV list conversion for
EVENT FORMATTED SMS PP _UPD
1- return
1- The get Envel opeTag() nethod is called BTAG SMS PP DOWNLOAD
25 Check the TLV list conversion for
EVENT UNFORMATTED SMS PP _UPD
1- An EVENT_UNFORMATTED SMS_PP_UPD is sent |1. Applet s triggered
to the SIM
2- The findTLV(tag == device identities 2- No exception is thrown.
Tag) is called.
3- return the absolute record.
3- The getVal ueByte(offset == 0) is called.
4- return the record status
4- The getVal ueByte(offset == 1) is called.
5- The findTLV(tag == address Tag) is 2 No exception is thrown.
cal | ed.
6- Check the content
7- The findTLV(tag == SM5 TPDU Tag) is 7- No exception is thrown.
cal | ed.
8- Check the content
26 Check TLV list conversion for
EVENT UNFORMATTED SMS PP _UPD
1- The getlLength() method is called 1. return the Simple TLV list length
27 Check TLV list conversion for
EVENT UNFORMATTED SMS PP _UPD
1- return
1- The get Envel opeTag() nethod is called BTAG SMS PP DOWNLOAD
6.3.2.3.4 Test Coverage
CR-Number TestCaseNumber
CRR Number Test Case Number
CRRN1 1,2,3,4,5,6,7,8,9,10, 11,
12,13, 14, 15,16, 17,18, 19,
20,21
CRRN2 1,2,3,4,5,6,7,8,9,10, 11,
12,13, 14, 15,16, 17,18, 19,
20,21
CRRN3 22,25
CRRN4 23,26
CRRN5 24,27
CRRN6 22,25
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6.3.2.4

EnvelopeResponseHandler

Test Area Reference: FWK _HIN _ERHD

6.3.2.4.1

Conformance Requirement

6.3.24.1.1

Normal Execution

CRRN1: At the processToolkit invocation the TLV-List is cleared.

Error! No text of specified style in document.

6.3.2.4.2 Test Suite Files:
Test Script: FWK_HIN_ERHD_1.scr
Test Applet: FWK_HIN_ERHD 1.java
Load Script: FWK_HIN_ERHD 1.ldr
Cleanup Script: FWK_HIN_ERHD 1.clr
Parameter File: FWK_HIN_ERHD 1.par
6.3.2.4.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 |Appletl is registered to

EVENT_UNRECOGNI ZED_ENVEL OPE.

1- An unrecogni sed envelope is sent to the 1- Applet 1 is triggered.

SIM

2- Envel opeResponseHandl er. get TheHandl er()is

called by the Appletl.

3- Envel opeResponseHand| er . get Lengt h() 2- The return value shall be 0.

nethod is called by Appletl

6.3.2.4.4

Test Coverage

CRR Number Test Case Number
CRRN1 1

6.3.3 Applet Triggering

6.3.3.3 EVENT_MENU_SELECTION_HELP_REQUEST

Test Area Reference: FWK_APT_EMSH-

6.3.3.3.1

6.3.3.3.1.1

Conformance Requirement

Normal Execution

—CRRNZ1: If and ENVELOPE (MENU_SELECTION_HELP_SUPPORTED) command is received for one entry
supporting help, then STF shall trigger the corresponding applet.
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CCRN2: A toolkit applet shall be triggered by the

EVENT MENU SELECTION HELP REQUEST event only if the Menu Id corresponding to the Envel ope Menu

Selection Help Request received by the SIM Toolkit framework was registered with the hel pSupported val ue set to

true.

CCRNBS: If at least one menuld of a Toolkit Applet registersto EVENT MENU_SELECTION _HELP REQUEST,

the SET UP MENU proactive command sent by the SIM Toolkit Framework shall indicate to the ME that help

information is available unless all the menus entries that support help are disabl ed.

6.3.3.3.2 Test Suite Files
Test Script: FWK_APT_EMSH_1.scr
Test Applet: PWK—APT-EMSH-Ljava

Parameter File- FWK APT EMSH 1.java

FWK_APT_EMSH 2.java

FWK_APT_EMSH_3.java

Load Script: FWK APT EMSH 1.ldr

Cleanup Script: FWK APT EMSH 1.dr

Parameter File: FWK_APT_EMSH_1.par

6.3.3.3.3 Test Procedure
[1d ] Description | API/Framework Expectation |  APDU Expectation
T . .
e S L O EEL D oL =E
; .
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[ 1d ] Description API/Framework Expectation |  APDU Expectation
; . i = —
veAt—Selecti-on—Hel p—Request—envelope—is is-hettriggered
SRR e e
3 ltemidentifier =2 Appleti-inalizes
vent—Sel-ecti-on—Hel p—Request—enve E’F'.EF. N S—Applet2-is triggered-and-appletl
SRR e e e
1 Applet registration to

EVENT MENU SELECTION HELP REQUEST

and triggering

Applet1l and Applet2 are installed

Tool ki t Regi stry. I nitMenuEntry() nethod is

called in the constructor of Appletl and

Appl et 2.
For Appletl (itemid 1):

MenuEnt ry="Appl et 1A"

O fset =0
Lengt h=nenuEntry. | ength

Hel pSupport ed=true

I conQualifier=0

I conldentifier=0

For Appletl (itemid 2):

MenuEnt ry="Appl et 1B"

O fset=0
Lengt h=nenuEntry. | ength

Hel pSupport ed=f al se

I conQualifier=0

I conldentifier=0

event = EVENT_MENU SELECTI ON_HELP_REQUEST

1- Tool kitRegistry.isEventSet() is called

in constructor.

For Applet2 (itemid 3):

MenuEnt ry="Appl et 2A"

O fset =0
Lengt h=nenuEntry. | ength

Hel pSupport ed=true

I conQualifier=0

I conldentifier=0

For Applet2 (itemid 4):

MenuEnt ry=" Appl et 2B"

O fset =0
Lengt h=nenuEntry. | ength

Hel pSuppor t ed=f al se

I conQualifier=0

I conldentifier=0

event = EVENT_MENU SELECTI ON_HELP_REQUEST

2- Tool kitRegistry.isEventSet() is called

in constructor.

PerformSIMinitialization with the

facility SET UP MENU and w t hout the

facilities SET EVENT LI ST and POLL

| NTERVAL

3-Itemidentifier = 1

Menu Sel ection Hel p Request envel ope is

sent to the SIMwith itemidentifier 1

bel onging to appletl

1- The command shall return true.

2- The command shall return true.

3- Appletl is triggered and Applet2

is not triggered
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Id

Description

APIl/Framework Expectation

APDU Expectation

4-1temidentifier = 2

4 Appletl and Applet2 are not

Menu Sel ection Hel p Request envel ope is

sent to the SIMwith itemidentifier 2

bel onging to appletl

5-Itemidentifier = 3

Menu Sel ection Hel p Request envel ope is

sent to the SIMwith itemidentifier 3

triggered

5- Applet2 is triggered and Appletl

bel onging to applet?2

6-ltemidentifier = 4

Menu Sel ection Hel p Request envel ope is

is not triggered

6- Applet2 and Appletl are not

sent to the SIMwith itemidentifier 4

bel onging to applet?2

triggered

N

Applet deregistration to
EVENT MENU SELECTION HELP REQUEST

Appl et1 and Applet2 are del eted

Applet3 is installed

Tool ki t Regi stry. I nitMenuEntry() nethod is

called in the constructor of Applet3.

For Applet3 (itemid 5):

MenuEnt ry=" Appl et 3A"

O fset =0
Lengt h=nenuEntry. | ength

Hel pSupport ed=true

I conQualifier=0

I conldentifier=0

For Applet3 (itemid 6):

MenuEnt ry=" Appl et 3B"

O fset =0
Lengt h=nenuEntry. | ength

Hel pSupport ed=true

I conQualifier=0

| conldentifier=0

For Applet3 (itemid 7):

MenuEnt ry=" Appl et 3C"

O fset =0
Lengt h=nenuEntry. | ength

Hel pSuppor t ed=f al se

I conQualifier=0

| conldentifier=0

1. PerformSIMinitialization with the

facility SET UP MENU and w t hout the

facilities SET EVENT LI ST and POLL

| NTERVAL

2. Menu Selection Hel p Request envel ope is

sent to the SIMwith itemidentifier 5

bel onging to applet3

3. Tool ki t Regi stry. di sabl eMenuEntry()

nethod for itemid 5 is called by the Menu

Sel ection Hel p Request Envel ope.

2. Applet3 is triggered by

1. The SIM shall issue a
SET UP MENU proactive
command with Menu Entry

ID entry '05', '06' and ‘07’,
and Help supported set to
true.

3. The SIM shall issue a

EVENT MENU_SELECTION HEL [SET UP MENU proactive

P_REQUEST

command with Menu Entry

3GPP




Error! No text of specified style in document.

214 Error! No text of specified style in document.

Id Description APIl/Framework Expectation APDU Expectation
4. Menu Sel ection Hel p Request envel ope is ID entry ‘06’ and ‘07’, and
sent to the SIMwith itemidentifier 6 Help supported set to true.
bel onging to applet3
5. Tool ki t Regi stry. di sabl eMenuEntry() )
method for itemid 6 is called by the Menu |4. Applet3 is triggered by
Sel ection Hel p Request Envel ope. EVENT MENU SELECTION HEL

P_REQUEST
5. The SIM shall issue a
SET UP MENU proactive
command with Menu Entry
ID entry ‘07’, and Help
supported set to false.
6.3.3.3.4 Test Coverage

CRR Number Test Case Number
CRRN1 1
CRRN2 1
CRRN3 2

6.3.3.4 EVENT_FORMATTED_SMS_PP_ENV

Test Area Reference: FWK_APT_EFSE:

6.3.3.4.1

6.3.34.1.1

Conformance Requirement

Normal Execution

—CRRN1: Theapplet istriggered by the EVENT_FORMATTED_SMS PP_ENV once:_

e it has been registered to this event;event,

a Short Message Point to Point (Single or Concatenated) is

—oncavelepe ARD L eorpdnc on SIS TR0
received by Envelope APDU(s) and is formatted according to GSM-03:48{8}-is+eceived; TS 23.048 [8],

« ~thetoolkit applet to betriggered isregistered with the corresponding TAR in the SMSFPBY; TPDU,
~—the security is verified:

CRRN2: The applet isnot triggered by the EVENT_FORMATTED_SMS PP_ENV onceit has deregistered from

this event.

6.3.3.4.2
Test Script:
Test Applet:

Test Suite Files

FWK_APT_EFSE_1.scr

Parameter File- FWK APT EFSE 1.java

Load Script:

FWK_APT_EFSE 1.ldr
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Cleanup Script: FWK APT EFSE 1.dr

Parameter File: FWK_APT_EFSE 1.par

3GPP



Error! No text of specified style in document.

216 Error! No text of specified style in document.

6.3.3.4.3 Test Procedure
[1d ] Description | API/Framework Expectation |  APDU Expectation
1 Appletregistratien-te-EVERNT

s—sent—to—the SHM-

1 Applet registration to EVENT

FORMATTED SMS PP ENV and triggering

Applet is registered to
EVENT_FORVATTED SMS PP _ENV and
EVENT_UNRECOGNI ZED_ENVEL OPE

1- A Single Short Message SMs-PP Fornatted

Data Downl oad is sent to the SIM

2- A Concatenated Short Message SMS- PP

Formatted Data Downl oad is sent to the SIm|1-Appletis triggered

(conposed of 2 Short Messages. The UDL for

the first Short Message is 70 and for the

second 70)

2- Applet is triggered

2 Applet dereqgistration

Tool ki t Regi stry. clearEvent() nethod is
called for EVENT_FORMATTED_SMS_PP_ENV

1- A Single Short Message SMs-PP Data
Downl oad is sent to the SIM.
2- A Concatenated Short Messages SMs- PP

1- Applet is not triggered

Data Downl oad is sent to the SIM (conposed

of 2 Short Messages. The UDL for the first

Short Message is 70 and for the second
70).

An unrecogni zed envel ope is sent to the

2- Applet is not triggered

sim

Tool ki t Regi stry. setEvent() nethod is
called for EVENT FORVATTED SMB PP _ENV

3- A Single Short Messages SMS- PP Data
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Id Description APIl/Framework Expectation APDU Expectation

Downl oad is sent to the SIM

4- A Concatenated Short Messages SMs-PP
Data Downl oad is sent to the SIM (conposed
of 2 Short Messages. The UDL for the first
Short Message is 70 and for the second

3- Applet is triggered

70).
4- Applet is triggered
6.3.3.4.4 Test Coverage
| CRR Number | Test Case Number |
CRRNI(Seenote) | 1 |
CRRNL1 (See note 1) 12
CRRN2 2

Note 1: The security checks are not relevant to the test designed in this test area; they will be checked in the
"Framework Security Management" section.

6.3.3.5 EVENT_UNFORMATTED_SMS_PP_ENV

Test Area Reference: FWK_APT_EUSE:
6.3.3.5.1 Conformance Requirement

6.3.3.5.1.1 Normal Execution

BRgeHAg-a Short Message P0| nt to P0| nt (S| nql eor Concamenated) isrecei ved by Envel ope APD U(s) and is

unformatted.

CRRN2: The applet isnot triggered by the EVENT_UNFORMATTED_SMS PP_ENV onceit has deregistered
from this event.

Ne-reguirements:

6.3.3.5.2 Test Suite Files
Test Script: FWK_APT_EUSE_1.scr
Test Applet: P A EUS =T ava

Parameter File- FWK APT EUSE 1.java

Load Script: FWK_ APT EUSE 1.ldr
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Cleanup Script: FWK APT EUSE 1.dr

Parameter File FWK_APT_EUSE_1.par

3GPP
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6.3.3.5.3 Test Procedure
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[ 1d |

Description

APIl/Framework Expectation

APDU Expectation

1

Appletregistratien-te-

. .

L

Applet registration to
EVENT UNFORMATTED SMS PP ENV and

triggering

Applet is registered to the

EVENT_UNFORMATTED _SMS_PP_ENV and

EVENT_FORMATTED _SMS_PP_ENV.

1-Tool kit Registry.isEventSet() nethod is

called for EVENT_UNFORVATTED SMS_PP_ENV

2- A Single and Unformatted SMS-PP Data

Downl oad Envel ope is sent to the SIM

3- A Concatenated and Unformatted SMS-PP

Dat a Downl oad Envel ope is sent to the SIM

(conposed of 2 Short Messages. The UDL for

the first Short Message is 70 and for the

second 70)

1- The method returns true

2- Applet is triggered

3- Applet is triggered

N

Applet deregistration

Tool kit Registry.clearEvent()nethod is

call ed for EVENT_UNFORVATTED SMS_PP_ENV

1- A Single and Unfornatted SMs-PP Data

Downl oad Envel ope is sent to the SIM

1- Applet isn't triggered
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Id Description APIl/Framework Expectation APDU Expectation

2- A Concatenated and Unformatted SMS-PP

Dat a Downl oad Envel ope is sent to the SIM
(conposed of 2 Short Messages. The UDL for
the first Short Message is 70 and for the
second 70)

2- Applet isn't triggered

Applet is triggered by a
EVENT_FORMATTED SMS_PP_ENV

Tool kit Registry.setEvent() nethod is
cal l ed for EVENT_UNFORVATTED SMs PP_ENV

3- A Single and Unformatted SMS-PP Data 3- Applet is triggered
Downl oad Envel ope is sent to the SIM

4- A Concatenated and Unfornmatted SMs-PP

Dat a Downl oad Envel ope is sent to the SIM
(conposed of 2 Short Messages. The UDL for
the first Short Message is 70 and for the

4- Applet is triggered

second 70)
6.3.3.5.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.22 EVENT FIRST COMMAND AFTER SELECT

Test Area Reference: FWK _APT EFCA

6.3.3.22.1 Conformance Requirement

6.3.3.22.1.1 Normal Execution

CRRN1: The applet istriggered by the EVENT FIRST COMMAND AFTER SELECT onceit hasregistered to
this event; Upon reception of the first command received by the GSM application after it has been selected, or after
the ATR if it isthe default application, and before the Status Word of the processed command has been sent back by
the GSM application, the toolkit framework shall trigger al the toolkit appletsregistered to this event.

CRRN2: The applet isnot triggered by the EVENT FIRST COMMAND AFTER SELECT onceit has
deregistered from this event.

CRRNS3: If the first command received by the GSM application isatoolkit appl et triggering command (e.q.
TERMINAL PROFILE), thetoolkit appletsregistered on the EVENT FIRST COMMAND AFTER SELECT
event shall be triggered first.

6.3.3.22.2 Test Suite Files
Test Script: FWK_ APT EFCA 1.sor
Test Applet: FWK APT EFCA ljava

FWK_APT_EFCA_2.java

FWK_APT_EFCA_3.java

FWK_APT_EFCA _4.java
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FWK_APT_EFCA_5.java
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Load Script: FWK_APT _EFCA 1l.ldr
Cleanup Script: FWK_APT_EFCA_1l.dr
Parameter File: FWK_APT_EFCA 1.par
6.3.3.22.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation
1 Applets reqgistration to

EVENT FIRST COMMAND AFTER SELECT

and triggering

Appletl is registered to the
EVENT_FI RST_COMMVAND AFTER SELECT

Applet2 is registered to the
EVENT_PRCFI LE_DOWNL OAD.

Applet3 is registered to
EVENT_FORMATTED SMS_PP_ENV.

1-Terminal Profile command is sent to the

1- Appletl is triggered by

SIM
Appl et1 deregisters from
EVENT_FI RST_COWMVAND_AFTER_SELECT.

2- Applet2 deregisters from
EVENT_PROFI LE_DOWNL OAD.

3- Envel ope( SM5- PP- DOAMNLOAD) formatted is
sent to the SIM

4- Appl et3 calls setEvent() on event
EVENT_FI RST_COWMVAND_AFTER_SELECT.

EVENT FIRST COMMAND_AFTE
R_SELECT

Appletl finalizes
Applet?2 is triggered by

EVENT PROFILE_DOWNLOAD

Applet?2 finalizes
Applet3 is not triggered

3-Applet3 is triggered.

N

Dereqgistered applets are not triggered

1-Reset then Terminal Profile command is

sent to the SIM

2-Appl et3 calls setEvent() on
EVENT_PROFI LE_DOWNLOAD.

1-Applet3 is triggered.
Appletl and Applet2 are not

triggered.

2-Applet3 finalizes.

[[¢§]

Install a 4™ applet registered to
EVENT FIRST COMMAND AFTER SELECT

1- Applet4 is triggered by

and EVENT PROFILE DOWNLOAD

Applet4 is installed, with the sane
priority level as Applet3.

1-Reset then Terminal Profile command is

sent to the SIM

Delete all applets.

EVENT FIRST COMMAND_AFTE
R_SELECT.

Applet3 is triggered by
EVENT FIRST COMMAND AFTE
R _SELECT.

Applet4 is triggered by
EVENT PROFILE DOWNLOAD.

Applet3 is triggered by
EVENT PROFILE DOWNLOAD.

I~

Check that the applet is triggered before the

first SWis sent.

3-The SETUP MENU

proactive command is
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Id Description APIl/Framework Expectation APDU Expectation
fetched.
1-Install Applet 5. There is only one item for
Applet 5 is registered with two entries in Applet5.

the menu entries list. Applet5 is also
registered to
EVENT_FI RST_COVMAND AFTER SELECT.

2-Reset and TERM NAL PROFI LE. 2- Applet 5 is triggered

3- Appl et disables a nmenu entry.

[Note: Testing the triggering of an applet upon the first command after select isnot possible.]

6.3.3.22.4 Test Coverage
CR Number Test Case Number
CRRN1 1,23, 4
CRRN2 3
CRRN3 1.4

6.3.3.23 EVENT EVENT DOWNLOAD DATA AVAILABLE
Test Area Reference: FWK _APT EDDA

6.3.3.23.1 Conformance Requirement

6.3.3.23.1.1 Normal Execution

CRRN1: For EVENT EVENT DOWNLOAD DATA AVAILABLE, theframework shall only trigger the applet
registered to this event with the appropriate channel identifier.

CRRN2: Theregistration to the EVENT EVENT DOWNLOAD DATA AVAILABLE is effective once the
toolkit applet has issued a successful OPEN CHANNEL proactive command, and valid till the first successful
CLOSE CHANNEL or the end of card session.

CRRN3: When aToolkit Applet has sent an OPEN CHANNEL proactive command and received a successful
TERMINAL RESPONSE, the framework shall register the recel ved channel identifier for the calling Toolkit Appl€t.

CRRN4: When aToolkit Applet has sent a CLOSE CHANNEL proactive command and received a successful
TERMINAL RESPONSE, the framework shall release the channd identifier contained in the command. A
successful TERMINAL RESPONSE means that the result of the proactive command execution belongs to command
performed category (i.e. General Result ='0x').

6.3.3.23.2 Test Suite Files
Test Script: FWK_APT _EDDA 1.scr
Test Applet: FWK_APT_EDDA 1java
Load Script: FWK_APT _EDDA_1.dr

Cleanup Script: FWK APT EDDA 1.cr

Parameter File: FWK_APT_EDDA_1.par
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6.3.3.23.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to
EVENT EVENT DOWNLOAD DATA AVAILAB
LE 1- Appletl is triggered by
Unformatted SMS PP envelope.
Appletl is registered to Unformatted SMS
PP Envel ope.
1- Unformatted SMS PP envel ope is sent to
the SIM
2- Applet calls setEvent() with the event
EVENT_EVENT_DOWNLOAD_DATA_ AVAI LABLE.
2- Appletl finalizes.
3- An envel ope Event Downl oad Data . ; ;
Available is sent to the SIM 3- Appletl is not triggered.
Channel Status = 81 00
4- Unformatted SMS PP envelope is sent to
the SIM 4- Appletl is triggered by
Unformatted SMS PP _envelope.
5- Appletl builds a proactive command OPEN
CHANNEL cal ling ProactiveHandl er.init()
met hod..
6- OPEN CHANNEL
6- send() method is called to register to proactive command is
this event. fetched.
7- Appletl finalizes. Unsuccessful TERMINAL
RESPONSE of OPEN
8- An envel ope Event Downl oad Data 8- Appletl is not triggered. CHANNEL is sent to the
Available is sent to the SIMwi th Channel SIM.
Status = 01 00.
9- Appletl is triggered by
9- Unformatted SMS PP envel ope is sent to |EVENT UNFORMATTED SMS P
the SIM P ENV.
10- Appletl builds a proactive command
OPEN CHANNEL cal l'i ng
ProactiveHandl er.init() nethod.
117 send() nethod is called to register to
this event. 12- Applet1 finalizes.
11- OPEN CHANNEL
proactive command is
fetched.
Successful TERMINAL
RESPONSE of OPEN
CHANNEL is sent to the
SIM with Channel Id = 01.
2 Applet triggering to
EVENT EVENT DOWNLOAD DATA AVAILAB
LE
1- An envel ope Event Downl oad Data
Available is sent to the SIM
Channel Status = 81 00. 1- Appletl is triggered.
3 Applet deregistration to EVENT EVENT
DOWNLOAD DATA AVAILABLE
) 1- OPEN CHANNEL
0- Unformatted SMS PP envelope is sent to |g. Appletl is triggered. proactive command is
the SIM fetched.
1- Appletl initializes and sends an OPEN Successtul terminal
CHANNEL proactive conmand. response is sent, with
channelld=02.
2- Appletl builds a CLOSE CHANNEL

3GPP




Error! No text of specified style in document.

224

Error! No text of specified style in document.

Id

Description

APIl/Framework Expectation

APDU Expectation

Proactive Command calling
Proacti veHandl er.initC oseChannel () and
Proacti veHandl er. send() nethods.

3- An envel ope Event Downl oad Data
Avail able is sent to the SIM
Channel Status = 82 00

4- Appletl builds a CLOSE CHANNEL
Proactive Command calling

Proacti veHandl er.ini t O oseChannel () and
Proacti veHandl er. send() nethods.

3- Appletl is triggered.

5- Appletl finalizes.

2- CLOSE CHANNEL
proactive command is
fetched.

Unsuccessful TERMINAL

RESPONSE of CLOSE
CHANNEL is sent to the
SIM.

4- CLOSE CHANNEL
proactive command is
fetched.

Successful TERMINAL
RESPONSE of CLOSE
CHANNEL is sent to the
SIM with Channel Id = 02.

(B

Applet triggering to
EVENT EVENT DOWNLOAD DATA AVAILAB
LE

1- An envel ope Event Downl oad Data
Avail able is sent to the SIM
Channel Status = 82 00.

1- Appletl is not triggered.

lon

Appletl not triggered after a reset

0- Appletl is triggered by an unformatted
SMS PP Envel ope

1- Appletl builds a proactive command OPEN

CHANNEL cal ling ProactiveHandl er.init()
nmet hod.

2- send() nethod is called to register to
this event.

3- isEventSet() nethod is called.

4- Reset the card.

5- An envel ope Event Downl oad Data
Avail able is sent to the SIM
Channel Status = 82 00.

3- returns true.

5- Appletl is not triggered.

1- OPEN CHANNEL
proactive command is
fetched.

2- Successful TERMINAL

RESPONSE of OPEN
CHANNEL is sent to the
SIM with Channel Id = 02.

6.3.3.23.4 Test Coverage
CR Number Test Case Number
CRRN1 2
CRRN2 1, 4,5
CRRN3 1
CRRN4 3
6.3.3.24 EVENT EVENT DOWNLOAD CHANNEL STATUS

Test Area Reference: FWK _APT EDCS

6.3.3.24.1

Conformance Requirement

6.3.3.24.1.1

Normal Execution

CRRN1: For EVENT_EVENT DOWNLOAD CHANNEL_STATUS, the framework shall only trigger the applet

registered to this event with the appropriate channel identifier.

CRRN2: Theregistration to the EVENT EVENT DOWNLOAD CHANNEL STATUS iseffective once the

toolkit applet has issued a successful OPEN CHANNEL proactive command, and valid till the first successful

CLOSE CHANNEL or the end of the card session.
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CRRN3: When aToolkit Applet has sent an OPEN CHANNEL proactive command and received a successful
TERMINAL RESPONSE, the framework shall register the recelved channel identifier for the calling Toolkit Appl€t.

CRRN4: When aToolkit Applet has sent a CLOSE CHANNEL proactive command and received a successful
TERMINAL RESPONSE, the framework shall release the channel identifier contained in the command. A
successful TERMINAL RESPONSE meansthat the result of the proactive command execution belongs to command
performed category (i.e. General Result ='0x').

6.3.3.24.2 Test Suite Files
Test Script: FWK_APT_EDCS 1.sor
Test Applet: FWK_APT_EDCS 1.java
Load Script: FWK_APT_EDCS 1.ldr

Cleanup Script: FWK_ APT EDCS 1.dr

Parameter File: FWK APT EDCS 1.par
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6.3.3.24.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT EVENT DOWNLOAD CHANNEL STAT

1- Appletl is triggered by

US

Appletl is registered to Unformatted SMS
PP Envel ope.

1-Unformatted SMS PP envelope is sent to
the SIM

2-The applet calls setEvent() with
EVENT_EVENT_DOWNLOAD_CHANNEL _STATUS.

3- An envel ope Event Downl oad Channel
Status is sent to the SIM
Status = 81 00

Channel

4-Unformatted SMS PP envel ope is sent to

Unformatted SMS PP envelope

2- Appletl finalizes.

3- Appletl is not triggered.

4- Appletl is triggered by

the SIM

5- Appletl builds a proactive command OPEN

Unformatted SMS PP envelope.

6- OPEN CHANNEL
proactive command is
fetched.

Unsuccessful TERMINAL
RESPONSE of OPEN
CHANNEL is sent to the
SIM.

11- OPEN CHANNEL
proactive command is
fetched.

Successful TERMINAL
RESPONSE of OPEN
CHANNEL is sent to the

CHANNEL cal ling ProactiveHandl er.init()
nmet hod.

6- send() nethod is called to register to
this event.

8- An envel ope Event Downl oad Data
Avail able is sent to the SIMwi th Channel
Status = 01 00.

9- Unformatted SMS PP envel ope is sent to
the SIM

10- Appletl builds a proactive command
OPEN CHANNEL cal li ng
ProactiveHandl er.init() nethod.

11- send() nethod is called to register to

7- Applet finalizes.

8- Appletl is not triggered.

9- Appletl is triggered by

EVENT UNFORMATTED SMS P

this event a second tine.

P_ENV.

12- Appletl finalizes.

SIM with Channel Id = 01.

N

Applet triggering to
EVENT EVENT DOWNLOAD CHANNEL
STATUS

1- An envel ope Event Downl oad Channel
Status is sent to the SIM
Channel Status = 81 00

1- Appletl is triggered.

[[¢§]

Applet deregistration to EVENT EVENT
DOWNLOAD CHANNEL STATUS

0- Unformatted SMS PP envel ope is sent to
the SIM

1-Appletl initializes and sends an OPEN
CHANNEL proactive conmand.

2- Appletl builds a CLOSE CHANNEL
Proactive Command calling

Proacti veHandl er.initd oseChannel () and
Proacti veHandl er. send() nethods.

0- Appletl is triggered.

3- The applet is triggered.

OPEN CHANNEL proactive

command is fetched.
Successful terminal
response is sent, with
channelld=02.

2-CLOSE CHANNEL
proactive command is
fetched.

Unsuccessful TERMINAL
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Id

Description

APIl/Framework Expectation

APDU Expectation

3- An envel ope Event Downl oad Channel
Status is sent to the SIM
Channel Status = 82 00

4- Appletl builds a Cose Channel
Proactive Command calling

Proacti veHandl er.initd oseChannel () and
Proacti veHandl er. send() nethods.

5- Appletl finalizes.

RESPONSE of CLOSE
CHANNEL is sent to the
SIM.

4- CLOSE CHANNEL
proactive command is
fetched.

Successful TERMINAL
RESPONSE of CLOSE
CHANNEL is sent to the
SIM with Channel Id = 02.

I~

Applet triggering to
EVENT EVENT DOWNLOAD CHANNEL
STATUS

1- An envel ope Event Downl oad Channel
Status is sent to the SIM
Channel Status = 82 00

Appletl is not triggered.

lon

Appletl not triggered after a reset

0- Appletl is triggered by an unformatted
SM5 PP Envel ope.

1- Appletl builds a proactive command OPEN

CHANNEL cal ling ProactiveHandl er.init()
nmet hod.

2- send() nethod is called to register to
this event.

3- isEventSet() nethod is called.

4- Reset the card.

5- An envel ope Event Downl oad Data
Avail able is sent to the SIM
Channel Status = 82 00.

3- returns true.

5- Appletl is not triggered.

1- OPEN CHANNEL
proactive command is
fetched.

2- Successful TERMINAL

RESPONSE of OPEN
CHANNEL is sent to the
SIM with Channel Id = 02.

6.3.3.24.4

Test Coverage

6.3.3.25

CR Number

Test Case Number

CRRN1

CRRN2

=
o

CRRN3

CRRN4

QO I (|l IN

EVENT FORMATTED _SMS PP_UPD

Test Area Reference: FWK_APT EFSU

6.3.3.25.1

Conformance Requirement

6.3.3.25.1.1

Normal Execution

CRRN1: The applet istriggered by the EVENT FORMATTED SMS PP UPD once

¢ it hasbeen registered to this event,

e aShort Message Point to Point (Single or Concatenated) isreceived by Update Record EFsms APDU(s)

and is formatted according to TS 23.048 [8],

* thetoolkit applet to be triggered isregistered with the corresponding TAR in the SMS TPDU,
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CRRN2: The applets are not triggered by the EVENT FORMATTED SMS PP UPD onceit has deregistered from
this event.

6.3.3.25.2 Test Suite Files
Test Script: FWK_APT _EFSU 1.scr
Test Applet: FWK_APT_EFSU 1.java
Load Script: FWK_APT_EFSU 1.ldr

Cleanup Script: FWK APT EFSU 1.cr

Parameter File: FWK APT EFSU 1.par
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6.3.3.25.3 Test Procedure

6.3.3.25.4 Test Coverage
Id Description APIl/Framework Expectation APDU Expectation
1 Applet registration to EVENT

FORMATTED SMS PP UPD and triggering

Applet is registered to
EVENT_FORMATTED SMS_PP_UPD and
EVENT_UNRECOGNI ZED_ENVEL OPE

1. Toolkit Registry.isEventSet() nethod is

called for EVENT_FORMATTED SMS_PP_UPD

1- The method returns true.

2. Short Message Point to Point Single and

Formatted is received by Update Record
EFsns APDU.

3. Short Message Point to Point
Concatenated Formatted is received by
Updat e Record EFsns APDU(s) (The
Concat enated Message is conposed of 2

Short Messages. The UDL for the first
Short Message is 70 and for the second
70).

2- Applet is triggered.

3- Applet is triggered on reception

of the last concatenated SMS

N

Applet deregistration

Tool ki t Regi stry. clearEvent() nethod is
called for EVENT FORMATTED SMS_PP_UPD

1. Short Message Point to Point Single and

Formatted is received by Update Record
EFsns APDU.

2. Short Message Point to Point
Concatenated and Formatted is received by

1- Applet is not triggered

Updat e Record EFsns APDU(s). (The
Concat enated Message i s conposed of 2

Short Messages. The UDL for the first
Short Message is 70 and for the second
70).

An unrecogni zed envel ope is sent to the
sim

Tool ki t Regi stry. setEvent() nethod is
called for EVENT _FORMATTED SMS_PP_UPD

3. Short Message Point to Point Single and

2- Applet is not triggered

3- Applet is triggered

Formatted is received by Update Record
EFsns APDU.

4. Short Message Point to Point
Concatenated Formatted is received by
Updat e Record EFsns APDU(s). (The
Concat enated Message i s conposed of 2

4- Applet is triggered on reception

of the last concatenated SMS.

Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .
CRR Number Test Case Number
CRRN1 (See notel) 1,2
CRRN2 2

3GPP




Error! No text of specified style in document. 230 Error! No text of specified style in document.

Note 1: The security checks are not relevant to the test designed in this test area; they will be checked in the
"Framework Security Management" section.

6.3.3.26 EVENT UNFORMATTED SMS PP_UPD

Test Area References FWK _APT EUSU

6.3.3.26.1 Conformance Requirement

6.3.3.26.1.1 Normal Execution

CRRN1: The appletsregisersaretriggered by the EVENT UNFORMATTED SMS PP UPD once a Short
Message Point to Point (Single or Concatenated) isreceived by Update Record EFsms APDU(s) and is unformatted.

CRRN2: The applets are not triggered by the EVENT UNFORMATTED SMS PP UPD onceit has deregistered
from this event.

6.3.3.26.2 Test Suite Files
Test Script: FWK_APT_EUSU_1.scr
Test Applet: FWK_APT _EUSU 1java
Load Script: FWK_APT EUSU 1.ldr

Cleanup Script: FWK_ APT EUSU 1.dr

Parameter File: FWK APT EUSU 1.par
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6.3.3.26.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to EVENT

UNFORMATTED SMS PP UPD and triggering

Applet is registered to
EVENT_UNFORMATTED_SMS_PP_UPD and
EVENT_UNRECOGNI ZED_ENVEL OPE

1. Toolkit Registry.isEventSet() nethod is
called for EVENT_UNFORVATTED SMs PP_UPD 1- Applet is not triggered

2. Short Message Point to Point Single and

Unformatted is received by Update Record L
EFsnms APDU 2- Applet is triggered.

3. Short Message Point to Point
Concatenated and Unformatted is received
by Update Record EFsns APDU (The

Concat enated Message is conposed of 2
Short Messages. The UDL for the first
Short Message is 70 and for the second
70).

3- Applet is triggered on reception
of the last concatenated SMS.

Applet deregistration

N

Tool ki t Regi stry. clearEvent() nethod is
call ed for EVENT_UNFORVATTED SMs PP_UPD

1. Short Message Point to Point Single and
Unformatted is received by Update Record
EFsms APDU

- Applet is not triggered

2. Short Message Point to Point

Concat enated and Unformatted is received
by Update Record EFsns APDU(s) (The
Concat enated Message i s conposed of 2 . .
Short Messages. The UDL for the first 2- Applet is not triggered.
Short Message is 70 and for the second
70).

An unrecogni zed envel ope is sent to the
sim

Tool ki t Regi stry. setEvent() nethod is
cal l ed for EVENT_UNFORMATTED SMS_PP_UPD 3- Applet is triggered

3. Short Message Point to Point Single and
Unformatted is received by Update Record
EFsns APDU

4. Short Message Point to Point 4- Applet is triggered on reception
Concatenated and Unformatted is received |Of the last concatenated SMS

by Update Record EFsns APDU(s) (The
Concat enated Message i s conposed of 2
Short Messages. The UDL for the first
Short Message is 70 and for the second
70).

6.3.3.26.4 Test Coverage
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CRR Number Test Case Number
CRRN1 1.2
CRRN2 2

6.3.4 Proactive Command Sending by the STF

6.3.4.3 Proactive Command Control

Test Area Reference: FWK PCS PCCO

6.3.4.1.1 Conformance Requirements

6.3.4.1.1.1 Normal Execution

CRRN1: The SIM Toolkit Framework shall prevent the toolkit applet to issue the following proactive commands:
SET UPMENU, SET UPEVENT LIST, POLL INTERVAL, POLLING OFF. If an applet attempts to issue such
acommand, the SIM Toolkit Framework shall throw an exception.

CRRN2: The SIM Toolkit Framework shall prevent atoolkit applet toissuea TIMER MANAGEMENT proactive
command using atimer identifier, which is not dlocated to it. If an applet attemptsto issue such a command, the
SIM Toolkit Framework shall throw an exception.

CRRN3: The SIM Toolkit Framework shall prevent atoolkit applet to issue a SEND DATA, RECEIVE DATA and
CLOSE CHANNEL proactive commands using a channd identifier, which is not alocated toit. If an applet
attempts to issue such a command the SIM Toolkit Framework shall throw an exception.

CRRN4: The SIM Toolkit Framework shall prevent atoolkit applet to issue an OPEN CHANNEL proactive
command if it exceeds the maximum number of channd allocated to this applet. If an applet attempts to issue
such a command the SIM Toolkit Framework shall throw an exception.

6.3.4.1.2 Test Suite Files

Test Script: FWK PCS PCCO 1.scr

Test Applet: FWK PCS PCCO 1.java

FWK PCS PCCO 2.java

FWK_PCS PCCO 3.java

Load Script: FWK_ PCS PCCO 1.ldr

Cleanup Script:  FWK PCS PCCO 1.clr

Parameter Filee. FWK PCS PCCO 1.par

6.3.4.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
0 Applets installation

Appletl is installed with 4 timers maximum, O
channel maximum and 1 menu.

Applet2 is installed with 8 timers maximum, 3
channels maximum.

Applet3 is installed with 1 channel maximum.

1 STK Proactive Commands
1- 90 00 (no proactive
1- Send a formatted envelope with the TAR of 1- Appletl is triggered command is sent)
Appletl
2- Appletl builds and sends a SET UP MENU 2- COMMAND NOT ALLOWED
proactive command toolkit exception is thrown
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Id

Description

APIl/Framework Expectation

APDU Expectation

3- Appletl builds and sends a SET UP EVENT

3- COMMAND NOT ALLOWED

LIST proactive command
4- Appletl builds and sends a POLL INTERVAL

toolkit exception is thrown
4- COMMAND NOT ALLOWED

proactive command
5- Appletl builds and sends a POLLING OFF

toolkit exception is thrown
5- COMMAND NOT ALLOWED

proactive command

toolkit exception is thrown

N

TIMER MANAGEMENT Proactive command

1- Send a formatted envelope with the TAR of

1- Applet2 is triggered

Applet2
2- Applet2 allocates 8 timers by calling

allocateTimer() method and release the 3 timers
fromid 1 to 3.
3- Send a formatted envelope with the TAR of

2- No exception is thrown

3- Appletl is triggered

Appletl
4- Appletl allocates 3 timers (Id 1 to 3) by calling

4- No exception is thrown

allocateTimer() method 3 times
5- Send a formatted envelope with the TAR of

5- Applet2 is triggered

Applet2
6- Applet2 releases timers of Id 4 to 7

7- Send a formatted envelope with the TAR of

6- No exception is thrown
7- Appletl is triggered

Appletl
8- For each of the 3 timers allocated by Appletl (Id

8- No exception is thrown

1to 3) a TIMER MANAGEMENT proactive session

is performed
9- For other timers (Id 4 to 8), Appletl builds and

9- COMMAND NOT ALLOWED

sends a TIMER MANAGEMENT proactive
command

toolkit exception is thrown

8- 3 TIMER MANAGEMENT

proactive commands are
fetched

9- The Status word of the
last previous Terminal
Response is 90 00 (no more

proactive command is sent)

[[¢§]

No Channel allowed

1- Send a formatted envelope with the TAR of

1- Appletl is triggered

Appletl
2- Appletl builds and sends a CSD OPEN

CHANNEL proactive command

3- Appletl builds and sends a GPRS OPEN
CHANNEL proactive command

4Appletl builds and sends a SEND DATA
proactive command

5- Appletl builds and sends a RECEIVE DATA

2- COMMAND NOT ALLOWED

toolkit exception is thrown
3- COMMAND NOT ALLOWED

toolkit exception is thrown
4- COMMAND NOT ALLOWED

toolkit exception is thrown
5- COMMAND NOT ALLOWED

proactive command
6- Appletl builds and sends a CLOSE CHANNEL

toolkit exception is thrown
6- COMMAND NOT ALLOWED

proactive command

toolkit exception is thrown

1- 90 00 (no proactive
command is sent

I~

4 Channels allowed

1- Send a formatted envelope with the TAR of

1- Applet3 is triggered

Applet3

2- Applet3 builds and sends a CSD OPEN
CHANNEL proactive command

3- Send a Fetch and Terminal Response OK on
channel 7

4- Send a formatted envelope with the TAR of

2- No exception is thrown

4- Applet2 is triggered

Applet2
5- Applet2 builds and sends a CSD OPEN

CHANNEL proactive command
6- Send a Fetch and Terminal Response OK on
channel 1

5- No exception is thrown

2-911C

3- OPEN CHANNEL
proactive

5-911C

6- OPEN CHANNEL
proactive command is
fetched
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Id

Description

APIl/Framework Expectation

APDU Expectation

7- Applet2 builds and sends a GPRS OPEN

CHANNEL proactive command

8- Send Fetch and Terminal Response OK on

channel 2

9- For each channel id from 3 to 7, Applet2 builds

7- No exception is thrown

9- COMMAND NOT ALLOWED

and sends a SEND DATA proactive command

toolkit exception is thrown

10- For each channel id from 3 to 7, Applet2 builds

10- COMMAND_NOT_ ALLOWED

and sends a RECEIVE DATA proactive command

toolkit exception is thrown

11- For each channel id from 3 to 7, Applet2 builds

11- COMMAND_NOT ALLOWED

and sends a CLOSE CHANNEL proactive
command

12- Applet2 builds and sends a CSD OPEN
CHANNEL proactive command

13- Fetch and Terminal Response OK on channel
3

14- Applet2 builds and sends an OPEN CHANNEL

toolkit exception is thrown

12- No exception is thrown

14- COMMAND_NOT_ ALLOWED

7-9117

8- OPEN CHANNEL
proactive command is
fetched, SW =91 1C on the

Terminal Response

13- OPEN CHANNEL
proactive command is
fetched

14- 90 00 expected to the

proactive command

toolkit exception is thrown

previous Terminal

Response (no proactive

command is sent)

6.34.1.4 Test Coverage
CRR number Test case number
N1 1
N2 2
N3 3.4
N4 34
6.3.6 Framework Security Management

Security Parameters

The table that follows contains the security parametersthat shall be used when the 03:48 TS 23.048 [8]-security is
required in the test cases developed in the current section.

Parameter Value in hexadecimal
KIC 11
KID 11
CNTR 00 00 00 00 01
Key for ciphering 014142 7F DA E8 91 A7
Key for RC/CC/DS | 01 23 45 67 89 AB CD EF

If aparameter isnot listed explicitly in the above table, the default values of section 4.7.3.1 apply.

6.3.6.1 Input Data
Test Area Reference: FWK_FWS_INDA

6.3.6.1.1

6.3.6.1.1.1

Conformance Requirements

Normal Execution

CRRNZ1: If the SIM receives an envelope APDU containing an SMS_PP_DATADOWNLOAD BER TLV formatted
according to TS 23.048 [ 8], the SIM Toolkit Framework shall verify the security of the SMS TPDU.

CRRNZ2: Thetoolkit applet will only be triggered if the TAR is known and the security verified.
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CRRN3: If the SIM receives an envelope APDU containing an SMS_CB_DATADOWNLOAD formatted according
to TS 23.048 [8], the SIM Toolkit Framework shall verify the security of the cell broadcast page.

CRRN4: If the SIM receives an Update Record EFsms instruction formatted according to TS 23.048[8], the SIM
Toolkit Framework shall verify the security of the SMS.

CRRNS5: The STF shall provide the input data deciphered.

6.3.6.1.2 Test Area Files
Test Script: FWK_FWS INDA_1.scr
Test Applet: FWK_FWS INDA 1l.java

FWK_FWS INDA_2java
FWK_FWS_INDA_3java
FWK_FWS INDA_4.java
FWK_FWS INDA_5.java

FWK_FWS INDA_6.java

Load Script: FWK_FWS INDA_1.ldr
Cleanup Script: FWK_FWS INDA_1.clr
Parameter File: FWK_FWS INDA_1.par

6.3.6.1.3 Test Procedure

Id Description APIl/Framework Expectation APDU Expectation
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Description

APIl/Framework Expectation

APDU Expectation

Framework checks the Cryptographic
checksum and deciphers the data

Appletl is |oaded and installed

1- Envel ope(SMs-PP) single and fornatted is

sent to the SIMwith this features:
Ci phering;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Applet 1;

Data = 01

2- Short Message concatenated and
formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features:
Ci phering;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Applet 1;

Data length is 150.

1- The applet 1 is triggered and the

1- The SIM answers to the

value integrity is checked.

2- The applet 1 is triggered and the

Envelope with status words
9000

2- The SIM answers to the
Envelope with status words

value integrity is checked

9000
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cryptographic checksum

1- Envel ope 03.48 single and fornatted is
sent to the SIMwith this features:

No ci pheri ng;

W ong cryptographic checksum

No proof of receipt;

TAR of Applet 1

Data = 07

2- Short Message concatenated and

formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features:

No ci pheri ng;
W ong cryptographic checksum
No proof of receipt;

TAR of Applet 1
Data | ength = 150

1- No applet is triggered.

2- No applet is triggered.

Id Description APIl/Framework Expectation APDU Expectation
2 Triggering two different applets with
- |different security
Applet2 is installed
1- Envel ope(SMs-PP) single and fornatted is o
sent to the SIMwith this features: 1- Applet 1 is triggered and the
Ci pheri ng; value integrity is checked 1- The SIM answers to the
Cr ypt ogr aphi ¢ checksum Envelope with status words
No proof of receipt; 9000
TAR of Applet 1 -
Data = 03
2- Short Message concatenated and
formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features:
Ci phering; 2- Applet 1 is triggered and the 2- The SIM answers to the
Crypt ogr aphi ¢ checksum value integrity is checked Envelope with status words
No proof of receipt; 9000
TAR of Applet 1 —
Data | ength = 150
3- Envel ope(SMs-PP) single and formatted is 3- The SIM answers to the
sent to the SIMwith this features: Envelope with status words
No ci pheri ng; 9000
No cryptographi ¢ checksum -
No proof of receipt;
E’:?aoi ggpl et 2 3- Applet 2 is triggered and the
- value integrity is checked
4- Short Message concatenated and
formatted is sent to the SIMby an 4- The SIM answers to the
Envel ope (SMS PP)with these features:: Envelope with status words
No ci pheri ng; 9000
No crypt ographi c checksum I
No proof of receipt;
TAR of Applet 2
Data | ength = 150.
4- Applet 2 is triggered and the
value integrity is checked
3 Envelope(SMS-PP) formatted with wrong 1- The SIM answers to the

Envelope with status words

9000

3GPP




Error! No text of specified style in document.

238 Error! No text of specified style in document.

Id

Description

APIl/Framework Expectation

APDU Expectation

(B

Framework checks the Cryptographic
checksum and deciphers the data

Applet3 is |oaded and installed

1- Envel ope(SMsS-CB) fornatted is sent to

the SIMwith this features:
Ci phering;

Crypt ogr aphi ¢ checksum

No proof of receipt;

Data = 01

1- Applet3 is triggered and the

1- The SIM answers to the

value integrity is checked

Envelope with status words
9000
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Id Description APIl/Framework Expectation APDU Expectation
5 | Triggering two different applets with different
security on Envelope(SMS-CB) formatted
Applet4 is installed
tl;wsmélellvlo\?m'ef ﬁNtBthB) f fegtr Lr?tets-ed LS Sent Lo 1- Applet3 is triggered and the 1- The SIM answers to the
G pheri ng; ) value integrity is checked Envelope with status words
Cr ypt ogr aphi ¢ checksum 9000
No proof of receipt;
TAR of Applet 3
Data = 02
2- Envel ope(SMs-CB) formatted is sent to
the SIMwth this features: 2- The SIM answers to the
No ci pheri ng; L -
No cryptographi ¢ checksum 2- Applet4 is triggered and the Envelope with status words
TAR of Applet 4
Data = 03
5 - —
ERvelopeSMS-CB) © atted-with-wrong lo-appletis-triggered ;
9006
Ne—eiphering:-
WWiong—Coyplegaphi-c—checlksum-
FAR of Applet—3
Pata——04
6 Envelope(SMS-CB) formatted with wrong No applet is triggered 1- The SIM answers to the
cryptographic checksum Envelope with status words
9000
No ci pheri ng;
W ong Cryptographi ¢ checksum
No proof of receipt;
TAR of Applet 3
Data = 04
7 Framework checks the Cryptographic
checksum and deciphers the data
Applet5 is installed
1- Short Message single and fornatted is _ it .
sent to the SIMby Updafe Record EFsns 1 The_ applt_at5_|s triggered and the |1- The SIM answers to the
instruction with these features: value integrity is checked. Update Record EFsms
G pheri ng; instruction with status words
Cr ypt ogr aphi ¢ checksum 9000
No proof of receipt;
TAR of Applet5;
Data = 01
2- Short Message concatenated and
formatted is sent to the SIMby Update
Record EFsns instruction with these o 2- The SIM answers to the
f eat ur es: 2- The applet5 is triggered and the |[Update Record EFsms
Ci pheri ng; value integrity is checked instruction with status words
Crypt ogr aphi ¢ checksum 9000
No proof of receipt;
TAR of Applet5;
Data | ength = 150.
8 | Triggering two different applets with different
security
Applet6 is installed 1- Applet5 is triggered and the
1 Short Me Cnal di tted i value integrity is checked. 1- The SIM answers to the
- or ssage single and formatted is
sent to the SIMby Update Record EFsns _UD;:Iatet_Recq{g EtF;sms rd
instruction with these features: INStructon with status words
G phering; 9000
Crypt ogr aphi ¢ checksum
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Id Description APIl/Framework Expectation APDU Expectation
No proof of receipt;
TAR of Applet5
Data = 03
2- Short Message concatenated and L 2- The SIM answers to the
formatted is sent to the SIM by Update 2- Applet5 is triggered and the Update Record EFsms
Record EFsnms instruction with these value integrity is checked. instruction with status words
f eatures: 9000
Ci phering;
Crypt ogr aphi ¢ checksum
No proof of receipt;
TAR of Applet5
Data Tength = 150. 3- The SIM answers to the
3- Short Message single and formatted is Update Record EFsms
sent to the SIMby Update Record EFsns 3- Applet6 is triggered and the instruction with status words
instruction with these features: value integrity is checked. 9000
No ci pheri ng;
No cryptographi ¢ checksum
No proof of receipt;
TAR of Appl et 6;
Data = 05
4- The SIM answers to the
4- Short Message concatenated and Update Record EFsms
formatted is sent to the SIMby Update instruction with status words
ngg?L?eSEFSWB instruction with these 4- Applets6 is triggered and the 9000
No ci pheri ng: value integrity is checked.
No cryptographi ¢ checksum
No proof of receipt;
TAR of Appl et 6;
Data | ength = 150.
9 Update Record EFsms instruction formatted
with wrong cryptographic checksum
1- Short Message single and fornatted is
sent to the SIMby Update Record EFsms 1- The SIM answers to the
'Ci";;re‘sic;g?” with these features:No 1- No applet is triggered. Update Record EFsms
Wong G yp Cryiat ogr aphi ¢ checksum instruction with status words
No proof of receipt; 9000
TAR of Appleth
Data = 07
2- Short Message concatenated and
formatted is sent to the SIMby Update 2- No applet is triggered. 2- The SIM answers to the
?gg?lrj?esE!:srrs instruction with these ppdate_ Reco_rd EFsms
No ci pheri ng; instruction with status words
Wong Cryptographi ¢ checksum 9000
No proof of receipt;
TAR of Applet5
Data | ength = 150
6.3.6.1.4 Test Coverage
CRR Number Test Case Number

CRRN1 1,2,3

CRRN2 36

CRRN2 3.,6,9

CRRN3 4,5,6

CRRN4 7,89

CRRN5 124578
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6.3.7 Envelope Response Posting

6.3.7.4 EVENT FORMATTED SMS PP ENV
Test Area Reference: FWK _ERP_EFSE

6.3.7.4.1 Conformance Requirement

6.3.7.4.1.1 Normal Execution

CRRNLI1: If PoRisrequired a SMS-DELIVER REPORT issent by the SIM, when the post() or the
postAsBERTL V() method isinvoked and if bit 6 of the second octet of SPI is set to 0.

CRRN2: If PoRisrequired a SMS-SUBMIT is sent by the SIM, when the post() or the postASBERTLV () method is
invoked and if bit 6 of the second octet of SPI is set to 1. In this case the statusType method parameter is
meaningless. The SIM Toolkit Framework shall build and issue a Send Short M essage proactive command as
defined in TS 11.14 [4].

6.3.7.4.2 Test Suite Files
Test Script: FWK ERP EFSE 1l1.scr
Test Applet: FWK ERP EFSE 1.java

FWK_ERP EFSE 2.java

Load Script: FWK ERP EFSE 1.dr

Cleanup Script: FWK ERP EFSE 1l.cr

Parameter File: FWK ERP EFSE l.par
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6.3.7.4.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1
= SMS DELIVER REPORT
1- Aformatted snms pp envel ope with SMS o
Deliver Report required is sent to the SIM[{1- Appletl is triggered
with bit 6 of SPI2 set to O.
2- Envel opeResponseHandl er. get TheHandl er () Lo
method is called by Applet1l 2- No exception is thrown.
3- Appletl builds the answer and calls the 3- ME receives 9FXX and
post() nethod with StatusType=SWL_RP ACK |Appletl finalizes checks the response
4- A formatted sms pp envel ope with SMS
Deliver Report required is sent to the SIM
with bit 6 of SPI2 set to O.
5- Envel opeResponseHand! er. get TheHandl er ()
nethod is called by Appletl L .
4- Appletl is triggered 5- ME receives 9FXX and
checks the response
6- Appletl builds the answer and calls the
post ASBERTLV() nethod with
St at usType=SWL_RP_ACK
5- No exception is thrown.
Appletl finalizes
2 SMS-SUBMIT
1- Appletl is triggered
1- Aformatted snms pp envel ope with SMS
Submit required is sent to the SIMwith
bit 6 of SPI2 set to 1.
2- Envel opeResponseHand] er . get TheHandl er () |2- No exception is thrown.
nethod is called by Appletl
3-Appletl builds the answer and calls the T ;
i = ApPpletl ninalizes -
post () nethod with StatusType=SWL_RP_ACK Appletl finalizes 3- ME recelvesaSenq
Short Message proactive
command.
4- A formatted sms pp envel ope with SMS
Submit required is sent to the SIMwith
bit 6 of SPI2 set to 1. 4- Appletl is triggered
5- Envel opeResponseHand! er. get TheHandl er ()
nethod is called by Appletl o
5- No exception is thrown
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Id Description APIl/Framework Expectation APDU Expectation
6- Appl et1 builds the answer and calls the
post() nmethod with StatusType=SWL_RP_ERROR 6- ME receives a Send
Short Message proactive
Appletl finalizes command.
7- A formatted sns pp envel ope with SMS
Submit required is sent to the SIMwith
bit 6 of SPI2 set to 1.
7- Appletl is triggered
8- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl
8- No exception is thrown.
9.-Appl et1 builds the answer and calls the 9- ME receives a Send
post ASBERTLV() nethod with Short Message proactive
St at usType=SWL_RP_ACK command.
Appletl finalizes
10- A formatted sns pp envel ope with SMs
Submit required is sent to the SIMwith
bit 6 of SPI2 set to 1.
11- ) )
Envel opeResponseHandl er . get TheHandl er () 10- Appletl is triggered
nethod is called by Appletl
12- Appl et1 builds the answer and calls the } PR _ :
post ASBERTLV () method with 11- No exception is thrown. 12- ME receives a Serjd
St at usType=SW._RP_ERROR Short Message proactive
command.
6.3.7.4.4 Test Coverage
CRR Number Test Case Number
CRRN1 1
CRRN2 2
6.3.8 Toolkit Installation
6.3.8.1 Timers Allocation
Test Area Reference: FWK_TIN_TMAL-
6.3.8.1.1 Conformance Requirements
6.3.8.1.1.1 Normal execution

CRRN1: Onetoolkit applet can register to several timers, but atimer can only be allocated to one toolkit applet.

6.3.8.1

1.2 Parameters-error

Ne-reguirements:

3GPP




Error! No text of specified style in document. 244 Error! No text of specified style in document.

—CRRC1.: Allocated timers shall not exceed the maximum number of timers allowed for this applet instance
defined during installation.

—CRRC2_: Thetotal number of timersalocated for all the applets shal not exceed 8._1f the maximum number of
timersrequired is greater than '08' (maximum numbers of timers specified in TS 11.14 [4], the card shall return the
Status Word '6A80', incorrect parametersin datafield, to the Ingall(Install) command.

6.3.8.1.2 Test suite files
Test Script: FWK_TIN_TMAL_1.scr

Test Applet: PAK_TIN-TMAL 1java

Parameter File- FWK TIN TMAL 1.java

FWK_TIN TMAL_ 2.java

FWK_TIN TMAL_3.java

Load Script: FWK_TIN TMAL_1.dr

Cleanup Script: FWK TIN TMAL 1.clr

Parameter File  FWK_TIN_TMAL_Lpar
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6.3.8.1.3 Test Procedure
[1d ] Description API/Framework Expectation |  APDU Expectation
1 More—than—8—tiners—at—the—
HRstentaten—et—apaletl—cheslk—
. .
“'atl a|e|e_l EE% Fs—hot— ||_5|l; Ial Hed—of
all ocate morethan 8 timers. Fhe-stvanswers-te-the-
Ervelepewith-statiswerts-
astal-—or—i-Asta-—et—appletd—wi-t-h— 9000
B e R e e e o WHN%WE%% expected—
statswerd-6-04
2—appletl-hasbeen-
appletl is selected stelled-and-eph-E-timers-
are-allocated
1 More than 8 timers at the instantiation of
appletl: check that appletl is not installed.
Install for install of appletl with
maxi mum 9 tiners allocated, requesting a
POR to be sent via SM5- DELI VER- REPORT. The SIM answers to the
Envelope with status words
9FEXx
A GET RESPONSE is sent
and the additional data in
the PoR is checked. It must
be 01 6A 80.
Reset the card
2 Good installation of applet2
The SIM answers to the
Install for install of applet2 (maxi num 4 Envelope with status words
timers allocated). 90 00
3 Allocate 4 timers No exception shall be thrown.
Applet2
4 Allocate one more timer Shall throw a ToolkitException with
Applet2 reason NO_TIMER_AVAILABLE
5 Good installation of applet3
I nst all for install of applet3 (maximum 8 The SIM answers to the
timers allocated). Envelope with status words
90 00
6 Allocate 4 timers No exception shall be thrown.
Applet3
7 Allocate one more timer Shall throw a ToolkitException with
Applet3 reason NO_TIMER_AVAILABLE
8 |Check that each timerld (allocated by applet2
and applet3) is between 1 and 8 and is different
from each other
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6.3.8.1.4 Test Coverage
CRR number Test case number
N1 2,38
Cl 1,7
C2 4,5, 6
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6.3.8.8 Channel Allocation

Test Area Reference: FWK_TIN CHAL

6.3.8.7.1 Conformance Reguirements

6.3.8.7.1.1 Normal execution

CRRN1: Onetoolkit applet can register to several channels, but a channel can only be allocated to one toolkit

applet.

6.3.8.7.1.2 Context errors

CRRC1 : Allocated channds shall not exceed the maximum number of channes allowed for this applet instance.

CRRC2 : Thetotal number of channds allocated for all the applets shall not exceed 7. If the maximum number of

channelsrequired is greater than '07' (maximum numbers of channels specified in TS 11.14 [4]), the card shall

return the Status Word '6A80', incorrect parametersin datafield, to the Ingal(Ingtall) command.

6.3.8.7.2 Test suite files

Test Script: FWK_TIN CHAL 1.scr

Test Applet: FWK_TIN CHAL 1.java

FWK_TIN CHAL 2.java

FWK_TIN CHAL_3.java

Load Script: FWK_TIN_CHAL 1.ldr

Cleanup Script: FWK TIN CHAL 1.dr

Parameter File: FWK_TIN CHAL 1.par

6.3.8.7.3 Test Procedure

Id

Description

APIl/Framework Expectation

APDU Expectation

1

More than 7 channels at the instantiation of
appletl: check that appletlis not installed

l-Install for install of appletl with
maxi mum 8 channel s al | ocat ed.
A PoR is asked to be sent via SMS-DELI VER-

REPOCRT.

1- The SIM answers to the
Envelope with status words

9FXX.

A GET RESPONSE is sent
and the additional data in
the PoR is checked. It must

be 01 6A 80.

Reset the card
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CRR number Test case humber
N1 23
Cl 17
Cc2 456

6.3.8.8 Minimum Security Level

Test Area Reference: FWK _TIN. MSL

6.3.8.8.1 Conformance Reguirements

6.3.8.8.1.1 Normal execution

2 Good installation of applet2
The SIM answers to the
Install for install of applet2 (maximm 4 Envelope with status words
channel s all ocated). 90 00
3 Open 4 channels No exception shall be thrown. OPEN CHANNEL proactive
Applet2 command are fetched.
Appl et 2 builds a proactive conmand OPEN Successful TERMINAL
CHANNEL 4 tines, calling init() and send() RESPONSE of OPEN
met hods. CHANNEL are sent to the
SIM with Channel Id = 01 to
04
4 Open one more channel Shall throw a ToolkitException with
Applet2 reason
COMMAND NOT ALLOWED
Appl et2 builds a proactive comrand OPEN
CHANNEL once again, calling init() and
send() nethods.
5 Good installation of applet3
Install for install of applet3 (nmaxi mum?7 The SIM answers to the
channels allocated). Envelope with status words
90 00
6 Open 3 channels No exception shall be thrown. OPEN CHANNEL proactive
Applet3 command is fetched.
Appl et 3 builds a proactive conmand OPEN Successful TERMINAL
CHANNEL 3 tines, calling init() and send() RESPONSE of OPEN
met hods. CHANNEL are sent to the
SIM with Channel Id from 05
to 07
7 Open one more channel OPEN CHANNEL proactive
Applet3 No exception shall be thrown. command is fetched.
Unsuccessful Terminal
Appl et 3 builds a proactive conmand OPEN Response is sent to the SIM
CHANNEL once again, calling init() and with ‘No Channel Available’
send() nethods. as Additional Information on
Result.
6.3.8.1.4 Test Coverage

CRRN1: The Receiving Entity shall check the Minimum Security Level during processing the security of the

Command Packet.

CRRN2: The Receiving Entity shall rgject the messageif the MSL check fails.

CRRNS3: If the MSL check fails, a Response Packet with the 'Insufficient Security Level' Response Status Code

shall be sent if required.
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CRRN4: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is used

to specify the minimum level of security to be applied to Secured Packets. The first byte shal be the MSL

Parameter, other bytes shall bethe MSL Data.

CRRNS5: If the length of the Minimum Security Level field is zero, no minimum security level check shall be

performed by the receiving entity.

CRRNG: If no Minimum Security Level field is present (no MSL length, no MSL parameter and no MSL data), no

minimum security level check shall be performed by the receiving entity.

CRRNY7: If the Maximum number of channelsfield isincluded in the command data then the Length of Minimum

Security Level field shall dso be included.

CRRNS: If an optional parameter isincluded, then all the previous parameters shall be included also

6.3.8.8.2 Test suite files

Test Script: FWK TIN MSL 1.scr
Test Applet: FWK TIN MSL 1.java
Load Script: FWK TIN MSL 1.ldr

Cleanup Script: FWK TIN MSL 1.clr

Parameter File: FWK TIN MSL 1.par

6.3.8.8.3 Test Procedure

Id Description API/Framework Expectation APDU Expectation
1 Installation with MSL length of 0
1- Install (install) applet with a MSL 1- 9000
length = 0
2- Send formatted SM5 PP env with no 2- Applet is triggered
RC/ CC/ DS, no Ciphering and counter npde 0
(not checked)
3- Send a formatted SMS PP env with CC, o
ciphering and counter node 1 (counter 3- Applet is triggered
avail abl e and no checki ng)
4- Delete the applet instance
2 Installation without MSL field
1- Install (install) applet wthout MSL 1- 9000
field (no MSL length, no MSL paraneter and
no data L
2- Send)fornatted SM5 PP env with no 2- Appletis triggered
RC/ CC/ DS, no Ciphering and counter npode 0
(not checked) L
3- Send a formatted SM5 PP env with CC, 3- Applet is triggered
ci phering and counter node 1 counter
avai |l abl e and no checki ng)
4- Delete the applet instance
6.3.8.94 Test Coverage
CRR number Test case number
CRRN1 Not applicable
CRRN2 Not applicable
CRRN3 Not applicable
CRRN4 Not applicable
CRRN5 1
CRRN6 2
CRRNY Not testable
CRRN8 Not testable
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6.3.11 Concatenated SMS

6.3.11.1 Concatenation processing

6.3.11.1 Conformance Requirements:

6.3.11.1.1 Normal execution

CRRN1: The SIM Toolkit Framework shall link single Short M essages together to re-assemble the original message
before any further processing.

CRRN2: The concatenation control headers used to re-assembl e the short messages in the correct order shall not be
present in the SMS TPDU.

CRRN3: The TP-dlements of the SMS TPDU and the Address (TS-Service-Centre-Address) shall correspond to the
onesin thelast received Short Message (independently of the Sequence number of Information-Element-Data).

CRRN4: Theoriginal Short Message shall be placed in one SMS TPDU TLV (with TP-UDL field coded on one octet)
included in the EnvelopeHandler.

CRRN5: The SIM Toolkit Framework shall be able to process messages with the following properties:
The Information Element |dentifier is equal to the 8-hit reference number
It contains uncompressed 8 hit data or uncompressed UCS2 data.

6.3.11.2 Test Suite Files

Test Script: FWK CSM PROC 1l.scr
Test Applet: FWK CSM PROC 1.java
Load Script: FWK CSM PROC 1.ldr

Cleanup Script: FWK CSM PROC 1l1.dr

Parameter File: FWK CSM PROC 1l.par

6.3.11.3 Test Procedure

Id Description APIl/Framework Expectation | APDU Expectation

— Applet registration to
EVENT FORMATTED SMS PP ENV and triggering

Applet is registered to
EVENT_FORVATTED SMS PP _ENV and
EVENT_UNFORVATTED_SMS_PP_ENV

A concatenated formatted SMS PP short nessage is
sent to the SIM (conposed of two segnents).

1 |The second segnent of a concatenated short Applet is not triggered.
nessage is sent to the SIM
The first segment of the concatenated short Applet is triggered.
nessage is sent to the SIM

3 |Call the Envel opeHanl der. get TheHandl er () No exception is thrown.

4 Cal | the Envel opeHandl er.findTLV()to select the Check that the message has
Dev Id, the adress and the TPDU TLV and the been re-assembled in the
Envel opeHandl er. conpareVal ue() to check each correct order. Check that TP-
content. :

UDL field is coded one octet.
Check that the concatenation
control header is not present in
the message. Check the
integrity of the message.
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5 A new concatenated formatted short nessage is Applet is triggered.
~ |sent to the SIMconposed of two segnents. The
Address field of the first segnment is different
fromthe address field in the second segnent.

6 Cal |l the Envel opeHandl er. get TheHandl er () No exception is thrown.

7 Call the Envel opeHandl er.findTLV()to select the Check that the address field of
the address TLV and the _ the message is equal to the
Envel opeHandl er. conpareVal ue() to check its address field of the second
content.

— segment.

8 A new concatenated formatted short nessage is Applet is triggered.
sent to the SIMconposed of two segnents. Sone
TP_el ements of the TP_DU of the first segnent are
different fromthe TP elenents in the second
segnent .

9 Call the Envel opeHandl er. get TheHandl er () No exception is thrown.

10 |Call the Envel opeHandler.findTLV()to select the Check that the TP elements of
the TP DU TLV and the _ the message are equal to the
Envel opeHandl er. conpareVal ue() to check its TP ones of the second segment
el enent s. *

11 |Send a concatenated formatted short nmessage Applet is triggered.
(conposed of 2 segnent)with unconpressed 8 bits
dat a.

Applet registration to
EVENT UNFORMATTED SMS PP _ENV and triggering
Sanme test as 1 but with an unformatted SMS_PP
envel ope.
A concatenated unformatted SM5 PP short nessage
is sent to the SIM (conposed of two segnents).

12 | The second segnent of a concatenated short Applet is not triggered.
nessage is sent to the SIM

13 |The first segnent of the concatenated short Applet is triggered.
nessage is sent to the SIM

14 |Call the Envel opeHanl der. get TheHandl er () No exception is thrown.

15 |Call the Envel opeHandl er.findTLV()to select the Check that the message has
Dev Id, the adress and the TPDU TLV and the been re-assembled in the
Envel opeHandl er. conpar eVal ue() to check each correct order. Check that TP-
content. :

UDL field is coded one octet.
Check that the concatenation
control header is not present in
the message. Check the

integrity of the message.
16 | A new concatenated fornmatted short nessage is Applet is triggered.
~ |sent to the SIMconposed of two segments. The
Address field of the first segnment is different
fromthe address field in the second segnent.
17 |Call the Envel opeHandl er. get TheHandl er () No exception is thrown.
18 |Call the Envel opeHandl er.findTLV()to select the Check that the address field of
the address TLV and the _ the message is equal to the
Envel opeHandl er. conpareVal ue() to check its address field of the second

content.
segment.

19 | A new concatenated unformatted short nessage is Applet is triggered.
sent to the SIMconposed of two segnents. Sone
TP el ements of the TP _DU of the first segnent are
different fromthe TP elenents in the second
segnent .

20 |Call the Envel opeHandl er. get TheHandl er () No exception is thrown.

21 |Call the Envel opeHandl er.findTLV()to select the Check that the TP elements of
the TP DU TLV and the _ the message are equal to the
Envel opeHandl er. conpareVal ue() to check its TP ones of the second segment
el enents. *

22 |Send a concatenated unformatted short message Applet is triggered.
(conposed of 2 segnents) with unconpressed UCS2
dat a.
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6.3.11.4 Test Coverage

Error! No text of specified style in document.

CRR number Test case number
N1 1,2,3,5,6,8,9,12, 13,
14,16,17,19, 20
N2 4,15
N3 7,10, 18,21
N4 4,15
N5 11,22

Annex A (normative):

Class and Methods AID numbering and acronyms

A.2.4  EnvelopeHandler methods

Method Name Acronyms Numbering on 6 bits

byteByte get Envel opeTag() GENT 000001
byte—Byte getltem dentifier() GIID 000010
shert—Short get Secur edDat aLengt h() GSDL 000011
shert—Short get Secur edDat aOf f set () GSDO 000100
Envel opeHandl er get TheHandl er () GTHD 000101
shert—Short get TPUDLOf f set () GTPO 000110
Short get Capacity() GCAP 010010
Short get User Dat aLengt h() GUDL 010011
Byt e get Channel I dentifier() GCID 010100

Inherited Method Name: ViewHandler
Byte CPRVS_BSS 000111
conpar eVal ue(short valueOfset, byte[] conpareBuffer,
short conpareOfset, short conparelength)
Short COPY_BSS 001000
copy(byte[] dstBuffer,short dstOffset,short dstlLengt
h)
Short CPYVS_BSS 001001
copyVal ue(short val ueOf fset,
byte[] dstBuffer,short dstOfset,short dstLength)
—Byte FACRB_BS 001010
fi ndAndConpar eVal ue(byte tag, byte[] conpareBuffer, sh
ort conpareOfset)
—Byte findAndConpareVal ue(byte tag, byte occurrence, — FACRBBS_BSS 001011
short valueOffset, byte[] conpareBuffer,short conpare
O fset, short conparelength)
—Short FACYBBS_BSS 001100
Fi ndAndCopyVal ue(byte tag, byte occurrence, short valu
eOffset, byte[] dstBuffer, short dstCOffset,
short dstLength)
—Shor't FACYB_BS 001101
fi ndAndCopyVal ue(byte tag, byte[] dstBuffer,short dst
O fset)
Byt e FINDBB 001110
Fi ndTLV(byte tag, byte occurrence)
Short GLEN 001111
Get Lengt h()
—Byte GVBYS 010000
CGet Val ueByt e(short val ueOf f set)
—Shor't GVLE 010001

Get Val uelLengt h()
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A.2.5 EnvelopeResponseHandler methods
Method Name Acronym Numbering on 6 bits
Envel opeResponseHandl er get TheHandl er () GTHD 000001
Voi d post (byte statusType) POSTB 000010
Voi d post ASBERTLV(byte statusType, byte tag) POSTBB 000011
Short get Capacity() GCAP 010101
Inherited Method Name: EditHandler
Voi d appendArray(byte[] buffer, short offset, short APDA_BSS 000100
| engt h)
Voi d appendTLV(byte tag, byte val ue) APTLBB 000101
Voi d appendTLV(byte tag, byte[] value, short APTLB_BSS 000110
val ueOf fset, short val ueLength)
Voi d appendTLV(byte tag, byte valuel, byte val ue2) APTLBBB 000111
Voi d appendTLV(byte tag, byte valuel, byte[] val ue2, APTLBB BSS 001000
short val ue2Of fset, short val ue2Lengt h) -
Voi d cl ear () CLER 001001
Inherited Method Name: ViewHandler
Byte CPRVS_BSS 001010
conpar eVal ue(short valueOfset, byte[] conpareBuffer,
short conpareOfset, short conparelength)
Short COPY_BSS 001011
Copy(byte[] dstBuffer,short dstOffset,short dstlLengt
h)
Short CPYVS_BSS 001100
CopyVal ue(short val ueOffset,
byte[] dstBuffer,short dstOfset,short dstLength)
—Byte BhoRE2E Colo
FindAndConpar-avalvebyre—taghyreH—eonpareBu-er—sh
ef—earpa-eCH-sel-
Byt e FACRB _BS 001101
fi ndAndConpar eVal ue(byte tag, byte[] conpareBuffer, sh
ort conpareOfset)
—Byt e findAndConpareVal ue(byte tag, byte occurence, — FACRBBS BSS 001110
short valueOfset, byte[] conpareBuffer,short conpare -
O fset, short conparelength)
—Short— FACYBEE-BES ool
FindAndCopmpaltetbyre—trag—byre—oeeurence—short—val-te -
Cbseb—byreH—dst BuHer——shorb—dst-C-Fset—
shett—dst-bepghy-
Short FACYBBS BSS 001111
fi ndAndCopyVal ue(byte tag, byte occurence, short val ue
O fset, byte[] dstBuffer, short dstOffset,
short dstLength)
—Short FACYB_BS 010000
fi ndAndCopyVal ue(byte tag, byte[] dstBuffer,short dst
O fset)
Byte FRBEE 040004
e A e —ag by e —sectirenee -
Byte FINDBB 010001
findTLV(byte tag, byte occurrence)
Short GLEN 010010
Get Lengt h()
—Byte GVBYS CLopi
CopalueBrletshort—ralueCHsel-
Byt e GVBYS 010011
get Val ueByt e(short val ueOfset)
—Short GVLE £Lelon
CopVeluekengtho-
Short GVLE 010100

get Val ueLengt h()
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A.2.7  ProactiveHandler methods
Method Name | Acronyms Numbering on 6 bits

Get-FheHandher() | GTHD 000001
Proacti veHandl er get TheHandl er () | GTHD 000001
it byte—type—byte—qualifier—bytedstbeviece) | INITBBB 000010
Void init(byte type, byte qualifier, byte dstDevice) | INITBBB 000010
+Hr-tBi-splayFext{byte—qualitier—byte—des—bytef]— INDTBB-BSS 000011
Voi d T it D spl ayText (byte qualifier, byie dcs, INDTBB BSS 000011
byte[] buffer, short offset, short |ength)
-t Cet-pkey{byte—gualter—byte—des—bytel}—but-er— INGKBB-BSS 000100
short—otfset—short—|engthy-
Void initGetlnkey(byte qualifier, byte dcs, byte[] INGKBB BSS 000100
buffer, short offset, short |ength)
-t Cet-pput-{byte—gualt-er—byte—des—bytel}—but-er— INGPBB-BSSSS 000101
sheott—eHset—shert—ength—sher—m-pResplength—
shot-t—rdResplength-
Void initGetlnput(byte qualifier, byte dcs, byte[] INGPBB BSSSS 000101
buffer, short offset, short length, short
m nRespLength, short nmaxResplLength)
Byte send() SEND 000110
Short get Capacity() GCAP 011000
Voi d initd oseChannel (byte bChannel I dentifier) ICCHB 011001

Inherited Method Name: EditHandler
Voi d appendArray(byte[] buffer, short offset, short APDA BSS 000111
| engt h) B
Voi d appendTLV(byte tag, byte val ue) APTLBB 001000
Voi d appendTLV(byte tag, byte[] value, short APTLB BSS 001001
val ueOf f set, short val ueLength) -
Voi d appendTLV(byte tag, byte valuel, byte val ue2) APTLBBB 001010
Voi d appendTLV(byte tag, byte valuel, byte[] val ue2, APTLBB BSS 001011
short val ue2Of fset, short val ue2Lengt h) -
Voi d cl ear () CLER 001100
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Inherited Method Name: ViewHandler

Byte e 004404
Coppar-eMalvelshort—alueClset—hyel-—cempareBu-Her—s
hort—cerpareCset—short—conpa-elength-
Byte CPRVS BSS 001101
conpar eVal ue(short valueOfset, byte[] conpareBuffer,
short conpareOifset, short conparelength)
Short- colrl e 004410
)_
Short COPY _BSS 001110
copy(byte[] dstBuffer,short dstOffset,short dstlengt
h)
Shor+ CPYWS - BSS 00441
CopyValue{short—valyeOfset— -
byreH—dstBul-er—sher—dst- C-set—short—dst-benghy-
Short CPYVS BSS 001111
copyVal ue(short val ueOfset,
byte[] dstBuffer,short dstOfset,short dstLength)

BhoRE2E 248000
Byte FACRB BS 010000
fi ndAndConpar eVal ue(byte tag, byte[] conpareBuffer, sh
ort conpareOfset)
—Byt e findAndConpareVal ue(byte tag, byte occurence, — FACRBBS BSS 010001
short valueOffset, byte[] conpareBuffer,short conpareO -
ffset,short conparelength)
—Short— FACYBEE-BES 040040
FindAndComplalteltbyre—rag—hbyre—seeu-epeceshor—vralue -
Hset—byreH—dst-Bueti—short—dsi-C-Fset—
shett—dst-bepghy-
Short FACYBBS BSS 010010
fi ndAndCopyVal ue(byte tag, byte occurence, short val ue
O fset, byte[] dstBuffer, short dstOffset,
short dstLength)
—Short FACYB_BS 010011
fi ndAndCopyVal ue(byte tag, byte[] dstBuffer,short dstO
ffset)
Byte FNDBB 248400
e A e —ag by e —sectirenee -
Byt e FINDBB 010100
findTLV(byte tag, byte occurrence)
Shor+ GLEEN 048404
Cotlength-
Short GLEN 010101
get Lengt h()
—Byte GVBYS CLen
CopalueBrleltshort—ralueCsel-
Byte GVBYS 010110
get Val ueByt e(short val ueOfset)
—Shert+ GMEE 040411
CopVeluekengtho-
Shor t GVLE 010111

get Val ueLengt h()
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A.2.8  ProactiveResponseHandler methods

Method Name Acronyms Numbering on 6 bits

shott—dst-CH-sel—shert—dsi-ength-

Short copyAdditional I nformation(byte[] dstBuffer, CPAI BSS 000001
short dstOffset, short dstLength)

Short copyTextString(byte[] dstBuffer, short CPTS_BS 000010
dst O f set)

Short get Addi tional | nf or mati onLengt h() GTIL 000011
Byt e get General Resul t () GTGR 000100
Byte getltemdentifier() GTII 000101
Byt e get Text StringCodi ngSchene() GTCS 000110
Short get Text StringlLength() GTTL 000111
CetTFheHandler- GTHDP Celoon
Proacti veResponseHandl er get TheHandl er () GTHD 001000
Short get Capacity() GCAP 010100
Byt e get Channel I dentifier() GCID 010101
Short copyChannel Dat a(byte[] dstBuffer, CCHD BSS 010110

short dstOffset, short dstLength)

Inherited Method Name: ViewHandler

Byte CPRVS_BSS 001001
Conpar eVal ue(short valueOfset, byte[] conpareBuffer,s
hort conpareOffset, short conparelength)

Short COPY_BSS 001010
Copy(byte[] dstBuffer,short dstOffset,short dstlLength
)

Short CPYVS_BSS 001011
CopyVal ue(short val ueOffset,

byte[] dstBuffer,short dstOfset,short dstLength)

Byte FACRB_BS 001100
Fi ndAndConpar eVal ue(byte tag, byte[] conpareBuffer, sho

rt conpareO fset)

Byt e findAndConpareVal ue(byte tag, byte occurence, FACRBBS BSS 001101
short valueOfset, byte[] conpareBuffer,short conpareO -
ffset,short conparelength)

Short FACYBBS_BSS 001110
Fi ndAndCopyVal ue(byt e tag, byte occurence, short val ueO

ffset, byte[] dstBuffer, short dstCOffset,
short dstLength)

Short FACYB_BS 001111
fi ndAndCopyVal ue(byte tag, byte[] dstBuffer,short dstO
ffset)
Byt e FINDBB 010000
Fi ndTLV(byte tag, byte occurrence)
Short GLEN 010001
Get Lengt h()

Byte GVBYS 010010
Get Val ueByt e(short val ueO f set)

Short GVLE 010011

Get Val uelLengt h()

B.4  Style and formatting

In order to- show a common appearance all the scripts shall follow those format rules:

— start always with a'RST -feHewed-by-an-HNH-command.
— The command, data to be checked and status to be checked shall be presented in the following order:
CMD COMMAND [EXPECTED DATA] (EXPECTED STATUS)
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— APDU shall be presented with command (CLA INS P1 P2 P3) in oneline and data (if present) in next line

grouped -16 bytes per line (see example above).

— The expected data (if present) shall be presented in 16 bytes groups per line (see example above).

F.1  Toolkit Installation Parameters (TIN)

Test Area within the chapter Acronyms Numbering on 6 bits
Timer allocation TMAL 000001
Item identifier ITID 000010
Item position ITPO 000011
Access conditions ACCO 000100
Priority level PRLV 000101
Maximum length for each menu entry MLME 000110
Number of menu entries NBME 000111
Memory space MESP 001000
Channel Allocation CHAL 001001
Minimum Security Level MSL 001010
F.3  Handler Integrity (HIN)

Test Area within the chapter Acronyms Numbering on 6 bits
ProactiveHandler PAHD 000001
ProactiveResponseHandler PRHD 000010
EnvelopeHandler ENHD 000011
RFEUA{EnvelopeResponseHandler} {ERHD) 000100
F.4  Applet Triggering (APT)

Test Area within the chapter Acronyms Numbering on 6 bits
EVENT_PROFILE_DOWNLOAD EPDW 000001
EVENT_MENU_SELECTION EMSE 000010
EVENT_MENU_SELECTION_HELP_REQUEST EMSH 000011
EVENT_FORMATTED_SMS_PP_ENV EFSE 000100
EVENT_UNFORMATTED_SMS_PP_ENV EUSE 000101
EVENT_CALL_CONTROL_BY_SIM ECCN 000110
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM EMCN 000111
EVENT_TIMER_EXPIRATION ETEX 001000
EVENT_UNFORMATTED_SMS_CB EUCB 001001
EVENT_EVENT_DOWNLOAD_MT_CALL EDMC 001010
EVENT_EVENT_DOWNLOAD_CALL_CONNECTED EDCC 001011
EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED EDCD 001100
EVENT_EVENT_DOWNLOAD_LOCATION_STATUS EDLS 001101
EVENT_EVENT_DOWNLOAD_USER_ACTIVITY EDUA 001110
EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE |EDIS 001111
EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS EDCR 010000
DEHEVENT-UNRECOGHIZED-EMNELORE) (EUEN) 01L000L
EVENT UNRECOGNIZED ENVELOPE EUEV 010001
EVENT_STATUS_COMMAND ESTC 010010
EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION EDLG 010011
EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION— | EDBT 010100
EVENT_FORMATTED_SMS_CB EFCB 010101
EVENT FIRST COMMAND AFTER SELECT EFCA 010110
EVENT EVENT DOWNLOAD DATA AVAILABLE EDDA 010111
EVENT EVENT DOWNLOAD CHANNEL STATUS EDCS 011000
EVENT FORMATTED SMS PP _UPD EFSU 011001
EVENT UNFORMATTED SMS PP_UPD EUSU 011010
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F.5

Proactive Command Sending (PCS)

Test Area within the chapter Acronyms Numbering on 6 bits
System Proactive commands SPCO 000001
Interaction with GSM commands IGCO 000010
Errors during proactive command sending EPCS 000011
Proactive Command Control PCCO 000100

F.6

Envelope Response Posting (ERP)

Test Area within the chapter Acronyms Numbering on 6 bits
EVENT_CALL_CONTROL_BY_SIM ECCN 000001
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM EMCN 000010
EVENT_UNRECOGNIZED_ENVELOPE EUEN 000011
EVENT FORMATTED SMS PP _ENV EFSE 000010

F.11 Concatenation processing (PROC)

Test Area within the chapter

Acronyms

Numbering on 6 bits

Concatenation processing

PROC

000001

G.25 INSTALL(install) Section

Here are the parametersto be included in the Ingd | (Ingal) command (as specified in GSM-03:48 TS 23.048 [8])

Parameter Description
PackageAlID AID of the package
AppletClassAID AID of the applet
InstanceAlD AID of the instance of the applet

InstallationNonVolatiieMemSize

Non volatile memory required for installation, in bytes

InstallationVolatileMemSize

Volatile memory required for installation, in bytes

AccessDomain

Specify the SIM files that may be accessed by the applet and the
operations allowed on these files. This parameter includes the
Access Domain Parameter (ADP) and Access Domain Data (ADD)

PriorityLevel

Priority level of the Toolkit applet instance

MaxNumberOfTimers

Maximum number of timers allowed for this applet instance

MaxMenuEntryTextLength

Maximum text length for a menu entry

MaxNumberOfMenuEntries

Maximum number of menu entries allowed for this applet instance

MenuEntriesPositionldentifier

For each menu entry: Position and identifier of that menu entry

MaxNumberOfChannels

Maximum Number of channels for this applet instance

MSLFieldLength Length of Minimum Security Level field
MSLParameter MSL Parameter
MSLData MSL Data

AppletSpecificParameters

Parameters specific to the applet

The applet shall be installed with ingtall (ingtall

and make sel ectable) command.

G.3 Full example

[ CONVERT]

PackageAl D = A0 00 00 00 30 00 02

PackageVersion = 1.0

FF FF FF FF 89 00 00 01 00

PackageNane = simtest.access. api _1_svw_updrbs
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Appl et Cl assAID = A0 00 00 00 30 00 02 FF FF FF FF 89 00 00 01 01
Appl et Gl assName = APl _1_SVW UPDRBS_1

Appl et Cl assAID = A0 00 00 00 30 00 02 FF FF FF FF 89 00 00 01 02

Appl et Cl assName = APl _1_SVW UPDRBS_2

[ 1 NSTALL( | oad) ]
PackageNonVol ati | eMentSi ze = 0D27
;Install ati onNonVol ati |l eMensi ze = 0400

;lnstallationVolatil eMenSi ze = 0000

[ LOAD]

MaxLoadConmmandDat aLength = 6C ; nmax val ue

[I NSTALL(install)]

Appl et Cl assAID = A0 00 00 00 30 00 02 FF FF FF FF 89 00 00 01 01
I nstanceAl D = A0 00 00 00 30 00 02 FF FF FF FF 89 00 00 01 01
Install ati onNonVol ati | eMenfSi ze = 0400

Install ationVol atil eMenfSi ze = 0000

AccessDomain = 00

PriorityLevel = FF

MaxNunber Of Ti ners = 00

MaxMenuEnt ryText Length = 10

MaxNunber Of MenuEntries = 01

MenuEntri esPositionldentifier = 0001

Appl et Speci fi cParaneters =

[I NSTALL(install)]

Appl et Cl assAID = A0 00 00 00 30 00 02 FF FF FF FF 89 00 00 01 02
I nstanceAl D = A0 00 00 00 30 00 02 FF FF FF FF 89 00 00 01 02
Install ati onNonVol ati | eMenfSi ze = 0200

Install ationVol atil eMenfSi ze = 0000

MenuEntri esPositionldentifier = 0002

MaxNunmber Of Channel s = 05

MSLFi el dLength = 00

MSLPar aneter =

MSLData =

rest of INSTALL(install) paranmeters are taken from previous |NSTALL(install)...
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