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6.6.5.4 Method of test

NOTE: When EFgpy is not supported by the UICC, any supported linear EF in ADFygy may be chosen.
Initial conditions

1) The UICC shall be connected to a ME simulator.

2) Therecordsin EFgpy shall contain the following data for the first 10 bytes:

1st record 'AO Al A2 BO Bl B2 A0 Al A2 AQ'
2nd record 'BO Bl B2 A0 Al A2 A0 Al A2 BO'
3rd record 'BO Bl B2 A0 A1 A2 BO Bl B2 A0’
4th record 'AO Al A2 BO Bl B2 BO Bl B2 BO'

3) The datafor the remainder of these four records and for all other records (if any) shall be 'FF'.
For a multi-verification capable UICC
4) SEO01 shall be active.
Test procedure
For a multi-verification capable UICC
a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
The response data shall indicate the PS Template DO with tag 'C6' [ CR5].

The PS Template DO with tag 'C6' shall contain for the Universal PIN the TLV DO with tag '95" indicating the
usage qualifier [ CRg].

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CRY1].

¢) The ME simulator shall send a STATUS command to the UICC.
The response data shall indicate the PS Template DO with tag 'C6' [ CR5] .

The PS Template DO with tag 'C6' shall contain for the Universal PIN the TLV DO with tag '95' indicating the
usage qualifier [ CRg].

d) The ME simulator shall send a SELECT command to the UICC to select EFpy.
The response data shall not contain the PS Template DO with tag 'C6' [ CR5)] .
€) The ME simulator shall send aREAD RECORD command to the UICC to read the first record in EFpy.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' — security status not satisfied [ CR2] .
f) The ME simulator shall gain PIN Application 1 security access.
g) The ME simulator shall send aREAD RECORD command to the UICC to read the first record in EFpy.

The data string returned shall be'A0 A1 A2 BO B1 B2 AQ A1 A2 AQ'._The data for the remainder of the returned
data string shall be'FF'.

The status condition returned by the UICC shall be SW1 = '90', SAW2 = '00" - normal ending of the command
[CR2].

h) The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string 'BO' for
al bytesto the UICC to update the first record in EFgpy.

The status condition returned by the UICC shall be SW1 = '69', SAW2 = '82' - security status not satisfied [ CR3] .
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k)

The ME simulator shall send aREAD RECORD command using NEXT mode to the UICC to read the first
record in EFgpy.

The data string returned shall be 'A0 A1 A2 BO B1 B2 A0 A1 A2 AQ'._The data for the remainder of the returned
data string _shall be 'FF'.

The status condition returned by the UICC shall be SW1 = '90', SAW2 = '00" - normal ending of the command
[CR2].

The ME simulator shall gain the second PIN Application 2 security access.

The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string '‘B1' for
al bytesto the UICC to update the first record in EFgpy.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CR3].

The ME simulator shall send a READ RECORD command to the UICC to read the first record in EFpy.
The data string returned shall be'B1' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CR2].

m) The ME simulator shall send a SELECT command to the UICC to select MF.

n)

0)

p)

The ME simulator shall send a SELECT command to the UICC to select EF,ccip.
The ME simulator shall send aREAD BINARY command to the UICC to read the byte in the EF ¢ p.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00"' — normal ending of the command
[CR1].

The ME simulator shall send an UPDATE BINARY command to the UICC to update the byte in EFccip.
The status condition returned by the UICC shall be SW1 = '69', SAW2 = '82' - security status not satisfied [ CR4] .
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

The ME simulator shall send a DISABLE PIN command to disable and indicate the Universal PIN as a
replacement of the PIN Application 1 to the UICC.

The ME simulator shall send a SELECT command to the UICC to select EFgpy.

The ME simulator shall send aREAD RECORD command to the UICC to read the first record in EFgpy.

The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' — security status not satisfied [ CR2] .
The ME simulator shall gain Universal PIN security access.

The ME simulator shall send aREAD RECORD command using NEXT mode to the UICC to read the first
record in EFgpy.

The data string returned shall be'B1' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CR2].

w) The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string 'B2' for

X)
y)

al bytesto the UICC to update the first record in EFgpy.
The status condition returned by the UICC shall be SW1 = '69', SAW2 = '82' - security status not satisfied [ CR3] .
The ME simulator shall gain the second PIN Application 2 security access.

The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string 'B3' for
al bytesto the UICC to update the first record in EFgpy.
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The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CR3].

Z) The ME simulator shall send an ENABLE PIN command to enable PIN Application 1 to the UICC.
ad) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
bb) The ME simulator shall send a READ RECORD command to the UICC to read the first record in EFgpy.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' — security status not satisfied [ CR2] .
cc) The ME simulator shall gain PIN Application 1 security access.
dd) The ME simulator shall send aREAD RECORD command to the UICC to read the first record in EFepy.
The data string returned shall be 'B3' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CR2].

ee) The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string 'B4' for
al bytesto the UICC to update the first record in EFgpy.

The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' - security status not satisfied [ CR3] .
ff) The ME simulator shall gain the second PIN Application 2 security access.

gg) The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string 'A0 A1
A2B0B1B2A0A1A2AQ to the UICC to update record in EFgpy.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CR3].

For asingle verification capable UICC

a) The ME simulator shall reset the UICC.

b) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
The response data shall indicate the PS Template DO with tag 'C6' [ CR5] .
The PS Template DO with tag 'C6' shall not contain the Universal PIN key reference '11' [ CR6] .

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CRY1].

¢) The ME simulator shall send a STATUS command to the UICC.
The response data shall indicate the PS Template DO with tag 'C6' [ CR5] .
The PS Template DO with tag 'C6' shall not contain the Universal PIN key reference '11' [ CR6] .
d) The ME simulator shall send a SELECT command to the UICC to select EFpy.
The response data shall not contain the PS Template DO with tag 'C6' [ CR5)] .
€) The ME simulator shall send aREAD RECORD command to the UICC to read the first record in EFpy.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' — security status not satisfied [ CR2] .
f) The ME simulator shall gain PIN security access.
0) The ME simulator shall send aREAD RECORD command to the UICC to read the first record in EFepy.

The data string returned shall be 'A0 A1 A2 BO B1 B2 A0 A1 A2 AQ'._The data for the remainder of the returned
data string shall be 'FF'.
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h)

k)

The status condition returned by the UICC shall be SW1 = '90', SAW2 = '00" - normal ending of the command
[CR2].

The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string 'CO' for
al bytesto the UICC to update the first record in EFgpy.

The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' - security status not satisfied [ CR3] .
The ME simulator shall gain the PIN2 security access.

The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string 'C1' for
al bytesto the UICC to update the first record in EFgpy.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CR3].

The ME simulator shall send aREAD RECORD command to the UICC to read the first record in EFpy.
The data string returned shall be 'C1' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00" - normal ending of the command
[CR2].

The ME simulator shall send an UPDATE RECORD command using CURRENT mode with data string ‘A0 Al
A2B0B1B2A0A1A2AQ to the UICC to update record in EFgpy.

m) The ME simulator shall send a SELECT command to the UICC to select MF.

n)

0)

p)

The ME simulator shall send a SELECT command to the UICC to select EF,ccip.
The ME simulator shall send aREAD BINARY command to the UICC to read the byte in the EFccip.

The status condition returned by the UICC shall be SW1 = '90", SAW2 = '00" — normal ending of the command
[CRY1].

The ME simulator shall send an UPDATE BINARY command to the UICC to update the byte in EF ¢ p.
The status condition returned by the UICC shall be SW1 = '69', SAW2 = '82' - security status not satisfied [ CR4] .
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Clauses Affected

Reason for Change

Summary of Change

45

Theintial data given for someof the
EFsisincorrect or inappropriate:

EFrpLmn

31.102 states that EFep vy Must
contain at least 4 PLMN values of 3
bytes each. The Intial Conditionsin
clause 4.5 show EFgp yny With only 2
PLMN values.

EFccr

31.102 states that the record length in
EFccp, must be greater than or equal
to 15 bytes. The Initial Conditionsin
clause 4.5 show EFccp, records of
length 14.

EFacm

The use of the last nibble of the
record data to create different records
implies that there can only be a
maximum of 15 recordsin the file.
Thisisincorrect.

EFic

The use of the last nibble of the
record data to create different records
implies that there can only be a
maximum of 15 recordsin the file.
Thisisincorrect.

EFepLMN

The default data for EFgp iy NOW
contains 4 PLMN values of 3 bytes
each.

EFcer

Therecordsin EF¢cp, are now 15
bytesin length.

EFacm

The last byte of the record datais now
used to create different records.

EFic

The last byte of the record datais now
used to create different records.

6.3.2.2.4,b), €) and )

The statement that * The UICC shall
send avalid PPS-Response’ is not
clear. The statement needs to be
expanded to indicate what sort of
‘valid’ response is required.

The statement has been expanded to
indicate that ‘ The UICC shall send a
valid PPS-Response indicating
support for the requested parameters'.

6.4.2.1.4 g), h),0) and v)

In the proposed change to clause 4.5,
Initial Conditions, the contents of
EFgp vy Were updated. Test
procedure steps g), h), o) and v)
should be updated to reflect these
changes.

Test procedure steps g), h), 0) and v)
have been updated to reflect the
change to the contents of EFgp -

6.4.2.2.4, Initial Conditions, c), g), j),
k) and q).

Theinitial conditions for the EFgp mn
file have been changed and so this
test procedure needs to be updated.

In step c) the statement that ‘ The
UICC shall send avalid PPS-
Response’ isnot clear. The statement
needs to be expanded to indicate what
sort of ‘valid’ response is required.

Stepsj) and k) appear to be the wrong
way round. i.e. Character repetition

The test has been updated to reflect
the changesto the Intial Conditions.

The statement in step c) has been
expanded to indicate that ‘ The UICC
shall send avalid PPS-Response
indicating support for the T=0
protocol and the selected
communication speed.’

Steps ) and k) have been swapped
around.
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onthe ATR isrequested after a PPS
Request.

6.4.2321.144d), e andf)

Conformance Requirement 1, which
states that ‘ Only the default value
SAD = DAD =0 shall be supported’,
does not imply that the card should
not respond if an error is encountered.
An error handling R-block could also
bevalid.

Steps d), €) and f) have been updated
to allow for the possibility that the
UICC may return an error handling
R-block.

6.4.2.3.2.1.4.4 n), 0), p) and q)

Test procedure step p) assumes that
the card will chain the response. This
may not happen if the record length is
smaller than IFSD.

The test procedure has been modified
so that prior to the Read Record
command in step o), the ME
simulator sends an S(IFS request) to
the UICC with avalue less than the
selected file record length. This will
force the card to chain the response to
the Read Record command. Before
the Select command in step g) the Me
simulator sends an S(IFS request)
with avalue of 32, to restore the
default value.

6.4.2.3.2.3.40)

Test procedure step ) states that the
UICC should reject a Select
command by sending an R-block with
a sequence number of 0. This ‘hard-
coding’ of block sequence numbersis
inappropriate asit is not possible to
predict this with any confidence.

The test procedure has been modified
so that the “hard-coding’ of the
seguence number has been removed.

6.4.2.3.3.4c),d) and e

Test procedure steps c), d) and k)
contain ‘hard-coded’ R-block and -
block sequence numbers. This ‘hard-
coding’ of block sequence numbersis
inappropriate asit is not possible to
predict this with any confidence.

Test procedure steps ¢), d) and k)
have been rewritten to remove the
seguence number ‘ hard-coding’

6.4.2.3.4.2.1.4 c) and d)

Test procedure steps ¢) and d) contain
‘hard-coded’ R-block sequence
numbers. This ‘hard-coding’ of block
sequence numbers is inappropriate as
itisnot possible to predict this with
any confidence.

Test procedure steps ¢) and d) have
been rewritten to remove the
sequence number ‘hard-coding’.

6.4.2.3.5.4 c) and k)

Test procedure steps ¢) and k) contain
‘hard-coded’ R-block and I-block
sequence numbers. This ‘hard-
coding’ of block sequence numbersis
inappropriate asit is not possible to
predict this with any confidence.

Thereisan IFSC setting error in step
¢). The ME simulator isto send a
chain of length 254, which assumed
to be avalid chain to send. However,
thisisonly valid if the card has set its
IFS to 254 which it will not have
done by default. In this case the card

Test procedure steps ¢) and k) have
been rewritten to remove the
sequence number ‘hard-coding’ and
remove the ‘' IFSC length’ problem.
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will (correctly) reject the block.

6.5.2.2.3.4 Initial Conditions

In the proposed change to clause 4.5,
Initial Conditions, the contents of
EF ¢, were updated. The Initial
Conditions of thistest should be
updated to reflect these changes.

The Initial Conditions have been
updated to reflect the changes to the
default contents of EF,¢.

6.8.1.5.4 Initial Conditions

In the proposed change to clause 4.5,
Initial Conditions, the contents of
EFcepe and EFacwm were updated. The
Initial Conditions of this test should
be updated to reflect these changes.

The Initial Conditions have been
updated to reflect the changes to the
default contents of EFccp; and EFacy.

7.24
multi —b), ¢), d) and €)

single—h), c) and d)

Conformance Reguirement 5 states
that ‘Every file under DFrg gcom shall
have areference to an accessrule
stored in EFagg under DFrg ecom.’
This does not mean however that
DFrel ecom itself must have
Referenced Security Attributes so
step b) in both the ‘multi’ and ‘single’
test procedures isincorrect.

The FCP Response Data for an EF
does not contain the PIN Status
Template DO and therefore step €) in
the ‘multi’ test procedureis
incorrect.

Restructured the * multi-verification’
test procedure so that DFyg ecom iS
not tested for Referenced Security
Attributes and that the FCP
ResponseData for an EF is not
expected to contain aPIN Status
Template DO.

Restructured the ‘single-verification’
test procedure so that DFyg ecom iS
not tested for Referenced Security
Attributes.
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Initial conditions

Unless otherwise stated, all the PINs used in the test procedures shall beinitially enabled.

Figure 1 shows the filesin the UICC which shall be used for the test procedures, in the case where the EFs are not
mandatory, they may be replaced with other EFs of the same file structure.

Unless otherwise stated, all the EFs used in the test procedure shall be activated.

Figure 1. File identifiers and directory structures of UICC

Theinitia conditions for some of the EFs are given in the followings:

PIN shall be set to '00000000'.

PIN2 shall be set to '11111111".

Universal PIN shall be set to '22222222', if supported.

EFrr vn Shall contain the data string: '55 AA OF 00 FO FF 00 FO FF 00 FO FF'.

EF_oc shall contain the data string: '"A1 A2 A3 A4 A5 A6 A7 A8 A90000'.

Therecordsin EFgys shall contain the following data for the first 20 bytes:

1% record 'AO0 Al A2 BO Bl B2 A0 Al A2 A0 Al A2 FF A0 Al A2 A3 A4 A5 AG'
2" record 'BO Bl B2 A0 Al A2 A0 Al A2 BO Bl B2 FF BO Bl B2 B3 B4 B5 B6'
3% record 'BO Bl B2 A0 Al A2 BO Bl B2 A0 AL A2 FF C0 C1 C2 C3 C4 C5 C6'
4'" record 'AO Al A2 BO Bl B2 BO Bl B2 BO Bl B2 FF DO D1 D2 D3 D4 D5 D6

1st record

The data for the remainder of these four records and for all other records shall be 'FF'.

The recordsin EFgpy shall contain the following data for the first 10 bytes:

"A0O A1 A2 BO Bl B2 AO A1 A2 A0’

2nd record 'BO Bl B2 A0 Al A2 A0 Al A2 BO'
3rd record 'BO Bl B2 A0 A1 A2 BO Bl B2 A0’
4th record 'AO Al A2 BO Bl B2 BO Bl B2 BO'

The data for the remainder of these four records and for all other records (if any) shall be 'FF'.

The recordsin EFccp, shall contain the following data:

1% record "10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1FE
2" record '20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2F
2" | ast record "EO E1 E2 E3 E4 E5 E6 E7 E8 E9 EA EB EC ED EE
Last record "FO F1 F2 F3 F4 F5 F6 F7 F8 F9 FA FB FC FD FE

The recordsin EF,cy shall contain the following data, if it is supported:

1 record '00 00 01'(last updated record)

2" record '00 00 02'

3% record '00 00 03'

X" record ' 00 00’ 00X followed by byte value X (first updated record)

Therecordsin EF,¢, shall contain the following data:

1" record '01' for all bytes
2" record '02' for all bytes
3" record '03' for all bytes
X" record LoxX-byte value X for all bytes
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6.3.2.2 Speed enhancement

6.3.2.2.1 Definition and applicability

The UICC shall at |east operate with all mandatory values of the transmission factors F and D described in
TS 102.221 [1] to ensure proper operation in the 3G environment.

6.3.2.2.2 Conformance requirement
CR1 TheUICC shall at least support (F, D) = (512, 8) and (512, 16) in addition to (372, 1).
CR2 (F, D) =(372,1) shal bethe default value.

Reference: TS 102.221 [1], subclause 6.3.2.

Test Group Reference (TGR): TGR_USIM_TP102.221_ COM_ATRC_SE

Test Procedure Reference (TPR): TPR_USIM_TP102.221 COM_ATRC_SE

6.3.2.2.3 Test purpose

To verify that the UICC conforms to the above requirements.

6.3.2.2.4 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.
Test Procedure
a) The ME simulator shall cold reset the UICC.
b) The ME simulator shall send a PPS-Request to the UICC, selecting T = 0 protocol and (F, D) = (512, 8).

The UICC shall send a valid PPS-Response indicating support for the requested parameters.

¢) The ME simulator shall send a STATUS command with P2 ='00" at (F, D) = (512, 8).
The UICC shall send avalid FCP [CR1].
d) The ME simulator shall cold reset the UICC.
€) The ME simulator shall send a PPS-Request to the UICC, selecting T = 0 protocol and (F, D) = (512, 16).

The UICC shall send a valid PPS-Response indicating support for the requested parameters.

f) The ME simulator shall send a STATUS command with P2 ='00" at (F, D) = (512, 16).
The UICC shall send avalid FCP [CR1].
0) The ME simulator shall cold reset the UICC.
h) The ME simulator shall send a STATUS command with P2 ='00" at (F, D) = (372, 1).
The UICC shall send avalid FCP [CR2].
i) The ME simulator shall cold reset the UICC.
j) The ME simulator shall send a PPS-Request to the UICC, selecting T = 0 protocol and (F, D) = (372, 1).

The UICC shall send a valid PPS-Response indicating support for the requested parameters..
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k) The ME simulator shall send a STATUS command with P2 ='00" at (F, D) = (372, 1).
The UICC shall send avalid FCP [CR1].

6.4.2.1 Character Frame

6.4.2.1.1 Definition and applicability
It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.2.1.2 Conformance requirement
CR1 Beforethe transmission of acharacter, the I/O line shall bein state H.
CR2 A character shall consist of 10 consecutive bits:
- ldtartbitinstatelL;
- 8 bits, which comprise the data byte;
- 1even parity checking bit.

CR3 The parity bit shall be set, in away, that there is an even number of bits set to '1' including the parity bit in
the character frame.

CR4 Thereceiver shall confirm the existence of a start bit before 0.7 etu (receiver time).
CR5 Then the subsequent bits shall be received at intervals of (n+ 0.5 + 0.2) etu (n being the rank of the bit).

CR6 Within a character, the time from the leading edge of the start bit to the trailing edge of the nth bit shall be
(n+0.2) etu.

CR7 Theinterval between the leading edges of the start bits of two consecutive characters shall comprise the
character duration (10 £ 0.2) etu, plus a guardtime.

CR8 Under error free transmission, during the guardtime both the UICC and the ME shall be in reception mode
(/O linein state H).

CR9 The data shall always be passed over the I/O line with the most significant byte first.

CR10 The order of bits within abyte (that is, whether the least significant or most significant bit is transferred first)
shall be specified in character TS returned in the answer to reset.

Reference: TS 102.221 [1], subclause 7.2.1.
Test Group Reference (TGR): TGR_USIM_TP102.221_ TP_DLL_CF
Test Procedure Reference (TPR): TPR_USIM_TP102.221 TP_DLL_CF

6.4.2.1.3 Test purpose

To verify that the Physical Layer function conforms to the above requirements.

6.4.2.1.4 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.

Test procedure
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a)

b)

d)

€)
f)
0)

h)

The following steps b) to h) shall be repeated for the all communication speeds and protocols supported by the
UICC.

The ME simulator shall cold reset the UICC.

The UICC shall send avalid ATR[CR5].

The ME simulator shall send a PPS-Request to select a valid protocol and communication speed to the UICC.
The UICC shall send a valid PPS-Response [CR5] .

The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

The status condition returned by the UICC shall be SW1 = '90", SAW2 = '00" — normal ending of the command
[CRE].

The ME simulator shall send aVERIFY PIN command with PIN to the UICC.
The ME simulator shall send a SELECT command to the UICC to select EFgp yn.

The ME simulator shall send an UPDATE BINARY to update EFgp yn With data string '55 AA OF 00 FO FF 00
FO FF 00 FO FF

The following conditions shall be true for all character frames:

- Before the transmission of a character, the I/O line shall be in state H [CR1];

- It consists of 10 consecutive bits[ CR2];

- Thereisan even number of bits set to '1' including the parity bit [ CR3];

- Theexistence of the start bit shall be confirmed to be at least 0.7 etu [CR4] ;

- The subsequent bits shall be received at intervals of (n + 0.5 £ 0.2) etu (n being the rank of the bit) [ CR5];

- Thetime fromthe leading edge of the start bit to the trailing edge of the Nth bit shall be (N + 0.2) etu [ CR6];

- Theinterval between the leading edges of the start bits of two consecutive characters shall comprise the
character duration (10 + 0.2) etu, plus a guardtime [ CR7];

- Thedata shall always be passed over the 1/0 line with the most significant byte first [ CR8] ;

- Theorder of bitswithin a byte shall be specified in character TSreturned in the ATR[CR10].
The ME simulator shall send aREAD BINARY to the UICC.

The data string returned by the UICC shall be '55 AA OF 00 FO FF_.00 FO FF 00 FO FF'.

The following conditions shall be true for all character frames:

- Before the transmission of a character, the I/O line shall be in state H [ CR1];

- It consists of 10 consecutive bits [ CR2];

- Thereisan even number of bits set to '1' including the parity bit [ CR3];

- Theexistence of the start bit shall be confirmed to be at least 0.7 etu [CR4] ;

- The subsequent bits shall be received at intervals of (n + 0.5 + 0.2) etu (n being the rank of the bit) [ CR5];

- Thetime from the leading edge of the start bit to the trailing edge of the Nth bit shall be (N £ 0.2) etu [ CR6];

- Theinterval between the leading edges of the start bits of two consecutive characters shall comprise the
character duration (10 + 0.2) etu, plus a guardtime [CR7];

- Thedata shall always be passed over the 1/0 line with the most significant byte first [ CR8];
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- Theresponse data sent from the UICC shall be passed over the 1/0 line with the most significant byte first
[CRI];

- Theorder of bitswithin a byte shall be specified in character TSreturned in the ATR[CR10] .
i) Thetime from the leading edge of the start bit to the trailing edge of the nth bit shall be set to be (n + 0.2) etu.
j) The ME simulator shall cold reset the UICC.
The UICC shall send avalid ATR[CR5].
k) The ME simulator shall send a PPS-Request to select avalid protocol and communication speed to the UICC.
The UICC shall send a valid PPS-Response [ CR5] .
[) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

The status condition returned by the UICC shall be SW1 = '90", SA2 = '00" — normal ending of the command
[CRE].

m) The ME simulator shall send aVERIFY PIN command with PIN to the UICC.
n) The ME simulator shall send a SELECT command to the UICC to select EFgp yin-
0) The ME simulator shall send a READ BINARY to the UICC.
The data string returned by the UICC shall be '55 AA OF 00 FO FF_.00 FO FF 00 FO FF';

The following conditions shall be true for all character frames:

Before the transmission of a character, the 1/O line shall be in state H [CR1];

- It consists of 10 consecutive bits [ CR2];

- Thereisan even number of bits set to '1' including the parity bit [ CR3];

- Theexistence of the start bit shall be confirmed to be at least 0.7 etu [CR4] ;

- The subsequent bits shall be received at intervals of (n + 0.5 + 0.2) etu (n being the rank of the bit) [ CR5];

- Thetime fromthe leading edge of the start bit to the trailing edge of the Nth bit shall be (N £ 0.2) etu [ CR6];

- Theinterval between the leading edges of the start bits of two consecutive characters shall comprise the
character duration (10 + 0.2) etu, plus a guardtime [CR7];

- Thedata shall always be passed over the 1/0 line with the most significant byte first [ CR8] ;

- Theresponse data sent from the UICC shall be passed over the /0O line with the most significant byte first
[CRY];

- Theorder of bitswithin a byte shall be specified in character TSreturned in the ATR[CR10] .
p) Thetime from the leading edge of the start bit to the trailing edge of the nth bit shall be set to be (n - 0.2) etu.
g) The ME simulator shall cold reset the UICC.
The UICC shall send a valid ATR[CR2, CR5].
r) The ME simulator shall send a PPS-Request to select avalid protocol and communication speed to the UICC.
The UICC shall send a valid PPS-Response [ CR4, CR5] .
s) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

The status condition returned by the UICC shall be SW1 = '90", SW2 = '00' —normal ending of the command
[CR4, CR5].

t) The ME simulator shall send aVERIFY PIN command with PIN to the UICC.
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u) The ME simulator shall send a SELECT command to the UICC to select EFgp yin-
v) The ME simulator shall send a READ BINARY to the UICC.

The data string returned by the UICC shall be '55 AA OF 00 FO FF_.00 FO FF 00 FO FF'.

The following conditions shall be true for all character frames:

Before the transmission of a character, the 1/O line shall bein state H [ CR1];

It consists of 10 consecutive bits [ CR2] ;

- Thereisan even number of bits set to '1' including the parity bit [ CR3];

- Theexistence of the start bit shall be confirmed to be at least 0.7 etu [CR4] ;

- The subsequent bits shall be received at intervals of (n + 0.5 + 0.2) etu (n being the rank of the bit) [ CR5];

- Thetime fromthe leading edge of the start bit to the trailing edge of the Nth bit shall be (N £ 0.2) etu [ CR6];

- Theinterval between the leading edges of the start bits of two consecutive characters shall comprise the
character duration (10 + 0.2) etu, plus a guardtime [CR7];

- Thedata shall always be passed over the 1/0 line with the most significant byte first [ CR8] ;

- Theresponse data sent from the UICC shall be passed over the 1/0O line with the most significant byte first
[CRI;

- Theorder of bitswithin a byte shall be specified in character TSreturned in the ATR[CR10] .

6.4.2.2 Transmission Protocol T=0

6.4.2.2.1 Definition and applicability
It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.2.2.2 Conformance requirement
CR1 TheT =0 protocol is mandatory for the UICC.
CR2 The protocol shall start after either the ATR or a successful PPS exchange.

CR3 The minimum interval between the leading edge of the start bits of two consecutive characters shall be at
least 12 etus.

CR4 Thevaue of the WWT shall not exceed 960 x WI x Fi/f.

CR5 The minimum interval between the leading edges of the start bits of two consecutive characters sent in
opposite direction shall be 16 etus.

CR6 When the UICC has received the command header, a response containing a procedure byte shall be sent to
the ME.

CR7 Boththe ME and the UICC shall be able to keep track of the direction of the data flow and who has the
access to the I/O-line.

CR8 Procedure bytes shall be used to keep up the communication between the ME and the UICC.

CR9 The status bytes SW1 SW2 form an end sequence indicating the status of the UICC at the end of a
command.

CR10 A normal ending of acommand shall be indicated by SW1 SW2 ='90 00'.

CR page 10



3GPP TS 31.122 v3.3.0 (2002-06) CR page 11

CR11 The error detection and correction procedure shall be mandatory.

CR12 Theerror isindicated on the I/O-line, which is set to state L after (10.5 + 0.2) etus after the leading edge of
the start bit for the character, and the I/O line shall bein state L for a maximum of 2 etus and a minimum of
1 etu.

CR13 If the UICC or ME as receiver detects a parity error within 11 + 0.2 etus starting from the leading edge of the
start bit, in a character just received, it shall set 1/0 to state L to indicate the error to the sender.

CR14 When the transmitter detects an error, the character shall be sent again after a minimum delay of 2 etus.
Reference: TS 102.221 [1], subclause clause 7, subclause 7.2.2.1, 7.2.2.3 and 7.2.2.4.
Test Group Reference (TGR): TGR_USIM_TP102.221_TP_DLL_TPO
Test Procedure Reference (TPR): TPR_USIM_TP102.221 TP _DLL_TPO

6.4.2.2.3 Test purpose
To verify that the Physical Layer function conforms to the above requirements.

NOTE: CR6to CR10 aretested in the subclause 6.8.

6.4.2.2.4 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.
2) EFgpmn shall contain the data string: '55 AA OF 00 FO FF 00 FO FF 00 FO FF'.

Test procedure
a) Stepsbh) to h) shall be repeated for the all communication speeds supported by the UICC.
b) The ME simulator shall cold reset the UICC.

¢) The ME simulator shall send a PPS-Reguest to the UICC to select the T = 0 protocol and the selected
communication speed.

The UICC shall send a valid PPS-Response indicating support for the T=0 protocol and the selected
communication speed. [CR1].

d) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
€) The ME simulator shall send aVERIFY PIN with PIN to the UICC.

f) The ME simulator shall send a SELECT command to the UICC to select EFgp .

g) The ME simulator shall send aREAD BINARY command to the UICC.

The UICC shall send the data string '55 AA OF 00 FO FF_.00 FO FF 00 FO FF' followed by SW1 = '90" and
SW2 = '00' —normal ending of the command [CR2].

The following shall be true of the response data:

- Theinterval between the leading edge of the start bits of two consecutive characters shall be at least 12 etus
[CR3];

- Thevalue of the WWT shall not exceed 960 x Wl x Fi/f [CR4];

- The minimum interval between the leading edges of the start bits of two consecutive characters sent in
opposite directions shall be at least 16 etus [ CR5].

h) The ME simulator shall send a SELECT command to the UICC to select EFyg at 16 etu after the UICC send the
last character in g).
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The status condition returned by the UICC shall be SV1 = '90', SAV2 = '00' - normal ending of the command
[CRE].

i) The ME simulator shall cold reset the UICC.

i) The ME simulator shall request character repetition (i.e. transmits an error signal during the guard time) to the
UICC for all character frames during the ATR.

The UICC shall send the valid ATR with character repetition [ CR11].

ki) The ME simulator shall send a PPS-Request to the UICC to select the T = 0 protocol and the selected
communication speed.

[) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

m) The ME simulator shall send aVERIFY PIN with PIN to the UICC.
n) The ME simulator shall send a SELECT command to the UICC to select EFgp_yin.

0) The ME simulator shall send aREAD BINARY command to the UICC with incorrect character parity for all
character frames.

The UICC shall request character repetition (i.e. transmits an error signal during the guard time) for all
character frames[CR11].

p) The ME simulator shall re-send a READ BINARY command to the UICC.
g) The ME simulator shall request character repetition for all character framesto the UICC.

The UICC shall send the data string '55 AA OF 00 FO FF_00 FO FF 00 FO FF' followed by SW1 = '90" and
SW2 = '00' —normal ending of the command [CR11].

The following shall be true of the response data:

- Theerror isindicated on the 1/O-line, which is set to state L after (10,5 + 0,2) etus after the leading edge of
the start bit for the character, and the /O line shall be in state L for a maximum of 2 etus and a minimum of
letu[CR12];

- TheUICC asreceiver detects a parity error within 11 + 0,2 etus starting from the leading edge of the start
bit. In a character just received, it shall set I/O to state L to indicate the error to the sender [ CR13];

- When the UICC astransmitter detects an error, the character shall be sent again after a minimum delay of 2

etus[CR14].
6.4.2.3.2.1.1 Node address byte
6.4.2.3.2.1.1.1 Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.2.3.2.1.1.2 Conformance requirement
CR1 Only the default value SAD = DAD = 0 shall be supported.
Reference: TS 102.221 [1], subclause 7.2.3.2.1.1.
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Test Group Reference (TGR): TGR_USIM_TP102.221 TP DLL_TP1
Test Procedure Reference (TPR): TPR_USIM_TP102.221_ TP DLL_TP1 BFS NDB

6.4.2.3.2.1.1.3 Test purpose
To verify that only SAD = DAD =0 is used.

6.4.2.3.2.1.14 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.
Test procedure
a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.

¢) The ME simulator shall send a SELECT command to the UICC to select EFgcc, where the SAD and DAD are
set, as default, to 0.

The UICC shall respond with an I-block where the SAD and the DAD are both set to 0[CR1].

d) The ME simulator shall send a SELECT command to the UICC to select EFgcc, where the SAD = l1and
DAD =0.

The UICC shall either return an R-block with N(R) equal to the next expected sequence number (ignoring the
erroneous I-block), or not return any response [ CR1].

€) The ME simulator shall send a SELECT command to the UICC to select EFgcc, where the SAD = 0 and
DAD =1.

The UICC shall either return an R-block with N(R) equal to the next expected sequence number (ignoring the
erroneous I-block), or not return any response [ CR1].

f) The ME simulator shall send a SELECT command to the UICC to select EFgcc, where the SAD =1 and
DAD =1.

The UICC shall either return an R-block with N(R) equal to the next expected sequence number (ignoring the
erroneous I-block), or not return any response [ CR1].

6.4.2.3.2.1.4 Information field

6.4.2.3.2.1.4.1 Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.2.3.2.1.4.2 Conformance requirement

CR1 Theinformation field, INF, shall be optional and it depends on the type of the block and what the field will
be used for. Asfor I-block, INF shall be present to transfer command and response APDUSs.

CR2 Theinformation field, INF, shall not be used for an R-block.

CR3 Theinformation field, INF, shall be optional and it depends on the type of the block and what the field will
be used for. Asfor S-block, INF shall be present (single byte) to adjust I|FS with WTX.
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CR4 Theinformation field, INF, shall be optional and it depends on the type of the block and what the field will
be used for. Asfor S-block, INF shall be absent to signal error on VPP, or managing chain abortion or
resynchronisation.

Reference: TS 102.221 [1], subclause 7.2.3.2.1.4.
Test Group Reference (TGR): TGR_USIM_TP102.221 TP_DLL_TP1
Test Procedure Reference (TPR): TPR_USIM_TP102.221 TP_DLL_TP1 BFS IF

6.4.2.3.2.1.4.3 Test purpose

To verify that the UICC conforms to the above requirements.
NOTE 1: CR3 shall not betested asit is not possible to force the UICC to issuea WTX.
NOTE 2: CR4 shall not be tested as the Error on Vpp state S-block is not supported.

6.4.2.3.2.1.4.4 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.
Test procedure
a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.

¢) The ME simulator shall send a SELECT command to the UICC to select the EFgcc, where the I-block has an
invalid EDC.

The UICC shall reject the command by sending an R-block response with bits b1-b4 in the PCB-byte having a
value of '1' — EDC and/or parity error. The INF field shall be absent [CR1, CR2].

d) The ME simulator shall send a SELECT command to the UICC to select the EFgcc.
€) The ME simulator shall reset the UICC.

f) The ME simulator shall send an IFS REQUEST S-block to the UICC, requesting an adjustment of the IFSD to
254 bytes.

The UICC shall respond with an IFSRESPONSE S-block, whose INF field is present and has the value 254
[CR3].

g) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.
h) The ME simulator shall reset the UICC.
i) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.
j) The ME simulator shall send a RESYNCH request S-block to the UICC.

The UICC shall respond with a RESYNCH response S-block, which shall not contain an INF field [ CR4] .
k) The ME simulator shall send a SELECT command to the UICC to select EFgcc.
[) The ME simulator shall reset the UICC.
m) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.
n) The ME simulator shall send a SELECT command to the UICC to select EFgcc.

0) The ME simulator shall send an IFS REQUEST S-block to the UICC, requesting an adjustment of the IFSD to
the record length of EFgcc — 1 byte.
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pe) The ME simulator shall send a READ RECORD command to read record 1 from EFgcc.

ap) The ME simulator shall send an ABORT request S-block to the UICC after the 1% chained 1-block response is
received from the UICC.

The UICC shall respond with an ABORT response S-block, which shall not contain an INF field [ CR4] .

r) The ME simulator shall send an |IFS REQUEST S-block to the UICC, requesting an adjustment of the |[FSD to 32
bytes.

sq) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.

6.4.2.3.2.3 Epilogue field

6.4.2.3.2.3.1 Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.2.3.2.3.2 Conformance requirement
CR1 ThelLRC asdefinedin ISO/IEC 7816-3 [6] shall be used.
Reference: TS 102.221 [1], subclause 7.2.3.2.2.
Test Group Reference (TGR): TGR_USIM_TP102.221 TP DLL_TP1
Test Procedure Reference (TPR): TPR_USIM_TP102.221 TP DLL_TP1 BSF EF

6.4.2.3.2.3.3 Test purpose

To verify that the LRC is calculated correctly.

6.4.2.3.2.34 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.
Test procedure
a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.

The UICC shall respond with an I-block containing the response to the SELECT command. The epilogue field
shall contain a 1 byte EDC — of type LRC — which shall be set to the correct value for the block [ CR1] .

¢) The ME simulator shall send a SELECT command to the UICC to select and terminate the USIM application
with invalid EDC.

The UICC shall reject the command by sending an R-block response of the format R(NO),where N isthe
sequence number of the next expected I-block (ignoring the erroneous I-block) and with bits b1-b4 in the PCB-
byte having a value of '1' — EDC and/or parity error [CR1].
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6.4.2.3.3 Error free operation

6.4.2.3.3.1 Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.2.3.3.2 Conformance requirement

CR1 To changethe value of IFSD, the terminal sends an S(IFS request). The request shall be acknowledged by
the UICC with an S(IFS response) with the same INF. The new IFSD is assumed to be valid aslong as no
new S(IFS request) has been received by the UICC.

CR2 If asender Ssends|(Ng(S), 0), the block is acknowledged by the receiver R with an [(N,(S), M).

CR3 If asender Ssendsan I(Ng(S), 1), it should be acknowledged by the receiver R with R(N,(R)), where N(S) #
N/(R), to indicate that the received block was correct and that the receiver is ready to receive the next block.

Reference: TS 102.221 [1], subclause 7.2.3.3.
Test Group Reference (TGR): TGR_USIM_TP102.221 TP DLL_TP1
Test Procedure Reference (TPR): TPR_USIM_TP102.221 TP_DLL_TP1 EFO

6.4.2.3.3.3 Test purpose

To verify that the UICC conforms to the above requirements.

6.4.2.3.34 Method of test
Initial conditions

1) The UICC shall be connected to a ME simulator.
Test procedure

a) The ME simulator shall reset the UICC.

b) The ME simulator shall send an IFS REQUEST S-block to the UICC, requesting an adjustment of the IFSD to
254 bytes.

The UICC shall respond with an IFSRESPONSE S-block, whose INF field is present and has the value 254
[CRY].

¢) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.;
wherethet-blockis of- the format HN(S),- 0) where N(S)=0:

The UICC shall respond to the last I-block of the command (I(Ng(S), 0)) with ant+-bleck-eontaining-the response
to the SELECT command, where thefirst I-block of the response is of the format [(N,(S), M) where N.(S) = 0
[CR2].

d) The ME simulator shall send a SELECT command to the UICC to select EFgcc -wherethet-bleek-is-ef-the

The UICC shall respond_to the last |-block of the command (1(NJ(S), 0)) with-anrt-bleck-eentaining the response
to the SELECT command, where thefirst I-block of the response is of the format 1(N.(S), M) where N/(S) # N (S

of the previous I-block sent by the UICC HN{S;-M)-where NLS)=1[CR?].

€) The ME simulator shall send a SELECT command to the UICC, with an invalid file ID whose length shall be
255 bytes Iong where each byte shall be set to 'FF, spl|t over at least least 2 chained I-bl ocks—WheFeJehe-I-NF—neLd-m

The UICC shall respond to the first I-block from the ME simulator with a receive ready R-block of the format
R(N;(R)) where Ny(S) # N;(R)-~e—where N(R)}=1 [CR3].
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6.4.2.3.4.2 Block dependant errors
6.4.2.3.4.2.1 Sending invalid blocks to the UICC
6.4.2.3.4.21.1 Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.2.3.4.2.1.2 Conformance requirement

CR1 When an I-block has been sent and a BWT time-out occurs or an invalid block has been received (with the
terminal), an R-block is sent, which request with its N(R) for the expected I-block with N(S) = N(R).

CR2 When an R-block was sent and an invalid block isreceived or BWT time-out, the R-block shall be resent.

CR3 Whenan &(...request) has been sent and either aBWT time-out occurs or the received responseis not a
S(...response), the S(...request) shall be resent.

CR4 Butif an (...response) has been sent and either an invalid block isreceived or aBWT time-out, an R-block
shall be sent.

CR5 When the UICC sends an S(IFS request) and receives an invalid block, the S(IFS request) shall be resent
maximum one extra time to receive an S(IFS response). After the second failure to receive an S(IFS
response), the UICC shall stay in reception mode.

Reference: TS 102.221 [1], subclause 7.2.3.4.2.
Test Group Reference (TGR): TGR_USIM_TP102.221 TP DLL_TP1
Test Procedure Reference (TPR): TPR_USIM_TP102.221 TP DLL_TP1 EH1 BDE_SIB

6.4.2.3.4.2.1.3 Test purpose
To verify that the UICC conforms to the above requirements.

NOTE: CR3and CR5 shall not be tested asit is not possible to meet the test criteria.

6.4.2.3.4.2.1.4 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.
Test procedure
a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.

¢) The ME simulator shall send an R-block to the UICC, of the format R(N(R)) where N(R) = N(S) of the last |-
block sent by the UICCR(8}, to request the UICC to re-send the last block.

The UICC shall re-send the |ast |-block of; the response to the first SELECT command [ CR1].

d) The ME simulator shall send another R-block to the UICC, of the format R(N(R)) where N(R) = N(S) of the last
1-block sent by the UICCR(6}, to request the UICC to re-send the last block.

The UICC shall re-send the |ast I-block of; the response to the first SELECT command [ CR2] .
€) The ME simulator shall reset the UICC.
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f) The ME simulator shall send an IFS REQUEST S-block to the UICC, requesting an adjustment of the IFSD to
254 bytes.

0) The ME simulator shall re-send an IFS REQUEST S-block to the UICC, requesting an adjustment of the IFSD to
254 bytes.

The UICC shall re-send the IFSRESPONSE S-block, whose INF field shall have the value 254 [ CR4] .
h) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.

6.4.2.3.5 Chaining

6.4.2.35.1 Definition and applicability
It shall be mandatory for al cards complying with TS 102.221 [1] to support all functions described therein.

6.4.2.3.5.2 Conformance requirement

CR1 Whenthe UICC isthe receiver, the UICC shall accept a sequence of chained I-blocks sent from the terminal.
The length of each block shall be equal to the value of IFSC except for the last block whose length may be
any value in therange O to IFSC.

CR2 When the UICC isthe sender, all I-blocks of achain shall have LEN < IFSD bytes per block.

CR3  When the UICC is the receiver and receives a block with LEN > IFSC, the block shall be rejected and
acknowledged with an R-block with bits b1-b4 in the PCB-byte having a value of 2.

Reference: TS 102.221 [1], subclause 7.2.3.5.1.
Test Group Reference (TGR): TGR_USIM_TP102.221 TP DLL_TP1
Test Procedure Reference (TPR): TPR_USIM_TP102.221 TP _DLL_TP1 CHN

6.4.2.3.5.3 Test purpose

To verify that the UICC conforms to the above requirements.

6.4.2.3.5.4 Method of test

NOTE: When EFgysisnot supported by the UICC, any supported linear EF with record length more than or
equal to 31 bytes may be chosen.

Initial conditions

1) The UICC shall be connected to a ME simulator.
Test procedure

a) The ME simulator shall reset the UICC.

b) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.
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C)

The ME simulator shall send a SELECT command to the UICC, with an invalid file ID whose length shall be

d)
€)
f)
9)
h)

255 bytes, where each byte shall be set to ‘FF'. The SELECT command shall be spilt over at least 2 chained
blocks.

For each I-block of format 1(N(S), 1) from the ME simulator (i.e all I-blocks apart from the last [-block), the
UICC shall respond with a receive ready R-block of the format R(N,(R)) where N,(R) Z N¢(S).

For the last I-block from the ME simulator (i.e of format [(Ng(S), 0)). the UICC shall respond with an R-
APDU containing a status word indicating an application level error regarding the SELECT command

CR1].

The ME simulator shall reset the UICC.

The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.
The ME simulator shall send aVERIFY PIN command with PIN to the UICC.

The ME simulator shall send a SELECT command to the UICC to select EFgys.

The ME simulator shall send aREAD RECORD command to read record 1 from EFgys.

The UICC shall return the contents of record 1 in a series of chained |-blocks, whose INF fieldsare < [FSD, i.e.
lessthan or equal to 32 bytesin length [ CR2] .

The ME simulator shall reset the UICC.
The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.

The ME simulator shall send a SELECT command to the UICC, with an invalid file ID whose length shall be
255 bytes long, where each byte shall be set to 'FF', where the INF field in the I-block shall be set to 255 bytesin

length. Fhet-block-shall-have the format HN(S);- 0} where N{S)=0-

The UICC shall reject the command by sending an R-block response of the formatR(N), where N is the sequence
number of the next expected I-block (ignoring the erroneous I-block) and with bits b1-b4 in the PCB-byte having
avalue of '2' — other errors[CR3].

6.5.2.2.3 Cyclic EF

6.5.2.2.3.1 Definition and applicability

Cyclic Elementary Files structure the way in which information is held in arecord format with chronological order on
the UICC and provide means on how thisinformation is accessed.

6.5.2.2.3.2 Conformance requirement

CR1 AnEF with acyclic structure consists of a fixed number of records with the same (fixed) length.

CR2 Inthisfile structure there shall be alink between the last record (n) and the first record.

CR3 When the record pointer is set to the last record n, then the next record shall be record number 1.

CR4  When the record pointer is set to record 1, then the previous record shall be record number n.

CR5 Thelast updated record containing the newest data shall be record number 1, and the oldest data shall be

held in record number n.

CR6 For update operations only PREVIOUS record shall be used.

CR7 For reading operations, the methods of addressing shall be Next, Previous, Current and Record Number.
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CR8 If anaction following selection of arecord is aborted (e.g. due to an unsuccessful execution of a command),
then the record pointer shall remain set at the record at which it was set prior to the action.

Reference: TS 102.221 [1], subclause 8.2.2.3.
Test Group Reference (TGR): TGR_USIM_TP102.221_AFS FT_EF _CF
Test Procedure Reference (TPR): TPR_USIM_TP102.221 _AFS FT_EF CF

6.5.2.2.3.3 Test purpose
To verify that the EFs within the UICC file structure conform to the above requirements.

NOTE: CR8 aretested in subclause 6.8.1.

6.5.2.2.34 Method of test

NOTE: When EF,, isnot supported by the UICC, any supported cyclic EF in ADFygy may be chosen.
Initial conditions

1) The UICC shall be connected to a ME simulator.

2) EF¢ shall have at least 4 records.

3) Therecordsin EF,¢ shall contain the following data:

1" record '01' for all bytes
2" record '02' for all bytes
3" record '03' for all bytes
X" record LoxX-byte value X for all bytes
Test procedure
a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
¢) The ME simulator shall send aVERIFY PIN command with PIN to the UICC.

d) The ME simulator shall send a SELECT command to the UICC to select EF¢,.

6.8.1.5 READ RECORD

6.8.1.5.1 Definition and applicability
It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.8.1.5.2 Conformance requirement
CR1 The READ RECORD function shall read one complete record in the current linear fixed or cyclic EF.

CR2 Thefunction shall accept as an input, the mode, record number if absolute mode, and the length of the
record.

CR3 Thefunction shall output the record specified by the mode.

CR4 Thefunction shal only be performed if the READ access condition for the current EF is satisfied.
CR5 If themodeis CURRENT, the current record shall be read.

CR6 If the modeis CURRENT, the record pointer shall not affected.
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CR7 If the modeis ABSOLUTE, the record given by the record number shall be read.
CR8 If the modeis ABSOLUTE, the record pointer shall not be affected.

CR9 If the modeis NEXT, the record pointer shall be incremented before the function is performed and the
pointed record shall be read.

CR10 If the modeis NEXT, and the record pointer has not been previously been set within the selected EF, the
first record shall be read and the record pointer shall be set to this record.

CR11 If the modeis NEXT, and the record pointer addresses the last record in alinear fixed EF, the record pointer
shall not change and no data shall be read.

CR12 If the modeis NEXT, and the record pointer addresses the last record in acyclic EF, the first record shall be
read and the record pointer shall be set to this record.

CR13 If the modeis PREVIOUS, the record pointer shall be decremented before the function is performed and the
pointed record shall be read.

CR14 If the modeis PREVIOUS, and the record pointer has not been previously been set within the selected EF,
the last record shall be read and the record pointer shall be set to this record.

CR15 If the modeis PREVIOUS, and the record pointer addresses the first record in alinear fixed EF, the record
pointer shall not change and no data shall be read.

CR16 If the modeis PREVIOUS, and the record pointer addresses the first record in a cyclic EF, the last record
shall be read and the record pointer shall be set to this record.

CR17 Therecord pointer shall not be changed if the function is unsuccessful.
CR18 The function shall accept the SFI as an input.

CR19 When the command contains avalid SFl, it shall set the file as the current EF, reset the current record
pointer and subsequent records are read with the READ RECORD command without SFI.

Reference: TS 102.221 [1], subclause 8.4.3 and 11.1.5.
Test Group Reference (TGR): TGR_USIM_TP102.221 CMD_GC
Test Procedure Reference (TPR): TPR_USIM_TP102.221 CMD_GC_RDREC

6.8.1.5.3 Test purpose
To verify that the READ RECORD function conforms to the above requirements using three test procedures.

NOTE: CR12 and CR16 can only betested if any cyclic EFs are present.

6.8.1.5.4 Method of test

NOTE 1: Test procedures have been separated into 3 parts. The first part isfor testing CURRENT and ABSOLUTE
mode, the second part isfor testing NEXT and PREVIOUS mode and the third part is for testing the SFI
referencing.

NOTE 2: When EFccp,is not supported by the UICC, any supported linear EF in ADFyg supporting SFI may be
chosen.

NOTE 3: When EFcy is hot supported by the UICC, any supported cyclic EF in ADFygy may be chosen.
Initial conditions
1) The UICC shall be connected to a ME simulator.

2) Therecordsin EFccp, shal contain the following data:
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1% record "10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1FE
2" record '20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2F
2" | ast record "EO E1 E2 E3 E4 E5 E6 E7 E8 E9 EA EB EC ED EE
Last record "FO F1 F2 F3 F4 F5 F6 F7 F8 F9 FA FB FC FD FE

3) Therecordsin EF,cy shall contain the following data, if it is supported:

1" record '00 00 01'(last updated record)
2" record '00 00 02'
3% record '00 00 03'
| X" record '00 00 fol | owed by byte value X —0X-(first updated record)
Test procedure 1 (CURRENT and ABSOLUTE mode)

a) The ME simulator shall reset the UICC.

b) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

¢) The ME simulator shall send a SELECT command to the UICC to select EF¢cp,.

d) The ME simulator shall send aREAD RECORD command using ABSOLUTE mode with record 1 to the UICC.

7.2 Security features

7.2.1 Definition and applicability
Every file has its own specific access condition for each command which shall be fulfilled before the command can take
place.
7.2.2 Conformance requirement
CR1 TheUSIM application shall use key reference '01' as PIN and key reference '81' as PIN2.
CR2  Accesswith PIN2 shall be limited to the USIM application (i.e. PIN2 isused only in the ADF).

CR3 For aUSIM application on a multi-verification capable UICC, the only valid usage qualifiers shall be '00'
and '08' which mean verification requirementsis not used and user authentication knowledge based (PIN) as
defined in ISO/IEC 7816-9 [11].

CR4 Every filein the USIM application shall have areference to an access rule stored in EFgg.
CR5 Every file under DFyg ecom shall have areference to an access rule stored in EFagg under DFre ecom-

CR6 A multi-verification capable UICC (from the security context point of view) shall support the referenced
format using SE ID as defined in TS 102.221 [1].

CR7 A multi-verification capable UICC (from the security context point of view) shall support the replacement of
aUICC application PIN with the Universal PIN, key reference '11', as defined in TS 102.221 [1]. Only the
Universal PIN is alowed as a replacement.

Reference: 3G TS 31.102 [3], subclause 6.4.
Test Group Reference (TGR): TGR_USIM_TP31.102_SEC2
Test Procedure Reference (TPR): TPR_USIM_TP31.102_SEC2

7.2.3 Test purpose

To verify that the UICC conforms to the above requirements.
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NOTE 1: CR1, CR2 aretested in the subclause 6.6.4.
NOTE 2: CR6 istested in the subclause 6.6.3.

7.2.4  Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.
Test procedure
For a multi-verification capable UICC
a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select DFyg, ecom.

¢) The ME simulator shall send a SEL ECT command to the UICC to select the first EF under DFrg ecom.

The response data shall contain the TLV DO with tag ‘8B’ indicating Referenced Security Attributes] CR5] .

€)d) The step cb) shall be repeated for al the EFs under DFrg gcom in the UICC [CR5].
dye) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
The following shall be true of the response data:

- TLV DO withtag 'C6' (PS Template DO) shall contain for the Universal PIN the TLV DO with tag '95'
(Usage Qualifier) and the value of this TLV shall be'00" or '08' [ CR3];

f) The ME simulator shall send a SELECT command to the UICC to select the first EF in the USIM application.

The response data shall contain the TLV DO with with tag ‘8B’ indicating Referenced Security Attributes and
shall contain the SE 1D number(s) and EF gz record number (s) [CR5, CRE].

€)g) Step fd) shall be repeated for all the EFs under the selected ADF inthe UICC [CR4].
For asingle verification capable UICC

a) The ME simulator shall reset the UICC.

b) The ME simulator shall send a SELECT command to the UICC to select DFyg; ecom-

c) The ME simulator shall send a SELECT command to the UICC to select the first EF under DFre ecom.

The response data shall contain the TLV DO with tag ‘8B’ indicating Referenced Security Attributes and shall
contain a reference to an access rule stored in EFagg.

€)d) The step cb) shall be repeated for all the EFs under DFrg gcom in the UICC [CR5].
d)ye) The step cb) shall be repeated for all the ADFygys and the EFs under the selected ADF in the UICC [CR4].
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6.5.2.2.1 Transparent EF

6.5.2.2.1.1 Definition and applicability

Transparent Elementary Files structure the way in which information is held in a sequence of bytes format on the UICC
and provide means on how thisinformation is accessed.

6.5.2.2.1.2 Conformance requirement
CR1 Thefirst byte of atransparent EF has the relative address '00 00'.

CR2 Thetotal datalength of the body of an EF with transparent structure shall be indicated in the SELECT
response of the EF.

Reference: TS 102.221 [1], subclause 8.2.2.1.
Test Group Reference (TGR): TGR_USIM_TP102.221_AFS_FT_EF TF
Test Procedure Reference (TPR): TPR_USIM_TP102.221_AFS FT_EF TF

6.5.2.2.1.3 Test purpose

To verify that the EFs within the UICC file structure conform to the above requirements.

6.5.2.2.1.4 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.

Test procedure

[.]

f) The ME simulator shall send a READ BINARY command with offset '00 01' to the UICC. The length used shall
bethe TLV DO with tag '80" of the response datain step ¢) minus 1.

The length of data returned shall be Le mirus-t-and the status condition returned by the UICC shall be
SW1 = '90", SW2 = '00" - normal ending of the command [ CR1-CR2] .

ad) The ME simulator shall send a READ BINARY command with offset ‘00 01' to the UICC. The length used shall
bethe TLV DO with tag '80' of the response datain step c).

When T = 0 protocol is used:

The UICC shall return procedure bytes '6C Le-1"; or status indicating a warning or error condition (but not
SW1 SA2 = '90 00").

When T = 1 protocol is used:

The length of data returned shall be Le minus 1 and the status condition returned by the UICC shall be
SWI1 = '62', SW2 = '82' — end of file/record reached before reading Le bytes[CR1, CR?] .
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6.4.3.1.5 Use of Procedure Bytes '61xx" and '6Cxx’
6.4.3.1.5.1 Case 2 Commands

6.4.3.1.5.1.1 Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.3.1.5.1.2 Conformance requirement

CR1 If the UICC receives a case 2 command header and Le = '00' (with Luicc < 256 bytes) or Le > Luicc, under
normal processing it shall return procedure bytes '6C Luicc' instructing the Transport Layer of the Terminal
to immediately re-send the command header with P3 = Luicc.

CR2 If the UICC receives a case 2 command header and Le = '00" (with L uicc < 256 bytes) or Le> Luicc, under
abnormal processing it shall return status indicating a warning or error condition (but not SW1 SW2 ='90
00).

CR3 |f the UICC receives a case 2 command header and Le ='00' (with Luicc = 256 bytes) or Le = Luicc, under

normal processing it shall return data of length Le (= Luicc) under the control of the INS, INS, or ‘60"
procedure bytes followed by the associated status or procedure bytes '61xx'.

CR4 If the UICC receives acase 2 command header and Le = '00" (with Luicc = 256 bytes) or Le = Luicc, under
abnormal processing it shall return status indicating awarning or error condition (but not SW1 SW2 ='90
00).

CR5 If the UICC receives a case 2 command header and Le < Luicc, under normal processing it shall return data
of length Le under the control of the INS, INS, or '60' procedure bytes followed by procedure bytes '61xx'.

CR6 If the UICC receives a case 2 command header and Le < Luicc, under abnormal processing it shall return
status indicating a warning or error condition (but not SW1 SW2 ='90 00").
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6.4.3.1.3 Case 3

6.4.3.1.3.1 Definition and applicability

It shall be mandatory for al cards complying with TS 102.221 [1] to support all functions described therein.

6.4.3.1.3.2 Conformance requirement
CR1 Onreceipt of the command header, if the UICC

- returns a procedure byte, the Transport Layer of the Terminal shall send the data portion of the conditional body
of the C-APDU to the UICC under the control of procedure bytes returned by the UICC;

- returns status, the Transport Layer of the Terminal shall discontinue processing the command.

CR2 If the processing was not discontinued, the UICC shall return status following receipt of the conditional body
of the C-APDU and completion of processing the command.

CR3  Onreceipt of status from the UICC, the Transport Layer of the Terminal shall discontinue processing the
command.

Reference: TS 102.221 [1], subclause 7.3.1.1.3.
Test Group Reference (TGR): TGR_USIM_TP102.221_TP_TL_TAPDUO
Test Procedure Reference (TPR): TPR_USIM_TP102.221 TP_TL_TAPDUO_C3

6.4.3.1.3.3 Test purpose

To verify that, under normal processing of a case 3 command, the UICC reads the command header, reads the command
data under control of procedure bytes and returns status.

6.4.3.1.3.4 Method of test
Initial conditions
1) The UICC shall be connected to a ME simulator.
Test procedure
a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.
¢) The ME simulator shall send a SELECT command to the UICC to select EF o¢).
d) The ME simulator shall send aVERIFY PIN command with PIN to the UICC.
€) The ME simulator shall send an UPDATE BINARY command header using alength of 11 bytesto the UICC.
The UICC shall return the procedure byte 'D6' to the ME simulator [CR1] .
f) The ME simulator shall send the data string '11 22 33 44 55 66 77 88 99 00 11' to the UICC.

The status condition returned by the UICC shall be SW1 = '90', SAV2 = '00' - normal ending of the command
[CR2].

g) The ME simulator shall send an UPDATE BINARY command header with an incorrect P2 parameter,-and a
length of 11 bytes and, if needed, data string 11 22 33 44 55 66 77 88 99 00 11' to the UICC.

The status condition returned by the UICC shall be SW1 = '6B', SW2 = '00' - wrong parameter (s) P1-P2, or
SW1 = '6A", SN2 = '86' - incorrect parameters P1-P2 [ CR3] .
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h) The ME simulator shall send an UPDATE BINARY command with the data'A1 A2 A3 A4 A5 A6 A7 A8 A9 00
00' to the UICC.

6.4.3.1.4

Case 4

6.4.3.1.4.1 Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.4.3.1.4.2 Conformance requirement

CR1

CR2

CR3

CR4

On receipt of the command header, if the UICC:

a) returnsaprocedure byte, the Transport Layer of the Terminal shall send the data portion of the
conditional body of the C-APDU to the UICC under the control of procedure bytes returned by the
UICC;

b) returns status, the Transport Layer of the Terminal shall discontinue processing of the command.

If processing was not discontinued in CR1(b), following receipt of the conditional body of the C-APDU, the
UICC:

a) under normal processing, shall return procedure bytes '61xx' to the Transport Layer of the Terminal
reguesting the Transport Layer of the Terminal to issue a GET RESPONSE command to retrieve the data
from the UICC;

b) under abnormal processing, shall return status only to the Transport Layer of the Terminal.
On receipt of the procedure bytes or status returned in CR2, if the UICC:

a) returned '61xx' procedure bytes asin CR2(a), the Transport Layer of the Terminal shall send a GET
RESPONSE command header to the UICC with P3 set to avalue less than or equal to the value
contained in the 'xx' byte of '61xx’ procedure bytes;

b) returned status asin CR2(b) that indicates a warning ('62xx’ or '63xx"), or which is application related
('9xxx" but not '9000"), the Transport Layer of the Terminal shall send a GET RESPONSE command with
Le="00},

¢) returned status asin CR2(b) other than that described in CR3(b), the Transport Layer of the Terminal
shall discontinue processing of the command.

If processing was not discontinued in CR3(c), the GET RESPONSE command shall be processed according
to the rules for case 2 commands.

Reference: TS 102.221 [1], subclause 7.3.1.1.4.

Test Group Reference (TGR): TGR_USIM_TP102.221_TP_TL_TAPDUO

Test Procedure Reference (TPR): TPR_USIM_TP102.221_TP_TL_TAPDUO_C4

6.4.3.1.4.3 Test purpose

To verify that the UICC conforms to the above requirements.

6.4.3.1.4.4 Method of test

Initial conditions

1) The UICC shall be connected to a ME simulator.

Test procedure

a) The ME simulator shall reset the UICC.
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b)
c)

d)

e

f)

9)

h)

The ME simulator shall send a SELECT command to the UICC to select and activate the USIM application.

The ME simulator shall send a SELECT command header to the UICC with P2 ='04" and a length of 2 bytesto
the UICC to sdlect EFjyg.

The UICC shall return the procedure byte 'A4' to the ME simulator [CR1] .
The ME simulator shall send the file ID of the EF,,g to the UICC.

The UICC shall return procedure bytes '61xx' to the ME simulator —where xx is the length of the FCP of the
EF|MS [CR2] .

The ME simulator shall send a GET RESPONSE command header to the UICC with P3 set to length 'xx'.

The UICC shall return the procedure byte 'CO' followed by the FCP of the EF,y5, ending with the status
condition SW1 = '90', SW2 = '00" - normal ending of the command [ CR4] .

The ME simulator shall send a SELECT command header to the UICC with an incorrect P1 parameter, P2 = '04'
and-, alength of 2 bytes and, if needed, thefile ID of EF, o¢, to the UICCte-selectEF, o,

The status condition returned by the UICC shall be SW1 = '6B', SW2 = '00' - wrong parameter (s) P1-P2, or
SW1 = '6A', SW2 = '86' - incorrect parameters P1-P2 [CR1] .

The ME simulator shall send a SELECT command to the UICC to select EFyg.

The UICC shall return procedure bytes '61xx' to the ME simulator —where 'xx' is the length of the FCP of the
EFIMSI [CRZ] .

The ME simulator shall send a GET RESPONSE command to the UICC with P3 set to 'yy' where'yy' isless than

XX'.
The UICC shall return thefirst 'yy' bytes of the FCP of the EF yg.

The status returned by the UICC shall be SW1 = '61', SV2 = 'zZ —where 'ZZ is the remaining length of the FCP
of the EFvg [CR3] .

The ME simulator shall send a GET RESPONSE command to the UICC with P3 set to 'zZ'.
The UICC shall return the next 'zZ bytes of the FCP of the EF g,
The status returned by the UICC shall be SW1 = '90', SW2 = '00' — normal ending of the command [ CR3].
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