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5.14 Counter Management

The following rules shall apply to counter management, with the goal of preventing replay and synchronisation attacks:

- The SE setsthe counter value. It shall only be incremented.

- hnordertopreventreplay-attackstT he RE shall increment the counter to its next value upon receipt of a
Command Packet_after the correepondl nq security checks (i.e. RC/CC/DS and CNTR verification) have been

passed successfully.

- When the counter value reaches its maximum value the counter is blocked.

If there is more than one SE, care has to be taken to ensure that the counter values remain synchronised between the
SE'sto what the RE is expecting, irrespective of the transport mechanism employed.

Thelevel of security isindicated viathe proprietary interface between the Sending/Receiving Application and
Sending/Receiving Entity. Application designers should be aware that if the Sending Application requests "No
RC/CC/DS" or "Redundancy Check™" and "No Counter Available" from the SE, no security is applied to the Application
Message and therefore there is an increased threat of malicious attack.
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