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6.2 Applet Triggering

[...]
EVENT_FORMATTED_SMS_PP_UPD

This event is triggered by Update Record EFsms with an SMS TP-UD field formatted according to
GSMO03.48[4].

The SIM Toolkit Framework shall :
- update the EFsms file with the data received, it is than up to the receiving toolkit applet to
change the SMS stored in the file (i.e. the toolkit applet need to have access to the EFsms file)
- verify the GSMO03.48[4] security of the SMS TPDU ;
- convert the Update Record EFsms in a TLV List, an EnvelopeHandler ;
- trigger the toolkit applet registered with the corresponding TAR defined at applet loading;

The Update Record EFsms APDU shall be converted ina TLV list as defined below :

UPDATE RECORD APDU nb Handler TLV LIST size

bytes

CLA, INS 2 specific event 1

P1,P2 2 device Ildentity rec- 1

number

P3 =176 1 1

status 1 device ldentity rec-status 1

TS-SCA (RP-OA) <= Address Y
1812

SMS TPDU var SMS TPDU Y

padding bytes var Y

The EnvelopeHandler provided to the applet shall:

- return BTAG_SMS PP_DOWNLOAD to the getEnvelopeTag() method call;
- return the Simple TLV list length to the getLength() method call;

- contain the Simple TLV list :

EnvelopeHandler TLV List

SMS-PP download tag
length

Device identities
Address
SMS TPDU

The applet should use the findTLV() methods to get each Simple TLV.

The Device Identity Simple TLV is used to store the information about the absolute record number in the
EFsms file and the value of the EFsms record status byte, and formatted as defined below:

Device identities Simple TLV
Device identities tag
length = 02
Absolute Record Number
Record Status

With the absolute record number the toolkit applet can update EFsms in absolute mode to change the received
SMS in a readable text.
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Annex C (informative):
Toolkit applet example

/**

* Exanpl e of Tool kit Appl et
*/

| package Tool kit Appl et Exanpl e;_
inmport simtoolkit.*

import simaccess.*;
import javacard. framework. *;

public class My/Tool ki t Appl et extends javacard. framework. Appl et inplenments Tool kitlnterface,
Tool ki t Const ant s{

public static final byte MY_I NSTRUCTI ON byt e) 0x46;

=
public static final byte SERVER OPERATI ON = ( byt e) OxOF;
public static final byte CVD_QUALI FI ER ~ = (Dbyte)0x80;
public static final byte EXIT REQUESTED BY USER = (byte) 0x10
private byte[] nmenuEntry = {(byte)' S, (byte) e, (byte) r', (byte)'v', (byte)'i', (byte)'c',
(byte)'e', (byte)' '}
private byte[] menuTitle= {(byte)'M,(byte) ,(byte)' M, (byte)'e',(byte)'n" ,(byte)'u'};

private byte[] iteml
private byte[] itenR {
private byte[] itenB {
private byte[] itemd = {
{
{

{(byte)'l' (byte)’ T' (byte)' E', (byte)' M, (byte)'1' }
"I, (byte)' T, (byte)'E',(byte)'M,(byte)'Z' };
byte)'I' (byte)' T', (byte)' E', (byte)' M, (byte)' 3" };
"I, (byte)' T, (byte)' E , (byte)' M, (byte)' 4" }

private Object[] ltenlist =
private byte[] textDText =

(
(
itemd, |temZ |terr8 |tem4},
(byte)'H ,(byte)'e',(byte)'|',(byte)'l',(byte)' o', (byte)' ',
(byte)'vx/,(byte)'o',(byte)'r',(byte)'l',(byte)'d',(byte)'Z'};
private byte[] textd nput = {(byte)'Y',(byte)' o' ,(byte)'u',(byte)'r',(byte)' ',(byte)'n',
(byte)'a', (byte)' m, (byte)'e', (byte)' ?'};

private byte[] baGSMAID =
| {(byte)0xA0, (byte)0x00, (byte)0x00, (byte)0x00, (byte)0x09, (byte)0x00, (byte)0x01};
private Tool kitRegistry reg;
private SIWiew gsnFile;
private byte buffer[] = new byte[10];
private byte item d;
private byte result;
private bool ean repeat;

/**

* Constructor of the applet
*/

public MyTool kitApplet() {

/1 get the GSM application reference
gsnFile = Sl Msystem get TheSI Wi ew() ;

/! register to the SIM Tool kit Framework
reg = Tool kitRegistry.getEntry();

/1 Define the applet Menu Entry and register to the EVENT_MENU SELECTI ON
itemd = reg.initMenuEntry(menuEntry, (short)0x0000, (short)menuEntry.|ength,
PRO_CMVD_DI SPLAY_TEXT, false, (byte) 0x00, (short) 0x0000);
/1 register to the EVENT_UNFORVATTED SMsS_PP_ENV
reg. set Event ( EVENT_UNFORMATTED _SM5_PP_ENV) ;
}
/**
* Method called by the JCRE at the installation of the applet
*/
public static void install(byte bArray[], short bOffset, byte bLength) {

MyTool ki t Appl et MyAppl et = new MyTool kitApplet ();
M/Appl et . regi ster();

/**

* Method called by the GSM Franmewor k

*/

publ i c Shareabl e get Shareabl el nterfaceCbject ( AID clientAlD, byte paraneter)

if ( clientAlD partial Equal s(baGSMAI D, (byte) 0x00, (byte) baGSMAID.length) == true )}
return ((Shareable) this);

el se
return(null);
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}
/**
* Method called by the SIM Tool kit Framewor k
*/
public void processTool kit(byte event) {

/1 get the handler references

Envel opeHandl| er envHdl r = Envel opeHandl er. get TheHandl er () ;

Proact i veHandl er proHdl r = ProactiveHandl er. get TheHandl er ();

Proacti veResponseHandl er rspHdl r =ProactiveResponseHandler—getFheHandler{);

switch(event)
case EVENT_MENU_SELECTI ON:

/'l Prepare the Sel ect |tem proactive conmand

proHdl r. i nit(PRO_CVD_SELECT_| TEM ( byt e) 0x00, DEV_| D_ME) ;

/1 Append the Menu Title

proHdl r. appendTLV((byte) (TAG ALPHA | DENTIFIER | TAG SET_CR),

menuTi t1 e, (short)0x0000, (short)nmenuTitle.length);
// add all the Item
for (short i=(short) 0x0000; i<(short) 0x0004; i++) {
proHdl r. appendTLV((byte) (TAG.|ITEM| TAG SET_CR), (byte) (i+1),

(byte[])Itenlist[i], (short) 0x0000,
(short)((byte[])ltenlist[i]).]length);

/1 ask the SIM Tool kit Franework to send the proactive command and check the result
if ((result = proHdlr.send()) == RES_CMD_PERF){
rspHdl r = Proacti veResponseHandl er. get TheHandl er () ;
Il Selectltemresponse handling
switch (rspHdlr.getltem dentifier()) {
case 1:
case 2:
case 3: // DisplayText
proHdl r. i nit(PRO_CVD DI SPLAY_TEXT, CMD_QUALI FI ER,
DEV_I D_DI SPLAY) ;
proHdl r. appendTLV( ( byt e) (TAG_TEXT_STRING TAG SET_CR), DCS_8_BI T_DATA,
t ext DText, (short)0x0000, (short)textDText.|ength);
proHdl r. send();

br eak;
case 4: // Ask the user to enter data and display it
do {
repeat = fal se;
try {

// Getlnput asking the users nane
proHdl r.initGetlnput((byte)0x01, DCS 8 Bl T_DATA,

t ext G nput, (byt e) 0x00,
(short)textd nput.|ength, (short)0x0001, (short)0x0002);
proHdl r. send();

// display the entered text

rspHdl r. copyText Stri ng(text DText, (short)0x0000);

proHdl r.initDisplayText ((byte)0x00, DCS_8_BI T_DATA, textDrlext,
(short)0x0001, (short) textDText.|ength);

proHdl r. send();

}

catch (Tool kit Excepti on MyException) {
if (MyException. get Reason() ==

Tool ki t Excepti on. UNAVAI LABLE_ELEMENT) {

if (rspHdlr.getGeneral Result() != EXIT REQUESTED BY_USER)
repeat = true;

br eak;
}
}
o
while (repeat);
br eak;
}
}
br eak;

case EVENT_UNFORVATTED _SMS_PP_ENV:
/1 get the offset of the instruction in the TP-UD fiel d—effset
short TPUDOf fset = (short) (envHdlr.get TPUDLOf fset() + SERVER OPERATION);

/1 start the action requested by the server
switch (envHdl r. get Val ueByt e((short) TPUDOF fset) ) {
case 0x41 : // Update of a gsmfile
/! get the data fromthe recei ved SVMS
envHdl r. copyVal ue((short) TPUDX f set +1, buf fer, (short)0x0000, (short)0x0003);
/!l wite these data in the EFpuct
gsnFil e. sel ect (SI Wi ew. FI D_DF_GSM ;
gsnFi |l e. sel ect (SI Wi ew. FI D_EF_PUCT) ;
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gsnFi | e. updat eBi nary( (short) 0x0000, buf fer, (short)0x0000, (short)0x0003);
br eak;

case 0x36 : // change the MenuTitle for the Selectltem
envHdl r. copyVal ue((short) TPUDC fset +1, nmenuTitl e, (short)0x0000, (short)0x0006);

br eak;
br eak;
}
}
/**
* Method called by the JCRE, once sel ected
*/

public void process(APDU apdu) {
// Handl e the Select AlD apdu
if (selectingApplet()) return;

switch(apdu. getBuffer()[1]) {
/1 specific APDU for this applet to configure the MenuTitle from Sel ectltem
case (byte)MY_I NSTRUCTI ON:
i f (apdu. setlncom ngAndRecei ve() >(short)0) {
Util.arrayCopy(apdu. getBuffer(), (short)0x0005, nenuTitl e, (short)0x0000,
(short) 0x0006) ;

}
br eak;
defaul t:
| SOException.throw t (1 SO7816. SW | NS_NOT_SUPPORTED) ;
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9.2 Commands coding

Commands are coded as for the Remote File Management procedure, each command is coded as an APDU.

The messages for the Card Manager shall have a TAR value set to '000000' in hexadecimal.

9.2.1 Input Commands

The following table extends table 10 defined in 8.2.1.

Table 14: Applet Management input commands

Operational command
DELETE
SET STATUS
INSTALL
LOAD
PUT KEY

9.2.2 Output Commands

The following table extends table 11 defined in 8.2.2.

Table 15: Applet Management output commands

Operational command
GET STATUS
GET DATA

9.3 Response Packets

The behaviour of the SIM’s RE/RA with regard to PoR is the same as the one defined for Remote File Management (see
subclause 8.3).



