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1. Introduction
The procudure of solution #16 in TR 23.700-34 v18.0.0 is transposed to TS 23.433, by invoking the SEALDD data storage service.
2. Reason for Change
This contribution proposes to specify the SEALDD enabled data delivery between VAL servers, which has been described in solution #16 and concluded in key issue #5.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.433 v1.0.0.
* * * First Change * * * *

9.5
SEALDD enabled data storage

9.5.1
General

The following clauses specify procedures, information flows and APIs for SEALDD enabled data storage, the stored data can be queried by the creator or the other network functions for context or content transfer.

9.5.2
Procedure

9.5.2.1
Data storage creation 

Pre-conditions:

1.
The VAL server has discovered and selected the SEALDD server by CAPIF functions.

2.
The SEALDD client has discovered and selected the SEALDD server as specified in clause 9.4.3.
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Figure 9.5.2.1-1: Storage service creation

1.
The VAL client/server determines to use SEALDD storage service, which could store/host data on behalf of the VAL client/server. The consumer (e.g. SEALDD client, VAL server) send a Sdd_DataStorage_Creation request to the SEALDD server. The request includes the data to be stored and information associated with the data, such as access control policy, expiration time of the storage, etc. The consumer may also specify in the request the management or status information of the data storage that is required (e.g., information about how often the stored data is accessed or managed).

NOTE 1:
If the VAL client determines to use SEALDD storage service, the request is first sent to the SEALDD client hosted on the same UE, and then the SEALDD client send the Sdd_DataStorage_Creation request to the SEALDD server. 

NOTE 2:
The detailed request between VAL client and SEALDD client is out of scope of this release of this specification. 
2.
The SEALDD server checks for the authorization of the storage service creation request. If the request is successfully authorized, then the SEALDD server configures the storage service based on the request and stores the data at the storage server. If status information of the stored data is requested, the SEALDD server will start to monitor the status of the stored data, such as to track the accesses to the data for the data access status.

3.
The SEALDD server sends a response to the requesting consumer (e.g. SEALDD client, VAL server). The response indicates if the request is accepted and the identifier of the stored data (if applicable). Upon receiving the response, the requesting consumer may create a record for the stored data.

9.5.2.2
Data storage query

Pre-conditions:

1.
VAL client/server has stored data in SEALDD server.

2.
The consumer (e.g. SEALDD client/VAL server/other SEALDD server) requesting the stored data has got the identifier of the stored data (e.g. via application layer signalling or other mechanisms).
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Figure 9.5.2.2-1: Access to stored data in SEALDD server

1.
The consumer (e.g. SEALDD client/VAL server/other SEALDD server) sends a Sdd_DataStorage_Query request to the SEALDD server with the identifier of the stored data.

NOTE:
The consumer requesting for the stored data can be the data storage creator or other network functions.
2.
Upon receiving the request, the SEALDD server performs an authorization check to verify if the requested data (according to the data access control policy) can be accessed by the consumer. The SEALDD server will also check whether the stored data is expired.

3.
If the verification was successful, the SEALDD server responds with the requested data.

9.5.2.3
Data storage management

Pre-conditions:

1.
The SEALDD service is configured to track and maintain data storage access information (i.e. status information).

2.
A storage service creation request procedure from the consumer (e.g. SEALDD client, VAL server) to the SEALDD server has been performed. The request includes a subscription to data storage access information (i.e. status information).
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Figure 9.5.2.3-1: Storage management procedure

1.
Based on the received stored data status information, the requesting consumer (e.g. SEALDD client, VAL server) determines to perform a management operation, such as to update, refresh, or delete the stored data. The VAL client/server sends a Sdd_DataStorage_Management request to the SEALDD server to perform the determined management operation.
2.
The SEALDD server processes the storage management request. If the request is accepted, the SEALDD server performs the required management operation on the stored data.

NOTE:
Based on the data management or storage status information available in SEALDD server as per the procedure in clause 9.5.2.1, the SEALDD server may send a notification to the requester (e.g. SEALDD client, VAL server) with the collected management or storage status information.
3.
The SEALDD server sends a response to the requesting consumer (e.g. SEALDD client, VAL server) with the result of the management operation, which may include updated information of the stored data. 

9.5.2.4
Stored data transfer between VAL servers via SEALDD server
Pre-conditions:

1. The source VAL server already obtains the serving target SEALDD server of the target VAL server.

2. The source VAL server has stored data to the source SEALDD server and obtained the identifier of the stored data by invoking Sdd_DataStorage_Creation API in clause 9.5.2.1.
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Figure 9.5.2.4-1: Stored data transfer procedure between VAL servers
1.
The VAL server sends a SEALDD data storage delivery subscription request to its serving SEALDD server with the VAL server information, the VAL server address to receive the stored data delivery, and the data description.

2.
The SEALDD sever responds to the requested VAL server with the subscription result, if successful, the response includes the subscription ID, expiration time.
3.
The source VAL server determines to use the stored data transfer service provided by the serving SEALDD server. The source VAL server invokes a SEALDD data storage delivery request, the request includes the identifier of the stored data needed to be delivered, the target VAL server information and the target SEALDD server information.
4.
The source SEALDD server sends a SEALDD delivery connection establish request towards the target SEALDD server with the source SEALDD server information, the target VAL server information, and the supporting transport layer protocols for data delivery.
5.
The target SEALDD server responds to the source SEALDD server with the traffic descriptor of target SEALDD server (e.g. address/port, transport layer protocol). The target SEALDD server may allocate the storage for the target VAL server.
6.
Upon receving the traffic descriptor of target SEALDD server, the source SEALDD server sends the requested data corresponding to the identifier of the stored data to the target SEALDD server.
7.
The source SEALDD server responds to the source VAL server with the result of data delivery.
8.
The target SEALDD server sends the received data to the target VAL server via the notification message. Optionally, the target SEALDD server may only send the identifier of the received data to the target VAL server in the notification message, the target VAL server can obtain the stored data originated from the source VAL server, by invoking the Sdd_DataStorage_Query API to the target SEALDD server, as specified in clause 9.5.2.2.
9.5.3
Information flows

9.5.3.1
SEALDD data storage creation request

Table 9.5.3.1-1 describes the information flow from the requesting consumer (e.g., VAL server, SEALDD client) to the SEALDD server for requesting the data storage creation.

Table 9.5.3.1-1: SEALDD data storage creation request
	Information element
	Status
	Description

	Application data
	M
	The application data needed to be stored in the SEALDD server

	Access control policy
	O
	The control policy for the requested data access from other consumers (e.g. SEALDD client, VAL server, other SEALDD server)

	Storage expiration time 
	O
	The expiration time for the stored data

	Storage management or status information
	O
	Storage management or status information to be used by SEALDD server to monitor the stored data (e.g. Indications of how often the stored data is accessed or managed) for corresponding notifications.


9.5.3.2
SEALDD data storage creation response

Table 9.5.3.2-1 describes the information flow from the SEALDD server to the requesting consumer (e.g., VAL server, SEALDD client) for responding the data storage creation request.

Table 9.5.3.2-1: SEALDD data storage creation response
	Information element
	Status
	Description

	Result 
	M
	Success or failure.

	Identifier of the stored data
	O
	Identify of the stored data (e.g. URI, IP tuple)


9.5.3.3
SEALDD data storage query request

Table 9.5.3.3-1 describes the information flow from the requesting consumer (e.g., SEALDD client, VAL server, other SEALDD server) to the SEALDD server for requesting the data storage query.

Table 9.5.3.3-1: SEALDD data storage query request
	Information element
	Status
	Description

	Identifier of the stored data
	M
	Identify the stored data queried by the requesting consumer


9.5.3.4
SEALDD data storage query response

Table 9.5.3.4-1 describes the information flow from the SEALDD server to the requesting consumer (e.g., SEALDD client, VAL server, other SEALDD server) for responding the data storage query request.

Table 9.5.3.4-1: SEALDD data storage query response
	Information element
	Status
	Description

	Result 
	M
	Success or failure.

	The queried application data
	O
	The queried application data returned to the requesting consumer


9.5.3.5
SEALDD data storage management request

Table 9.5.3.5-1 describes the information flow from the requesting consumer (e.g., SEALDD client, VAL server) to the SEALDD server for requesting the data storage management.

Table 9.5.3.5-1: SEALDD data storage management request
	Information element
	Status
	Description

	Storae management operation
	M
	The operation (e.g. update, refersh, or delete) to managed the stored data


9.5.3.6
SEALDD data storage management response

Table 9.5.3.6-1 describes the information flow from the SEALDD server to the requesting consumer (e.g., VAL server, SEALDD client) for responding the data storage management request.

Table 9.5.3.6-1: SEALDD data storage management response
	Information element
	Status
	Description

	Result 
	M
	Success or failure.

	The updated information of stored data
	O
	The updated stored data after perform the storage management operation


9.5.3.7
SEALDD data storage delivery subscription request

Table 9.5.3.7-1 describes the information flow from the VAL server to the SEALDD server for data storage delivery subscription.

Table 9.5.3.7-1: SEALDD data storage delivery subscription request
	Information element
	Status
	Description

	VAL server information
	M
	Identify the requested VAL server to subscribe data delivery

	VAL server address
	M
	Address/port of the VAL server to receive the data delivery from the SEALDD server

	Data description
	O
	Identify the data being subscribed, e.g. URI, IP tuple


9.5.3.8
SEALDD data storage delivery subscription response

Table 9.5.3.8-1 describes the information flow from the SEALDD server to the VAL server for responding the data storage delivery subscription request.

Table 9.5.3.8-1: SEALDD data storage delivery subscription response
	Information element
	Status
	Description

	Result 
	M
	Success or failure.

	Subscription ID
	O
	Subscription identifier corresponding to the subscription.

	Expiration time
	O
	Indicates the expiration time of the subscription. 


9.5.3.9
SEALDD data storage delivery notification

Table 9.5.3.9-1 describes the information flow from the SEALDD server to the VAL server for notifying the received stored data.

Table 9.5.3.9-1: SEALDD data storage delivery notification
	Information element
	Status
	Description

	Subscription ID
	M
	Subscription identifier corresponding to the subscription.

	Stored data
	O
(See NOTE)
	The received data corresponding to the VAL server

	Identifier of the stored data
	O
(See NOTE)
	Identify of the received stored data in SEALDD server

	NOTE:
 At least one of these IEs shall be present in the message.


9.5.3.10
SEALDD data storage delivery request

Table 9.5.3.10-1 describes the information flow from the VAL server to the SEALDD server for requesting the data storage delivery.

Table 9.5.3.10-1: SEALDD data storage delivery request
	Information element
	Status
	Description

	Target VAL server information
	M
	Identify the target VAL server

	Target SEALDD server information
	O
	Identify the target SEALDD server

	Identifier of the stored data
	M
	Identify of the stored data needed to be delivered


9.5.3.11
SEALDD data storage delivery response

Table 9.5.3.11-1 describes the information flow from the SEALDD server to the VAL server for responding the data storage delivery request.

Table 9.5.3.11-1: SEALDD data storage delivery response
	Information element
	Status
	Description

	Result 
	M
	Success or failure.


9.5.3.12
SEALDD data storage delivery connection establishment request

Table 9.5.3.12-1 describes the information flow from the source SEALDD server to the target SEALDD server for establishing the connection between SEALDD servers.
Table 9.5.3.12-1: SEALDD data storage delivery connection establishment request
	Information element
	Status
	Description

	Source SEALDD server information
	M
	Identity of the source SEALDD server.

	Target VAL server information
	M
	Identity of the target VAL server.

	Supporting transport layer protocols
	O
	The supporting transport layer protocols for data delivery


9.5.3.13
SEALDD data storage delivery connection establishment response
Table 9.2.3.13-1 describes the information flow from the target SEALDD server to the source SEALDD server for responding to the data delivery connection establishment.

Table 9.2.3.13-1: SEALDD enabled regular transmission connection establishment response
	Information element
	Status
	Description

	Result 
	M
	Indicates the success or failure of establishing the SEALDD connection.

	SEALDD traffic descriptor
	O
	SEALDD traffic descriptor (e.g. address, port, transport layer protocol) of the target SEALDD server used to establish connection between SEALDD servers.


9.5.4
APIs

9.5.4.1
General

Table 9.5.4.1-1 illustrates the APIs exposed by SEALDD server for data storage.

Table 9.5.4.1-1: List of SEALDD server APIs for data storage
	API Name
	API Operations
	Operation Semantics
	Consumer(s)

	Sdd_ DataStorage_Creation
	Request
	Request/Response
	SEALDD client, VAL server

	Sdd_ DataStorage_Query
	Request
	Request/Response
	SEALDD client, VAL server, other SEALDD server

	Sdd_ DataStorage_Management
	Request
	Request/Response
	SEALDD client, VAL server

	Sdd_DataStorage_Delivery_Subscription
	Request
	Request/Response
	VAL server

	Sdd_DataStorage_Delivery_notification
	Notify
	Subscribe/notify
	VAL server

	Sdd_DataStorage_Delivery 
	Request
	Request/Response
	VAL server

	Sdd_DeliveryConnection_Establish
	Request
	Request/Response
	SEALDD server


9.5.4.2
Sdd_DataStorage_Creation Request operation

API operation name: Sdd_DataStorage_Creation Request

Description: The consumer requests for one time for data storage creation.

Inputs: See clause 9.5.3.1.
Outputs: See clause 9.5.3.2

See clause 9.5.2.1 for details of usage of this operation.

9.5.4.3
Sdd_DataStorage_Query Request operation

API operation name: Sdd_DataStorage_Query Request

Description: The consumer requests for one time for data storage query.

Inputs: See clause 9.5.3.3.
Outputs: See clause 9.5.3.4.

See clause 9.5.2.2 for details of usage of this operation.

9.5.4.4
Sdd_DataStorage_Management Request operation

API operation name: Sdd_DataStorage_Management Request

Description: The consumer requests for one time for data storage management.

Inputs: See clause 9.5.3.5.
Outputs: See clause 9.5.3.6.

See clause 9.5.2.3 for details of usage of this operation.
9.5.4.5
Sdd_DataStorage_ Delivery_Subscription Request operation

API operation name: Sdd_DataStorage_ Delivery_Subscription Request

Description: The consumer requests for one time for data storage delivery subscription.

Inputs: See clause 9.5.3.7.
Outputs: See clause 9.5.3.8.

See clause 9.5.2.4 for details of usage of this operation.
9.5.4.6
Sdd_DataStorage_ Delivery_Notification operation

API operation name: Sdd_DataStorage_ Delivery_Notification
Description: The consumer is notified with the received stored data from SEALDD server.

Inputs: See clause 9.5.3.9.
Outputs: None.
See clause 9.5.2.4 for details of usage of this operation.
9.5.4.7
Sdd_DataStorage_Delivery Request operation

API operation name: Sdd_DataStorage_Delivery Request

Description: The consumer requests for one time for data storage delivery.

Inputs: See clause 9.5.3.10.
Outputs: See clause 9.5.3.11.

See clause 9.5.2.4 for details of usage of this operation.
9.5.4.8
Sdd_DeliveryConnection_Establish Request operation

API operation name: Sdd_ DeliveryConnection_Establish Request

Description: The consumer requests for one time for delivery connection establishment.

Inputs: See clause 9.5.3.12.
Outputs: See clause 9.5.3.13.

See clause 9.5.2.4 for details of usage of this operation.
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