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Abstract: This paper offers three possible architectures for location information exchange between an LMR system and a 3GPP system. The three architectures are described and evaluated. A comparison table is provided, several observations are made and the conclusion section offers a recommendation for choice of the architecture.
1. Introduction
A critical element of public safety is situational awareness – the ability to know what is going on around you as you fight the fire or apprehend the suspect. A major portion of situational awareness is knowing the location of other first responders. LMR and 3GPP systems need to cooperate and interwork for not only voice and data, but also location. Some first responders may be using LMR-based equipment while others use 3GPP-based equipment. The first responder using 3GPP-based equipment has a practical need to know where other first responders are, even when the other first responders are using LMR-based equipment and vice-versa.
Not all LMR systems support the gathering of location information; nevertheless, the 3GPP MCX system must provide the ability to send and receive location information to and from LMR systems that have a location information capability.
3GPP must establish an architecture that supports the standardized exchange of location information in both directions between LMR systems and 3GPP systems.
2. Architecture candidates
There are three architecture candidates examined in this paper:
· Use the LMS-LMS interface between the 3GPP LMS and an LMR location function.
· Use the IWF-2 interface between the IWF and the MCData server to transparently exchange location requests and responses. Modify the MCData server to recognize SDS messages containing location requests/responses and proxy those requests/responses to the LMS.
· Allow the LMR system to create an application on the 3GPP UE that interacts with the LMR location function to send 3GPP location requests/responses to the LMR system. 
The following sections provide an architectural drawing for each of these options and a list of pros and cons for each.
2.1 Solution 1: Use the LMS-LMS interface
This solution introduces the IWF-4 reference pointer which will use the LMS-LMS interface messaging unchanged.
This solution views the LMR location function as a logical function within an LMR system. It can be viewed as either a capability of the IWF as shown in Figure 2.1-1 or as a separate function within the LMR system and external to the IWF as shown in Figure 2.1-2. Both views of this solution are logically equivalent, since 3GPP places no restrictions on the design of the LMR system. The IWF-4 interface is used for communicating location information bidirectionally between the LMR system and the 3GPP system.


Figure 2.1-1: Solution 1a - LMR location function considered a capability of the IWF



Figure 2.1-2: Solution 1b - LMR location function considered external to the IWF
The IWF‑4 reference point provides location information exchange between an LMR system and the MC system. IWF‑4 is based upon CSC‑22, as defined in 3GPP TS 23.280 [5].
2.1.1	Solution 1 Pros and Cons
The positive aspects of Solution 1 are:
-	The LMS-LMS interface is already defined and requires no additional SA6 work.
-	The LMS-LMS procedures support flow of location information in either direction between an LMR system and a 3GPP MC system.
-	A single point, the LMS, provides control and authorization of all requests to and from the LMR system.
-	Mapping of MC service IDs to LMR IDs will be able to take advantage of the IWF’s knowledge of those mappings. In the version in Figure 2.1-1, the mapping is implicit within the IWF. In the version in Figure 2.1-2, the mapping will occur within the LMR system using information available to the IWF but is left to the LMR system design.
-	The LMS treats the IWF/LMR location function as another LMS.
-	All gateway capabilities of the LMS-LMS interface apply.
The negative aspects of Solution 1 are:
-	Some requests across the LMS-LMS interface may receive negative responses due to inability of the LMR system to support them. Additional negative response codes may need to be used. The LMS would be affected.
-	An additional interface, including gateways, will need to be established for the IWF-4 interface.
2.2 Solution 2: Use the IWF-2 interface
At SA6#051-e in October, 2022, it was suggested that the IWF-2 interface, the interface provided between the IWF and the MCData server, be used. It was suggested that location requests and responses be transparently carried in SDS messages.
Extrapolation of this suggestion implies the architecture shown in Figure 2.2-1. Since the interface from the LMS to an MC server is already defined as CSC-15, that is reused.


Figure 2.2-1: Solution 2 - Location requests/responses passed over IWF-2
In Solution 2, modifications would be needed to the CSC-15 interface to identify requests and responses for location information to/from the LMR system as opposed to requests and responses that are to be handled by the MCData server. Since it is possible that the MCData server could be communicating with multiple IWFs, the identity of the particular IWF/LMR system would be needed to route requests and responses to/from a particular IWF.
A further consideration is how the requests and responses are to be encoded. If it is assumed that there is a single coding used between the LMS and the MCData server, then a translation from that coding to a coding to be used on the IWF-2 interface must be made. The suggestion in SA6#051-e was that the request/response would be encapsulated as an SDS message. Assuming that the MCData server would only use a single location request/response format on the IWF-2 interface, then the IWF will need to first recognize the received SDS as an encapsulation of a location request/response and then decode the request/response into a format usable within the LMR system. The recognition of the special SDS message will require some special identity to be assigned in both directions between the IWF and the MCData server. 
2.2.1	Solution 2 Pros and Cons
The positive aspects of Solution 2 are:
-	Encapsulation within an SDS over the IWF-2 interface is already used and can serve as a model for solution 2.
-	A single interface, IWF-2, can be used instead of adding another interface to the LMR system.
-	A single point, the LMS, provides control and authorization of all requests to and from the LMR system.
-	Mapping of MC service IDs to LMR IDs will be able to take advantage of the IWF’s knowledge of those mappings.
-	The gateway capabilities of the IWF-2 interface apply.
The negative aspects of Solution 2 are:
-	Some requests across the IWF-2 interface may receive negative responses due to inability of the LMR system to support them. Additional negative response codes may need to be used. The LMS would be affected.
-	Separate security evaluations will need to be applied to the use of IWF-2 to carry location information between the two systems.
-	The MCData server will need to be modified to recognize and handle SDS messages encapsulating location requests and responses and forwarding them between the IWF and the LMS.
-	The capabilities of the CSC-15 interface need to be examined to determine whether they can operate in a bi-directional mode between two servers, the LMS and the logical LMR location function. It must be determined whether the LMS can treat the IWF/LMR location function as another LMS using the procedures available on CSC-15.

2.3 Solution 3: Use an LMR application on the UE
A Solution 3 that has been mentioned offline would involve the use of a separate application placed on the MC UE to determine the UE’s location information and report it to the LMR location function directly.
The architecture shown in Figure 2.3-1 shows this solution.


Figure 2.3-1: Solution 3 – Separate LMR location app in the MC UE
In Solution 3 separate applications on the MC UE report the location of the MC UE to the LMR location function and to the LMS respectively. 
It is assumed that every MC UE that needs to report its location to the LMR system will have an LMR location app installed.
When the LMR location function needs to gather the location of an MC user, it will use its IP-based proprietary interface to the LMR location app on the MC UE in use by that MC user. How the LMR location function knows which MC UE is in use by the MC user is not defined.
When the LMS needs to gather the location of an LMR user, it will need to use the interface labelled in Figure 2.3-1 as “IWF-4 or IWF-2 or ???”. 
When an authorized MC user of an MC UE that has the LMR location app installed needs to obtain the location of one or more LMR users, it will use the proprietary interface to request that information of the LMR location function. If that same authorized MC user of an MC UE that has the LMR location app installed needs to obtain the location of one or more MC users, it will use the LMC-LMS interface to request that information of the LMS.
When an authorized MC user of an MC UE that does not have the LMR location app installed needs to obtain the location of one or more LMR users, it will use the LMS-LMC interface to request that information of the LMS. The LMS will use the interface labelled in Figure 2.3-1 as “IWF-4 or IWF-2 or ???” to obtain that information from the LMR location function.
When an authorized MC user needs to obtain the location of one or more MC users, it will use the LMS-LMC interface to request that information of the LMS.
2.3.1	Solution 3 Pros and Cons
The positive aspects of Solution 3 are:
-	Encapsulation within an SDS over the IWF-2 interface is already used and can serve as a model for the “IWF-4 or IWF-2 or ???” interface similar to Solution 2.
-	The LMS-LMS interface can be used over the IWF-4 interface as in Solution 1 for the “IWF-4 or IWF-2 or ???” interface between the LMR location function and the LMS without further modification of the 3GPP system.
-	Mapping of MC service IDs to LMR IDs will be able to take advantage of the IWF’s knowledge of those mappings.
-	The gateway capabilities of the IWF-2 or the IWF-4 interface will apply.
The negative aspects of Solution 3 are:
-	The ability to gateway the proprietary interface will be unknown and dependent on the vendor(s) of the proprietary interface(s) in use on the MC UE.
-	Regardless of the use of the proprietary interface between the LMR location function and the MC UE, the LMR function will still need to implement the IWF-4 interface, the IWF-2 interface with the modifications of Solution 2, or some other interface to support the exchange of location information with the LMS.
-	Some requests across the IWF-4 interface or the IWF-2 interface may receive negative responses due to inability of the LMR system to support them. Additional negative response codes may need to be used. The LMS would be affected.
-	Separate security evaluations will need to be applied to the use of IWF-2 to carry location information between the two systems if that choice is made.
-	While Solutions 1 and 2 provide a single point of authorization and control of the MC location information in the LMS, Solution 3 would have at least 2 points of authorization and control of the MC location information, the LMR location function and the LMS.
-	The possibility exists that the MC user may be associated with multiple LMR systems (e.g., for mutual aid situations) that each have a separate security domain and separate LMR location function. Since the proprietary interface could be different for the different LMR systems, it could require that multiple LMR location apps be installed on the MC UE. This fact also expands the number of points of authorization and control of the MC location information yielding increased security risks.
-	If the IWF-2 interface is used, the MCData server will need to be modified to recognize and handle SDS messages encapsulating location requests and responses and forwarding them between the IWF and the LMS.
-	If the IWF-2 interface is used, the capabilities of the CSC-15 interface need to be examined to determine whether they can operate in a bi-directional mode between two servers, the LMS and the logical LMR location function. It must be determined whether the LMS can treat the IWF/LMR location function as another LMS using the procedures available on CSC-15.
-	The interaction of the LMR location app(s) on the MC UE with the MC client functions will need to be studied, particularly for security issues.



3. Solution evaluation
The Pros indicated for each solution are summarized in Table 3-1 and the Cons indicated for each solution of summarized in Table 3-2.
Table 3-1: Pros for each solution
	Pros
	Solution 1
	Solution 2
	Solution 3

	LMS-LMS already defined
	+
	
	+1

	LMS-LMS supports bidirectional requests/responses
	+
	
	+1

	LMS is the single point for control and authorization
	+
	
	

	Mapping of MC service IDs to LMR IDs can take advantage of the IWF’s mapping knowledge
	+
	+
	+

	All gateway capabilities of the LMS-LMS interface apply
	+
	
	+1

	Existing methods for encapsulation in SDS over IWF-2 can be a model
	
	+
	+2

	No new interfaces to the LMR system are needed
	
	+
	

	All gateway capabilities of the IWF-2 interface apply
	
	+
	+2

	1 – if the IWF-4 interface is used in Solution 3.
2 – if the IWF-2 interface is used in Solution 3.



Table 3-2: Cons for each solution
	Cons
	Solution 1
	Solution 2
	Solution 3

	Negative responses for some LMS-LMS requests may require additional response codes.
	-
	
	-1

	The IWF-4 interface will require additional gateways.
	-
	
	-1

	Negative responses for some IWF-2 requests may require additional response codes and modifications to the MCData server.
	
	-
	-2

	MCData server will need to be modified to handle proxying location requests and responses between the IWF and the LMS.
	
	-
	-2

	CSC-15 needs to be examined to for support of ability of the LMS to treat the MCData server (that will be proxying to the IWF) as another LMS.
	
	-
	-2

	Gateways for the proprietary interface may be dependent on the vendor.
	
	
	-

	In spite of the proprietary interface, an interface between the LMR location function and the LMS will still be needed.
	
	
	-

	Security evaluations of the IWF-2 for carrying location information need to be made.
	
	-
	-2

	Multiple points of authorization and control
	
	
	-

	Association of an MC user with multiple LMR domains (e.g., in groups hosted on those domains) may require multiple LMR location apps from multiple LMR vendors. 
	
	
	-

	Association of an MC user with multiple LMR domains (e.g., in groups hosted on those domains) may create multiple points of control and authorization.
	
	
	-

	The use of one or more LMR location apps on the MC UE will raise security concerns about interactions with other MC client functions that must be studied and tested.
	
	
	-

	1 – if the IWF-4 interface is used in Solution 3.
2 – if the IWF-2 interface is used in Solution 3.



4. Observations
Observation 1:	All solutions will require the LMS to handle additional negative responses from the LMR system against the protocol used. 
Observation 2:	Beyond the additional negative responses that might be received over the LMS-LMS interface, no other development work is needed for Solution 1 in 3GPP.
Observation 3:	The use of the IWF-2 interface in Solutions 2 and 3 will require modifications to the MCData server.
Observation 4:	The use of Solution 3, while using the proprietary interface, will not remove the necessity of an interface such as IWF-4 or IWF-2.
Observation 5:	In Solution 3 the use of an LMR location app on the MC UE will raise security concerns that 3GPP cannot study and defend against.
5. Recommendation
It is recommended that SA6 agree on the use of Solution 1 for location information exchange between a 3GPP MC system and an LMR system. After the choice of Solution 1 is made, a secondary choice can be made between depicting the solution architecturally as Solution 1a or Solution 1b.
 During review at SA6#52-bis-e, all comments indicated a preference for Solution 1 and specifically indicated solution 1a.
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