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[bookmark: _Toc526019535][bookmark: _Toc98808160]* * *   First Change   * * *
[bookmark: references][bookmark: definitions][bookmark: _Toc62758533][bookmark: _Toc98808126][bookmark: _Toc478400630][bookmark: _Toc475064959][bookmark: _Toc464463365][bookmark: _Toc526019531][bookmark: _Toc478400633][bookmark: _Toc475064963][bookmark: _Toc464463369]7.4.1	General
This feature introduces the UAS application enablement services for supporting the selection and re-selection of C2 communication modes. In particular, the UAE layer provides support for the following operations:
-	Support the switch between the Network-Assisted C2 communication and Direct C2 communication (e.g. when the direct link becomes feasible/available, or when a UAV is moving towards BVLOS or has poor direct link conditions, etc.) as described in clause 7.4.2.4.
-	Support the switch between the Network-Assisted/Direct C2 communication and UTM-Nnavigated C2 communication (e.g. for air traffic control, the UAV is approaching a No Drone Zone, and detected potential security threats, etc.) as described in clause 7.4.2.5.
-	Support the selection of the communication mode between: utilizing more than one C2 communication links, and among applicable C2 communication links, selecting a mode as the primary one as described in clause 7.4.2.3.
-	Activation for the support of the above operations in the UAE Server in the UAE client is performed using procedure described respectively in clause 7.4.2.1 and clause 7.4.2.2.
Below, the different procedures for C2 communication mode selection and switching are described using UAE Client assisted and UAE Server controlled based mechanisms. Such functionality is supported by means of policies delivered to the UAV/UAV-C via the UAE layer and assisting the dynamic switching of C2 modes.
NOTE:	For direct C2 communication mode, usage of ProSe/PC5 is not considered in the present specification (e.g. direct wireless communication over a technology outside the scope of 3GPP is assumed).
[bookmark: _Toc62758534][bookmark: _Toc98808127][bookmark: _Toc57272538]7.4.2	Procedures
[bookmark: _Toc98808128]7.4.2.1	Management of C2 mode selection / switching capability
This procedure manages the C2 mode selection/switching capability at the UAE server, based on an application request from UAS application specific server (which can be the USS/UTM) to manage the C2 operation modes (direct, network-assisted) of C2 communication for a UAS.
Figure 7.4.2.1-1 illustrates the procedure where the UAE server receives an application request for managing the operation mode for C2 communications for a UAS.
Pre-condition:
-	The UAV has received its UAS ID from the UAS application specific server.


Figure 7.4.2.1-1: C2 operation mode management request / response
1.	The UAS application specific server sends to the UAE Server a C2 operation mode management request for managing the operation modes for the C2 communication for a UAS (consisting a UAV and a UAV-C) and to subscribe for UAE notifications.
2.	The UAE Server sends to the UAS application specific server a C2 operation mode management response with a positive or negative acknowledgement of the request, based on capability of UAE server to undertake this task.
3.	UAE server executes C2 communication modes configuration according to clause 7.4.2.2.
4.	After successful execution of C2 communication modes configuration, the UAE server notifies the UAS application specific server with a C2 operation mode management complete.
[bookmark: _Toc98808129]7.4.2.2	C2 communication modes configuration
This procedure enables the configuration of the UAE Client, based on an application request from UAS application specific server (which can be the USS/UTM) to manage the C2 operation modes (direct, network-assisted) of C2 communication for a UAS.
Figure 7.4.2.2-1 illustrates the C2 communication modes configuration procedure.
Pre-conditions:
1.	The UAS UEs are connected to 5GS and authenticated and authorized by UAS application specific server as specified in clause 5.2 of 3GPP TS 23.256 [4].
2.	UAE Server has established a UAE session with the respective UAE Clients as the UAE clients are successfully registered to the UAE server.
3.	UAE Server has performed the C2 mode switching/selection capability initiation as in clause 7.4.2.1.


Figure 7.4.2.2-1: C2 communication modes configuration
[bookmark: _Hlk67990784]1.	The UAE Server sends a C2 communication modes configuration request including the UAS identifier, allowed C2 communication modes (e.g., direct, network assisted, USS/UTM-N navigated), primary and optionally secondary C2 communication mode and policy for switching. In the case of removal of C2 communication mode configuration parameters from the UAV or UAV-C, then the request shall only include the UAS identifier.
2.	The UAE Client stores or removes the C2 communication mode configuration parameters as per the information received in step 1.
3.	The UAE Client sends a C2 communication modes configuration response to the UAE Server.
[bookmark: _Toc98808130][bookmark: _Hlk67991065]* * *   Next Change   * * *
[bookmark: _Toc98808131]7.4.2.4	UAE -layer assisted dynamic C2 mode switching
This procedure provides a mechanism for supporting dynamic switching between direct and network assisted C2 communications, which may be required while the UAV flight is ongoing, due to possible change of network conditions, expected location/mobility of the UAV, unpredictable events etc. 
Figure 7.4.2.4-1 illustrates the procedure where the UAE server supports the dynamic C2 mode switching for network-assisted C2 communications.
Pre-conditions:
1.	UAE Server has activated the dynamic C2 mode switching capability, as described in clause 7.4.2.1
2.	UAE Server has subscribed for using SEAL/LMS services and has configured the location event reporting, based on 3GPP TS 23.434 [5].
3.	UAE Client has selected a C2 communication mode as described in clause 7.4.2.3, and UAV and UAV-C are engaged in C2 communication.


Figure 7.4.2.4-1: UAE-assisted dynamic C2 mode switching
1.	The UAE Client detects a condition for switching C2 communication mode based on local conditions (e.g. using the C2 communication mode switching policy) or based on a command from the UAS application specific server (as described in clause 7.4.2.5). A C2-related trigger event report is sent from the UAE Client of the UAV and/or the UAV-C to the UAE Server, denoting a command from the UAS application specific server or an application QoS attribute change (experienced or expected) e.g. based on the experienced packet delay or packet loss for the Uu or direct link (e.g. packet loss greater than a pre-defined threshold).
2.	Additionally, the UAE Server receives a location report for the UAV/UAV-C by the SEAL's LM server. The report can be either periodical or event-based (e.g. UAV moving towards an area covered by a different cell or different operator), as specified in 3GPP TS 23.434 [5] SEAL's LM server procedures (UAE Server acting as a VAL server).
3.	The UAE Server determines the switching of the C2 mode from direct to network assisted or vice versa or to USS/UTM-N navigated. If the switching is from direct to network assisted or vice versa, this is done by calculating the relative actual or expected UAV-to-UAV-C location, as well as other factors like QoS fulfilment/unfulfilment, augmented location, mobility/speed, direction, topography, weather conditions.
4.	The UAE Server sends a C2 mode switching confirmation request to the UAS application specific server, which includes the UAS identifier as well as the cause for switching and the switching option (direct to network-assisted or network-assisted to direct or to USS/UTM-N navigated). The UAE Server sends this request to obtain confirmation from the UAS application specific server before proceeding with switching to USS/UTM-N navigated. This step is optional in the case of switching from direct to network assisted or vice versa.
5.	Conditional on Step 3, the UAE Server receives from the UAS application specific server a C2 mode switching confirmation response indicating a positive or negative result for the requested change.
6.	The UAE Server sends to the involved UAE Clients, a C2 operation mode switching message which provides an instruction to the UAV and UAV-C to switch to network-assisted mode or to direct mode or to USS/UTM-N navigated. The UAV and UAV-C start C2 communication using the indicated C2 communication mode (e.g., direct, network assisted, USS/UTM-N navigated).
7.	If an emergency switch of the C2 communication is deemed necessary by the UAE Client (e.g. sudden loss of the active C2 link), the UAE Client changes the link prior to the steps 1-6, which are skipped. The UAE Clients send a C2 operation mode switching performed message to the UAE Server to confirm the switching of the C2 communication mode.
[bookmark: _Toc98808132][bookmark: _Hlk67991316]7.4.2.5	UAS application specific server triggered C2 communication mode switching
[bookmark: _Hlk69763592]This procedure provides a mechanism for supporting dynamic switching between direct or network assisted C2 communications to USS/UTM-N navigated, initiated by the UAS application specific server (which can be the USS/UTM) after detecting a C2 switching condition which may be required while the UAV enters a no-fly zone. For example, the UAS application specific server needs to take over the control of UAV and fly it to safety (see 3GPP TS 22.125 [2] clause 4.2).
Figure 7.4.2.5-1 illustrates a UAS application specific server triggered C2 communication mode switching.
Pre-conditions:
1.	UAE Server has activated the dynamic C2 mode switching capability, as described in clause 7.4.2.1.
2.	UAE Client has selected a primary C2 communication mode as described in clause 7.4.2.3, and UAV and UAV-C are engaged in (e.g., direct or network assisted) C2 communication.


Figure 7.4.2.5-1: UAS application specific server triggered C2 communication mode switching
[bookmark: _Hlk67991343]1.	The UAS application specific client is instructed directly by a command from the UAS application specific server to switch to USS/UTM-N navigated mode.
NOTE:	This procedure between the UAS application specific server and the UAS application specific client is out of scope of the present document.
2.	The UAE Client initiates the procedure described in clause 7.4.2.4.
[bookmark: _Toc62758536][bookmark: _Toc98808133]7.4.3	Information flows
[bookmark: _Toc27954122][bookmark: _Toc59204114][bookmark: _Toc98808134]7.4.3.1	C2 operation mode management request
Table 7.4.3.1-1 describes the information flow C2 operation mode management request from the UAS application specific server to the UAE server.
Table 7.4.3.1-1: C2 operation mode management request
	Information element
	Status
	Description

	UASS ID
	M 
	Identity of the UAS application specific server which requests the C2 operation mode management. This ID can be the USS/UTM identifier, when the UAS application specific server is the USS/UTM.

	UAS ID
	M
	The identification of the UAS for which the C2 QoS management request applies. This could be in form of identifier for the UAS, e.g group ID; or collection of individual identifiers for the UAV and UAV-C, e.g. CAA level UAV ID, GPSI

	C2 operation mode management container (see NOTE 2)
	O
	The C2 operation mode management container consists of the requirements and policy for C2 operation mode management

	> C2 operation mode management requirement
	M
	Identification of the type of the C2 mode switching to be supported by the UAE server. This can be either from direct to network-assisted C2, or from network-assisted to direct C2 or to UTM-N navigated.

	> Allowed C2 communication modes
	M
	direct, network assisted, USS/UTM-N navigated

	> Primary C2 communication mode
	M
	Primary C2 communication mode (direct, network assisted)

	> Secondary C2 communication mode
	O
	Secondary C2 communication mode (direct, network assisted)

	> Policy of C2 switching
	M
	Parameters for C2 switching (see NOTE 1)
-	QoS thresholds on active link
-	QoS thresholds on target link

	> C2 service area
	O
	The area where the C2 operation mode management request applies. This can be geographical area, or topological area in which the capability is active.

	NOTE 1:	VoidA complete list of parameters for the QoS-policy of C2 switching is specified by stage 3.
NOTE 2:	If C2 operation mode management container IE is not included, it indicates removal of the C2 operation mode management related information.



[bookmark: _Toc59204115][bookmark: _Toc98808135]* * *   Next Change   * * *
[bookmark: _Toc98808138]7.4.3.5	C2 mode switching confirmation request
Table 7.4.3.5-1 describes the information flow C2 mode switching confirmation request from the UAE server to the UAS application specific server.
Table 7.4.3.5-1: C2 mode switching confirmation request
	Information element
	Status
	Description

	UAE server ID
	M
	The identifier of the UAE server which requests the C2 mode switching confirmation from USS/UTM

	UAS ID
	M
	The identification of the UAS. This could be in form of identifier for the UAS, e.g. group ID; or collection of individual identifiers for the UAV and UAV-C, e.g. CAA level UAV ID, GPSI.

	C2 operation mode switching type
	M
	The type of the C2 mode switching to be applied (direct to network-assisted, or network-assisted to direct, or to USS/UTM-N navigated).

	Switching cause
	O
	Cause information for initiating the switching (e.g. poor radio link quality)



[bookmark: _Toc98808139]* * *   Next Change   * * *
[bookmark: _Toc98808141]7.4.3.8	C2 communication modes configuration request
Table 7.4.3.8-1 describes the information flow C2 communication modes configuration request from the UAE server to the UAE client.
Table 7.4.3.8-1: C2 communication modes configuration request
	Information element
	Status
	Description

	UAS ID
	M
	The identification of the UAS for which the C2 QoS management request applies. This could be in form of identifier for the UAS, e.g. group ID; or collection of individual identifiers for the UAV and UAV-C, e.g. CAA level UAV ID, GPSI.

	C2 operation mode management configuration (see NOTE 2)
	O
	The C2 operation mode management configuration information to be configured at the UAS

	> C2 operation mode management requirement
	M
	Identification of the type of the C2 mode switching to be supported by the UAE server. This can be either from direct to network-assisted C2, or from network-assisted to direct C2 or to UTM-N navigated.

	> Allowed C2 communication modes
	M
	direct, network assisted, USS/UTM-N navigated

	> Primary C2 communication mode
	M
	Primary C2 communication mode (direct, network assisted)

	> Secondary C2 communication mode
	O
	Secondary C2 communication mode (direct, network assisted)

	> Policy of C2 switching
	M
	Parameters for C2 switching (see NOTE 1)
-	QoS thresholds on active link
-	QoS thresholds on target link

	[bookmark: _Hlk73013390][bookmark: _Hlk72848604][bookmark: _Hlk72847774]NOTE 1:	VoidA complete list of parameters for the QoS-policy of C2 switching is specified by stage 3.
NOTE 2:	If C2 operation mode management configuration IE is not included, it indicates removal of the C2 operation mode management configuration at the UAS ID.



[bookmark: _Toc98808142]* * *   Next Change   * * *
[bookmark: _Toc536270714][bookmark: _Toc536271021][bookmark: _Toc9812498][bookmark: _Toc9812742][bookmark: _Toc67934659][bookmark: _Toc98808163]8.2.1	General
Table 8.2.1-1 illustrates the UAE server APIs.
Table 8.2.1-1: List of UAE server APIs
	API Name
	API Operations
	Known Consumer(s)
	Communication Type

	UAE_C2OperationModeManagement API
	Manage_C2OperationMode
	UAS application specific server
	Request/ Response

	
	Notify_SelectedC2Mode (NOTE)
	UAS application specific server
	Subscribe/notify

	
	Notify_C2ModeSwitching (NOTE)
	UAS application specific server
	Subscribe/notify

	
	Notify_C2OperationModeManagementComplete (NOTE)
	UAS application specific server
	Subscribe/notify

	UAE_RealtimeUAVStatus API
	Subscribe_RealtimeUAVStatus
	UAS application specific server
	Subscribe/notify

	
	Unsubscribe_RealtimeUAVStatus
	UAS application specific server
	Subscribe/notify

	
	Notify_RealtimeUAVStatus
	UAS application specific server
	Subscribe/notify

	NOTE:	The subscribe operation for Notify_C2OperationModeManagementComplete, Notify_SelectedC2Mode and Notify_C2ModeSwitching is part of ManageConfigure_C2OperationMode



* * *   End of Change   * * *
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