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1. Introduction
This contribution proposes a new key issue on granularity of authorization scope.
2. Reason for Change
It is unclear what is allowed to the API invoker after the authorization and this needs to be clarified in SA6.
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.5.0.
* * * First Change * * * *
4.X
Key Issue #X: Granularity of authorization scope
4.X.1
Description

The CAPIF will allow API invoker(s) to invoke certain API(s) based on the authorization from the resource owner. This authorization information should contain "scope," which defines the resources accessible by the API invoker(s). Currently, how to define the scope in SNAAPP is not specified.

Considering the use case described in Annex A.1, ideally the API invoker may change the QoS of the resource owner only for a particular game. However, if the scope indicates that "the game provider's server may change the QoS of the resource owner," the game provider's server may send request to change the QoS for other applications (e.g., voice call), and the CAPIF, which decides whether to permit the API invocation based on the resource owner's authorization information, can allow such a QoS change. Whether such a case is tolerated and how much granularity of the authorization scope is sufficient in SNAAPP needs to be studied in this document.
NOTE:
The security aspects of this key issue will be studied in SA3.
Open issues:

1)
How and in what granularity the scope of the authorization from the resource owner is defined.
* * * Next Change * * * *

Annex A (informative):
Use case examples

A.1
AF-originated API invocation (Gaming)

A.1.1
General

This use case is an example of AF-originated API invocation with a gaming application. In this use case, the end user (also a subscriber of the MNO) allows the AF (game provider's server) to invoke the QoS API (offered by MNO) to modify the QoS of the end user.

A.1.2
Pre-conditions

An end user (also a subscriber of the MNO) is playing a time-sensitive game using a game client application on the end user’s UE communicating with a game provider's server. The end user wants to have a high-quality and low-latency communication for better service experience, so the game server (AF or API invoker) tries to invoke the QoS API provided by the 5GC of the MNO to change the end user's QoS according to the request from the game client application on the end user's UE. Changing the QoS may affect the charging rate to the end user, so the game server needs to get authorized to invoke the API by the end user.

A.1.3
Service flows

1.
The game server triggers an authorization procedure of the QoS API provider where the MNO subscriber (end user) is asked to confirm whether the game server can invoke QoS API with extra charge. 

2.
The MNO subscriber (end user) authorizes the game server to apply the QoS change with extra charge. 

A.1.4
Post-conditions

After receiving this authorization as per the authorization procedure, the game server can invoke the QoS API to influence the QoS of the end user who authorized the game server, only when the end user is playing the game provided by the game server. The game server cannot change the QoS for other end users or for other applications (e.g., voice call).
NOTE:
This is an example of real-time or near real-time request of authorization, but the game server may also use the authorization information given by the MNO subscriber in the past authorization procedure.

