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1
Decision/action requested
The group is requested to discuss and approve the pCR below.
2
References

[1]

TR 28.830 “Fault Supervision Evolution”

3
Rationale

The definition of terms used in the alarm management solution is missing.
4
Detailed proposal

The following changes are proposed for TR 28.830 [1].

	Begin of modifications


5.1.2
Potential solutions

TS 28.532, clause 11.2 should provide all necessary definitions. This clause provides an (non exhaustive) overview on available definitions.
Event
SA5 IRP: Network occurrence which has significance for the management of an NE. Events do not have state.

Discussion: The SA5 IRP definition restricts events to occurrences in the network. According to this definition, occurrences in the management system, such as a threshold crossing, are no events. This is not considered as appropriate and does not reflect the reality anymore, for example SA5 has defined an event notification for a threshold crossing event in TS 28.532. It is proposed to remove the restriction that events are only orrucences in the network, and to generalize the definition of an event to any occurrence anywhere
Proposed new definition: 
Event: Anything that occurs, for example a configuration change, a threshold crossing, an error or a failure. Events do not have states.
Event notification
SA5 IRP: Notification used to inform the recipient about the occurrence of an event.
Note TS 28.532 specifies the "notifyEvent" notification, whose definition is: "This notification notifies the MnS consumer, who has a subscription receiving this type of notification, that certain network events have occurred with potential service impact, for example, system restart and system redundancy shift (backup)."

Discussion: The current SA5 IRP definition does not make clear that an event notification is some specific kind of notification, and that there are other kinds.
Proposed new definition: 
Event notification: A kind of notification used to inform the recipient about the occurrence of an event.
Error
ITU-T X.733: A deviation of a system from normal operation.

Merriam-Webster: A deficiency or imperfection in structure or function.

RFC 8632: Term not used, or definition not provided.

SA5 IRP: Term not used, or definition not provided.
https://automotive.wiki/: Discrepancy between a computed, observed or measured value or condition and the true, specified, or theoretically correct value or condition. An error can arise as a result of unforeseen operating conditions or due to a fault within the system, subsystem or component being considered. A fault can manifest itself as an error within the considered element and, at the end of its latency, the error can cause a failure. As errors are faults that have been activated and propagated, a single error can (theoretically) have many possible root causes, i.e., faults. In German: Fehler. Fault -> Error -> Failure
Discussion: It is proposed to introduce this term and definition. The current SA5 taxonomy does not allow to distinguish between "small problems" without impact on the provided function or service, and "big problems" with impact on the provided function or service. The term error designates a "small problem".
Proposed new definition:
Editor's note: The following definition reflects the current state of the discussion but is not agreed yet and may be modified.
Error: A deviation of the actual system state from the correct system state. An error may or may not lead to a service failure. An error is a special kind of event.
Failure
Merriam-Webster: A state of inability to perform a normal function.

https://automotive.wiki/: Termination of the ability of an element or an item to perform a function as required. Termination is a reduction in, or loss of, ability of an element or an item to perform a function as required. There is a difference between “to perform a function as required” (stronger definition, use-oriented) and ”to perform a function as specified”, so a failure can result from an incorrect specification. In German: Fehlverhalten. Fault -> Error -> Failure
Discussion: It is proposed to introduce this term and definition. The term failure designates a "big problem", see discussion for the term error.
Proposed new definition:
Editor's note: The following definition reflects the current state of the discussion but is not agreed yet and may be modified.

Failure: A state of inability to deliver the correct service. A service failure may be the result of an error, or because the system function deviates from the service specification. A service failure is a special kind of event.
Fault
ITU-T X.733: The physical or algorithmic cause of a malfunction. Faults manifest themselves as errors.

Merriam-Webster: A physical or intellectual imperfection or impairment.

RFC 8632: A fault is the underlying cause of an undesired behavior. There is no trivial one-to-one mapping between faults and alarms. One fault may result in several alarms in case the system lacks root-cause and correlation capabilities. An alarm might not have an underlying fault as a cause. For example, imagine a bad Mean Opinion Score (MOS) alarm from a Voice over IP (VOIP) probe and the cause being non-optimal QoS configuration.

SA5 IRP: A deviation of a system from normal operation, which may result in the loss of operational capabilities of the element or the loss of redundancy in case of a redundant configuration. 
https://automotive.wiki/: Abnormal condition (or defect) that can cause an element or an item to fail. Note that according to ISO/IEC/IEEE 24765 a Fault is a "A manifestation of an error in software.", which would be a failure in the definition of this wiki. In German: Fehlerursache. Fault -> Error -> Failure
Discussion: The SA5 definition for fault is fuzzier than the other definitions. The other definitions distinguish clearly between the real reason or underlying cause (which they call fault) for a malfunction and the malfunction itself (which they call error or failure depending on if there is service impact or not).. It is proposed to sharpen the SA5 definition of fault to clarify the difference between fault, error and failure.
Proposed new definition:
Editor's note: The following definition reflects the current state of the discussion but is not agreed yet and may be modified.

Fault: The (hypothesized or adjudged) cause for an error or a failure.


Alarm
ITU-T X.733: A notification, of the form defined by this function, of a specific event. An alarm may or may not represent an error.

Merriam-Webster: A signal (such as a loud noise or flashing light) that warns or alerts.

RFC 8632: An alarm signifies an undesirable state in a resource that requires corrective action.

SA5 IRP: An alarm signifies an undesired condition of a resource (e.g. network element, link) for which an operator action is required. It emphasizes a key requirement that operators (above Itf-N) should not be informed about an undesired condition unless it requires operator action. Use of this emphasis does not exclude this case: In certain context, it is not possible for alarm reporters (below Itf-N) to know whether a particular undesired condition requires operator action or not. In such context, the NM may receive alarms that do not require operator action.

Discussion: Common to all definitions is that an alarm requires operator attention. Except for that there are differences in the definitions. ITU-T X.733 and Merriam-Webster state that an alarm is something that brings some event to the operator attention. RFC 8632 and SA5 IRP state that an alarm signifies an undesired condition. This does not distinguish between
· the "thing" itself

· the information describing the "thing"

· and the means to report the "thing".
Proposed new definition:

Editor's note: The following definition reflects the current state of the discussion but is not agreed yet and may be modified.

Alarm information: Information item that contains information about an incorrect system state or a potentially future incorrect system state. An alarm information item is created only when operator attention or operator action is required.

Alarm notification: A notification reporting the creation, update or deletion of an alarm information item.

Alarm: Referring to alarm information or an alarm notification depending on the context.


Alarm correlation
RFC 8632: Dependencies between alarms; several alarms can be grouped as relating to each other, for example, a streaming media alarm relating to a high-jitter alarm.

Discussion: SA5 uses the term but does not define it. It is proposed to add a definition for the term.
Proposed new definition:
Editor's note: The following definition reflects the current state of the discussion but is not agreed yet and may be modified.

Alarm correlation: The act of identifying relations (correlations) between alarm information items.
Root cause analysis
RFC 8632: An alarm can indicate candidate root-cause resources, for example, a database issue alarm referring to a full-disk partition.

SA5 IRP: Root Cause Analysis is a process that can determine and identify the network condition (e.g. fault, mis configuration) causing the alarms.

Discussion: The SA5 definition is not compliant to what is done in the Fault MnS. The Fault MnS definition clearly refers to alarms as the result of the root cause analysis and not to network conditions, that may not always be alarms. Furthermore, the term "network conditions" is a term not defined. A new definition should use only terms that are clearly defined.
Proposed new definition:

Editor's note: The following definition reflects the current state of the discussion but is not agreed yet and may be modified.
Root cause analysis: The act of identifying the fault, if any, leading to multiple errors or service failures. In case the root cause analysis works only on errors of failures that raised alarms, the act of identifying the alarm related to the fault causing also other alarms.

5.1.3
Conclusion - Impact on normative work


The following diagram shall be added to TS 28.532.
****** BEGIN *********************************************************************************
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****** END ***********************************************************************************
The following definitions shall be added to TS 28.532.
****** BEGIN *********************************************************************************

Definitions

Event: Anything that occurs, for example a configuration change, a threshold crossing, an error or a failure. Events do not have state.
Event notification: A kind of notification used to inform the recipient about the occurrence of an event.
****** END ***********************************************************************************
	End of modifications


