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1
Decision/action requested

The group is asked to discuss and approve the proposal..
2
References

 [1]
3GPP TR 28.817: "Management and orchestration; Study on access control for management service"
3
Rationale

As Editor’s notes of clause 6 in this study report: the potential requirements derived from different use cases could be overlapped with each other, this pCR is to remove duplicated requirements. In addition, the pCR reorganize the potential requirements based on different categories for easier reading, and renumber the requirement id accordingly. 
4
Detailed proposal

	Start of 1st Change


6
Potential requirements for access control for management service


6.1
Potential requirements related to identification
· REQ-MNSAC-01 The 3GPP management system may have the capability to identify a MnS producer

· REQ-MNSAC-02 The 3GPP management system may have the capability to identify an internal MnS consumer in same or different management domain.
Note: internal MnS consumer is a digital tool owned by the operator who provides the 3GPP management system and network

· REQ-MNSAC-xx The 3GPP management system may have the capability to identify the management domain of a MnS consumer
· REQ-MNSAC-03 void

· REQ-MNSAC-04 The 3GPP management system may have the capability to identify an internal/external user who access MnS through an internal MnS consumer

Note 1: For example, external user may be administrator of the operator’s customer. 
Note 2: For example, internal user may be administrator of the operator

Note 3: For example, internal MnS consumer may be a digital portal
· REQ-MNSAC-10 The 3GPP management system may have the capability to support provisioning more users/accounts with different privileges in 3GPP management system by authorized internal/external users

· REQ-MNSAC-11 void
· REQ-MNSAC-12 The 3GPP management system may have the capability to identify an external MnS consumer 

· REQ-MNSAC-18 void
· REQ-MNSAC-19 void
· REQ-MNSAC-23 void
· REQ-MNSAC-24 void
6.2
Potential requirements related to authentication
· REQ-MNSAC-05 The 3GPP management system may have the capability to support mutual authentication between MnS producer and internal MnS consumer in same or different management domain.
· REQ-MNSAC-13 The 3GPP management system may have the capability to support mutual authentication between MnS producer and external MnS consumer

· REQ-MNSAC-14 The 3GPP management system may have the capability to support multi-factor authentication of an external MnS consumer

· REQ-MNSAC-20 void
· REQ-MNSAC-25 void
· REQ-MNSAC-26 void
6.3
Potential requirements related to authorization
· REQ-MNSAC-06 The 3GPP management system may have the capability to support authorization of an internal user of the 3GPP management system of the operator based on operator’s policies

· REQ-MNSAC-07 The 3GPP management system may have the capability to support authorization of an external user of the 3GPP management system of the operator based on operator’s policies and SLA between the operator and the customer the external user represented

· REQ-MNSAC-15 The 3GPP management system may have the capability to support adaptive authorization of an external MnS consumer based on operator’s policies, SLA between the operator and the customer the MnS consumer represented, and security context of the external MnS consumer

· REQ-MNSAC-21 The 3GPP management system may have the capability to support authorization of a MnS consumer in same or different management domain based on operator’s policies (which may be standardized).

· REQ-MNSAC-27 The 3GPP management system may have the capability to support authorization of a MnS consumer in another management domain based on standards and operator’s policies if both consumer and producer belong to same operator

· REQ-MNSAC-28 The 3GPP management system may have the capability to support authorization of a MnS consumer in another management domain based on standards, operator’s policies and agreements between operators if  the consumer and producer belong to different operators

· REQ-MNSAC-29 The 3GPP management system may have the capability to support management domain of management consumer or management producer to assign different privileges to different management entities/functions in the management domain of management consumer

· REQ-MNSAC-35 The 3GPP management system may have the capability to support operator to configure access permissions for a MnS consumer based on MnS Component Type A/operations

Note: e.g. In case of provisioning a MOI, expose only getMOIAttributes operation to the MnS consumer instead of all operations.

· REQ-MNSAC-36 The 3GPP management system may have the capability to support operator to configure access permissions for a MnS consumer based on MnS Component Type B/managed object

Note: e.g. expose some MOIs to the MnS consumer but hide others, or expose some attributes of a MOI to the MnS consumer but hide other attributes 

· REQ-MNSAC-37 The 3GPP management system may have the capability to support operator to configure access permissions for a MnS consumer based on MnS Component Type C/managed data

Note: e.g. expose critical alarms of a MOI to the MnS consumer but hide all other alarms and performance data of the MOI.

· REQ-MNSAC-38 The 3GPP management system may have the capability to support operator to configure access permissions for a MnS consumer based on any combination of MnS Component Type A, B, and optional MnS Component Type C as well.

6.4
Potential requirements related to audit
· REQ-MNSAC-08 The 3GPP management system may have the capability to support tracking activities of an internal MnS consumer

· REQ-MNSAC-09 The 3GPP management system may have the capability to support tracking activities of an internal/external user of the 3GPP management system

· 
· 
· 
· 
· 
· 
· REQ-MNSAC-16 The 3GPP management system may have the capability to support tracking activities of an external MnS consumer

· REQ-MNSAC-17 The 3GPP management system may have the capability to support tracking activities of an internal/external user of the 3GPP management system

· 
· 
· 
· 

· REQ-MNSAC-22 The 3GPP management system may have the capability to support tracking activities of a MnS consumer in same management domain

· 
· 
· 
· 
· 
· 
· 
· REQ-MNSAC-30 The 3GPP management system may have the capability to support tracking activities of a MnS consumer in another management domain

6.5
Potential requirements related to trust relationship of MnS producer and consumer
Editor's Note: Feasibility study and solution for the requirements in this clause will not be covered in Rel17. Exclusion of these requirements will be reflected in conclusion.
· REQ-MNSAC-31 The 3GPP management system may have the capability to support evaluating trust relationship (or trust level) between MnS producer and consumer.

· REQ-MNSAC-32 The 3GPP management system may have the capability to support creating trust model for MnS producer and consumer based on trust relationship between MnS producer and consumer.

· REQ-MNSAC-33 The 3GPP management system may have the capability to support defining access control polices for interaction between MnS producer and consumer based on trust model for the MnS producer and consumer.

Note: e.g. access control policies could be multi-factor authentication, access allowed in specific time or for specific duration, access allowed in specific region, etc.

· REQ-MNSAC-34 The 3GPP management system may have the capability to support reevaluating trust relationship (or trust level) between MnS producer and consumer based on changes of either MnS consumer or producer, and update trust mode and corresponding access control polices accordingly.

· 

· 

· 

· 
6.6
Potential requirements related to centralized AAA system integration
Editor's Note: Feasibility study and solution for the requirements in this clause will not be covered in Rel17. Exclusion of these requirements will be reflected in conclusion.
· REQ-MNSAC-39 The 5G network management system may have the capability to support integration with centralized AAA system automatically based on standardize interface

· REQ-MNSAC-40 The 5G network management system may have the capability to support synchronization of security policies between 5G network management system and centralized AAA system automatically.

Note: e.g. security policy could be password length, character, aging/rotation policy, multi-factor authentication policy, etc.

· REQ-MNSAC-41 The 5G network management system may have the capability to support synchronization of identities between 5G network management system and centralized AAA system automatically.

Note: identity is used to identify a human user (e.g. administrator of the operator) or machine consumer (e.g. a MnF or other application which access a MnS) of 5G network management system , etc.

· REQ-MNSAC-42 The 5G network management system may have the capability to support centralized role management by distributed fine grain authorization management together with centralized AAA system.

· REQ-MNSAC-43 The 5G network management system may have the capability to support synchronization of roles between 5G network management system and centralized AAA system automatically.

Note: role is assigned to an identity or a group of identities to perform specific task, e.g. the role could be security/network administrator of an operator, a manager of an operator, etc.

· REQ-MNSAC-44 The 5G network management system may have the capability to support single sign on provided by centralized AAA system for user of the system.

· REQ-MNSAC-45 The 5G network management system may have the capability to support centralized security log management and audit/accountability together with centralized AAA system.
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