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1
Decision/action requested

The group is asked to discuss and approve the proposals.
2
References

None
3
Rationale
This contribution provides the solution for the use case – MnS is accessed by an external consumer of the 3GPP management system. 
4
Detailed proposal

	1st modified section


7.x Access Authorizationfor consumer of accessing the MnS.

Serval type of consumer can access management capabilities provided by the management domain. First category of the consumers are the one which are inside the operator domain but not part of management domain (section 5.4) e.g network function in 5GC domain. Second category of the consumers are the one which are outside the operator domain e.g application function deployed at the public cloud managed and provided by a 3rd party or external service provider. Last category of the consumers are the one which are inside the management domain (section 5.3) e.g EMS, NMS.
In this solution an AccessAuthorizationControl IOC is proposed which will control the access of the available management capabilities towards the consumers. Consumer may not be provided with the full set of management capabilities. Instead, they will only be authorized to consume an apart of management capabilities as per the polices in place with in operator domain. 

The following figure shows the procedure of access authorization control for a consumer accessing the MnS.
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X. 

1. Based on the registration and operator policy the MnS Consumer, acting on behalf of consumer, will create authorization for the particular tenant in the 3GPP Management system. For this MnS Consumer will send createMOI request to Authorization MnS producer in order to create an instance of AccessAuthorizationControl IOC .
2. The instance of AccessAuthorizationControl IOC will be created dictating the detailed authorization for the consumer, identified by the consumer-ID provide in the request. The following table shows the hierarchical attributes which can be used to form the AccessAuthorizationControl IOC:

	Attributes
	Support
	Cardinality
	Description

	consumerExposure
	M
	1…*
	The authorized capabilities for a particular consumer

	
	consumer ID
	M
	1
	The identification of the consumer provided at the time of registration with BSS

	
	
	
	
	

	
	
	authorizedMnS
	M
	1…*
	List of management services and its capabilities the consumer is authorized to access.

	
	
	
	MnS Type, Label, Version
	O
	0…1
	Type of MnS (PROVISIONING, FAULT_SUPERVISION, PERFORMANCE_ASSURANCE), Label: human readable description, Version: version of the MnS

	
	
	
	allowedComponentA
	M
	1…*
	The list of operation of the MnS, consumer is authorized to access. This will be the {MnSRoot} in case of OpenAPI implementations

	
	
	
	allowedComponentB
	M
	1…*
	The list of IOC the consumer can access. 

	
	
	
	
	uri
	M
	1
	The URI of the NRM fragment (IOC)

	
	
	
	
	allowedAttr
	M
	0…N
	The list of attributes permission present in the IOC

	
	
	
	
	
	attName
	M
	1
	Attribute name present in the IOC

	
	
	
	
	
	attPermission
	M
	1
	The type of permission (Readonly, Writeable)

	
	
	
	allowedComponentC
	CM
	0…1
	The list of performance measurement and the KPI, the consumer is authorized to collect.

	
	
	
	
	allowedMeasurement 
	M
	1..*
	List of authorized measurements

	
	
	
	
	
	managedEntity
	M
	1
	Managed entity producing the measurement

	
	
	
	
	
	perfMeasurement
	M
	1
	Measurement the consumer is authorized to collect.

	
	
	
	
	allowedKPI 
	M
	1..*
	List of authorized KPI

	
	
	
	
	allowedAlarmInfo
	O
	1…*
	List of alarm info the consumer is authorized to receive

	
	
	
	
	
	managedEntityAlarmInfo
	M
	1
	Alarm info

	
	
	
	allowedNotifications
	M
	1…*
	The url of the notification which consumer is authorized to subscribe for.


3. The successful response of createMOI is sent to MnS consumer.
4. Later, when consumer tries to access any management service provided by the 3GPP Management system, it will send an appropriate request with the tenant-ID assigned to it. Here, MnS consumer will send allocateNSI request to NSI provisioning MnS producer.
5. The producer will request the exposure governance from EGMF. EGMF is a management function responsible for creating the exposure governance regulation per consumer. This logic will be consulted by every MnS producer before it accept the request from the tenant. getMOIAttribtes request will be used for this purpose.

6. The EGMF will send the required information.

7. The NSI provisioning MnS producer will check the exposure governance regulation.

8. If the tenant is authorised, the NSI provisioning MnS producer will allocate the NSI as per the procedures defined in 3GPP TS 28.531.

9. If the tenant is not-authorized to allocate an NSI, the un-successful response for allocateNSI will be sent to the MnS consumer.
	End of modified section
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