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1
Decision/action requested

The group is asked to discuss and approve the proposal..
2
References

 [1]
3GPP TR 28.817: "Management and orchestration; Study on access control for management service"
3
Rationale

This pCR is to clarify some concepts related to access control for management service
4
Detailed proposal

	Start of 1st Change


4.2
Concept

4.2.1 access control
Access control in 3GPP management system represents the set of features and procedures that allow controlling how management service consumer and management service producer communicate and interact with each other, hence protect the 3GPP management system and managed services as well as resources from unauthorized access.

Access control component(s) could determine the level of authorization of a consumer after an authentication procedure has successfully completed. In addition, access control component(s) could track the access activities of a consumer to enforce accountability for the consumer’s actions.
4.2.2 authentication

Authentication in 3GPP management system represents the set of securityfeatures and procedures that allow proving a management service consumer or producer is what it claims to be, based on its identity and one or more of the three factors: something a consumer/producer knows (e.g. password), something a consumer/producer has (e.g. ID badge, cryptographic key/token), something a consumer/producer is (e.g. fingerprint or other biometric data),
4.2.3 authorization

Authorization in 3GPP management system represents the set of features and procedures that ensuring an authenticated management service consumer has the corresponding access rights to services/resources related to location, time and reasons.
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