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1
Decision/action requested

For discussion and approval
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3
Rationale

This pCR provides overview of access control for management service
4
Detailed proposal

	Start of Change


4
Concepts and overview

4.1
Overview

Service based architecture of 3GPP management system enables a management service (MnS) consumer to access and utilize capabilities of a MnS producer to provision or monitor logical networks, services or resources allocated to the consumer. 3GPP management system is built on multiple management domains (see[x]). There’re interactions between external entities and the 3GPP management system, between management functions (MnFs) of different management domains, or between MnFs in the same management domain. 
Without access control for management services/interface, an attacker may gain access to capabilities of the 3GPP management system to exhaust the network resources and potentially bring down the networks and services. Attackers may also modify the configuration of other customers’ networks and resources to fail their SLA. In addition, attackers could intercept management data of other customers and infer the competitor’s business secrete and damage reputation of the management service provider. Therefore, access control for protecting MnSs provided by 3GPP management system is essential for service and network management and orchestration, especially in commercial environment where the network resource and management capabilities are shared by multiple consumers/tenants.
This study will investigate use cases related access control for the 3GPP management system, raise potential capability requirement for 3GPP management system and propose solutions to solve the issues. Access from external machine entities, between machine entities of same or different management domains, as well as from machine entities on behalf of human users will be considered in this study.
