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	1st  Change


[bookmark: _Toc365523997][bookmark: _Toc365523998][bookmark: OLE_LINK6]5.1	High-level plug-and-connect
Editor’s Note: the term  “RAN NE” and “MnF” used in the following procedures may need to be updated based on the further discussion.
The high level procedure for "multi-vendor plug-and connect" for RAN NE is described next and illustrated in figure 5.1-1. Examples of RAN NE are:
· eNB
· gNB in non-split scenario and gNB-DU in split scenario
Operators may deploy their management infrastructure in different ways. The following options are possible:
-	One or multiple EMs MnFs for each vendor (e.g. an Initial MnFEM and zero or more Serving MnFsEMs);
-	One or more SeGW (e.g. one SeGW for OAM and one or more for each CN, and/or one SeGW per vendor);
-	Zero or more IP Autoconfiguration services in the Secure Operator Network;
-	Zero or more DNS servers in the Secure Operator Network;
-	One or more IP Autoconfiguration services in the External Network / non-Secure Operator Network;
-	Zero or more DNS servers in the External Network / non-Secure Operator Network;
-	One or more CA/RA (e.g. one per vendor).
Examples of MnF are:
· EM
The procedure described in this clause applies to all deployment options listed above.
The procedure begins when the RAN NEeNB is powered up and ends when all mandatory steps in this procedure are completed or when an exception occurs.
The pre-conditions for this procedure are:
-	The RAN NEeNB is physically installed;
-	IP connectivity exists between involved telecom resources (functional elements listed in clause 4.2);
-	The involved telecom resources (functional elements listed in clause 4.2) are functional;
-	The relevant information is stored and available.
The post-conditions for this procedure are:
-	One or more secure connection exists between RAN NEeNB and EM MnF and the Core Network(s);
-	Via the connection to the EM MnF the RAN NEeNB can receive further instructions to become operational and carry user traffic (e.g. the administrativeState is set to "unlocked").
The exceptions:
-	One of the steps outlined in the procedure fails.
Procedure steps:
1)	If a VLAN ID is available the eNBRAN NE uses it. Otherwise the RAN NEeNB uses the native VLAN where PnP traffic is sent and received untagged.
2)	In this step RAN NEeNB invokes the "Initial IP Autoconfiguration" procedure (described in clause 5.2) and acquires its IP address through stateful or stateless IP Autoconfiguration. There may be additional information provided to the RAN NEeNB.
3)	In this step RAN NEeNB invokes the "Certificate Enrolment" procedure (described in clause 5.3).
4)	In this step RAN NEeNB invokes the "Establishing Secure Connection" procedure (described in clause 5.4) and connects to the OAM SeGW.
5)	In this step RAN NEeNB invokes the "Establishing Connection to EMMnF" procedure (described in clause 5.5). In this step MnFEM may provide the RAN NEeNB with new configuration. The configuration may contain an address to another MnFEM that this specific node shall use as MnFEM. The configuration may contain an address to another SeGW that should be used before connecting to the MnFEM.
6)	If the configuration obtained in step 5 contains the address or FQDN of the SeGW and/or MnFEM different from the one that RAN NEeNB is currently connected to, the RAN NEeNB may execute steps 6.1 and 6.2 until the configured SeGW and MnFEM will match the connected SeGW and MnFEM. The configuration may also contain OAM VLAN Id to be used from this step onwards.
6.1)	In this step, if the RAN NEeNB is connected to the OAM SeGW different from the SeGW that is configured, it releases the connection to the current SeGW and invokes the "Establish Secure Connection" procedure (described in clause 5.4) and connects to the configured SeGW.
6.2)	In this step, if the RAN NEeNB is connected to the EM MnF different from the MnFEM that is configured, it releases the connection to the current MnFEM and invokes the "Establish Connection to MnFEM" procedure (described in clause 5.5) and connects to the configured MnFEM.
7)	In this step RAN NEeNB connects to each configured CN using the transport (VLAN ID, IP addresses) and security parameters provided by MnFEM in the previous step.




[image: ]
Figure 5.1-1: High-level plug-and-connect flow
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[bookmark: OLE_LINK5]5.2	Initial IP Autoconfiguration
The procedure for initial IP Autoconfiguration is described next and illustrated in figure 5.2-1.
Operators may deploy their management infrastructure in different ways. Specifically, the following options are possible:
-	IP Autoconfiguration service is configured with basic IP configuration only (e.g. IP address, netmask, gateway, domain name, DNS server address);
-	IP Autoconfiguration service is configured with basic IP configuration and the IP address of CA/RA, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
-	IP Autoconfiguration service is configured with basic IP configuration and the FQDN of CA/RA, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
-	IP Autoconfiguration service is configured with basic IP configuration and the IP addresses of CA/RA and SeGW, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
-	IP Autoconfiguration service is configured with basic IP configuration and the FQDNs of CA/RA and SeGW, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
-	IP Autoconfiguration service is configured with basic IP configuration and the IP addresses of CA/RA, SeGW and MnFEM, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
-	IP Autoconfiguration service is configured with basic IP configuration and the FQDNs of CA/RA, SeGW and EMMnF, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
-	IP Autoconfiguration service is unable to recognize that the client is an eNB RAN NE performing 
the multi-vendor plug-and-connect procedure;
-	IP Autoconfiguration service is able to recognize that the client is an eNB RAN NE performing 
the multi-vendor plug-and-connect procedure;
-	IP Autoconfiguration service is unable to recognize that the client is an eNB RAN NE performing 
the multi-vendor plug-and-connect procedure and the specific eNB RAN NE vendor.
The procedure described in this clause applies to all deployment options listed above.
The exceptions:
-	One of the steps outlined in the procedure fails.
Procedure steps:
1.1)	In this step eNB RAN NE sends a request for IP address configuration to the IP Autoconfiguration service (e.g. DHCP server). The RAN NEeNB may include the vendor specific identifier. The data format used by the RAN NEeNB in this step is specified in 3GPP TS 32.509 [5].
1.2)	Depending on the particular operator deployment scenario, the information configured in the IP Autoconfiguration service may be different and the IP Autoconfiguration service may or may not be able to recognize the specific details about the client (whether it is an RAN NEeNB performing plug-and-connect procedure and the specific RAN NEeNB vendor). Therefore, in this step the following replies by the IP Autoconfiguration service are possible:
1.2.a)	Client IP configuration only (e.g. IP address, netmask, gateway, domain name, DNS server address);
1.2.b)	Client IP configuration and the IP address of CA/RA, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
1.2.c)	Client IP configuration and the FQDN of CA/RA, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
1.2.d)	Client IP configuration and the IP addresses of CA/RA and SeGW, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
[bookmark: OLE_LINK2][bookmark: OLE_LINK1]1.2.e)	Client IP configuration and the FQDNs of CA/RA and SeGW, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
1.2.f)	Client IP configuration and the IP addresses of CA/RA, SeGW and EMMnF, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2;
1.2.g)	Client IP configuration and the FQDNs of CA/RA, SeGW and MnFEM, and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2.


 
[image: ]
Figure 5.2-1: Initial IP Autoconfiguration flow
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5.3	Certificate enrolment
The procedure for certificate enrolment is described next and illustrated in figure 5.3-1.
Operators may deploy their management infrastructure in different ways. The following options are possible:
-	The IP address of the CA/RA is known to the eNB RAN NE (e.g. provided by the IP Autoconfiguration service);
-	The IP address of the CA/RA is unknown to the RAN NEeNB, but the FQDN of the CA/RA is known to the eNB RAN NE (e.g. provided by the IP Autoconfiguration service, pre-configured at the factory);
The procedure described in this clause applies to all deployment options listed above.
The exceptions:
-	One of the steps outlined in the procedure fails.
Procedure steps:
1)	This step is executed only if the IP address of CA/RA is unknown to the eNBRAN NE, but the FQDN of the CA/RA is known (e.g. provided by the IP Autoconfiguration service, pre-configured at the factory). The format of the FQDN is specified in 3GPP TS 32.509 [5].
1.1)	RAN NEeNB sends a request containing the FQDN of the CA/RA to the DNS server.
1.2)	DNS server resolves the FQDN of the CA/RA into the IP address and provides it to the RAN NEeNB.
2)	In this step RAN NEeNB performs actual security certificate enrolment (e.g. using CMPv2 protocol). The sub-steps are included for the illustration purposes only.
2.1)	In this sub-step the eNB RAN NE enrols using the vendor certificate (e.g. pre-programmed at the factory) and other CA/RA attributes defined in TS 32.509 [5] section 4.2.2 provided by IP Autoconfiguration service.
2.2)	In this sub-step the RAN NEeNB receives the Operator certificates from the CA/RA.



[image: ]
Figure 5.3-1: Certificate enrolment flow
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5.4	Establishing secure connection
The procedure for establishing the secure connection is described next and illustrated in figure 5.4-1.
Operators may deploy their management infrastructure in different ways. Specifically, the following options are possible:
-	The IP address of the SeGW is known to the eNB RAN NE (e.g. provided by the IP Autoconfiguration service, configured by EMMnF);
-	The IP address of the SeGW is unknown to the RAN NEeNB, but the FQDN of the SeGW CN NE is known to the eNB RAN NE 
(e.g. provided by the IP Autoconfiguration service, configured by EMMnF, pre-configured at the factory);
-	The SeGW provides RAN NEeNB only with internal IP configuration;
-	The SeGW provides eNB RAN NE with internal IP configuration and the IP address of the secure (internal) DHCP server;
-	The SeGW provides eNB RAN NE with internal IP configuration and the IP address(es) of the secure (internal) DNS server(s);
-	The SeGW provides eNB RAN NE with internal IP configuration and the IP addresses of the secure (internal) DHCP and DNS servers.
The procedure described in this clause applies to all deployment options listed above.
The exceptions:
-	One of the steps outlined in the procedure fails.
Procedure steps:
1)	This step is executed only if the IP address of SeGW is unknown to the RAN NEeNB, but the FQDN of the SeGW is known (e.g. provided by the IP Autoconfiguration service, configured by MnFEM, pre-configured at the factory). 
The format of the FQDN is specified in 3GPP TS 32.509 [5].
1.1)	RAN NEeNB sends a request containing the FQDN of the SeGW to the DNS server.
1.2)	DNS server resolves the FQDN of the SeGW into the IP address and provides it to the RAN NEeNB.
2)	In this step RAN NEeNB establishes secure tunnel to the SeGW (e.g. using IKEv2 protocol). The sub-steps are included for the illustration purposes only.
2.1)	In this sub-step the RAN NEeNB establishes secure connection using the operator certificate (e.g. provided in the Certificate Enrolment procedure described in clause 5.3).
2.2)	In this sub-step the RAN NEeNB receives its inner IP configuration from the SeGW in the Configuration Parameters of IKEv2. The "inner" IP address may be the same as the "outer" IP address (e.g. obtained in the Initial IP Autoconfiguration procedure described in clause 5.2).
2.3)	In this optional sub-step the RAN NEeNB receives the IP addresses of one or more secure (internal) DNS servers from the SeGW in the Configuration Parameters of IKEv2.
2.4)	In this optional sub-step the RAN NEeNB receives the IP address of secure (internal) DHCP server from the SeGW in the Configuration Parameters of IKEv2.



[image: ]
[bookmark: OLE_LINK9]Figure 5.4-1: Establishing secure connection flow
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5.5	Establishing connection to Element ManagerManagement Function (MnFEM)
The procedure for establishing connection to MnFEM is described next and illustrated in figure 5.5-1.
Operators may deploy their management infrastructure in different ways. Specifically, the following options are possible:
-	The IP address of the MnFEM is known to the RAN NEeNB (e.g. provided by the IP Autoconfiguration service, configured by MnFEM);
-	The IP address of the MnFEM is unknown to the RAN NEeNB, but the FQDN of the EM MnF is known to the RAN NEeNB (e.g. provided by the IP Autoconfiguration service, configured by MnFEM, pre-configured at the factory);
-	The IP address of secure (internal) DHCP server is known to the eNB RAN NE (e.g. provided in the Configuration Parameters of IKEv2);
-	The IP address of secure (internal) DNS server is known to the RAN NEeNB (e.g. provided in the Configuration Parameters of IKEv2);
-	The IP address of the MnFEM configured in the secure (internal) DHCP server;
-	The FQDN of the MnFEM configured in the secure (internal) DHCP server.
The procedure described in this clause applies to all deployment options listed above.
The exceptions:
-	One of the steps outlined in the procedure fails.
Procedure steps:
1)	This step is executed only if the IP address of MnFEM is unknown to the RAN NEeNB, but the IP address of the secure (internal) DHCP server is known (e.g. provided by the SeGW in the Configuration Parameters of IKEv2).
1.1)	RAN NEeNB sends a request to the secure DHCP server. The RAN NEeNB may include the vendor specific identifier. The data format used by the eNB RAN NE in this step is specified in 3GPP TS 32.509 [5].
1.2)	DHCP server provides the IP address of the MnFEM to the RAN NEeNB. The data format used by the DHCP server in this step is specified in 3GPP TS 32.509 [5].
2)	This step is executed only if the IP address of MnFEM is unknown to the RAN NEeNB, but the FQDN of the MnFEM is known (e.g. provided by the IP Autoconfiguration service, configured by MnFEM, pre-configured at the factory) and the IP address of the secure (internal) DNS server is known (e.g. provided by the SeGW in the Configuration Parameters of IKEv2). The format of the FQDN is specified in 3GPP TS 32.509 [5].
2.1)	RAN NEeNB sends a request containing the FQDN of the MnFEM to the secure (internal) DNS server.
2.2)	DNS server resolves the FQDN of the MnFEM into the IP address and provides it to the RAN NEeNB.
3) and 4)	These step are executed only if the IP address and FQDN of the MnFEM are unknown to the RAN NEeNB, but the IP addresses of the secure (internal) DHCP and DNS servers are known (e.g. provided by the SeGW in the Configuration Parameters of IKEv2).
3.1)	RAN NEeNB sends a request to the secure DHCP server. The RAN NEeNB may include the vendor specific identifier. The data format used by the RAN NEeNB in this step is specified in 3GPP TS 32.509 [5].
3.2)	DHCP server provides the FQDN of the MnFEM to the RAN NEeNB. The data format used by the DHCP server in this step is specified in 3GPP TS 32.509 [5].
4.1)	RAN NEeNB sends a request containing the FQDN of the MnFEM to the secure (internal) DNS server.
4.2)	DNS server resolves the FQDN of the MnFEM into the IP address and provides it to the RAN NEeNB.
5)	In this step RAN NEeNB establishes communication with MnFEM. The protocol used for communication between RAN NEeNB and MnFEM is vendor specific and is out of scope of this specification. The sub-steps listed below are for illustration purposes only.
5.1)	In this step RAN NEeNB connects to the MnFEM and identifies itself. The RAN NEeNB may provide MnFEM with its current software version and configuration.
5.2)	In this step MnFEM may provide the RAN NEeNB with new configuration
5.3)	In this step MnFEM may provide the RAN NEeNB with new software.



[image: ]
Figure 5.5-1: Establishing connection to Management FunctionElement Manager (MnFEM) flow
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[bookmark: _Toc58417510][bookmark: _Toc58411325][bookmark: _Toc50991645]Annex A (informative):
PlantUML source code
A.1	High-level plug-and-connect

[bookmark: OLE_LINK3]title " High Level Plug and Connect Flow"
actor "RAN NE" as NE
participant "IP autoconfiugration server" as IP_Server
participant "public DNS server:\n DNS Server" as P_DNS_Server
participant "CA/RA" as CA_RA
participant SeGW
participant "secure DNS server: \nDNS Server" as S_DNS_Server
participant "secure DHCP server: \nDHCP Server" as S_DHCP_Server
participant MnF
participant CoreNetwork
alt VLAN ID is available
NE->NE: 1a.use available VLAN Id
Else
NE->NE: 1b.use native VLAN Id
End
Ref over NE, IP_Server: 2. Initial IP Autoconfiguration
Ref over NE, IP_Server,CA_RA: 3. Certificate Enrolment
Ref over NE, IP_Server,CA_RA,SeGW: 4. Establishing Secure Connection
Ref over NE, IP_Server,CA_RA,SeGW,MnF: 5 Establishing Connection to MnF
loop [ [which ((configured MnF<>connected MnF) or (configured OaM SeGW<>connected OaM SeGW))] ]
opt [ [configured OaM SeGW<>connected OaM SeGW] ]
|||
Ref over NE,IP_Server,P_DNS_Server,CA_RA, SeGW,S_DNS_Server:6.1 Establishing Secure Connection
End
opt [ [configured MnF<>connected MnF] ]
|||
Ref over NE,IP_Server,P_DNS_Server,CA_RA, SeGW,S_DNS_Server,S_DHCP_Server,MnF:6.2 Establishing Connection to MnF
End
End
loop [ [for each configured Core Network] ]
|||
Ref over NE,IP_Server,P_DNS_Server,CA_RA, SeGW,S_DNS_Server,S_DHCP_Server,MnF,CoreNetwork:7 Connect()
End

skinparam shadowing false
hide footbox
@enduml


[bookmark: _Toc50705775][bookmark: _Toc50991646][bookmark: _Toc58411326][bookmark: _Toc58417511][bookmark: OLE_LINK7][bookmark: OLE_LINK8]A.2	Initial IP Autoconfiguration
@startuml
title "Initial IP autoconfiguration"
actor "RAN NE" as NE
participant "public IP autoconfiuration server:\n autoconfiugration server" as IP_Server
NE -> IP_Server: 1.1 Request(vendor specifc attributes)
Alt  [ [Client IP configuration only] ]
IP_Server --> NE: 1.2.a. Reply(Client IP info, Domain Info)
|||
Else  [ [Client IP configuration,CA/RA IP address, other CA/RA attributes] ]
IP_Server --> NE: 1.2.b. Reply(Client IP info, Domain info, CA/RA IP, other CA/RA attributes)
|||
Else [ [Client IP configuration,CA/RA FQDN, other CA/RA attributes] ]
IP_Server -->NE: 1.2.c. Reply(Client IP info, Domain Info, CA/RA FQDN, other CA/RA attributes) 
|||
Else [ [Client IP configuration, CA/RA IP address, other CA/RA attributes, SeGW IP address] ]
IP_Server -->NE: 1.2.d. Reply(Client IP info, Domain info, CA/RA IP, other CA/RA attributes, SeGW IP)
|||
Else [ [Client IP configuration,CA/RA FQDN, other CA/RA attributes, SeGW FQDN] ]
IP_Server -->NE: 1.2.e. Reply(Client IP info, Domain info, CA/RA FQDN, other CA/RA attributes, SeGW FQDN)
|||
Else [ [Client IP configuration, CA/RA IP address, other CA/RA attributes, SeGW IP address, MnF IP address] ]
IP_Server --> NE: 1.2.f. Reply(Client IP info, Domain info, CA/RA IP, other CA/RA attributes, SeGW IP, MnF IP)
|||
Else [ [Client IP configuration, CA/RA FQDN, other CA/RA attributes, SeGW FQDN, MnF FQDN] ]
IP_Server -->NE: 1.2.g. Reply(Client IP info, Domain info, CA/RA FQDN, other CA/RA attributes, SeGW FQDN, MnF FQDN)
|||
End

skinparam shadowing false
hide footbox
@enduml


A.3	Certificate enrolment
@startuml
title "Certificate Enrolment"
actor "RAN NE" as NE
participant "public DNS server: \nDNS serveer" as P_DNS_Server
participant "the CA/RA: \n CA/RA" as CA_RA
opt [ [CA/RA Server IP address unavailable] ]
NE->P_DNS_Server: 1.1. ResolveIP(CA/RA FQDN)
P_DNS_Server -->NE: 1.2. CA/RA IP address
End
NE->CA_RA: 2.1 Enroll(vendor certificate)
CA_RA-->NE: 2.2 Operator Certificate

skinparam sequenceActorBackgroundColor #FFFFFF
skinparam sequenceParticipantBackgroundColor #FFFFFF
skinparam noteBackgroundColor #FFFFFF
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skinparam monochrome true
skinparam shadowing false
hide footbox
@enduml



A.4	Establishing secure connection
@startuml
title "Establishing Secure Connection"
actor "RAN NE" as NE
participant "public DNS server:\n DNS server" as P_DNS_Server
participant "the SeGW:\nSeGW" as SeGW
opt [ [SeGW IP address unavailable] ]
NE -> P_DNS_Server: 1.1. ResolveIP(SeGW FQDN)
P_DNS_Server -->NE: 1.2. SeGW IP address
End
NE->SeGW: 2.1 EstablishSecureConnection()
SeGW -->NE: 2.2 Internal IP configuration
opt
SeGW -->NE: 2.3 Internal DNS
End
opt
SeGW -->NE: 2.4 Internal DHCP
End

skinparam shadowing false
hide footbox
@enduml



A.5	Establishing connection to Management Function (MnF)
@startuml
title "Establishing Connection to MnF"
actor "RAN NE" as NE
participant "secure DNS server:\n DNS server" as S_DNS_Server
participant "secure DHCP server: \nDHCP server" as S_DHCP_Server

participant "theMnF:\nMnF" as MnF
opt [ [MnF IP address unavailable] ]
|||
alt [ [Secure DHCP server info available] ]
NE -> S_DHCP_Server: 1.1. Request()
S_DHCP_Server --> NE: 1.2. MnF IP address
Else [ [Secure DNS server info available] ]
NE->S_DNS_Server: 2.1. ResolveIP(MnF FQDN)
S_DNS_Server->NE: 2.2. MnF IP address
Else [ [both Secure DHCP and Secure DNS server info available] ]
NE->S_DHCP_Server: 3.1. Request()
S_DHCP_Server->NE: 3.2. MnF FQDN
NE->S_DNS_Server: 4.1. ResolveIP(MnF FQDN)
S_DNS_Server-->NE: 4.2. MnF IP address
End
End
NE->MnF: 5.1. Connect()
par
opt [ [Connected MnF has new configuration for this RAN NE] ]
MnF --> NE: 5.2. Configuration
End
opt [ [Connected MnF has new software for this RAN NE] ]
MnF-->NE: 5.3. Software
End
End

skinparam shadowing false
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@enduml

	End of  Change





image1.emf
sd High Level Plug and Connect Flow

eNB

:IP autoconfiguration 

server

public DNS server:

DNS server

:CA/RA :SeGW

secure DNS server:

DNS server

secure DHCP server:

DHCP server

:EM

ref

2. Initial IP Autoconfiguration

3. Certificate Enrolment

ref

4. Establishing Secure Connection

ref

5. Establishing Connection to EM

ref

[ while ( (configured EM <> connected EM) or (configured OaM SeGW <> connected OaM SeGW) ) ] loop

[ configured OaM SeGW <> connected OaM SeGW ] opt

6.1. Establishing Secure Connection

ref

[ configured EM <> connected EM ] opt

6.2. Establishing Connection to EM

ref

:CoreNetwork

7. Connect()

[ for each configured Core Network ] loop

[ VLAN Id is available ]

[ else ]

alt

1. use_avail_vlan()

1. use_native_vlan()


oleObject1.bin
[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


sd High Level Plug and Connect Flow


eNB


:IP autoconfiguration server


public DNS server:
DNS server


:CA/RA


:SeGW


secure DNS server:
DNS server


secure DHCP server:
DHCP server


:EM


ref


2. Initial IP Autoconfiguration


3. Certificate Enrolment


ref


4. Establishing Secure Connection


ref


5. Establishing Connection to EM


ref


[ while ( (configured EM <> connected EM) or (configured OaM SeGW <> connected OaM SeGW) ) ]


loop


[ configured OaM SeGW <> connected OaM SeGW ]


opt


6.1. Establishing Secure Connection


ref


[ configured EM <> connected EM ]


opt


6.2. Establishing Connection to EM


ref


:CoreNetwork


7. Connect()


[ for each configured Core Network ]


loop


[ VLAN Id is available ]


[ else ]


alt


1. use_avail_vlan()


1. use_native_vlan()



image2.png
High Level Plug and Connect Flow

secure DNS server: | | secure DHCP server:
DNS Server DHCP server CoreNetwork

% public DNS server:
RAN NE IP autoconfiugration server DNS Server | CA/RA | SeGW

TVLAN 1D 1= availabie]
a.use available VLAN Id |

2. Initial IP Autoconfiguration

[ ref )/
3. Certificate Enrolment

4. Establishing Secure Connection ] |
[ ref / i
5 Establishing Connection to MnF '

[ ref /
6.1 Establishing Secure Connection
i |

[ ref )
6.2 Establishing Connection to MnF





image3.emf
eNB

public IP autoconfiguration server:

IP autoconfiguration server

sd Initial IP autoconfiguation

1.1. Request(vendor specific attributes)

[Client IP configuration only]

[Client IP configuration, CA/RA IP address, other CA/RA attributes]

[Client IP configuration, CA/RA IP address, other CA/RA attributes, SeGW IP address]

[Client IP configuration, CA/RA FQDN, other CA/RA attributes, SeGW FQDN]

[Client IP configuration, CA/RA IP address, other CA/RA attributes, SeGW IP address, EM IP address]

[Client IP configuration, CA/RA FQDN, other CA/RA attributes, SeGW FQDN, EM FQDN]

[Client IP configuration, CA/RA FQDN, other CA/RA attributes]

alt

1.2.a. Reply(Client IP info, Domain Info)

1.2.b. Reply(Client IP info, Domain Info, CA/RA IP, other CA/RA attributes)

1.2.c. Reply(Client IP info, Domain Info, CA/RA FQDN, other CA/RA attributes)

1.2.d. Reply(Client IP info, Domain Info, CA/RA IP, other CA/RA attributes, SeGW IP)

1.2.e. Reply(Client IP info, Domain Info, CA/RA FQDN, other CA/RA attributes, SeGW FQDN)

1.2.f. Reply(Client IP info, Domain Info, CA/RA IP, other CA/RA attributes, SeGW IP, EM IP)

1.2.g. Reply(Client IP info, Domain Info, CA/RA FQDN, other CA/RA attributes, SeGW FQDN, EM FQDN)


oleObject2.bin
[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


eNB


public IP autoconfiguration server:
IP autoconfiguration server


sd Initial IP autoconfiguation


1.1. Request(vendor specific attributes)


[Client IP configuration only]


[Client IP configuration, CA/RA IP address, other CA/RA attributes]


[Client IP configuration, CA/RA IP address, other CA/RA attributes, SeGW IP address]


[Client IP configuration, CA/RA FQDN, other CA/RA attributes, SeGW FQDN]


[Client IP configuration, CA/RA IP address, other CA/RA attributes, SeGW IP address, EM IP address]


[Client IP configuration, CA/RA FQDN, other CA/RA attributes, SeGW FQDN, EM FQDN]


[Client IP configuration, CA/RA FQDN, other CA/RA attributes]


alt


1.2.a. Reply(Client IP info, Domain Info)


1.2.b. Reply(Client IP info, Domain Info, CA/RA IP, other CA/RA attributes)


1.2.c. Reply(Client IP info, Domain Info, CA/RA FQDN, other CA/RA attributes)


1.2.d. Reply(Client IP info, Domain Info, CA/RA IP, other CA/RA attributes, SeGW IP)


1.2.e. Reply(Client IP info, Domain Info, CA/RA FQDN, other CA/RA attributes, SeGW FQDN)


1.2.f. Reply(Client IP info, Domain Info, CA/RA IP, other CA/RA attributes, SeGW IP, EM IP)


1.2.g. Reply(Client IP info, Domain Info, CA/RA FQDN, other CA/RA attributes, SeGW FQDN, EM FQDN)



image4.png
Initial IP autoconfiguration

public IP autoconfi

RAN NE autoconfiugra

| 1.1 Request(vendor specifc attributes)

Y.

TClient IP configuration only]
1.2.a. Reply(Client IP info, Domain Info)

[Ciient 16 configuration, CAIRA FODN, other CA/RA attributes]
¢ 1:2.c. Reply(Client IP info, Domain Info, CARA FQDN, other CARA attributes)

[Ciient ip configuration,CAIRA FQDN, other CAIRA attributes, SEGW FODN]
i( 1.2.e. Reply(Client IP info, Domain info, CA/RA FQDN, other CA/RA attributes, SeGW FQDN)

configuration, iress,
1.2.f. Reply(Client IP info, Domain info, CA/RA IP, other CA/RA attributes, SeGW IP, MnF IP)

SEGW FGDN, MnF FODN]
ther CARA attributes, SeGW FQDN, MnF FQDN)





image5.emf
eNB

theCA/RA:

CA/RA

sd Certificate Enrolment

[CA/RA Server IP address unavailable] opt

public DNS server:

DNS server

1.1. ResolveIP(CA/RA FQDN)

1.2. CA/RA IP address

2.1. Enroll(vendor certificate)

2.2. Operator Certificate


oleObject3.bin
[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


eNB


theCA/RA:
CA/RA


sd Certificate Enrolment


[CA/RA Server IP address unavailable]


[Client IP configuration, CA/RA IP address]


[Client IP configuration, CA/RA IP address, SeGW IP address]


[Client IP configuration, CA/RA IP FQDN, SeGW FQDN]


[Client IP configuration, CA/RA IP address, SeGW IP address, EM IP address]


[Client IP configuration, CA/RA IP FQDN]


opt


public DNS server:
DNS server


1.1. ResolveIP(CA/RA FQDN)


1.2. CA/RA IP address


2.1. Enroll(vendor certificate)


2.2. Operator Certificate



image6.png
Certificate Enrolment

public DNS server:
DNS serveer

the CA/RA:
CA/RA

| 1.1 ResolvelP(CA/RA FQDN) _|
e

|12 CARA IP address

| 2.1 Enrollivendor certificate) |

2.2 Operator Certificate

RN A —





image7.emf
eNB

theSeGW:

SeGW

sd Establishing Secure Connection

[SeGW IP address unavailable] opt

public DNS server:

DNS server

1.1. ResolveIP(SeGW FQDN)

1.2. SeGW IP address

2.1. EstablishSecureConnection()

2.2. Internal IP configuration

opt 2.3. Internal DNS

opt 2.4. Internal DHCP


oleObject4.bin
[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


eNB


theSeGW:
SeGW


sd Establishing Secure Connection


[SeGW IP address unavailable]


[Client IP configuration, CA/RA IP address]


[Client IP configuration, CA/RA IP address, SeGW IP address]


[Client IP configuration, CA/RA IP FQDN, SeGW FQDN]


[Client IP configuration, CA/RA IP address, SeGW IP address, EM IP address]


[Client IP configuration, CA/RA IP FQDN]


opt


public DNS server:
DNS server


1.1. ResolveIP(SeGW FQDN)


1.2. SeGW IP address


2.1. EstablishSecureConnection()


2.2. Internal IP configuration


opt


2.3. Internal DNS


opt


2.4. Internal DHCP



image8.png
Establishing Secure Connection

public DNS server:
DNS server

the SeGW:
SeGW

| 1.1 ResolvelP(SeGW FQDN) |
e e e

<

1.2. SeGW IP address

2.1 EstablishsecureConnection()

l‘( 2.2 Internal IP configuration

|_ 2.3 Internal DNS
<





image9.emf
eNB

secure DHCP server:

DHCP server

sd Establishing Connection to EM

[EM IP address unavailable] opt

secure DNS server:

DNS server

2.1. ResolveIP(EM FQDN)

2.2. EM IP address

theEM:

EM

[Secure DHCP server info available]

[Secure DNS server info available]

[both Secure DHCP and Secure DNS server info available]

alt

1.1. Request()

1.2. EM IP address

5.1. Connect()

[Connected EM has new configuration for this eNB] opt

5.2. Configuration

par

[Connected EM has new software for this eNB] opt

5.3. Software

3.1. Request()

3.2. EM FQDN

4.1. ResolveIP(EM FQDN)

4.2. EM IP address


oleObject5.bin
[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


[guard]


eNB


secure DHCP server:
DHCP server


sd Establishing Connection to EM


[EM IP address unavailable]


[Client IP configuration, CA/RA IP address]


[Client IP configuration, CA/RA IP address, SeGW IP address]


[Client IP configuration, CA/RA IP FQDN, SeGW FQDN]


[Client IP configuration, CA/RA IP address, SeGW IP address, EM IP address]


[Client IP configuration, CA/RA IP FQDN]


opt


secure DNS server:
DNS server


2.1. ResolveIP(EM FQDN)


2.2. EM IP address


theEM:
EM


[Secure DHCP server info available]


[Secure DNS server info available]


[both Secure DHCP and Secure DNS server info available]


alt


1.1. Request()


1.2. EM IP address


5.1. Connect()


[Connected EM has new configuration for this eNB]


opt


5.2. Configuration


par


[Connected EM has new software for this eNB]


opt


5.3. Software


3.1. Request()


3.2. EM FQDN


4.1. ResolveIP(EM FQDN)


4.2. EM IP address



image10.png
Establishing Connection to MnF

theMnF:
secure DNS server: DNS server | | secure DHCP server: DHCP server MnF

| 1.1 Request()

1.2 MnF IP address

| 2.1 ResolvelP(MnF FQDN)
>

|<.2.2. MnF IP address
P ——————

[both Secure DHC Secure DNS server info

| 3.1. Request() |

¢ 3.2 MnF FQDN

| 4.1. ResolvelP(MnF FQDN)

4.2. MnF IP address

[Connected MnF has hew configuration for this RAN NE|
2. Configuration H





