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Requirements on the NMS – EM/NE Interface for Fault Management

The following requirements relate to an interface for "Fault Management" between a Network Management System (NMS) an Element Management System (EM) / Network Element (NE). It concentrates on the alarm and event handling which is basically required to provide the NMS with the necessary information in order to display the network status and to handle the alarms in a synchronized way with the EM / NE. 

Relevant sub-features of the NMS dealing with the alarm/event handling are listed hereafter:

· Alarm display in alarm lists and network graphics 

· Alarm Forwarding Control, this means alarm routing and alarm filtering

· Alignment of the active alarms, retrieval of the active alarms from an active alarm list. (e.g. alarm summary control)

· Configuration Alignment, the network Configuration has to be retrieved. The configuration information is stored in a management information base (MIB) which describes the managed system.

· Alarm History,  (Logging),  logs have to be provided which contain not only the active alarms but the already cleared alarms as well. 

· Alarm Clearing, Alarms which are not cleared automatically (no severity cleared defined) have to be cleared by the operator at the management system. 

· Alarm Escalation 

· Alarm Acknowledgement, the operator has the possibility to mark an alarm as “already seen” and store additional information (expected cause) to the alarm. 

· Retrieval of detailed Information. Usually the alarm overview is shown as an alarm list. Each alarm is displayed as a single line in the list and the information is restricted to only few attributes. The operator needs more information as provided in the native alarm message to handle the problem. 

· The operator should be able to take first measures for fault resolution, e.g. re-configure the network, eliminate the fault, ... (Basic O&M functions for fault completion are normally offered by dedicated EM functions which should be used accordingly.)

· Trouble Ticketing, the system shall support the generation of trouble tickets which describe the fault and serve as work orders for the field personnel. 

· Correlation of Alarms, a number of notifications which relate to a single cause become linked together. Alarm Correlation requires a correlation attribute in the alarms and a correlation system, usually a rule based system.
The features Alarm Display, Alarm Escalation,Trouble Ticketing, and Alarm Correlation are considered as NOT directly relevant for the NMS – EM/NE interface. 

The features comprising re-configuration or test activities are not covered by this contribution.

Please note: It was made use of the “Q3” terminology to describe the requirements.

Basic Standards

Existing TMN  and GSM standards, e.g. Q.811/812, Q.821, X.72x, X.73x, and GSM12.11 should be covered protecting already made investment in existing mobile networks. 

1. Alarm / Event Information

The NMS "Alarm surveillance" functionality does not use only information strictly related to alarm reports, generated after the occurrence of a failure in the managed systems.

Moreover complementary information related to other events (e.g. state change event reports), operator actions (e.g. acknowledgment of alarms) and the network configuration (e.g. creation of new objects, as source for generation of events) is supported via the interface. 

Although the NMS generally supervises the network in a manufacturer-independent manner, the provided management information consists also of a part related to the faulty equipment. This "hidden" information must be offered to the NMS only in those standardized fields defined for manufacturer-own supplementary information (e.g. "Additional text" or "Additional information" in CMISE notification service M-EVENT-REPORT).

2. Information Structure 

The definition of the management information sent to the superior NMS should be in accordance with the ITU-T standards as follows:

Alarm notifications                                                                       (X.733 and X.721)

State change event notifications                                                   (X.731 and X.721)

Of course, for the exchange of information which is not yet subject to standardization activities (e.g. alarm acknowledgement, start of alarm alignment procedure) both the managing (NMS) and the EM/NE additionally messages (commands and notifications) with a particular structure (e.g. for the event information) shall be used. Nevertheless all information exchanges should take into account standardized services (e.g. CMISE services M-ACTION for NMS commands and M-EVENT-REPORT for notifications emitted by EM/NEs).

3. Alarm/Event Flow Control according to ITU-T X.734

The forwarding of the management information to the NMS should be fully controlled by the NMS itself e.g. by means of Event Forwarding Discriminators (EFD) located within the EM/NE. The NMS may create several EFD instances in the EMs according to ITU-T X.734 to control the transfer of management notifications with regard to its needs (customized event filtering) - by means of the attribute discriminatorConstruct. As defined in this standard, the existence of (at least) one EFD instance is a prerequisite for the forwarding of notifications to the managing system.

The setting of any parameter of the EFD instances created by the NMS is saved in the EM/NE and still remains valid in case of interface malfunction (e.g. in case of link interruptions due to communication or equipment errors).

4. Management information logging according to ITU-T X.735

The NMS may create several log instances in the EM/NE according to ITU-T X.735 to select the logging of the management notifications with regards to its needs (customized event logging) through the attribute discriminatorConstruct. The filtering capability (by means of the attribute discriminatorConstruct) can be applied for all parameters of the logged records.

 The NMS should be able to retrieve the management information logged in the NMS-own log instances located in the EM/NE by means of standardized procedures:

· Retrieval of single logged records with a suitable filtering (e.g. via a CMISE-based scoped M-GET or GET when using SNMP).

· Retrieval of the complete logged information (e.g. via a CMISE-controlled file transfer using FTAM).

The setting of any parameter of the log instances created by the NMS should be saved in the EM/NE and still remains valid in case of interface malfunction (e.g. in case of link interruptions due to communication or equipment errors). This applies also for the alarm routing and filtering control (EFD).

5. Alarm/Event Alignment

This functionality allows the NMS to obtain quickly an overview of the current alarm situation in the EM/NE and can be used to speed up the alignment of the NMS alarm condition.

Every EM administrates a so-called Active alarm list with regard to its (regional) management area. The NMS is able to retrieve at any time (i.e. not only after a link re-establishment between NMS and the subordinate EM/ENs) all information related to the currently active alarms present in a desired managed area.

The NMS request for alarm alignment may specify if the retrieved alarms concern the whole managed domain (including the EM and all Network Elements), a Network Element or only a submit of it. Several alarm alignments running at the same time (e.g. related to different parts of a network) are supported.

The interface supports also the NMS capability to abort an "active" alarm alignment already in process.

6. Alarm Acknowledgement between NMS and the EM 

This functionality means the confirmation of alarms (by operators or by the system itself) either after their occurrence or at least after their ceasing. The alarm acknowledgment may take place at NMS or at EM location, so this functionality offers also an implicit coordination between operators in charge of alarm handling on different management levels.

If a new alarm is acknowledged, the current management system sends an „alarm acknowledgment“ message via the interface to the other system(s). 

7. Network Configuration (configuration alignment)

The NMS should be able to retrieve the information concerning the current network configuration by means of a standardized procedure (e.g. via a CMISE-based scoped M-GET with/without suitable filtering  and to update its own configuration database. This functionality is provided at any time and is not related only to the re-establishment of the communication between the NMS and the EM/NE.

The interface supports also the NMS capability to abort a configuration alignment already in process.

8. Interface failure propagation 

The functionality of the interface between NMS and the corresponding EM should not be affected due to failures of the interfaces between EM and Network Elements.

Failures of the interface between NMS and an EM should not affect the management capability of the EM towards the Network Element.

9. Backward compatibility of NMS, EM, and NE

Due to the fact that NMS and EM/NE usually are supplied by different manufacturers, a new release of the NMS or EM/NE must fulfil backwards compatibility requirements, i.e. a functional extension of one management system must not affect the functionality of the interface as long as the partner system does not yet provide this new functionality.

The backwards compatibility via the interface comprises two main aspects:

For instance, every new NMS release must be able to support at the same time two different interface versions because only in this case a smooth migration (without lost of NMS management capability) will be possible.

The mediation function of a EM must be able to support also old Network Element versions (which do not provide the full management information according to the current Network Element version) in a transparent way with regard to the interface towards the NMS.

10. Locking of the EM/NE functionality for the superior NMS

The NMS has the possibility to lock the functionality of a subordinate EM/NE, e.g.

· no NMS requests are accepted by the EM/NE but the unlocking of EM/NE instance (as entry point of the containment tree for the interface)

· no event reports are forwarded to the NMS.

The maintenance of an „Active alarm list“ and the logging of events in the NMS-own logs within the EM (according to the current discriminator settings) will still continue.

11. Communication Establishment

Due to the multi-vendor environment of the interface between NMS and the subordinate EM/NE, every system must be able to play, dependent on the respective need, an initiator or a responder role concerning the establishment of the communication.

