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[bookmark: _Toc156488749][bookmark: _Toc167455975]6.6	Security
6.6.1	General
The 5GMS AF shall enable secure provision of information in the 5GMS System by authenticated and authorised 5GMS Application Providers or 5GMS-Aware Applications.
6.6.2	Authorising 5GMS Application Provider access to the 5GMS AF at reference point M1
Implementations of the 5GMS Application Provider shall comply with the authorisation provisions specified in clause 7.4.2 of TS 26.510 [56].
6.6.3	Authorising 5GMS AF access to the 5GMS AS at reference point M3	Comment by Richard Bradbury: Why is this not added to TS 26.510 as new clause 7.4.4?
Seems equally applicable to RTC.
Just remember to translate 5GMS -> Media.
Then maybe move the rump clause here below the M5 clause to maintain a consistent order with TS 26.510.	Comment by Richard Bradbury: Also, no need to tie this to downlink only: it applies equally to uplink.
(Although that distinction automatically evaporates when porting to TS 26.510 since the equilvalent terms are direction-agnostic.)	Comment by Thorsten Lohmar r01: So far, the equivalent of the M3 RefPoint was out of scope for 3GPP. 
When a 5GMS AF deployed outside the Trusted DN attempts to access a 5GMS AS deployed inside the Trusted DN, the 5GMS System shall authenticate and authorise the 5GMS AF.
Access to the Mas_Configuration API of the 5GMS AS by the 5GMS AF at reference point M3 may be authorised by means of the OAuth 2.0 protocol specified in RFC 6749 [47]), using the client credentials authorization grant. Based on the content of the access token, the 5GMS AS determines whether the 5GMS AF is authorised to invoke a given configuration operation in terms of the targeted resource and HTTP method, and hence the underlying 5GMS feature.
NOTE:	The provisioning and negotiation of the security method is not specified in this release.
When CAPIF (see TS 29.222 [48]) is used for external API exposure:
-	The CAPIF core function shall play the role of authorization server, the 5GMS AS shall play the role of resource server and the 5GMS AF shall play the role of client.
-	Before invoking any service operation exposed by the 5GMS AS, the 5GMS AF shall negotiate the security method (PKI, TLS-PSK or OAuth 2.0) with the CAPIF core function and shall ensure that the 5GMS AS has the required credentials to authenticate access tokens subsequently presented by the 5GMS Application Provider (see clauses 5.6.2.2 and 6.2.2.2 of TS 29.222 [48]).
-	If PKI or TLS-PSK is the selected security method between the 5GMS AF and the 5GMS AS shall, upon invocation of a Mas_Configuration service operation by the 5GMS AF at reference point M3, retrieve the authorisation information from the CAPIF core function as described in clause 5.6.2.4 of TS 29.222 [48].
-	If OAuth 2.0 [47] is the selected security method between the 5GMS AF and the 5GMS AS, the 5GMS AF shall, prior to invoking Mas_Configuration service operations on the 5GMS AS at reference point M3, obtain an access token from the authorization server (CAPIF core function) by invoking the Obtain_Authorization service operation specified in clause 5.6.2.3.2 of TS 29.222 [48].
Otherwise:
-	The 5GMS AS shall play the role of both authorization server and resource server, and the 5GMS AF shall play the role of client.
-	The 5GMS AF shall obtain an access token from the authorization server (5GMS AS) using the client credentials authorization grant specified in section 4.4 of RFC 6749 [47] prior to invoking Maf_Configuration service operations on the resource server (5GMS AS) at reference point M3.
6.6.4	Authorising Media Session Handler access to the 5GMS AF at reference point M5
Implementations of the Media Session Handler shall comply with the authorisation provisions specified in clause 7.4.3 of TS 26.510 [56].

