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**** First Change ****
[bookmark: _Toc96536074]6.4	Key Issue #34: Device onboarding, Remote remote camera device configuration and remote device control	Comment by Thorsten Lohmar r01: New proposal
Editor’s Note: This clause should study the needs for (remote) camera configuration and camera control. It is not the intention to promote the definition of a new application, instead, the (remote) camera configuration and camera control application aspects are defined by other organizations like NMOS. Camera configuration refers to procedures and parameters to configure a camera e.g. encoders and/or decoders and media protocols (IP addresses, ports, transport protocol, etc). Camera Control refers to procedures to change setting during capturing, e.g. pan–tilt–zoom, iris, etc.	Comment by S4-211243: New to address the concerns of defining an application.
Editor’s Note: Existing NMOS standard extensively uses the HTTP REST model. For camera configuration (as example device), IS-05 requires that the camera exposes HTTP REST APIs and hosts an HTTP server. For camera control using IS-07, the camera can either expose an HTTP REST API or receive the messages via WebSockets or MQTT,
Outcome: Recommendations on 5G System features, which are beneficial for (remote) camera configuration protocol options and features.


6.4.1	General
6.4.1.1	Introduction
One general issue is the onboarding of devices into an NPN and the initial device configuration. Temporary devices such as rental devices are often used in media production events. Other media production events even happen at Outside Broadcast locations where a temporary production network is set up before the event and torn down afterwards.
The Media Production vertical has very use-case specific device usage. Devices in a studio evnvironment are often statically assigned to a network; devices deployed as part of an Outside Broadcast (OB) or a Live Touring event are often configured specifically for each event. Rented devices are frequently integrated into a media production. These devices should only have access to the NPN during the duration of the event; after the event, their access needs to be revoked.
6.4.1.2	Media production event timeline
A simplified time sequence for a media production event is illustrated in figure 6.4.1.2-1 and shows different activity periods of the devices during a media production event. A media production event is defined here as the time period during which the 5G System is used to produce media. A media production event may, for example, be the airing of a breaking news story or the capturing of a sporting event.
[image: ]
Figure 6.4.1.2-1: Media production event timeline
-	Before the media production event, devices such as 5G-enabled professional cameras or displays need to first get access to the 5G System and to receive some initial configuration information. Some devices have conveniently large displays even with touch capability. Other devices like wireless microphones have only small or no displays and only simple buttons.
-	During the media production event, devices may not be used continuously.
-	At the end of the media production event, devices that were temporarily added to the 5G System need to be "offboarded", i.e. revoking access rights to the NPN.
6.4.1.3	Media production event activities
6.4.1.3.1	Introduction
The following clauses describe the basic activities before (clause 6.4.1.3.2), during (clause 6.4.1.3.3) and after (clause 64.1.3.4) a media production event.


6.4.1.3.2	Onboarding and configuration activities before a media production event
1:	The 5G network configuration activity includes IP address planning and configuration, data network configurations (inlcluding DNN) and provisioning of device authorization information (including access credentials provisioned on a SIM). For permanent installations (e.g. a media production studio), there is a high degree of re-use across multiple media production events; for temporary setups (e.g. an Outside Broadcast), each production event is unique and the configuration is therefore bespoke.
2:	The Device onboarding activity is the procedure that provides basic 5G network access information to devices, such as the Network Id (e.g. PLMN ID or a NID) and the network access credentials. The device then acts as either an SNPN-enabled UE (a UE configured to use standalone Non-Public Networks with PLMN ID and NID – see clause 5.30.2 of TS 23.501 [xx]) or a regular UE with the appropriate PLMN subscription for the PNI-NPN acces through e.g. a Closed Access Group (CAG – see clause 5.30.3 of TS 23.501 [xx]) and needs to connect to the correct network to successfully authenticate itself using the network access credentials provisioned above. The network access credentials are typically stored on a SIM card, which is unlocked using a PIN code, although modern devices may support an embedded SIM (eSIM) solution, which removes the dependency on a physical SIM card. For SNPNs, authentication based on EAP-TLS may instead be used.
3:	The Event-specific network configuration activity realises the requirements placed on the 5G System supporting a specific media production event. Appropriate configurations need to be applied to devices according to the number used and the respective application. This activity may also include the configuration of different QoS flows and other network services.
4:	The Device (remote) configuration activity is the procedure to provide event-specific configuration information to the device e.g, depending on the Radio Access Network used for the production event (e.g. mid band or high band), and the uplink bit rate consequently available, the device may use a different codec configuration. Further, the IP senders and receivers may change from one event to another and the device configuration may need to be adjusted accordingly. See Key Issue #3 and Key Issue #8.
Editor’s Note: Media Network Configuration and Flow Configuration.
6.4.1.3.3	Activities during an ongoing media production event:
5:	The Device configuration changes activity involves dynamic configuration changes, e.g. to change the encoding profile of a camera. See Key Issue #4.
6:	The Device control changes activity covers device-specific control operations, such as camera iris control or pan/tilt/zoom (PTZ) camera control.
7:	The Network monitoring activity is the monitoring of devices deployed in the NPN and potential actions due to connectivity changes.
6.4.1.3.4	Activities after a media production event
Editor’s Note: For temporary devices like rental devices, the network access credentials should be revoked. When using a physical UICC, this can be done by unplugging the SIM card. In case of eSIM or other authorization mechanisms, the Network Access Credentials should be disabled in the AUSF / AAA-S.
6.4.2	Solutions
Editor’s Note: List of solutions:	Comment by Thorsten Lohmar r01: Should we reference TR 23.700-07 “Study on enhanced support of Non-Public Networks (NPN)”
6.4.3	Discussion
**** Last Change ****
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