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**** First Change ****
[bookmark: _Toc73951209]5.3	Traffic Identification
[bookmark: _Toc73951210]< Snip>
[bookmark: _Toc73951213]5.3.4	Mapping to 5G Media Streaming and High-Level Call Flows
[bookmark: _Toc73951214]5.3.4.1	General
The Service Data Flow Templates support multiple different combinations to define parameters for traffic detection. This clause describes the common parameter combinations to detect specifically media streaming application traffic.
The Service Data Flow Template can take the form of either Service Data Flow filters (i.e. IP Packet Filter Sets) or an Application Id referencing Packet Flow Descriptions (PFDs).
An IP Packet Filter Set can contain different combinations of parameter values. Unspecified parameter values in the IP Packet Filter Sets are used to match any value of the corresponding information in the header of an IP packet. Common IP Packet Filter Set combinations are:
-	5-Tuple: The source and destination IP addresses, source and destination port numbers (potentially expressed as a small range of values) and the Protocol ID. This method of traffic detection is further described in clause 5.3.4.2 below.
-	ToS: The source IP address and the Type of Service (ToS). This method of traffic detection is further described in clause 5.3.4.3 below. 
NOTE:	The Type of Service field is used here to map an application data flow to a specific PCC rule.	Comment by TL1: Richard: Discussion: The whole ToS labelling mechanism seems very limited to me and I have some reservations about this approach.
The ToS field in the IPv4 packet header was never intended to be used as a TCP flow identifier, having only 8 bits. I recall a lot of debate about this back in the mid-to-late nineties which led to IPv6 as a better solution for flow management in packet-switched networks than various kludges that had been built around IPv4.
With DiffServ, packets from all TCP connections with the same QoS class are supposed to be labelled with the same 6-bit ToS value. Here, you're effectively inventing a 3GPP-specific but DiffServ-incompatible usage of the ToS field, which gives me cause for concern. I suppose it's fine to do weird things like this in a closed network, but it feels very contrary to IETF orthodoxy.
You could have up to 256 different ToS values per IP address with a 3GPP-defined usage of this field, but I can imagine that a typical UE running many applications in the background/foreground can easily consume that many simultaneous TCP connections. Modern web browsers open half a dozen TCP connections in parallel to speed up loading of a single web page, for example, and there could be one TCP connection per DASH adaptation set in a streaming application.
Should we repeat this exercise and propose candidate solutions that work when QUIC is used as the transport protocol instead of TCP?
	Comment by TL1: Hmm, this should be studied. Of course, it can be possible to use the ToS fields as flow label. However, I don’t think that too many classes make sense (in particular since there are HW limits on QoS flows). Maybe it is enough to use the DiffServ AF code points.
That would lead, that all TCP flows of a browser to the same web site would be marked with the same TOS value and treated together in the network.

Editor’s Note:	Additional parameter value combinations such as 3-Tuple or usage of Flow Label (IPV6 only) can be beneficial.
A Packet Flow Description (PFD) can contain different parameters. Common parameters are:
[bookmark: _Toc73951215]-	Domain Name: The Internet domain name of an application server. This method of traffic detection is not described further in the present document.
**** Next Change ****
[bookmark: _Toc73951219]5.3.6	Candidate Solutions
Editor’s Note: Provide candidate solutions (including call flows) for each of the identified issues.
5.3.6.1	Solution overview
This section gives an overview of the different candidate solutions for application traffic flow identification within a PDU Session beyond providing (non-wildcarded) 5-tuples. Solutions fall into one of the following two categories:	Comment by Richard Bradbury: CHECK!
Is this what you meant?	Comment by TL: Yes. Thx. Is it worth highlighting, that this can be the same or different UE applications?
-	Charging separation-only: Only the application detection filters in the UPF are provisioned with either IP Packet Filter Set (PFS) or PFD parameters,
-	QoS separation: The application detection filters in the UE and in the UPF are provisioned with either IP Packet Filter Set or PFD parameters in order to mark packets with the appropriate QFI inside the 5G System.
NOTE:	Both types of solution may also be used for traffic policing.
5.3.6.2	Candidate IP-PFS Solution 1: Using IP ToS marking for downlink-only QoS flow mapping
This candidate solution focuses on a scenario where only downlink traffic needs to be mapped to a specific QoS Flow and handled differently by the 5G System. Related uplink traffic is handled using default QoS.
Editor’s Note: Such a solution is counterproductive for TCP- and QUIC-based transports, i.e. protocols depending on acknowledgements. Such solutions can make sense for RTP/UDP based flows, such as in Media Production.
5.3.6.3	Candidate IP-PFS Solution 2: Using IP ToS marking for uplink-only QoS flow mapping
This candidate solution focuses on a scenario where only uplink traffic needs to be mapped to a specific QoS Flow and handled differently by the 5G System. Related downlink traffic is handled using default QoS.
Editor’s Note: Such a solution is counterproductive for TCP- and QUIC-based transports, i.e. protocols depending on acknowledgements. Such solutions can make sense for RTP/UDP based flows, such as in Media Production.
5.3.6.3	Candidate IP-PFS Solution 3a: Using IP ToS marking for bi-directional QoS flow mapping, initiated by downlink traffic
This candidate solution focuses on a scenario where both downlink and uplink traffic for a particular application flow within a PDU Session shared by several different application flows (from the same or different UE applications) needs to be mapped to a specific QoS Flow and handled differently by the 5G System. In this candidate solution, the 5GMS AF initiates the QoS Flow establishment by using specific ToS values in the downlink traffic.


Figure 5.3.6.3-1: 
Assumptions:
-	A PCC rule for the UE is activate in the 5G System. The PCC rule contains a Service Data Flow Filter with a ToS value and the UE IP address.
-	Reflective QoS is enabled for the PDU Session in question.
Steps:
Provisioning: The 5GMS System is provisioning for Dynamic Policy usage as defined in clause 5.7.2 of TS 26.501 [?]. As a result, various functions of the 5G System are provisioned for QoS usage as follows:
1.	The 5GMS Client has received Service Access Information (through M6 or M5), providing the information needed to use the Dynamic Policy Invokation API. Here, the sdfMethod indicates the usage of ToS. The 5GMS Client has activated a Dynamic Policy as described in clause 5.7 of TS 26.501 [?].
2.	The 5GMS AF has provisioned the information for a Dynamic PCC rule with the PCF (possibly through NEF).
3.	The PCF has authorized the request and created a PCC rule. The PCF has sent the PCC rule to the SMF, which has forwarded the QoS rule to the UE (indicating “reflective QoS” here) and to the UPF.
During media plane usage:
4.	The 5GMS Client initiates connection establishment by sending a TCP SYN packet. The packet is forwarded by the SDAP entity of the UE (Layer 2) and the UPF to the 5GMS AS.
5.	The 5GMS AS looks up the ToS policy, including the ToS value for this UE/network.
NOTE:	The 5GMS AS may also wait until the first HTTP request message is received to determine the purpose of the request. A 5GMS Client may use the TCP connection for subsequent HTTP transactions (persistent TCP connection).
6.	The 5GMS AS sends a TCP SYN–ACK to the UE to continue the TCP connection establishment handshake. The 5GMS AS sets the TOS field value. The packet reaches the UPF on its path to the UE.
7.	The UPF detects a PDR match for the UE. Here, the PDR for the UE IP address contains the ToS value. (The PDR was provided to the UPF in an earlier step as described in clause 5.3.4.3.)
8.	The UPF encapsulates the downlink IP packet inside an N3 packet. The UPF sets the QFI value in the N3 packet header.	Comment by Richard Bradbury: Does the ToS field get marked at any point in this candidate solution?	Comment by TL1: Was only in the msc, in step 3.
9.	The UPF sends the N3 packet to the UE via the RAN.
10.	The SDAP entity in the UE (Layer 2) detects a new QFI.
11.	Reflective QoS is activated for the PDU Session and the UE creates a “UE-derived QoS Rule” as defined in TS 23.501 [?], clause 5.7.5.2.
12.	The SDAP entity in the UE (Layer 2) forwards the TCP SYN/ACK to the 5GMS Client.	Comment by Richard Bradbury: Wrong system actors?	Comment by TL1: Well, the MODEM. I need a better term, since “UE” is everything on the device side.
13.	The 5GMS Client send the TCP ACK to complete the TCP connection handshake. (This packet does not need to be marked with a specific ToS value by the 5GMS Client.
14.	The SDAP entity in the UE (Layer 2) detects a PDR match for the UE. Here, the PDR is the 5-tuple as stored in the UE-derived QoS rule.	Comment by TL1: Qi: Not sure if the SDF(s) in the PDR and QoS rule can be different or not. From my understanding, while SMF sends the PDR with ToS value, it can also put ToS value into the QoS rule. 	Comment by TL1: Yes, but here, the UPF captures the 5_Tuple from a ToS marked packet.
15.	The SDAP entity in the UE (Layer 2) encapsulates the IP packet containing the TCP ACK into the according radio protocols, including the QFI marking.
The 5GMS Client continues to use the established TCP connection.
Discussion:
-	The 5GMS AS needs to determine whether QoS should be used for this session and which ToS value to use.
-	The Npcf_PolicyAuthorization API allows a ToS value to be provisioned (without a direction indication), but the Nnef_AFsessionWithQOS API does not support provisioning of a ToS value.
5.3.6.4	Candidate IP-PFS Solution 3b: Using IP ToS marking for bi-directional QoS flow mapping, initiated by downlink traffic
This candidate solution focuses on a scenario where both downlink and uplink traffic for a particular application flow within a PDU Session shared by several different application flows (from the same or different UE applications) needs to be mapped to a specific QoS Flow and handled differently by the 5G System. In this candidate solution, the 5GMS AF initiates the QoS Flow establishment by using specific ToS values in the downlink traffic.


Figure 5.3.6.3-1: 
Assumptions:
-	A PCC rule for the UE is activate in the 5G System. The PCC rule contains a Service Data Flow Filter with a ToS value and the UE IP address.
Steps:
Provisioning: The 5GMS System is provisioned for Dynamic Policy usage as defined in clause 5.7.2 of TS 26.501 [?]. As result, various functions of the 5G System are provisioned for QoS usage as follows:
1.	The 5GMS Client has received Service Access Information (through M6 or M5), providing the information needed to use the Dynamic Policy Invokation API. Here, the sdfMethod indicates the usage of ToS. The 5GMS Client has activated a Dynamic Policy as described in clause 5.7 of TS 26.501 [?].
2.	The 5GMS AF has provisioned the information for a Dynamic PCC rule with the PCF (possibly through NEF).
3.	The PCF has authorized the request and created a PCC rule. The PCF has sent the PCC rule to the SMF, which has forwarded the QoS rule to the UE and to the UPF. The QoS Rule for the UE contains the ToS value.
During media plane usage:
4.	The 5GMS Client initiates connection establishment by sending a TCP SYN packet. The packet is forwarded by the SDAP entity of the UE (Layer 2) and the UPF to the 5GMS AS.
5.	The 5GMS AS looks up the ToS policy, including the ToS value for this UE/network.
NOTE:	The 5GMS AS may also wait until the first HTTP request message is received to determine the purpose of the request. A 5GMS Client may use the TCP connection for subsequent HTTP transactions (persistent TCP connection).
6.	The 5GMS AS sends a TCP SYN–ACK to the UE to continue the TCP connection establishment handshake. The 5GMS AS sets the TOS field value. The packet reaches the UPF on its path to the UE.
7.	The UPF detects a PDR match for the UE. Here, the PDR for the UE IP address contains the ToS value. (The PDR was provided to the UPF in an earlier step as described in clause 5.3.4.3.)
8.	The UPF encapsulates the downlink IP packet inside an N3 packet. The UPF sets the QFI value in the N3 packet header.
9.	The UPF sends the N3 packet to the UE via the RAN.
10.	The SDAP entity of the UE (Layer 2) forwards the TCP SYN–ACK to the 5GMS Client.
11.	The 5GMS Client send the TCP ACK to complete the TCP connection handshake. (This packet does not need to be marked with a specific ToS value by the 5GMS Client.
12.	The UE detects a PDR match for the UE. Here, the PDR is the 5-tuple as stored in the UE-derived QoS rule.
13.	The UE encapsulates the IP packet containing the TCP ACK into the according radio protocols, including the QFI marking.
The 5GMS Client continues to use the established TCP connection.
Discussion:
-	The 5GMS AS needs to determine whether QoS should be used for this session and which ToS value to use.
-	The Npcf_PolicyAuthorization API allows a ToS value to be provisioned (without a direction indication), but the Nnef_AFsessionWithQOS API does not support provisioning of a ToS value.
5.3.6.4	Candidate IP-PFS Solution 4a: Using ToS marking for bi-directional QoS flow mapping, initiated by uplink traffic
This candidate solution focuses on a scenario where both downlink and uplink traffic for a particular application flow within a PDU Session shared by several application flows needs to be mapped to a specific QoS Flow and handled separated by the 5G System. In this candidate solution, the 5GMS Client initiates the QoS Flow establishment by using specific ToS values in the uplink traffic. Here, the reception of the ToS-marked IP Packet in the UPF triggers the creation of a new QoS rule in the UPF, similar to reflective QoS principles.
NOTE:	Creation of a new QoS rule derived from an IP packet is defined as “UE-derived QoS rule” creation in clause 5.3.4 (Reflective QoS) of TS 23.501 [?].


Figure 5.3.6.4-1: 
Assumptions:
-	A PCC rule for the UE is activate in the 5G System. The PCC rule contains a Service Data Flow Filter with a ToS value and the UE IP address.
-	Reflective QoS is enabled for the PDU Session in question.
Steps:
Provisioning: The 5GMS System is provisioned for Dynamic Policy usage as defined in clause 5.7.2 of TS 26.501 [?]. As result, various functions of the 5G System are provisioned for QoS usage as follows:
1.	The 5GMS Client has received Service Access Information (through M6 or M5), providing the information needed to use the Dynamic Policy Invokation API. Here, the sdfMethod indicates the usage of ToS. The 5GMS Client has activated a Dynamic Policy as described in clause 5.7 of TS 26.501 [?].
2.	The 5GMS AF has provisioned the information for a Dynamic PCC rule with the PCF (possibly through NEF).
3.	The PCF has authorized the request and created a PCC rule. The PCF has sent the PCC rule to the SMF, which has forwarded the QoS rule to the UE and to the UPF.
During media plane usage
4.	The 5GMS Client initiates connection establishment by sending a TCP SYN packet. The packet is forwarded by the SDAP entity of the UE (Layer 2) and the UPF. The 5GMS Client has set a ToS value in the TCP SYN packet, as provided by the 5GMS AF in an earlier step (see clause 5.3.4.3).
5.	The UPF detects a PDR match for the UE. Here, the PDR for the PDU Session (e.g. identified by the TEID) contains the ToS value. (The PDR was provided to the UPF in an earlier step as described in Clause 5.3.4.3.)
6.	The UPF creates a “UPF derived QoS Rule”, similar to the “UE derived QoS Rule” (see TS 23.501 [?], clause 5.7.5.2). The UPF derives the IP Packet Filter set (similar to the derivation in the “UE derived QoS rule”) by taking the IP addresses, protocol identifier and port numbers into the IP Packet Filter Set.
7.	The UPF forwards the TCP SYN packet to the 5GMS AS.
8.	The 5GMS AS replies with a TCP SYN–ACK packet to continue the TCP connection establishment handshake.
9.	The UPF detects a PDR match for the UE. Here, the PDR for the UE contains the 5-tuple of the TCP connection.
10.	The UPF encapsulates the downlink IP packet into an N3 packet. The UPF sets the QFI value in the N3 packet header.
11.	The UPF sends the N3 packet to the UE via the RAN.
12.	The SDAP entity of the UE (Layer 2) detects a new QFI value.
13.	Since Reflective QoS is activated for the PDU Session, the UE creates a “UE-derived QoS Rule” as defined in TS 23.501, clause 5.7.5.2.
14.	The SDAP entity of the UE (Layer 2) forwards the TCP SYN–ACK to the 5GMS Client.
15.	The 5GMS Client sends the TCP ACK to complete the TCP connection handshake. (Unlike in step 4, this packet does not need to be marked with a specific ToS value by the 5GMS Client.)
16.	The SDAP entity of the UE (Layer 2) detects a PDR match for the UE. Here, the PDR is the 5-tuple as stored in the UE derived QoS rule.
17.	The UE encapsulates the IP packet into the according radio protocols, including the QFI marking.
The 5GMS Client continues to use the established TCP connection.
Discussion:
-	TS 23.501 [?] defines only a “UE-derived QoS Rule”. The concept does not exist for the UPF.
-	The Npcf_PolicyAuthorization API allows a ToS value to be provisioned (without a direction indication), but the Nnef_AFsessionWithQOS API does not support provisioning of a ToS value.
5.3.6.5	Candidate IP-PFS Solution 4b: Using ToS marking for bi-directional QoS flow mapping, initiated by uplink traffic
This candidate solution focuses on a scenario where both downlink and uplink traffic for a particular application flow within a PDU Session shared by several application flows needs to be mapped to a specific QoS Flow and handled separated by the 5G System. In this candidate solution, the 5GMS Client initiates the QoS Flow establishment by using specific ToS values in the uplink traffic. Here, the IP packet with the ToS value reaches the 5GMS AS and is re-used for downlink traffic.


Figure 5.3.6.5-1: 
Assumptions:
-	A PCC rule for the UE is activate in the 5G System. The PCC rule contains a Service Data Flow Filter with a ToS value and the UE IP address.
-	Reflective QoS is enabled for the PDU Session in question.
Steps:
Provisioning: The 5GMS System is provisioned for Dynamic Policy usage as defined in clause 5.7.2 of TS 26.501 [?], Clause 5.7.2. As result, various functions of the 5G System are provisioned for QoS usage as follows:
1.	The 5GMS Client has received Service Access Information (through M6 or M5), providing the information needed to use the Dynamic Policy Invokation API. Here, the sdfMethod indicates the usage of ToS. The 5GMS Client has activated a Dynamic Policy as described in clause 5.7 of TS 26.501 [?].
2.	The 5GMS AF has provisioned the information for a Dynamic PCC rule with the PCF (possibly through NEF).
3.	The PCF has authorized the request and created a PCC rule. The PCF has sent the PCC rule to the SMF, which has forwarded the QoS rule to the UE and to the UPF.
During Media Plane usage
4.	The 5GMS Client initiates connection establishment by sending a TCP SYN packet. The packet is forwarded by the SDAP entity of the UE (Layer 2) and the UPF to the 5GMS AS. The 5GMS Client has set a ToS value in the TCP SYN packet, as provided by the 5GMS AF in an earlier step (see clause 5.3.4.3).
5.	The 5GMS AS reads the ToS value from the uplink packet. The 5GMS AS uses the uplink ToS value to mark all downlink packets in that TCP connection.
NOTE:	When the 5G System employs an N6 NAT, the N6 NAT may set the downlink ToS value to the same value as the uplink ToS value.
6.	The 5GMS AS sends a TYP SYN–ACK back to the UE. The packet reaches the UPF on its path to the UE.
7.	The UPF detects a PDR match for the UE. Here, the PDR for the UE IP address contains the ToS value. (The PDR was provided to the UPF in an earlier step as described in clause 5.3.4.3.)
8.	The UPF encapsulates the downlink IP packet into an N3 packet. The UPF sets the QFI value in the N3 packet header.
9.	The UPF sends the N3 packet to the UE via the RAN.
10.	The SDAP entity of the UE (Layer 2) detects a new QFI value.
11.	Since Reflective QoS is activated for the PDU Session, the SDAP entity of the UE (Layer 2) creates a “UE-derived QoS Rule” as defined in TS 23.501 [?], clause 5.7.5.2.
12.	The SDAP entity of the UE (Layer 2) forwards the TCP SYN–ACK to the 5GMS Client.	Comment by Richard Bradbury: Ditto.
13.	The 5GMS Client send the TCP ACK to complete the TCP connection handshake. (Unlike in step 4, this packet does not need to be marked with a specific ToS value by the 5GMS Client.)
14.	The SDAP entity of the UE (Layer 2) detects a PDR match for the UE. Here, the PDR is the 5-tuple as stored in the UE-derived QoS rule.
15.	The SDAP entity of the UE (Layer 2) encapsulates the IP packet into the according radio protocols, including the QFI marking.
The 5GMS Client continues to use the established TCP connection.
Discussion:
-	The 5GMS AS needs to determine whether QoS should be used for this session and which ToS value to use.
-	The Npcf_PolicyAuthorization API allows a ToS value to be provisioned (without a direction indication), but the Nnef_AFsessionWithQOS API does not support provisioning of a ToS value.
**** Last Change ****
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