	
3GPP TSG-SA4 Meeting #106	S4-191178
Busan, Korea, 21-25 October, 2019
	CR-Form-v11.4

	DRAFT CHANGE REQUEST

	

	
	26.501
	CR
	
	rev
	-
	Current version:
	16.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	DRM client role in 5GMS client

	
	

	Source to WG:
	TELUS

	Source to TSG:
	

	
	

	Work item code:
	5GMS
	
	Date:
	2019-10-21

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	· The current color coding of the DRM client in Figure 4.2.2-1 suggests DRM client should be in the scope of media player. DRM client is not necessary to be a part of media player. Media player is supposed to be integrated with any DRM client via its programmnig interfaces. 
· There are numerous DRM flavors, and some of them are still proprietary. It is difficult to bind DRM client with media player from standard adoption and implementation perspetives. 
· To protect the highest quality of commercial content, content providers are movnig towards hardware-based protection where core functionalities of hardware-DRM must be implemented in a Trusted Execution Environmnet (TEE) of the processor, and backed by hardware means 

	
	

	Summary of change:
	· Move the DRM client outside of the media player box, and change the color coding to blue
· Update DRM client definition
· There is a “media decapsulation and decryption” fuction defined in the original document. But the descripiton of the media decryption is mssing. This change adds a “media decryption” fucntion and its description.
· Separate Media decryption and media decapsulation. Media decapsulation is a part of media access client and pre-processing client
· Add interface M9d out of scope 
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1. Detailed description of the change
The change request suggests to move DRM client outside of the Media player box in Figure 4.2.2-1. A new interface M9d is introduced between DRM client and Media player. 
It should also be noted that encrypted media samples are not handed over to the DRM client. The Media player get licenses and keys from DRM client through M9d. The media samples will be passed to media decryption module. The media decryption fucntion decryptes the media using the keys acquired from the license delivered by the DRM client fucntion. 
DRM Client (optional): when present, DRM is a content protection mechanism with its unique key management systems and key delivery, authentication/authorization, policy enforcement and entitlement check.
Media Decryption: Media decryiton fuction is responsible to decrype the media samples using the keys provided in the DRM license, and further passing them to the media decoder to enable playback of encrypted media. The media decryption and media decoding could be implemnted on the software on general-purpose processors, or for more secured and robust architecture, the decryption, decoding and rednerfing could be implemented on the hardware on secure processors. 
This change enables the same Media player and encrypted media files could be compatible wth any DRM protection mechnisms as common encryption (CENC) has been used widely today, thus allowing the development of robust media player with the support of a range of content decryptionand and protection tehcnologies, for example, MSFT Playready, Apple Fairplay, Google Widevien, and a variety of proprietary DRM systems, potentially used in any 5GMS client.

*** Start of Chagnes ***
4.2.2	UE Media Functions
The UE may include many detailed subfunctions that can be used individually or controlled individually by the 5GMS-Aware application. This clause breaks down several relevant identified sub-functions for which stage-3 specification is available.
The 5GMS Aware Application itself may include many functions that are not provided by the 5GMS client or the 5G UE. Examples include content discovery, notifications, social network integration, etc. The 5GMS Aware application may also include functions that are equivalent to ones provided by the 5GMS client and may only use a subset of the 5GMS client functions.
With respect to Media Player functions, Figure 4.2.2-1 shows more detailed functional components of a UE for media player functions to access the 5GMS Media AS. 







Figure 4.2.2-1: UE 5G Media Streaming Functions (Media Player centric)

The following subfunctions are identified as part of a more detailed breakdown of the Media Player Function:
-	Media Access and Pre-procssing Client: Accesses Media Content such as DASH-formatted Media Segments. Extracts the elementary media streams for decoding and provides media system related functions such as time synchronization, capability signalling, accessibility signalling, etc
- DRM Client (optional): when present, DRM client provides a content protection mechanism with its unique key management and key delivery system, authentication/authorization, policy enforcement and entitlement check. 
	
DRM Client (Optional): When present, the DRM client realizes the content protection related policies of its associated DRM system.
- Media Decryption: Media decryiton is responsible to decrype the media samples using the keys provided in the DRM license, and further passing to the media decoder to enable playback of encrypted media. The media decryption and media decoding could be implemnted on general-purpose processor in software or hardware, or for more secured and robust architecture, the decryption, decoding and rednerfing could be impleted on the hardware on secure processors. 
-	
- Media Decoders: Decodes the media like audio or video.
-	Media Rendering / Presentation: Renders the media using an appropriate output device.
-	Media Decapsulation and decryption: extracts the elementary media streams for decoding and provides media system related functions such as time synchronization, capability signalling, accessibility signalling, etc..
With respect to the Media Session Handler, Figure 4.2.2-2 shows more detailed functional components of a UE to access the 5GMS Media AF.


*** End of Changes ***
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*** Start of the original document ***
[bookmark: _Toc19472388]4.2.2	UE Media Functions
The UE may include many detailed subfunctions that can be used individually or controlled individually by the 5GMS-Aware application. This clause breaks down several relevant identified sub-functions for which stage-3 specification is available.
The 5GMS Aware Application itself may include many functions that are not provided by the 5GMS client or the 5G UE. Examples include content discovery, notifications, social network integration, etc. The 5GMS Aware application may also include functions that are equivalent to ones provided by the 5GMS client and may only use a subset of the 5GMS client functions.
With respect to Media Player functions, Figure 4.2.2-1 shows more detailed functional components of a UE for media player functions to access the 5GMS Media AS. 


Figure 4.2.2-1: UE 5G Media Streaming Functions (Media Player centric)

The following subfunctions are identified as part of a more detailed breakdown of the Media Player Function:
-	Media Access Client: Accesses Media Content such as DASH-formatted Media Segments.
-	DRM Client (Optional): When present, the DRM client realizes the content protection related policies of its associated DRM system.
-	Media Decoders: Decodes the media like audio or video.
-	Media Rendering / Presentation: Renders the media using an appropriate output device.
-	Media Decapsulation and decryption: extracts the elementary media streams for decoding and provides media system related functions such as time synchronization, capability signalling, accessibility signalling, etc..
With respect to the Media Session Handler, Figure 4.2.2-2 shows more detailed functional components of a UE to access the 5GMS Media AF.
*** End of the original document***
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