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Abstract of the contribution:

This contribution summarises the main TISPAN requirements about Lawful Interception of IMS traffic and identifies extensions to 3GPP TS 33.107 required in support of these requirements. 
1.
Introduction

This contribution summarises the main TISPAN requirements about Lawful Interception of IMS traffic and identifies extensions to 3GPP TS 33.107 required in support of these requirements. It should be noted that this contribution does not contain any new requirement beyond those already covered in ETS TS 187 005. Requirements that are specific to the IMS-based PES are not addressed in this document. 

2.
Basic requirement
2.1
Content of communications

Requirement #1: 3GPP TS 33.107 clause 7A.1 assumes that the content of communications is intercepted at the GGSN using the procedures described in clause 7.2 of this same document. An alternative solution is required when the target of the interception is connected to a TISPAN IP-CAN. In the later case, ETSI TS 187 005 specifies that communication contents is intercepted at a Core Border Gateway Function (C-BGF) rather than a GGSN.
Contrary to the GGSN case, activation and invocation of the interception procedure (i.e. packet duplication) has to be triggered on a per call basis, from the P-CSCF controlling the C-BGF. It is not possible to activate or invoke interception at a C-BGF based on a target identity. From a Stage 3 specification viewpoint, activation of the interception procedure requires appropriate parameters to be sent from the P-CSCF to the C-BGF via the Gq' (P-CSCF to SPDF) and Ia (SPDF – C-BGF) reference points (See TS 187 005 Figure E.1).

2.2 Intercept Related Information
3GPP TS 33.107 clause 7A.2 specifies that all SIP messages sent and received on behalf of a target subscriber are subject to intercept at the S-CSCF or P-CSCF. This is remains valid in case the target of the interception is connected to a TISPAN IP-CAN. However, additional IMS functional entities may also need to intercept SIP messages to fulfil additional requirements (see clause 3 and 4 or this contribution).

3.
Fixed and Mobile Convergence

Requirement #2: The solution described in the above paragraph, where IMS-related communication contents are intercepted at a C-BGF is access specific. This is also true for the 3GPP solution where IMS-related communication contents are intercepted at the GGSN. It is highly desirable that an access independent solution be available.
ETSI TS 187 005 provides a solution where contents of communications are intercepted using a Multimedia Resource Function Processor (MRFP), under the control of an associated MRFC and of an Application Server. The AS controls the MRFC via the S-CSCF. In order to ensure that the Application Server gets involved in the communications subject to interception, the Administration Function (ADMF) provisions the S-CSCF with the address of the Application Server or creates an appropriate Initial Filter Criteria in the targeted subscriber's profile. See Figure E.3 of TS 187 005.

4
Transit communications 

Requirement #3: There is a need to enable interception of transit communications. An IMS providing transit services shall provide means to intercept communications where none of the communication participants has an IMS subscription. This requirement typically applies when a PSTN is migrated to an IMS and the IMS transit capabilities replace the capabilities of TDM-based transit exchanges.

Intercept Related Information: ETSI TS 187 005 provides as solution where an IBCF or an MGCF reports SIP messages as Intercept Related Information. The ADMF has to provision the IBCF or the MGCF (depending on the type of interconnected networks involved in the communication) with the SIP URI or TEL URI of target identifiers (See TS 187 005 Figure E4 and E5). 
Contents of Communications: With this solution, interception of communication content takes place at an Interconnect Border Gateway Function (I-BGF)/Transition Gateway(TrGW) or a Trunking Media Gateway Function (T-MGF)/IMS Media Gateway (IM-MGW) depending on the type of interconnected networks involved in the communication.  Activation and invocation of the interception procedure (i.e. packet duplication) has to be triggered on a per call basis, from the IBCF or MGCF controlling the gateway function. It is not possible to activate or invoke interception at an I-BGF/TrGW or T-MGF/IM-MGW based on a target identity. Activation of the interception procedure requires appropriate parameters to be sent from the IBCF or MGCF to the I-BGF or T-MGF via the Gq' (IBCF to SPDF), Ia (SPDF – C-BGF) and Mn (MGCF – T-MGF) reference points (See TS 187 005 Figure E.4 and E5).
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