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Abstract of the contribution: Gives a short background of the state of NGN LI development in the TISPAN work item


The scope of the ETSI LI work item is as follows (text in red to be approved in next WG7 meeting):
The requirement for provision of lawful interception for all Communication Service Providers (CSP) is described in TS 101 331 [3] and the present document gives the stage 1 and stage 2 definition for provision of an interception capability in TISPAN NGN R2.

The present document specifies the stage 2 model for Lawful Interception (LI) of TISPAN NGN services as specified by TR 180 001 [5]. 

The provisions in the present document apply only when the target of interception is an NGN user identified as specified in TS 184 002 [6], and when the network supplying services on behalf of the CSP is an NGN as specified by TISPAN in TR 180 001 [5] and ES 282 001 [1].

A guide to the application of the handover specifications is given in informative annexes.

NOTE:
Handover aspects are not specified in the present document but are described in TS 133 108 [8], ES 201 671 [2] and TS 102 232 [4].



The context for LI in the NGN is given by text in the "Introduction" clause of the TISPAN work item as follows:
The NGN is required to operate within a regulated environment. In Europe the privacy directive EC/2002/58 [4] applies and article 5 states: 

1. Member States shall ensure the confidentiality of communications and the related traffic data by means of a public communications network and publicly available electronic communications services, through national legislation. In particular, they shall prohibit listening, tapping, storage or other kinds of interception or surveillance of communications and the related traffic data by persons other than users, without the consent of the users concerned, except when legally authorised to do so in accordance with Article 15(1). This paragraph shall not prevent technical storage which is necessary for the conveyance of a communication without prejudice to the principle of confidentiality.

2. Paragraph 1 shall not affect any legally authorised recording of communications and the related traffic data when carried out in the course of lawful business practice for the purpose of providing evidence of a commercial transaction or of any other business communication. 

3. Member States shall ensure that the use of electronic communications networks to store information or to gain access to information stored in the terminal equipment of a subscriber or user is only allowed on condition that the subscriber or user concerned is provided with clear and comprehensive information in accordance with Directive 95/ 46/EC, inter alia about the purposes of the processing, and is offered the right to refuse such processing by the data controller. This shall not prevent any technical storage or access for the sole purpose of carrying out or facilitating the transmission of a communication over an electronic communications network, or as strictly necessary in order to provide an information society service explicitly requested by the subscriber or user.
ETSI SR 002 211 [10] identifies those aspects of standardisation that are required to ensure compliance with the European Framework Directive. In some instances the right to privacy can be withheld as suggested in paragraph 2 of article 5 of the privacy directive [4] (see clause 5.1). Provisions for the lawful interception of traffic, and for retention of signalling data are allowed exceptions as defined in Article 15(1) of the privacy directive:

1. Member States may adopt legislative measures to restrict the scope of the rights and obligations provided for in Article 5, Article 6, Article 8(1), (2), (3) and (4), and Article 9 of this Directive when such restriction constitutes a necessary, appropriate and proportionate measure within a democratic society to safeguard national security (i.e. State security), defence, public security, and the prevention, investigation, detection and prosecution of criminal offences or of unauthorised use of the electronic communication system, as referred to in Article 13(1) of Directive 95/46/EC. To this end, Member States may, inter alia, adopt legislative measures providing for the retention of data for a limited period justified on the grounds laid down in this paragraph. All the measures referred to in this paragraph shall be in accordance with the general principles of Community law, including those referred to in Article 6(1) and (2) of the Treaty on European Union.
The obligations from the directive are placed on member states but may be met by the provision of specific capabilities in the NGN and for LI and DR these are as follows:

· An NGN operator should provide mechanisms to ensure the interception and handover of signalling of specific NGN users if required to by a lawful authority

· An NGN operator should provide mechanisms to ensure the interception and handover of the content of communication of specific NGN users if required to by a lawful authority

· An NGN operator should provide mechanisms to ensure the retention and handover of signalling of specific NGN users if required to by a lawful authority



The overall architecture for NGN LI is then discussed in clause 4 in the context of the reference model:
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NOTE:
Interfaces INI1, INI1a, INI1b, INI1c, CCTF, CCTI and CCCI are not defined in the present document but are shown in the figure for completeness.

Figure 1: Reference Model for Lawful Interception from TR 102 528 [9]

The reference model depicts the following functions and interfaces:

Intercept Related Information Internal Intercept Function (IRI-IIF) generates signalling intercept material. 

Content of Communication Internal Intercept Function (CC-IIF) generates content intercept material.

Content of Communication Trigger Function (CCTF) controls the CC-IIF.

Internal interface INI1 carries provisioning information from the Lawful Interception Administration Function (AF) to the Internal Intercept Functions (IIF). 

Internal interface INI2 carries Intercept Related Information (IRI) from the IRI-IIF to the MF.

Internal interface INI3 carries Content of Communication (CC) information from the CC-IIF to the MF.

Content of Communication Trigger Interface (CCTI) carries trigger information from the IRI-IIF to the CCTF.

Content of Communication Control Interface (CCCI) carries controls information from the CCTF to the 
CC-IIF.

The reference model introduces the CCTF FE that may be used to in a number of configurations to allow for the provisioning of CC-IIF in an IP network. The location of the CCTF is not defined in the present document but considered configuration options are as follows:

CCTF co-located with the LIAF: INI1b is internal to the AF and CCTF. 

CCTF co-located with the IRI-IIF: CCTI is internal to the IRI-IIF and CCTF. 
CCTF co-located with the IRI-IIF and CC-IIF: CCTI and CCCI are internal to the IRI-IIF, CCTF and CC-IIF. 
CCTF co-located with the MF: CCTI is merged with INI2. 
A stand alone CCTF: Both CCTI and CCCI are external interfaces.

A complete explanation of the functions and interface is found in clause 4 of TR 102 058 [9].



IMS interception for the NGN is described in clause 6 of the TISPAN document and it is expected that this clause will become a simple pointer to the relevant common IMS LI document in 3GPP.

The Point of Interception shall be at premises of the CSP, i.e. IRI-IIF and CC-IIF shall reside in equipment under full control (physical access, etc.) of the CSP.

Figure 1 (in clause 4.2) identifies the generic architecture for LI. The specific provision of the CC-IIF and IRI-IIF in the NGN for IMS services is as shown in figure 3. This architecture for LI applies to the IMS subsystem as described in
ES 282 007 [11] and TS 182 012 [12].
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Figure 3: Reference architecture for interception in the IMS environment

6.2
Activation, deactivation and interrogation

The principles described in TS 133 107 [7] apply, with the exception that the list of target identities is restricted to be a SIP URI or a TEL URL.

6.3
Intercept Related Information

Communications to or from a targeted subscriber and communications initiated on behalf of a targeted subscriber are intercepted at the P-CSCF or S-CSCF as described in TS 133 107 [7]. 

The stage 2 definition for interception of IMS found in TS 133 107 [7] shall apply for TISPAN NGN R1. Annex A specifies the parts of TS 133 107 [7] that apply.

NOTE 1:
When IMS is providing a PES service the interception service identified above and defined in
TS 133 107 [7] still applies. In addition, the AGCF may be used as an alternative point of interception.

Editor's note: The common IMS does not support the AGCF.
NOTE 2:
If the IMS is used for the support of transit communication and national LI requires their interception then the interception of communications in transit may take place at the IBCF or MGCF depending on the characteristics of the interconnected networks involved in the communication.

6.4
Content of Communication

Editor's note:

It is noted that IMS does not of itself carry content of communication. Therefore this text may need to be maintained by ETSI TISPAN.
Interception of the content of communications takes place at transport processing functional entities identified in the TISPAN NGN R1 architecture (ES 282 001 [1]). Transport processing entities that may provide the CC-IIF are:

An Access Media Gateway Function (A-MGF).

A Core Border Gateway Function (C-BGF).

An Interconnect Border Gateway Function (I-BGF).

A Trunking Media Gateway Function (T-MGF).

A Multimedia Resource Function Processor (MRFP).

NOTE 1:
Interception at an A-MGF, C-BGF or MRFP takes place when the target of interception is a subscriber of the IMS network. 

NOTE 2:
If the IMS is used for the support of transit communication and national LI requires their interception then the interception of communications in transit may take place at the I-BGF or T-MGF depending on the characteristics of the interconnected networks involved in the communication.

When the interception of communication contents takes place at a C-BGF or I-BGF, interactions between the IRI-IIF and the CC-IIF takes place through the SPDF or the MF. The SPDF or the MF plays the role of a CCTF as identified in clause 4.3.

When the interception of communication contents takes place at an A-MGF or T-MGF, the AGCF or MGCF plays the role of the IRI-IIF, and the CCTF (as identified in clause 4.3) is located in the AGCF, MGCF or MF.

When the interception of communication contents takes place at an MRFP, the associated MRFC and an Application Server Function collectively, or the MF, play the role of a CCTF. The ASF controls the MRFC via the S-CSCF. In order to ensure that the Application Server gets involved in the communications subject to interception, the Administration Function (ADMF) provisions the S-CSCF with the address of the Application Server or creates an appropriate Initial Filter Criteria in the targeted subscriber's profile in the UPSF.

The instances in the network where the interception takes place (Point of Interception) shall be at premises of the CSP, i.e. IRI-IIF and CC-IIF shall reside in equipment under full control (physical access, etc.) of the CSP.



The final major point of contact between the IMS interception in 3GPP SA3-LI and TISPAN is in the annexes and these are copied below. It is noted that these are normative for stage 2, and informative for stage 3. This status may need to be reviewed.
Annex A (normative):
Endorsement statement for TS 133 107

For the stage 2 definition of the interception of IMS and generic IP subsystem parts of TS 133 107 [7] apply normatively in the context of TISPAN NGN. This annex summarizes those parts of TS 133 107 [7] that apply in the context of TISPAN NGN LI.

NOTE:
Where no specific endorsement statement is given the text in the endorsed document is considered to have only background relevance and not to form part of the normative specification for NGN-R1 interception. 

	Clause
	Applicability in TISPAN NGN R1

	1
	

	2
	

	3
	

	4
	Figure 1d applies

	5
	

	6
	Does not apply

	7
	Does not apply

	7A
	Applies in full

	7A.1
	Does not apply (refers only to GSNs)

	7A.2
	Applies in full

	7A.3
	Applies in full with extensions defined in the present document

	7A.4
	Applies in full

	7A.5
	Does not apply (service defined only for cellular network)

	8
	

	9
	Does not apply

	Annex A
	Does not apply

	Annex B
	Does not apply

	Annex C
	

	Annex D
	Does not apply

	Annex G
	Does not apply (informative annex showing history of CRs applied to the document)

	
	

	NOTE:
Annexes E and F do not exist in TS 133 107 [7].


Annex B (informative):
Endorsement statement for TS 133 108

NOTE 1:
This annex is provided for information pending a full stage 3 mapping from TISPAN NGN to TS 133 108 [8].

NOTE 2:
The endorsements stated are indicative and further work is required to fully analyse the data and operations in TS 133.108 and how they should apply in TISPAN NGN.

This annex summarizes those parts of TS 133 108 [8] that apply in the context of TISPAN NGN LI.

NOTE 3:
Where no specific endorsement statement is given the text in the endorsed document is considered to have only background relevance and not to form part of the normative specification for NGN-R1 interception.

	Clause
	Applicability in TISPAN NGN R1

	1
	

	2
	

	3
	

	4
	

	4.1
	

	4.2
	

	4.3
	

	4.4
	

	4.4.1
	Applies in full

	4.4.2
	

	4.5
	Applies in full

	4.5.1
	Applies in full

	4.5.2
	Applies in full

	4.5.3
	Applies in full

	5
	Does not apply

	6
	

	7
	

	7.1
	

	7.1.1
	

	7.1.2
	

	7.1.3
	Correlation to the relevant CC is necessary

	7.2
	

	7.3
	

	7.4
	

	7.5
	Yes / for correlation ASN.1 parameter correlation had to be used

	7.5.1
	Yes / for correlation ASN.1 parameter correlation had to be used

	7.6
	

	Annex A
	

	Annex B
	Requires detail study of ASN.1 to confirm applicability. May not apply

	B.1
	May not apply

	B.2
	May not apply

	B.3
	May not apply

	B.3a
	May not apply

	B.4
	May not apply

	B.5
	May not apply

	B.6
	May not apply

	Annex C
	

	Annex D
	

	Annex E
	

	Annex F
	

	Annex G
	

	Annex H
	Applies in full

	Annex J
	Does not apply

	Annex K
	Does not apply (informative annex showing history of CRs applied to the document)

	
	

	NOTE:
Whereas the scope of the present document is interception in the NGN domain the scope of TS 133 108 [8] is handover for the PLMN, the data emanating from the PLMN is described and covers a range of capabilities more specific than those of the NGN (although the NGN is a superset of the capabilities that form the PLMN).
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