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1 Overall description
GSMA is working to standardize end to end encryption (E2EE) for a carrier grad solution in its Rich Communication Suite, that may have to take into account LI regulation and if possible, to let 3GPP SA3LI standards on RCS LI that may have to be upgraded to support it.
The main requirements on LI related to encryption are in 3GPP TS 33.126:
· R6.4 - 160	Encryption - The CSP shall remove any encryption it provides or manages before delivery of the Interception Product to the LEA, or shall provide the LEA the information necessary to decrypt the intercepted communications (e.g. keys, algorithms, parameters) included with the Interception Product.
· R6.4 - 170	CSP provided Encryption Keys - If the CSP provides encryption keys to the target, but is not involved in the encryption service, the CSP shall provide the keys to the LEA.
· R6.4 - 175	CSP provided cryptographic parameters in roaming - When a home CSP’s subscriber is roaming, independently of whether or not the subscriber is an LI Target in the VPLMN, the home CSP shall provide to the visited CSP the means to decrypt user services which are encrypted between the ME and an entity outside the visited CSP and using cryptographic parameters established in the home CSP.
· R6.4 - 180	Retroactive Decryption - The CSP shall ensure that the crypto keys, algorithm and parameters delivered to the LEA enable the LEA to decrypt encrypted Target Communications retroactively.
· R6.4 - 190	Mid Communication Interception - The CSP shall retain sufficient key material for the duration of any communications such that it is possible to decrypt already ongoing communications, when using CSP provided or managed encryption.
· R6.4 - 200	Encryption Key Material Lifecycle Destruction - Once key material specifically retained for LI purposes is no longer required, the CSP shall securely delete this key material.


SA3-LI is kindly requested to GSMA to exchange on how LI may be set up in keeping E2EE with the highest-level security such Quantum Safe algorithm on any communications. At the same time, such E2EE standard may have to respect LI regulations in Carrier Grad case, i.e. based on above requirements defined in 3GPP TS 33.126. 
2 Actions
To GSMA:
ACTION: 	SA3-LI is kindly requesting to GSMA to liaise on LI requirements related to its E2EE in RCS Suite (future standard) and to inform SA3-LI on related development to let SA3LI’s work to progress on LI on RCS.

3	Dates of next SA3-LI meetings
SA3#96-LI	28 – 31 January 2025			Sophia Antipolis, France
SA3#97-LI	29 Apr - May 2025 			Washington DC, US
