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[bookmark: _Toc167820952]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ADMF	LI Administration Function
CC	Content of Communication
CSP	Communication Service Provider
CUPS	Control and User Plane Separation
DNAI	Data Network Access Identifier
ICF	Identity Caching Function
IEF	Identity Event Function
IPPR	Internet Protocol Packet Reporting
IQF	Identity Query Function
IRI	Intercept Related Information
LAF	Location Acquisition Function
LALS 	Lawful Access Location Services
LARF	Location Acquisition Requesting Function
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LICF	Lawful Interception Control Function
LI_HI1	LI_Handover Interface 1
LI_HI2	LI_Handover Interface 2
LI_HI3	LI_Handover Interface 3
LI_HI4	LI_Handover Interface 4
LI_HILA	Lawful Interception Handover Interface Location Acquisition
LI_HIQR	Lawful Interception Handover Interface Query Response
LIPF	Lawful Interception Provisioning Function
LIR	Location Immediate Request
LI_SI	Lawful Interception System Information Interface
LISSF	Lawful Interception State Storage Function
LI_ST	Lawful Interception State Transfer Interface
LI_X1	Lawful Interception Internal Interface 1
LI_X2	Lawful Interception Internal Interface 2
LI_X2_LA	Lawful Interception Internal Interface 2 Location Acquisition
LI_X3	Lawful Interception Internal Interface 3
LI_XEM1	Lawful Interception Internal Interface Event Management Interface 1
LI_XER	Lawful Interception Internal Interface Event Record
LI_XLA	Lawful Interception Internal Interface Location Acquisition
LI_XQR	Lawful Interception Internal Interface Query Response
LTF	Location Triggering Function
MDF	Mediation and Delivery Function
MDF2	Mediation and Delivery Function 2
MDF3	Mediation and Delivery Function 3
MDT	Minimization of Drive Test
MM	Multimedia Message
MMS	Multimedia Message Service
N3AEC	Non-3GPP Access Establishment Cause
N3AF	Non-3GPP Access Function
NAT	Network Address Translation
NPLI	Network Provided Location Information
O&M	Operations and Management
PKMF	ProSe Key Management Function
POI	Point Of Interception
RCS	Rich Communication Suite
SDP	Session Description Protocol
SIP	Session Initiation Protocol
SIRF	System Information Retrieval Function
SOI	Start Of Interception
TF	Triggering Function
TNGF	Trusted Non-3GPP Gateway Function
TWIF	Trusted WLAN Interworking Function
xCC	LI_X3 Communications Content.
xIRI	LI_X2 Intercept Related Information
**** START OF NEXT CHANGE (MAIN DOCUMENT) ****
[bookmark: _Toc167821085]6.2.3.5.1	Packet data header reporting
When packet header information reporting is authorised, packet header information reports are generated either by the IRI-POI in the UPF (if approach 1 from clause 7.12.2.3 of TS 33.127 [5] is used) or by the MDF2 (if approach 2 from clause 7.12.2.3 of TS 33.127 [5] is used). Depending on the requirements of the warrant, the packet header information reports can be in per-packet form, as Packet Data Header Reports (PDHRs), or in summary form, as Packet Data Header Summary Reports (PDSRs).
**** START OF NEXT CHANGE (MAIN DOCUMENT) ****
[bookmark: _Toc167821092]6.2.3.9	Packet header information reporting
[bookmark: _Toc167821093]6.2.3.9.1	General
As described in TS 33.127 [5] clause 7.12.2, warrants that do not require the interception of communication contents but do require packet header information reporting will require access to the user plane packets. Packet header information reporting includes the following two IRI messages:
-	Packet Data Header Reporting (PDHR) in the form of PDHeaderReport records.
-	Packet Data Summary Reporting (PDSR) in the form of PDSummaryReport records.
TS 33.127 [5] clause 7.12.2 provides two approaches for the generation of such IRI messages.
In approach 1, the IRI-POI present in the UP Entity constructs and delivers the packet header information reporting related xIRIs to the MDF2 as described in clause 6.2.3.4.
In approach 2, the CC-POI present in the UP Entity intercepts, constructs and delivers the xCC to the MDF3 as described in clause 6.2.3.6. The MDF3 forwards the xCC to the MDF2 over the LI_MDF interface and the MDF2 generates the IRI messages containing the packet header information reporting related records from the xCC.
In both approaches, the payload of the PDHeaderReport and PDSummaryReport records are as described in clauses 6.2.3.9.3, 6.2.3.9.4 tables 6.2.3.9.3-1 and 6.2.3.9.4-1. Note that in approach 2, the MDF2 generates these IRI messages containing PDHeaderReport and PDSummaryReport records without receiving the equivalent xIRI from an IRI-POI. The actions of the MDF2, the MDF3, the CC-TF in the CP Entity in 5GS and CUPS EPS, and the CC-POI in non-CUPS EPS are managed as part of the intercept data provisioned to them over the LI_X1 interface.
[bookmark: _Toc167821094]In release 18.9.0 of this document an alternative approach to packet header information reporting was introduced using the IPPR mechanism as defined in ETSI TS 102 232-3 [135]. It is recommended that new implementations implement the IPPR mechanism as this aligns IP packet reporting across ETSI TS 102 232-3 [109], ETSI TS 102 232-7 [10], 3GPP TS 33.108 [12] (when using ETSI TS 102 232-7 [10] for the HI2 interface) and the present document.
For IPPR, in approach 1 described above, the POI generates an xIRI containing an .XIRIEvent.iPIRIPacketReport.
6.2.3.9.2	Provisioning details
Table 6.2.3.9.2-1 shows the details of the HeaderReporting TaskDetailsExtension used in the LI_X1 ActivateTask message used for provisioning LI functions when packet header information reporting is authorised.
Table 6.2.3.9.2-1: PDHRReportingExtensions parameters
	Field name
	Description
	M/C/O

	pDHType
	This field shall be set to either:
-	"PDHR," for packet-byper-packet reporting.
-	"PDSR," for summarized reporting. Includes PDSRParameters (see table 6.2.3.9.2-2).
	M

	pDSRParameters
	If pDHType is PDSR, this field shall be set. See table 6.2.3.9.2-2.
	C


t
Table 6.2.3.9.2-2: PDSRParameters
	Field name
	Description
	M/C/O

	pDSRTriggerType
	This field shall be set to at least one of the following triggers:
a) 	timer expiry (along with a timer value and unit).
b) 	packet count (along with a value for the number of packets detected before a summary is to be triggered).
c) 	byte count (along with a value for the cumulative byte size reached across all packets belonging to the summary before said summary is to be triggered).
Summary reports shall not be cumulative, i.e. each summary report shall describe only the packets contained in its respective range, and each new summary shall start its count (of whichever attribute from the numbered list above applies) from zero, i.e. the information in the (n+1)’th summary report starts immediately after the end of the n’th summary report.
	M

	useSessionTriggers
	If useSessionTriggers is present and set to true, the trigger described in the pDSRTriggerType parameter shall be applied at the session level instead of per-flow.
	C
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6.2.3.9.5	Usage of the Internet Protocol Packet Reporting record
ETSI TS 102 232-3 [XX] clause 6.2.5 defines the next generation Internet Protocol Packet Reporting structure (IPPR). As described in ETSI TS 102 232-3 [XX] clause 6.2.5 the IPPR may be used to deliver IRI reporting of packet header information in:
-	per-packet form.
-	summary form.
In either case, the LI function responsible for generating the xIRI extracts the information described in ETSI TS 102 232-3 [XX] clause 6.2.5 according to the IPPRType defined in the PDHRReportingExtensions parameters of the ActivateTask message used to provision the LI function. 
When the summary form of IPPR is provisioned, the current summary is sent when the LI function responsible for generating the xIRI receives a DeactivateTask message for the Task that generated the IPPR regardless of whether the trigger in the IPPRType field of the ActivateTask message was met.
**** END OF MAIN DOCUMENT CHANGES ****
**** START OF FIRST CHANGE (ATTACHMENTS) ****

---a/33128/r18/TS33128Payloads.asn
+++b/33128/r18/TS33128Payloads.asn
@@ -5,6 +5,15 @@ DEFINITIONS IMPLICIT TAGS EXTENSIBILITY IMPLIED ::=
5	5		
6	6		BEGIN
7	7		
	8	+	IMPORTS
	9	+	
	10	+	-- from ETSI TS 102 232-3 [6]
	11	+	    IPIRIPacketReport
	12	+	        FROM IPAccessPDU
	13	+	        {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) li-ps(5) iPAccess(3) version17(17)};
	14	+	
	15	+	-- end of IMPORTS
	16	+	
8	17		-- =============
9	18		-- Relative OIDs
10	19		-- =============
@@ -266,7 +275,10 @@ XIRIEvent ::= CHOICE
266	275		
267	276		    -- UDM events, see clause 7.2.2.3, continued from tag 124
268	277		    uDMProSeTargetIdentifierDeconcealment               [159] UDMProSeTargetIdentifierDeconcealment,
269		-	    uDMProSeTargetAuthentication                        [160] UDMProSeTargetAuthentication
	278	+	    uDMProSeTargetAuthentication                        [160] UDMProSeTargetAuthentication,
	279	+	
	280	+	    -- IP Packet Report, see clause 6.2.3.9.5
	281	+	    iPIRIPacketReport                                   [161] IPAccessPDU.IPIRIPacketReport
270	282		}
271	283		
272	284		-- ==============
@@ -527,6 +539,8 @@ IRIEvent ::= CHOICE
527	539		    -- UDM events, see clause 7.2.2.3, continued from tag 124
528	540		    uDMProSeTargetIdentifierDeconcealment               [159] UDMProSeTargetIdentifierDeconcealment,
529	541		    uDMProSeTargetAuthentication                        [160] UDMProSeTargetAuthentication
	542	+	
	543	+	    -- Tag 161 is reserved because there is no equivalent IP Packet Report in IRIEvent.
530	544		}
531	545		
532	546		IRITargetIdentifier ::= SEQUENCE

**** END OF ALL CHANGES ****

