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1	Background
At least 5GAA and several EU based networks have been investigating network deployments that enable inter PLMN handover of both “data communication” and IMS voice calls. S8 Home Routing is assumed in the VPLMN(s). 

An underlying assumption is that inter-PLMN idle mode mobility with IP address continuity is also enabled. 

In recent years, several 3GPP Working Groups have discussed the inter-PLMN handover topic and there was general 3GPP agreement that the 3GPP standards enable it, but that it’s lack of widespread deployment is just a rollout matter or operational decision from operators. 

However, recent investigations into the 3GPP standards indicate that there could be some LI issues related to the handover of ongoing VoLTE (and VoNR) calls.

The issues relate to the potential need for the ‘new’ PLMN (the one that is the ‘target’ of the handover) to be able to intercept IMS communications after the handover. 

This can be broken down into 2 primary components:

1) The capability to intercept the ongoing call in the new PLMN

2) The capability to intercept new calls that are started in the new PLMN.


2	Interception of the ongoing VoLTE call in the ‘new’ PLMN
This situation seems to have many similarities to the case of inter-PLMN inter-MSC handover of Circuit Switched domain voice calls which has been deployed in some real networks. 

In this legacy case, TSs 29.002, 49.008 and 48.008 indicate that the relay MSC in the ‘new’ PLMN could receive the IMSI and IMEISV from the anchor MSC, but the new PLMN would be unaware of the MSISDN of the UE and it would be unaware of the remote party’s telephone number. 

The lack of visibility of the MSISDN of the UE and the remote party’s phone number seems to have been accepted by the regulatory authorities. 

There seem to be 3 different handover cases to consider with S8 Home Routed (and N9HR) IMS voice calls:

a) HPLMN to VPLMN
Here the target VPLMN will not have the IMS level identities associated with the ongoing call, and, any IMS signalling sent by the HPLMN after the handover will still be using IMS encryption (if IMS encryption was in use in the HPLMN). 


b) VPLMN to VPLMN
If IMS encryption is not in use in either the Source VPLMN or the Target VPLMN then (obviously) there is no need to disable encryption after handover, however, the target VPLMN still does not have the IMS identities associated with the ongoing call.

The key issue here may be that the HPLMN is not a party to the inter-PLMN handover agreements between the two VPLMNs, and that the RAN does not take the identity of the HPLMN into account when making an inter-PLMN handover decision.

c) VPLMN to HPLMN (target PLMN)
As the HPLMN’s LI is performed from its IMS system, all, the HPLMN might need to know is that the UE has now returned to the HPLMN (and hence that a different regulatory environment applies and/or that it could now use IMS level encryption).

3	The capability to intercept new calls that are started in the new PLMN.
Section 7.4.7.4.10 “LI specific functions and interfaces” of TS 33.127 states: 
“A condition required for this LI architecture is that LMISF shall have access to the IMS signalling messages and the IMS media packets in an unencrypted form.”,

If the new VPLMN needs to meet this condition then, for new calls that start in the new VPLMN to be intercepted, any IMS level encryption needs to be turned off AFTER the ongoing call has ended.  Note that with both handover and, S10 interface based idle mode mobility, the UE retains its IP address (and uses the same PDN-GW) and hence PLMN change causes no automatic signalling between the UE and the IMS system in the HPLMN.

Note that this aspect is a significant difference to legacy 2G/3G inter-PLMN inter-MSC Circuit Switched domain handover where the mobile automatically registers into the VPLMN’s MSC server (and is deregistered from the previous PLMN) immediately after the ongoing call ends.

It is believed that there are signalling means for the HPLMN’s packet core network to inform the HPLMN’s IMS system about the change of PLMN and the new PLMN’s identity, however these might not be in active use in the HPLMN.

Another consideration is whether the new VPLMN wishes to rely on the HPLMN for disabling IMS encryption after the handover and call completes, or the VPLMN needs to enforce the disabling of the encryption.

4	Proposals
a) It is requested that SA3-LI discuss the above issues.
b) It is suggested that SA3-LI send an LS to the relevant 3GPP working groups (e.g. CT 1 and/or SA2) requesting them to suggest solutions that SA3-LI could adopt.


5	Background information from the specifications 
TS 29.274, GTP-C
MME-MME handover signalling uses TS 29.274 Section 7.3.1 Forward Relocation Request. This transfers the UE’s MM context to the target MME. The relevant MM context is shown in Figure 8.38-5 and it can be seen to carry the UE’s IMSI and IMEI but not its MSISDN (nor any IMS level identity).


TS 33.127 Lawful Interception (LI) architecture and functions 
Handover with Serving Gateway Change: this is specified in section 7.4.7.2.5 but the solution does not seem appropriate for international handovers.
[bookmark: _Toc98003743]7.4.7.2.5	S8HR LI and Target UE Mobility
During a session that involves the target UE, the SGW-C/SGW-U associated with the BBIFF-C/BBIFF U can change.
To support the continued interception of IMS sessions, the BBIFF-C in the new SGW-C notifies the LMISF-IRI that a BBIFF relocation has occurred.
The LMISF-IRI provides the functions described in clause 7.4.7.4.12 to support the continued and correlated interception for the CC.
NOTE: 	The LMISF should not disrupt the ongoing interception, if an IMS signalling bearer deletion notification is received from the BBIFF-C present in the old SGW-C.


IMS encryption disabled with S8HR:
[bookmark: _Toc98003760]7.4.7.4.10	LI specific functions and interfaces
///… text omitted…///
A condition required for this LI architecture is that LMISF shall have access to the IMS signalling messages and the IMS media packets in an unencrypted form.


Mid Call interception
7.4.7.4.11 	LI Process
///… text omitted…///
The LMISF-IRI stores the IMS signalling messages received from the BBIFF-U for a potential future LI activation (i.e. mid-call interception).

[bookmark: _Toc98003753]Target Identifiers
7.4.7.4.3	Target identifiers
The target identifiers used for inbound roaming UEs are same as the identifiers used for IMS sessions in the VPLMN with LBO as the roaming architecture. See clause 7.4.2.2 for further details.

[bookmark: _Toc98003720]7.4.2.2	Target identities
The LIPF provisions the intercept related information associated with the following target identities to the IRI-POI and CC-TF present in the IMS Signalling Functions:
-	IMPU.
-	IMPI.
-	PEI (IMEI only).
-	IMEI.
The IRI-POI and CC-TF shall also support interception of non-local identities in any of the IMPU formats (SIP URI, TEL URI as well as the E.164 number in a SIP URI or TEL URI). In case a PBX is connected to a PLMN, the interception of targets that are served by PBX may be treated as non-local identities in the connected PLMN.
NOTE	It is assumed that GPSI/MSISDN is mapped to IMPU, and SUPI/IMSI is mapped to IMPI.

*** end ***.




