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*** First change ***
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ADMF
LI Administration Function

CC
Content of Communication

CSP
Communication Service Provider

CUPS
Control and User Plane Separation

ICF
Identifier Caching Function

IEF
Identifier Event Function

IQF
Identifier Query Function

IRI
Intercept Related Information

LALS 
Lawful Access Location Services

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception

LICF
Lawful Interception Control Function

LI_HI1
LI_Handover Interface 1

LI_HI2
LI_Handover Interface 2

LI_HI3
LI_Handover Interface 3

LI_HI4
LI_Handover Interface 4

LI_HIQR
Lawful Interception Handover Interface Query Response

LIPF
Lawful Interception Provisioning Function

LIR
Location Immediate Request

LI_SI
Lawful Interception System Information Interface

LISSF
Lawful Interception State Storage Function

LI_ST
Lawful Interception State Transfer Interface

LI_X1
Lawful Interception Internal Interface 1

LI_X2
Lawful Interception Internal Interface 2

LI_X3
Lawful Interception Internal Interface 3

LI_XEM1
Lawful Interception Internal Interface Event Management Interface 1

LI_XER
Lawful Interception Internal Interface Event Record

LI_XQR
Lawful Interception Internal Interface Query Response

LTF
Location Triggering Function

MDF
Mediation and Delivery Function

MDF2
Mediation and Delivery Function 2

MDF3
Mediation and Delivery Function 3

MM
Multimedia Message

MMS
Multimedia Message Service
NAT
Network Address Translation
NPLI
Network Provided Location Information

O&M
Operations and Management

POI
Point Of Interception

RCS
Rich Communication Suite

SDP
Session Description Protocol

SIP
Session Initiation Protocol

SIRF
System Information Retrieval Function

SOI
Start Of Interception

TF
Triggering Function

TNGF
Trusted Non-3GPP Gateway Function

TWIF
Trusted WLAN Interworking Function
xCC
LI_X3 Communications Content.

xIRI
LI_X2 Intercept Related Information
*** Next change ***
7.12.X
Generation of xCC over LI_X3

7.12.X.1
General

The CC-POI shall generate the xCC for the IMS media based on the LI_T3 trigger received from the CC-TF. The CC-POI shall then deliver the xCC to the MDF3 (destination end point indicated in the LI_T3 trigger).
As described in clause 7.12.5.1, the CC-POI may reside in the IMS-AGW, TrGW, IM-MGW, the MRFP or the LMISF.
7.12.X.2
Media capture
The CC-POI shall use the H248ContextID received in the LI_T3 ActivateTask trigger to match the Context ID seen in the H.248 transactions with the NF that has the CC-TF.
In addition, the CC-POI shall use the IP address and UDP port number received as the target identifiers in the LI_T3 trigger along with the InterceptionScope also received in the LI_T3 trigger to identify the media packets to be intercepted for the generation of xCC using the following algorithm: 
-
When the InterceptionScope value received in the LI_T3 trigger is "Unidirectional", the IP address and UDP port number received in the LI_T3 ActivateTask as target identifiers shall match the destination IP address and UDP port number of the media packets.
-
When the InterceptionScope value received in the LI_T3 trigger is "Bidirectional", the IP address and UDP port number received in the LI_T3 ActivateTask as target identifiers shall match the destination IP address and UDP port number of the incoming media packets and shall match the source IP address and UDP port number of outgoing media packets in the reverse direction.
The CC-POI shall expect to receive two LI_T3 ActivateTask triggers when the value of InterceptionScope is "Unidirectional". The two triggers provide the information necessary to identify the media in two directions of the media flow. The H248ContextID in the two triggers are the same. The CorrelationID in the two triggers are the same.
The media packets destined to the local IP address and UDP port number as target identifiers are referred to as incoming media packets. The media packets destined to the remote IP address and UDP port number as target identifiers are referred to as outgoing media packets. When the InterceptionScope value is "Bidirectional", the outgoing media packets are originated from the local IP address and UDP port number as target identifiers. 
7.12.X.3
Payload format

The CC-POI shall set the payload format to indicate the appropriate payload type (5 for IPv4 packet, 6 for IPv6 packet) as described in ETSI TS 103 221-2 [8] clauses 5.4 and 5.4.13).

7.12.X.4
Payload direction

The CC-POI shall set the payload direction to indicate the direction of the media packets included in the xCC delivered to the MDF3 as described in in ETSI TS 103 221-2 [8] clause 5.2.6 and Table 7.12.X-1 below.

7.12.X-1: Payload direction value in the xCC
	InterceptionScope
	MediaDirectionForTarget
	RTP stream (media stream) direction 

	
	
	Media to the target identifier
	Media from the target identifier

	Bidirectional
	FromTarget
	"3 from the target
	"2" to the target

	
	ToTarget
	"2" to the target
	"3" from the target

	
	NotDetermined
	"5" not applicable to this xCC
	"5" not applicable to this xCC

	Unidirectional
	FromTarget
	"3 from the target
	n/a

	
	ToTarget
	"2" to the target
	n/a

	
	NotDetermined
	"5" not applicable to this xCC
	n/a


NOTE:
When the InterceptionScope value is "Unidirectional", two LI_T3 triggers are received from the CC-TF and in this case, the CC-POI sets the Payload Direction field separately according to the MediaDirectionForTarget received in the corresponding LI_T3 trigger.
When the xCC is delivered in a combined form (e.g. conference), independent of the MediaDirectionForTarget value received in the LI_T3 Activate Task, the CC-POI shall use the Payload Direction value 4: sent to and received from the target.
MediaDirectionForTarget value is received in the LI_T3 trigger from the CC-TF. It indicates the direction of the media packets received at the IP address and UDP port number from the perspective of an intercept target.

For example, 
-
When the MediaDirectionForTarget value is "ToTarget", it indicates to the CC-POI that the media packets received at (or sent to) the IP address and UDP port number are to the intercept target.
-
Likewise, when the MediaDirectionForTarget value is "FromTarget", it indicates to the CC-POI that the media packets received at (or sent to) the IP address and UDP port number are from the intercept target.
In some session scenarios, the media packets received at the IP address and UDP port number may not be delivered to the target (e.g. call waiting scenario, hold scenario). When the CC-TF is aware of this, it would have used the value "NotDetermined" as the MediaDirectionForTarget.

7.12.X.5
SDP session description
The CC-POI shall generate the SDP Session Description field (as specified in ETSI TS 103 221-2 [8] clause 5.3.23) of xCC from the the LocalSDP and RemoteSDP received in the LI_T3 trigger from the CC-TF as described below. 
When the InterceptionScope value is "Bidirectional", the CC-POI may receive the Local SDP and RemoteSDP in one LI_T3 trigger or in two separate LI_T3 triggers. When the InterceptionScope value is "Unidirectional", the Local SDP and RemoteSDP are received in two separate triggers.
NOTE 1:
When the InterceptionScope value in the LI_T3 trigger is "Unidirectional", the CC-TF includes LocalSDP in the LI_T3 trigger that has the local IP address and UDP port number as target identifiers and RemoteSDP in the LI_T3 trigger that has the remote IP address and the UDP port number as the target identifiers.
NOTE 2:
When the media interception is done at two sides of the IMS Media Function, the CC-POI receives RemoteSDP in both LI_T3 triggers with the InterceptionScope value set to "Unidirectional".
The CC-POI shall include the LocalSDP in the SDP Session Description field of the xCC generated from the incoming media packets. The CC-POI shall include the RemoteSDP in the Session Description field of xCC from the outgoing media media packets. The clause 7.12.X.2 describes how the CC-POI identifies the incoming and outgoing media packets.
NOTE 3:
The LocalSDP provides the SDP information (e.g. codec information) expected by the IMS Media Function that has the CC-POI. The media packets sent by the remote end of the media flow are based on this SDP information. Therefore, the LocalSDP is associated to the incoming media packets.
NOTE 4:
The RemoteSDP address provides the SDP information (e.g. codec information) expected by the remote end of the media flow. The media packets sent to that remote end of the media flow are based on this SDP information. Therefore, the RemoteSDP is associated to the outgoing media packets.
The SDP Session Description field shall be included in the xCC each time a new LocalSDP or RemoteSDP is received in the LI_T3 trigger from the CC-TF.
7.12.X.6
Additional XID related information
The CC-POI may use the Additional XID Related Information attribute to facilitate efficient delivery of xCC, as specified in ETSI TS 103 221-2 [8] clause 5.3.22.
7.12.X.7
Media handling at the LEMF

The LEMF is expected to use the IP address and UDP port numbers present in the IP/UDP layer of media packets (i.e. xCC payload, see clause 7.12.X.3) received over the LI_HI3.
NOTE:
The IP address and UDP port number present in the IP/UDP layer of media packets (i.e. xCC payload with payload formats of 5 or 6, see clause 7.12.X.3) may not match the IP address and UDP port number received in the SDP Session Description field of xCC in some cases (e.g. the case where NAT is present on the media path of the side where the media interception is done).
The LEMF is expected to use the media format and codec information based on the m-line and a-line of SDPInfo received within the SDP Session Description field of xCC.
*** End of all changes ***
