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*** FIRST CHANGE ***

6.2.3.5.3	Packet Data Header Reporting (PDHR)
If the per-packet form of packet data header reporting, i.e. PDHR, is used, the IRI-POI in the UPF extracts the following information from each packet.
Table 6.2.3-12: PDHeaderReport record
	Field name
	Description
	M/C/O

	pDUSessionID
	The PDU session ID received from the IRI-TF in the SMF.The PDU Session ID value 255 shall be used (see NOTE).
	M

	sourceIPAddress
	Shall contain the source address of the packet from the 32-bit “Source Address” field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit “Source Address” field in IPv6, as defined in IETF RFC 2460 [27].
	M

	sourcePort
	Shall contain the “Source Port” number that indicates an application or service running on top of the transport, if the “Protocol” IP field (see the nextLayerProtocol field below in this table) is one of:
a) 	Transmission Control Protocol (TCP), IP “Protocol” field decimal “6”; see IETF RFC 793 [28].
b) 	User Datagram Protocol (UDP), IP “Protocol” field decimal “17”; see IETF RFC 768 [29].
c) 	Datagram Congestion Control Protocol (DCCP), IP “Protocol” field decimal “33”; see IETF RFC 4340 [30].
d) 	Stream Control Transmission Protocol (SCTP), IP “Protocol” field decimal “132”; see IETF RFC 4960 [31].
For further details on Layer four protocols, see IANA [32].
	C

	destinationIPAddress
	Shall contain the destination address of the packet from the 32-bit “Destination Address” field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit “Destination Address” field, as defined in IETF RFC 2460 [27].
	M

	destinationPort
	Shall contain the “Destination Port” number that indicates an application or service running on top of the transport, if the “Protocol” IP field (see the nextLayerProtocol field below in this table) is one of:
e) 	Transmission Control Protocol (TCP), IP “Protocol” field decimal “6”; see IETF RFC 793 [28].
f) 	User Datagram Protocol (UDP), IP “Protocol” field decimal “17”; see IETF RFC 768 [29].
g) 	Datagram Congestion Control Protocol (DCCP), IP “Protocol” field decimal “33”; see IETF RFC 4340 [30].
h) 	Stream Control Transmission Protocol (SCTP), IP “Protocol” field decimal “132”; see IETF RFC 4960 [31].
For further details on Layer four protocols, see IANA [32].
	C

	nextLayerProtocol
	Shall contain the contents of the IP “Protocol” field as defined in IETF RFC 791 [34] (bits 72..79 in the IP header), and is one of the assigned Internet protocol numbers defined in IANA [32].
	M

	iPv6flowLabel
	If the IP addresses in the report are IPv6, this field shall contain the 20-bit IPv6 “Flow Label” as defined in:
-	IPv6 IETF RFC 2460 [27], and
-	IPV6 Flow Label Specification IETF RFC 6437 [33].
	C

	direction
	Shall contain the direction of the intercepted packet, and it indicates either “from target” or “to target.”
	M

	packetSize
	Shall contain the value of the “Total Length” IP header field if IPv4 is used, as defined in IETF RFC 791 [34], or the value of the “Payload Length” field if IPv6 is used, as defined in IETF RFC 2460 [27].
	M

	NOTE: 	This is a conventional value used to fill the pDUSessionID field, given that the UPF does not receive the PDU Session ID used for the session by the SMF, so this information is not available at the UPF.



*** NEXT CHANGE ***

[bookmark: _Toc50552255]6.2.3.5.4	Packet Data Summary Reporting (PDSR)
If the summary form of the packet data header reporting, i.e. PDSR, is used, the IRI-POI in the UPF extracts from each packet the following information and aggregates it in summaries.
Table 6.2.3-13: PDSummaryReport record
	Field name
	Description
	M/C/O

	pDUSessionID
	The PDU session ID received from the IRI-TF in the SMF.The PDU Session ID value 255 shall be used (see NOTE).
	M

	sourceIPAddress
	Shall contain the source address of the packet from the 32-bit “Source Address” field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit “Source Address” field in IPv6, as defined in IETF RFC 2460 [27].
	M

	sourcePort
	Shall contain the “Source Port” number that indicates an application or service running on top of the transport, if the “Protocol” IP field (see the nextLayerProtocol field below in this table) is one of:
a) 	Transmission Control Protocol (TCP), IP “Protocol” field decimal “6”; see IETF RFC 793 [28].
b) 	User Datagram Protocol (UDP), IP “Protocol” field decimal “17”; see IETF RFC 768 [29].
c) 	Datagram Congestion Control Protocol (DCCP), IP “Protocol” field decimal “33”; see IETF RFC 4340 [30].
d) 	Stream Control Transmission Protocol (SCTP), IP “Protocol” field decimal “132”; Stream Control Transmission Protocol [31].
For further details on Layer four protocols, see IANA [32].
	C

	destinationIPAddress
	Shall contain the destination address of the packet from the 32-bit “Destination Address” field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit “Destination Address” field, as defined in IETF RFC 2460 [27].
	M

	destinationPort
	Shall contain the “Destination Port” number that indicates an application or service running on top of the transport, if the “Protocol” IP field (see the nextLayerProtocol field below in this table) is one of:
e) 	Transmission Control Protocol (TCP), IP “Protocol” field decimal “6”; see IETF RFC 793 [28].
f) 	User Datagram Protocol (UDP), IP “Protocol” field decimal “17”; see IETF RFC 768 [29].
g) 	Datagram Congestion Control Protocol (DCCP), IP “Protocol” field decimal “33”; see IETF RFC 4340 [30].
h) 	Stream Control Transmission Protocol (SCTP), IP “Protocol” field decimal “132”; Stream Control Transmission Protocol [31].
For further details on Layer four protocols, see IANA [32].
	C

	nextLayerProtocol
	Shall contain the contents of the IP “Protocol” field as defined in IETF RFC 791 [34] (bits 72..79 in the IP header), and is one of the assigned Internet protocol numbers defined in IANA [32].
	M

	iPv6flowLabel
	If the IP addresses in the report are IPv6, this field shall contain the 20-bit IPv6 “Flow Label” as defined in IPv6 IETF RFC 2460 [27] and the IPV6 Flow Label Specification IETF RFC 6437 [33].
	C

	direction
	Shall contain the direction of the intercepted packet, and it indicates either “from target” or “to target.”
	M

	pDSRSummaryTrigger
	Shall contain the trigger that caused the summary report to be generated, which is one of the following:
a) 	timer expiry.
b) 	packet count.
c) 	byte count.
	M

	firstPacketTimestamp
	Shall contain the timestamp that represents the time that the IRI-POI in the UPF detected the first packet in the set represented by this summary.
	M

	lastPacketTimestamp
	Shall contain the timestamp that represents the time that the IRI-POI in the UPF detected the last packet in the set represented by this summary.
	M

	packetCount
	Shall contain the number of packets detected during the creation of this summary.
	M

	byteCount
	Shall contain the number of bytes summed across all packets that belong to this summary. For IPv4 it is the sum of the “Total Length” fields across all packets in the summary as defined in Internet Protocol IETF RFC 791 [34], while for IPv6 it is the sum of the “Payload Length” fields across all packets in the summary as defined in Internet Protocol, Version 6 (IPv6) Specification, IETF RFC 2460 [27].
	M

	NOTE: 	This is a conventional value used to fill the pDUSessionID field, given that the UPF does not receive the PDU Session ID used for the session by the SMF, so this information is not available at the UPF.



[bookmark: historyclause]*** NEXT CHANGE ***

[bookmark: _Toc50552259]6.2.3.9	Packet Data Information Reporting at MDF2
As described in TS 33.127 [5] clause 6.2.3.1, the warrants that do not require the interception of communication contents may require IRI messages that require access to the user plane packets. One such service that requires such a capability is the packet data header information reporting which includes the following two IRI messages:
- Packet Data Header Reporting (PDHR).
- Packet Data Summary Reporting (PDSR).
NOTE: 	Packet Data Header Reporting is done using the IRI messages containing the PDHeaderReport record and the Packet Data Summary Reporting is done using the IRI messages containing the PDSummaryReport record.
TS 33.127 [5] provides two approaches for the generation of such IRI messages. In approach 1, the IRI-POI present in the UPF based on a trigger received from IRI-TF present in the SMF constructs and delivers the xIRIs to the MDF2. The details of this are described in clause 6.2.3.5.
In approach 2, the CC-TF present in the SMF triggers the CC-POI present in the UPF to deliver the xCC to the MDF3 as described in clause 6.2.3.65. The MDF3 forwards the xCC to the MDF2 over the LI-MDF interface and MDF2 generates the IRI messages containing the PDHeaderReport and PDSummaryReport records from the xCC.  The payload of PDHeaderReport and PDSummaryReport records are as described in clause 6.2.3.5.3 and 6.2.3.5.4, table 6.2.3-121 and 6.2.3-13. Note that in approach 2, the MDF2 generates these IRI messages containing PDHeaderReport and PDSummaryReport records without receiving the equivalent xIRI from an IRI-POI. The actions of MDF2, MDF3 and CC-TF in SMF are managed as part of the intercept data provisioned to them over the LI_X1 interface.

*** END OF CHANGES ***
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