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1
Introduction
The IBAKE-based solution for high security is currently being studied in SA3. MIKEY-IBAKE solution is based on an extended version of the MIKEY RFC 3380. This contribution presents MIKEY-IBAKE solution and discusses MIKEY-IBAKE in relation to LI.
2
MIKEY-IBAKE and LI
2.1 MIKEY-IBAKE 
2.1.1 MIKEY-IBAKE Description 
Identity Based Authenticated Key Exchange (IBAKE) [4] allows the participating clients to exchange “key components” in an “asymmetric identity based encryption” framework. In this framework each client is equipped with a pair of keys – a Public Key representing the client’s identity known to all communicating parties, and the Private Key – a secret component associated with the Public Key.

The MIKEY-IBAKE protocol [1] is based on the IBAKE protocol. MIKEY-IBAKE relies on the use of Key Management Servers (KMSs) that provide Private Keys to the clients. The KMSs are offline servers that communicate with end-user clients periodically (e.g., once a month) to create and distribute the time-limited Private Keys associated with Client’s public identities, i.e., Public Keys.

The MIKEY-IBAKE framework allows end-user clients to mutually authenticate each other (at the IMS media plane layer), provides perfect forward and backward secrecy, and eliminates passive escrow. 

Observe that the exchange between KMS and client is used sparingly (e.g., once a month) – hence the KMS is not required to be a high availability server, and in particular different KMSs don’t have to communicate with each other (across operator boundaries). Moreover, given asymmetric identity based encryption framework is used, the need for costly Public Key Infrastructure (PKI) and all the operational costs of certificate management and revocation are eliminated. 
MIKEY-IBAKE supports various IMS media plane features – secure forking, retargeting, and deferred delivery. Extensions of MIKEY-IBAKE allow for secure conferencing applications, where an IMS conference application server authenticates users into a call but all participants of the call decide on a group key (with contributions from everybody) while the conference server itself does not learn the group key. Moreover, the group key can be modified to account for new participants and participants who exit a call. 
Despite elimination of passive key escrow, the MIKEY-IBAKE supports the concept of Legally Authorized Man-in-the-Middle (MitM) in order to allow legal lawful intercept required by law enforcement agencies.
Figure 1 provides a schematic of the GBA-based architecture along with the entities involved in end-to-end key exchange protocol for the IMS media plane. 

In the scenario illustrated, two IMS capable end-user phones are engaged in an e2e key exchange to secure communications in the application layer. Note that the illustration includes offline transactions between a UE and a KMS as well as online transactions between the UE’s through IMS. Observe that:

1. The UE’s and the KMS share a pre-configured security association, that allows users establish secure mutually authenticated connections with the key management server. One natural example in the context of 3GPP systems is the use of GBA [2]. In Figure 1, the transactions between the KMS and a UE are enabled through a BSF. This transaction is performed sparingly (e.g., once a month). Note that if GBA is unavailable, other protocols, like IKEv2, can be used for establishing this mutual authentication between the user and the KMS. 
2. During this transaction, the UE presents its subscription credentials following which the KMS generates a set of private keys (used in IBAKE); if this transaction is performed once a month, then the KMS may choose to generate one key for each day. The number of keys, and the frequency of this exchange is a matter of policy and it may be tied to the subscription. This flexibility is especially useful for prepay customers.

3. Note that rather than a single KMS, two different KMSs may be involved, one for user A, KMS_A, and one for user B, KMS_B. However, KMS_A and KMS_B do not have to communicate with each other. This scenario is especially applicable in inter-operator scenarios. 
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Figure 1: GBA based architecture for key management system

Below, a short summary of exchanges involved in MIKEY-IBAKE is provided. 

In the example depicted in Figure 2 below, suppose A, B are the two users that are attempting to authenticate and agree on a session key. At the same time, A and B represent their corresponding identities, which by definition also represent their public keys. 
Let H1(A)=QA and H1(B)=QB be the respective points on the elliptic curve corresponding to the public keys. In effect one could refer to QA and QB as the public keys as well, since there is a one-to-one correspondence between the identities and the points on the curve obtained by applying H1. Let x be a random number chosen by A, and let y be a random number chosen by B. Also, let P be a well known point on the elliptic curve E. Encryption below refers to identity based encryption described in [3].
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Figure 2: MIKEY-IBAKE Basic Operation 

The protocol exchanges consist of the following steps:

a. The IMS UEs engage in MIKEY exchanges with the KMS and request private keys (or multiple private keys, e.g., one for each day). These exchanges use a new mode of MIKEY, MIKEY-IBAKE [1] to allow the KMSs to generate user’s private key(s). 

b. The KMS generates the private keys for IMS UEs of user A and B and sends it to the users.

Note: For the sake of completeness, steps 1 and 2 and 1a and 2a show IMS UEs of user A and B obtaining private keys concurrently just prior to starting the MIKEY-IBAKE exchange. However, as explained above IMS UEs of user A and B independently interact with a KMS or two KMSs (not shown in Figure 2) to obtain private keys. This exchange takes place at any point of time.

1. The IMS UE of user A computes xP (i.e., P as a point on E added to itself x times, using the addition law on E) encrypts it using B’s public key, and transmits it to IMS UE of user B. 

2. The IMS core detects the INVITE and handles it in such a way (e.g., forwards it to the LI entity) that a network function, if authorized, can get access to the session key. This step in particular is applicable only to support the Legally Authorized MitM feature needed to satisfy any Lawful Intercept requirement.

3. The IMS UE of user B receives the INVITE including encrypted xP. IMS UE of user B decrypts the message and obtains xP. Subsequently B computes yP, and encrypts the pair {xP, yP} together with A and B’s identities using the public key of IMS UE of user A and then transmits it in a response message to A. 

4. Upon receipt of this message, IMS UE of user A decrypts the message and obtains yP. At this point, both A and B can compute the session key as xyP. Subsequently IMS UE of user A encrypts yP using B’s public key and sends it back in response conformation message to B. 

5. The IMS UE of user B accepts the invitation and use of media security.

Observe that A chose x randomly, and received yP in the step 6 of the protocol exchange. This allows A to compute session key as xyP by adding yP to itself x times. Conversely B chose y randomly, and received xP in step 5 of the protocol exchange. This allows B to compute the same session key as xyP by adding xP to itself y times. 

MIKEY-IBAKE also supports re-keying. Below, information flow for MIKEY-IBAKE in the case of re-keying is provided. This re-keying can be periodic, user A triggered or user B triggered. 
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Figure 3: MIKEY-IBAKE Rekeying  

The steps in the figure are described below.

1. The IMS UE of user A computes xP encrypts it using B’s public key, and transmits it to IMS UE of user B.

2. The IMS UE of user B receives the INVITE including encrypted xP. IMS UE of user B decrypts the message and obtains xP. Subsequently B computes yP, and encrypts the pair {xP, yP} together with A and B’s identities using the public key of IMS UE of user A and then transmits it in a response message to A.

Upon receipt of this message, IMS UE of user A decrypts the message and obtains yP. At this point, both A and B can compute the session key as xyP.

2.1.2 MIKEY-IBAKE Discussion and Example Use Cases 

MIKEY-IBAKE provides a new scalable application and protocol agnostic secure key management framework for the media plane. In addition to providing a scalable framework for secure key management, some salient aspects of the design and framework include:

· The use of offline key management servers that dramatically reduce the complexity of network support required. Recall that asymmetric protocols in a public key setting require elaborate always on Public Key Infrastructure (PKI) support for certificate management including revocation. Symmetric key based Key Management Servers are almost by definition always on servers, with constant synching and updates. By eliminating the always-on requirement MIKEY-IBAKE dramatically reduces costs and abets scalability.

· The elimination of any passive key escrow that is inherent in identity based protocols. Recall that symmetric key protocols with a Key Management Server cannot eliminate this problem. Also, recall existing Identity Based Encryption protocols [3] suffer from key escrow problems. 

· The protocol framework inherently supports mutual authentication of entities involved in the key exchange, coupled with perfect secrecy. 

Targeted use cases for MIKEY-IBAKE are Enterprises, National Security and Public Safety, Government communications, etc. which may have weaker trust in the existing IMS security and/or may desire to provide their own key management service. An example use case is an operator that owns IMS infrastructure and provides managed services to Enterprises for their IP telephony and Multimedia Applications. In this case the use of MIKEY-IBAKE for Media plane security solves crucial problems, namely:

· Guarantees to Enterprises that participants are authenticated, and only participants involved in the communication have access to keys. Operator does not know the session key.

· Eliminates the need for PKI. Instead of PKI simplified KMS that is accessed periodically is used

Therefore, operators can offer an IMS solution that competes with P2P solutions (e.g., Skype), while enterprises depend on Operator’s KMS for provision of private keys (i.e., on a monthly basis).

2.2 LI for MIKEY-IBAKE 
To be able to provide a clear copy of intercepted communication, the following conditions have to be fulfilled regardless of the key management protocol used: 

1. 
It must be possible to intercept the traffic in both signalling and media plane as depicted in Figure 3. 

2. 
The session keys used for actual traffic protection have to be available. 
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Figure 3: LI and Media Plane Security 

As stated before, the actual session keys used for traffic protection are generated between the IMS UE A and the IMS UE B, thus not known by the KMS. Therefore, the LI solution for MIKEY-IBAKE requires legally authorized Man-in-the-Middle (MitM). 
In this scenario, for Legally Authorized MitM to obtain a session key between users A and B it needs to establish an active session between itself and user A and another simultaneous active session between itself and user B.  The Legally Authorized MitM pretends to be B towards A, and pretends to be A towards B. This is conceptually shown in Figure 4. MIKEY-IBAKE arrows shown in Figure 4 represent steps 3-7 shown in Figure 2. 
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Figure 4: LI and MIKEY-IBAKE 

As depicted in Figure 4, Legally Authorized MitM needs to communicate with KMS. The reason is that in order to be able to establish active session keys between itself and user A and itself and user B, Legally Authorized MitM needs to know private keys of A and B, which are known only to KMS.
2.3 Discussion 
Following observations can be made regarding the use of Legally Authorised MitM for MIKEY-IBAKE. 
Legally Authorised MitM cannot be detected by the end users by applying the means available through the MIKEY-IBAKE mechanisms. 
End users could however agree on alternative means allowing them to find out that there is a MitM, e.g. communicating the session key to one-another verbally and comparing it with the one generated during the MIKEY-IBAKE handshake. While it would not be feasible for the operator to prevent such methods, one needs to note that any such method requires access to the session key and therefore modification of the UE, which places such use case outside of LI scope. 
Another anticipated way for end-users to compare the session keys would be transport of the key values to one-another between modified UEs as a user data. In this scenario, Legally Authorised MitM Function can intercept and easily manipulate key values exchanged by end users for “confirmation”, to satisfy pretence to the end users and maintain undetectable Intercept. 
Finally, it needs to be observed that under above mentioned conditions the LI solution for MIKEY-IBAKE is not the only solution vulnerable to detection by end users and failure of the Intercept. For example, modified UEs can use IMS key management infrastructure to obtain initial session key (Ks).  Once initial Ks is established these UEs can use pre-agreed one-way function to transform Ks into Ks’. Alternatively, modified UEs can use alternate means to agree on one-way function to transform Ks into Ks’. Either way, Ks’ is not known to the LI, thus the Intercept will fail. 
3
Proposal
Review and confirm that MIKEY-IBAKE solution satisfies LI requirements for Media Plane security.  
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