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1 Welcome

The Chairman welcomed regular and a number of new delegates to Scottsdale and thanked Peter Musgrove for the meeting arrangements. 

2 Apologies

Apologies were received from Walter Marxt and George Babut.

3 Approval of Agenda



SA3LI09_080r1

This was accepted.

The Chairman noted that topics may not be handled according to the sequence within the Agenda for the following reasons:

:

· CR’s on one topic for several specifications

· Give delegates the change to update / draft Tdoc’s for the next day

· Availability of necessary/interested delegates

3.1 Code of Conduct:

When attending a 3GPP SA3 LI meeting it is expected that each delegate will give the utmost respect to other delegate’s personal and company possessions. A delegate must not attempt to invade other delegate’s computers or read their papers without explicit permission.

Anyone found violating this trust will be asked to remove himself or herself from the meeting. The offending person will not be welcomed at future meetings and SA3 LI will request the company send another delegate.

For your information, a method of protecting your computer from piracy may be found at:

http://www.Brookson.com/gsm/howto.htm
3.2 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report Berlin


SA3LI09_081r1
This was agreed.

4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP07-07
	Bernhard, Jean T and Alex
	Investigate VCC correlation using call id and p-charging vectors
	Ongoing-proposal is to use this method but detail needed – to be included in WI for Rel-9

	AP08-02
	All
	Monitor the CAT progress for LI impact (TR 23.872)
	Closed – addressed by SA3LI09_106 and 107 from TPS in 11.2

	AP08-05
	All
	Propose solutions for call forwarding
	Ongoing

	AP09-01
	Alex Leadbeater and George Babut
	Draft Femtocell issues paper 
	Ongoing - Alex Leadbeater says LEA requirements needed first. TPS contribution SA3LI09_105 in 11.3 relates. 

	AP09-02
	All
	Review TR/TS 33.828
	Ongoing - note contributions in 11.1

	AP09-03
	Koen Jaspers, Jean Trakinat
	Prepare LEA requirements for CAT service
	Closed – SA3LI09_106 in 11.2 relates


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA

At the SA#45 plenary all CRs from the last meeting were approved resulting in the following latest versions of the stage 2 and stage 3 documents:

TS 33.107 v8.9.1

TS 33.108 V8.8.0
TS 33.108 V9.0.0

5.2 
SA WG3 

Alex Leadbeater reported on the ad hoc meeting of this group in Sophia Antipolis, 28-30 September, which focused on media security. He said that SA3LI09_087 was a liaison to SA3 LI in response to SA3 LI’s LS regarding IMS Media Security LI requirements which raised the difficult issue of mid call interception. Further discussion will take place under Agenda items 6 and 11.1.

The Alcatel Lucent IETF proposal for IBAKE (Identity-Based Authenticated Key Agreement) progressed in TS 33.828.

He noted two new items for consideration by SA3 LI: CRS (Customised Ringing Signal) and a new Work Item on backhaul security which may have a Femtocell implication. (note: there is a contribution from TPS on CRS later in 11.2)

The next full meeting is in Dublin in two weeks time.

5.3 ETSI TC LI

SA3LI09_082
Liaison report from TC LI to SA3 LI

LO ETSI TC LI

Peter van der Arend gave his report concentrating on items of particular interest to SA3 LI. He was pleased to have the presence of TPS at the Trouville meeting after an absence of 18 months.

There was a long discussion about how to keep TS 101 671 in step with changes to the ASN.1 EPS parts of 33.108. It was eventually agreed that there should be no importing in the ASN.1 and that better references and improved text would clearly indicate the appropriate ASN.1 for EPS.

5.4 
TISPAN WG 7

There was no formal report but the Chairman noted that TISPAN is working on LI and RD in cooperation with ETSI TC LI.

5.5
WTSC-LI 

Peter Musgrove reported on the group’s Vancouver meeting of 6 and 7 October. 17 contributions were accepted and a new baseline for the LAES of PoC agreed. Now being addressed is new baseline text for the Canadian location based requirements which call for a report whenever LBS are used. Also still under consideration is the delta 3GPP document for the US and how to align it with changes. A proposal from the FBI was deferred to the next meeting. Possible new areas of work awaiting contributions are Retained Data (no underpinning law in the US yet), Femtocells and Dynamic Triggering.

5.6 ATIS PTSC LAES 

Ron Ryan provided this report:

ATIS PTSC LAES met August 18-20, 2009 in Cambridge, Massachusetts, had conference calls on October 20 and 29, and will meet again December 1-3 in Clearwater, Florida.

In the August meeting work was completed on two projects (1. Supplement B to LAES for VoIP, and 2. Implementation Guide for LAES for Internet access and Services). These specifications were sent to ballot, the ballots closed, and ballot comments were received for each. Ballot comments were addressed on the October calls and will continue at the December meeting. The expectation is the ballot comments review will be completed in December and a determination will be made as to whether the specifications are re-balloted or sent to publication.

The project on LAES for Advanced Conferencing was not completed in August as planned. The expectation is the specification will be completed and sent to ballot in December.

Finally, the project on LAES for Next Generation Networks (NGN) is still open and has not received any contributions recently.

5.7
TIA TR-45.8 Lawful Interception Group
Ron Ryan reported that the TR-45.8 LIG currently has only one project: a Study on LAES for Femto cells. Very good progress was made on the report during September and October conference calls. However, due to the need for stable 3GPP/TIA Femto specifications, work has been suspended until those specifications mature. The anticipation is the work will resume some time 1Q10.

5.8 
WiMAX Forum

Jean Trakinat provided the following update:

· NALI (North American LI) and LI overview were approved up to the Board of Director level. Final approval should be by end 2009.

· IMS interworking (IMS based VoIP) has been approved to BoD level with final approval expected by end 2009.

· A different VoIP solution is being considered that is likely to include non – IMS and/or native VoIP but has not been approved as a work item.

· There are LI requirements referencing ATIS/TIA/ETSI specifications in other unpublished Rel 1.5 and later documents.

5.9
PacketCable

Nag Rao said that there had been no new developments. Alex Leadbeater believed Simon Kang was producing a version of the PacketCable LI specification for Europe.

5.10
Other bodies

Koen Jaspers has given a presentation of Dynamic Triggering to an international gathering of Government representatives. This was enthusiastically received and additional features proposed including a suggestion for buffering in case of excessive TTP processing time.

In Austria, the Chairman noted that there is still no legislation for Retained Data although a consultant has been tasked to look into it.

Gerd Steinrücke said that a new Government has been voted in in Germany with a new Minister for the Interior whose priorities are still to be determined. Communications Data would still be retained but access is restricted to serious crime.

Ron Ryan added that there is new legislation in Canada for Retained Data.

6 Incoming liaisons

The following three liaisons concerning LCLS were introduced by Gabor Ungvári. 

SA3LI09_086 
LS on Progress of Local Call Local Switch Feasibility Study CT 4

This was copied to SA3-LI for information only and was noted.

SA3LI09_089 
Reply LS on the Further Progress of Local Call Local Switch Feasibility Study CT 4

The Chairman said that a LS is needed in response to this. Further discussion on LCLS took place in agenda item 12.2
SA3LI09_109
Answer LS on LCLS
SA1
This was a late document from SA1 which Gabor said contained no LI specifics and it was noted. Koen Jaspers was keen that SA1 are made fully aware of the LI requirements and the Chairman said the LCLS LS should be copied to SA1.

SA3LI09_087 
Reply to LS on IMS Media Security Lawful Interception Requirement SA 3

Alex Leadbeater had been at the SA3 meeting where this was discussed and guided the meeting through the document. SA3 made it clear that the most difficult issue to resolve would be interception starting mid-session. Further discussion on IMS media plane security took place in agenda item 11.1 leading to an output LS.

7 GSM LI documents

The Chairman said that the following historic GSM documents are still under the control of SA3 LI: 

7.1 3GPP TR 41.033 V8.0.0 (2008-12) old 01.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 8)
7.2 3GPP TS 42.033 V8.0.0 (2008-12) old 02.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 8)
7.3 3GPP TS 43.033 V8.0.0 (2008-12) old 03.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 8)

8 TS 33.106  Rel. 8

The Chairman noted that with the retirement of Berthold Wilhelm, a new rapporteur is needed for TS 33.106. He thanked Berthold for his contributions to the group and was grateful to Koen Jaspers for volunteering to become rapporteur. He thought it was a good time to review the Stage 1 document in the light of the new features of Rel-8 and Rel-9 and gave this action to the group:

AP09-04
Review TS 33.106


All

8.1 Release 8
33.106v8.1.0

No input

9 TS 33.107 Rel. 8 and Rel. 9

The Chairman thanked Koen Jaspers for volunteering to act as rapporteur for TS 33.107.

9.1. Release 8
33.107v8.9.1

The following four Change Requests were presented by Maurizio Iovieno:

SA3LI09_090 
Correction on LI correlation for S4-SGSN
Ericsson

After minor clarifications of text, this was agreed as SA3LI09_090r2

SA3LI09_091 
Correction on events names
Ericsson

This was agreed after a minor text change as SA3LI09_091r1

SA3LI09_092 
Correction on PDP context modification event
Ericsson

Agreed.

SA3LI09_093 
Restoring section header 9.4.5
Ericsson

Agreed

10 TS 33.108 Rel. 8 and Rel. 9

10.1 Release 8
33.108v8.8.0

Maurizio Iovieno presented the following three Change Requests:

SA3LI09_094 
Correction on LI correlation for S4-SGSN
Ericsson

After a clarification to the text in 6.1, this was agreed as SA3LI09_094r1
SA3LI09_095 
Correction on the length of RAI parameter in ASN.1 module for HI2 EPS
Ericsson

Agreed

SA3LI09_096 
Correction of misalignments for values of “initiator” parameter for EPS
Ericsson
After a long discussion on the availability of the parameter “initiator”, this was agreed as SA3LI09_096r1

Terry Jacobson presented the following Change Request:

SA3LI09_110
Missing TAU Failure Reason parameter mapping for MME interception
Alcatel-Lucent

After a minor change to the cover sheet, this was agreed as SA3LI09_110r1.
10.2 Release 9
33.108v9.0.0

SA3LI09_085 
Missing TAU Failure Reason parameter mapping for MME interception
Alcatel-Lucent
Presented by Terry Jacobson, this was agreed at r1 after a correction to the cover sheet.

Maurizio Iovieno presented the following three changes:

SA3LI09_097 
Correction on LI correlation for S4-SGSN
Ericsson

This is the stage 3 equivalent to Tdoc 90 and was agreed at r1.

SA3LI09_098 
Correction on the length of RAI parameter in ASN.1 module for HI2 EPS
Ericsson

Agreed.

SA3LI09_099 
Correction of misalignments for values of “initiator” parameter for EPS
Ericsson

This, the stage 3 companion to Tdoc 96 was approved with the same changes at SA3LI09_099r1.
11 Relevant standards for consideration

11.1
IMS media plane security

The Chairman provided the following two references to the latest SA3 TR and TS on IMS media plane security:

TR 33.828 V1.5.0 IMS media plane security
SA 3

http://www.3gpp.org/ftp/Specs/archive/33_series/33.828/33828-150.zip
SA3LI09_104 
TS 33.328 V 1.1.0 IMS Media Plane Security
SA 3

SA3LI09_102 
Discussion paper on LI requirements for IMS media security  Ericsson

Maurizio Iovieno provided this paper as an aid to the discussion and ongoing liaisons with SA3 over the LI requirements. It was discussed and noted by the meeting.

SA3LI09_103 
Discussion on IMS LI requirements   Nokia Siemens Networks

Gabor Ungvári added to the discussions over possible LI solutions for IMS media security by describing the advantages of a re-keying mechanism to avoid having to store keys. Alex Leadbeater supported the recommendation. There followed a discussion on the frequency of re-keying based on a network wide timer. It was felt by the LEAs that this would provide an acceptable delay before the start of en clair interception for most scenarios. However for life at risk situations it may be necessary to force a re-key. This could be a national option.

The Chairman felt this approach appeared to satisfy most requirements and asked Alex Leadbeater to write a LS to SA3 asking them to confirm that re-keying is acceptable. It also asks them for guidance on handling key material. This was agreed by the meeting as:

SA3LI09_114r1
Reply LS on Media Security




SA3LI

SA3LI09_112
LI Analysis of KMS soln
ZTE
This document was presented by Vincent. The document was noted but there was no discussion because it was a late contribution. The Chairman suggested that delegates could pass any comments to Vincent by email.

11.2
Customised Alerting Tones (CAT)

TR 23.872 V8.0.0 Customized Alerting Tones (CAT)
SA 2

http://www.3gpp.org/ftp/Specs/archive/23_series/23.872/23872-800.zip
SA3LI09_106 
CAT CRS Requirements Discussion


TPS

This discharges AP09-03 where Jean Trakinat and Koen Jaspers took the action. In it she lists the generic requirements for CAT (Rel-8) and CRS (Rel-9) services. Alex Leadbeater thought it a reasonable list and Maurizio Iovieno wondered if IRI was suitable for reporting audio and tones. Peter Musgrove questioned whether it was CC but Jean said it was signalling before the phone is answered although she included an audio payload parameter in the draft 33.107 CR.

Gabor Ungvári believed the CSCF should be aware of and be in a position to report much of what is required, but this is subject to further study.

The Chairman suggested there should be further discussion and asked for clarification of just what the new services offer.

SA3LI09_107 
Draft 33 107 CAT CRS CR



TPS

Jean Trakinat presented this draft CR based on the requirements above. Gabor Ungvári said it is a new requirement and would like to see 33.106 changed to include it. Further comments by Ron Ryan, Alex Leadbeater and Terry Jacobson were taken and will be incorporated into a later version and consideration will be made of a CC part to the CR after further discussion.

11.3 Femtocell / Home NodeB

TS 22.220 V9.2.0 Service requirements for Home NodeBs and Home eNodeBs SA 1

http://www.3gpp.org/ftp/Specs/archive/22_series/22.220/22220-920.zip
TS 22.220 V10.0.0 Service requirements for Home NodeBs and Home eNodeBs SA 1

http://www.3gpp.org/ftp/Specs/archive/22_series/22.220/22220-a00.zip
TR 23.830 V9.0.0 Architecture aspects of Home NodeB and Home eNodeB SA 2

http://www.3gpp.org/ftp/Specs/archive/23_series/23.830/23830-900.zip
SA3LI09_105 
H(e)NB Requirements Discussion
TPS

Jean Trakinat tabled this document to aid discussion leading to agreement of requirements and subsequent CRs for H(e)NB LI. The Chairman and Alex Leadbeater believed IPSec tunnelling details (2d) would already be available elsewhere. Peter Musgrove questioned the need to report handovers (2c) as this was not currently done. The Chairman asked for further discussion at the next meeting to develop requirements and possible solutions.

11.3.1 Local IP Access and Selected IP Traffic Offload

SA3LI09_088 
LIPA SIPTO




SA 2
The Chairman wished to draw the meeting’s attention to this topic and the reference to LI in section 4.2.1. He noted the SA2  TR is still an early draft and a Release 10 feature but thought it wise to start studying LI implications now. Alex Leadbeater thought it was already covered as it is just an access technology into the SGW and MME.

Peter Musgrove asked if LIPA would be covered by normal LI legislation as it is effectively a private network. The view was that if that were the case, it would not.

Nick Canciu wondered if LIPA private networks would be covered by the LI legislation as they use public radio frequencies. The view was probably not, but SIPTO would be.

There was a discussion about scenarios and the Chairman said that SA3 LI would need to send a liaison statement with requirements and possible solutions and he would keep the topic on the agenda for future meetings.

11.4
IMS Services in local breakout and optimal routing of media

TR 23.894 V1.2.0 System enhancements for the use of IMS services in local SA 2
http://www.3gpp.org/ftp/Specs/archive/23_series/23.894/23894-120.zip
The Chairman brought this TR to the meeting’s attention. It is just a TR at the moment but will require study in due course.

12 Continued Discussion and New Business

12.1 Dynamic Triggering

SA3LI09_083 
DTS 102 677 v0.1.2 Dynamic Triggering CC Interception
ETSI/TC LI#22

The Chairman said that although this was an ETSI TC LI document, the intention is for it to be used in other areas by providing a framework which is not tied to any technology.

The rapporteur, Alex Leadbeater, highlighted changes to the document since the last meeting in Berlin. In response to a question from Peter Musgrove, Alex expected to have a stable draft after another 2 or 3 meetings i.e. in about a year. Ron Ryan queried the correlation method believing it could be done best in the TTP rather than globally. Alex said the latter made it easier for the LEMF to put together IRI and CC.

Alex invited any of the meeting to attend the upcoming rapporteur’s meeting in Cardiff and to email him with any queries.

12.2 Local Call Local Switch

SA3LI09_100 
LCLS LI solutions for discussion and decision
Nokia Siemens Networks
Gabor Ungvári described in some detail the pros and cons of the two candidate solutions for LCLS LI. Alex Leadbeater said there were issues with both solutions which may or may not be acceptable depending on the national regulator and network topology. Peter Musgrove’s preference was for only one solution with no security weakness. There were discussions on the use of test and measurement functionality and possible improvements.

The Chairman asked Gabor to draft a liaison to CT4 and GERAN, copied to SA1 and ETSI TC LI summarising the conclusion of the meeting. This was agreed as

SA3LI09_111r2 
LCLS LI solutions feedback LS
SA3-LI 
12.3 Location Info in IMS domain

SA3LI09_108 
IMS - Network provided Cell-ID
BMWi

Niyazi Aslan presented this issue that has arisen in Germany whereby it appears cell location is required for IMS based services. Alex Leadbeater said that a principle of the IMS is bearer independence. There is no concept of location and no provision for it at the IMS level. But if say there was a GPRS connection, location information would be available at that level. Ron Ryan said that SIP headers can carry location information...

The Chairman recommended BMWi to report on the meetings thoughts before considering any specification changes.

13 Review meeting output / agreed

The following documents were agreed as CRs:

SA3LI09_085r1

SA3LI09_090r2

SA3LI09_091r1
SA3LI09_092

SA3LI09_093

SA3LI09_096r1

SA3LI09_094r1

SA3LI09_095

SA3LI09_097r1

SA3LI09_098

SA3LI09_099r1

SA3LI09_110r1

14 Outgoing Liaisons

SA3LI09_111r2 

SA3LI09_114r1
15 Future Meeting dates and venues

	Organization
	Date
	Venue
	Host
	Notes

	SA3 #57
	16-20 Nov ‘09
	
	
	

	PTSC LAES
	Nov 30-Dec 4
	
	
	

	SA#46
	07-10 Dec ‘09
	
	
	

	TR-45.8 and LIG
	Dec 7-11
	Maui, HI
	
	

	SA 3 LI # 36
	18. – 20. Jan ’10
	Sophia 
	
	

	SA3 #58
	1 – 5 Feb ‘10
	
	
	

	TC LI#23
	9-11 Feb. ‘10
	Rome
	
	

	SA#47
	22-25 Mar ‘10
	Vienna
	
	

	SA3 #59
	26-30 April ‘10
	EU
	
	

	SA 3 LI #37
	4. – 6. May ’10
	USA
	
	

	SA#48
	07-10 Jun ‘10
	
	
	

	TC LI#24
	June ‘10
	Germany
	
	

	SA3 #60
	28 Jun-02 Jul ‘10
	
	
	

	SA 3 LI#38
	7. - 9. Sep. ’10 
	Tallinn
	
	

	TC LI#25
	Sep. ‘10
	
	
	

	SA#49
	20-23 Sep ‘10
	
	
	

	SA3 LI
	8-10 Nov 2010
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List of actions

	Number
	Name
	Action Item
	Status

	AP07-07
	Bernhard, Jean T and Alex
	Investigate VCC correlation using call id and p-charging vectors
	Ongoing-proposal is to use this method but detail needed – to be included in WI for Rel-9

	AP08-05
	All
	Propose solutions for call forwarding
	Ongoing

	AP09-01
	Alex Leadbeater and George Babut
	Draft Femtocell issues paper 
	Ongoing - Alex Leadbeater says LEA requirements needed first. TPS contribution SA3LI09_105 in 11.3 relates. 

	AP09-02
	All
	Review TR/TS 33.828
	Ongoing - note contributions in 11.1

	AP09-04
	All
	Review 33.106
	New
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