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Summary

This contribution examines whether and how the IMS interception solution contained in 3GPP TS 33.107 and TS 33.108 for VoP (Voice services over Packet) provides equivalent reporting for certain voice related capabilities as is done for CS.  

1 Background

The IMS approach described in TS 33.107 and TS 33.108 provides some, but not all call identifying information needed by Law Enforcement.  In addition access to the contents of VoP calls including conference calls and forwarded calls should be provided.  It is not clear that the current solution supports these capabilities.

2 Discussion

The IMS interception solution should address VoP interception for a UMTS domain. In addressing this space, the LE will expect certain capabilities to be consistent for interception of voice services in the CS domain and interception of voice services in the PS/IMS domain.

In particular, it forces, the LE to implement and recognize the various proprietary aspects of the call signaling protocol that a network may choose to implement.

Several scenarios need to be considered as described in the following subsections.

In addition, it fails to report the following conditions to the LE for VoP calls:

1. Indication of Network Signal/Tone

2. Party Add, Join, and Drop

3. CII related to calls handled by an Application Server (e.g., B2B calls, perhaps call forwarding)

4. Call Content for held and transferred conferences.

2.1 Reporting the Application of Network Signal/Tone

According to J-STD-025-A, when tones or other network signals are provided to the intercept subject, a LI message (called the NetworkSignal) is sent to the LEA informing them of such.

When a tone or other network signal is provided to the intercept subject for a VoP call, what comparable message is provided to the LEA?  Based solely on the IMS approach, none would be provided.  The application of tones and announcements for VoP calls is described in Clause 5.8 of 3GPP TS 24.229.  The following is a quote from TS 24.229, Clause 5.8.2.1.1.2:

5.8.2.1.1.2
Tones and announcements

The MRFC can receive INVITE requests to set up a session to play tones and announcements. The MRFC acts as terminating UA in this case.

When the MRFC receives an INVITE request with an indicator for a tone or announcement, the MRFC shall:

-
send 100 (Trying) response.

NOTE:
The detailed interfaces for requesting tones and announcements are not specified in this version of the document. Other solutions may be used in the interim.

Therefore, this is an omission in the IMS solution for the LEA. To fill this omission,, the group should consider sending a LI message/record to the LEA to provide such indications.

2.2 Reporting of Party Add, Join, and Drop

According to J-STD-025-A, when parties are added to a conference, or join a conference, or drop off from a conference, an LI message (called the Change message) is provided to describe the status of the conference prior to the change and after the change.  This way the LEA can determine who has been added, or who joined, or who was dropped from the conference.  Support of Ad-hoc conferences is described in Clause 5.8 (e.g., see 5.8.2.1.1.3) of 3GPP TS 24.229.

When such a change occurs for a VoP conference call, what comparable message is provided to the LEA?  Based solely on the IMS approach, none would be provided.  Therefore, this is an omission in the IMS solution for the LEA.

2.3 Reporting of CII and CC for Held/Transferred Target Conference Calls

According to J-STD-025-A for the CS world, when the intercept subject drops off a conference call (invoked or created by the intercept subject) and content interception is active, the contents of the conference would still be provided to the LEA as well as CII after the intercept subject has dropped from their conference call.

When a comparable event occurs in the VoP world, the above would not occur. The reasoning is as follows.  The conferencing or “mixing” of the bearer occurs at the Media Resource Function Processor (MRFP).  All of the bearers associated with the conferencing parties are terminated at the MRFP.  If the “mixed” content is not sent to the target, because of a hold or a transferred condition, then the content would not be available at the SGSN for interception. Therefore, this is an omission in the IMS solution for the LEA.

2.4 Reporting of CII for Application Server Handled Calls

Support of 3rd Party Call Control and Back-to-Back calls (B2B) are described in Clause 5.7.5 of 3GPP TS 24.229.  Simply stated, this capability allows a server to receive a call request from the intercept subject (via the CSCF) and then to apply a service to the call.  As part of the service, the AS may intiate a second “leg” of the same call, and associates the two internally.  In this case, the CSCF would not be able to associate second leg with first leg.  

When intercept subject calls are handled by an application server where capabilities/features (e.g., B2B calls, call forwarding) are applied such that the call is transformed, redirected, or otherwise handled in such a way, that the CSCF does not associate the “changed” call with the original call, how is the LEA informed of such changes applied?  Based solely on the IMS approach, limited to the LEA, none would be provided.  Therefore, this is an omission in the IMS solution for the LEA.

3. Recommendation

It is recommended that SA3-LI start work to resolve the above issues.
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