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1. Introduction

According the WI for LI within Rel. 6 definitions for LI with MBMS are missing. This document should help to start the discussions about this topic and is offering two solutions.

· Interception is done in the xGSN like we did it in the past

· “Interception” / storing of the whole MBMS traffic is done in central domain

Reference Fig. In TS 23.246 Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description:
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Note:
dotted lines means functions / reference points that are FFS. Gp applies only when SGSN and GGSN are in different PLMN.
Figure 1: Reference architecture to support MBMS

BM-SC
Broadcast Multicast Service Centre

Security configuration in TS 33.246 Security of Multimedia Broadcast/Multicast Service:

:
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Figure 1: MBMS security architecture

Figure 1 gives an overview of the network elements involved in MBMS from a security perspective. Nearly all the security functionality for MBMS (beyond the normal network bearer security) resides in either the BM-SC or the UE.

2. Proposal 

2.1 Interception is done in the xGSN like we did it in the past

The LEA’s had to handle a lot of additional data in the LEMF ( storage of a huge amount of date on the LEA side per LI case.

This intercepted traffic could be /will be encrypted!!

2.2 “Interception” / storing of the hole traffic is done in central domain

Central storage (at Reg TP, FCC……) of all offered services, with access of all LEA’s to this archive.

According our recommendation or national regulations the content provided via BM-SC had to be stored in central archive.
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