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Summary

Similar to wireline systems, wireless systems establish a communication path across the accessing system from
the subject's device to a network before communication between a subject and an associate can begin. Currently,
the establishment or release of this communication path is reported viathe BEGIN and END Intercept-Related
Information (IRI) records, respectively. These IRI records identify when an intercept subject has established or
ended the ability to communicate over acommunication path. After acommunication path is established by a
wireless accessing system between the subject device(s) and the network, the interception subject can
communicate with an associate over the connecting path.

Packet activity detection and IRI reporting is a mechanism for identifying the IRl associated with packets sent by
or to the interception subject. Currently TS 33.107 and 33.108 do not support such a capability. In general, there
are two general forms of interception orders, one which entitles LEAsto receive IRl and another that entitles the
receipt of both IRl and communication content. In performing IRI type interception, one of the key pieces of
information is the identification of the communicating parties. Right now TS 33.108 will not provide this
information (it will only report that a PDP context has been setup or not and the network endpoint of the PDP
context). It will not identify the IRI for the communicating parties of the packets being exchanged.

When delivery of only IRI is authorized and in the absence of packet activity detection and IRI reporting, LEAS
will be missing critical information to which they are entitled. The omission from TS 33.107 and TS 33.108 of
any capability for reporting IRI associated with packets (e.g., |P addresses, protocol, port numbers) sent or
received by the interception subject (either on a per-packet or on an aggregate basis) failsto meet law
enforcement’ s legitimate needs for acquiring lawfully authorized information.

This contribution provides proposed changesto TS 33.108 to support the Packet Activity Dection and IRI
reporting capability.
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**% FIRST CHANGE ***

6.5 IRI for packet domain

Intercept related information will in principle be available in the following phases of a data transmission:

1. At connection attempt when the target identity becomes active, at which time packet transmission may or may
not occur (set up of a data context, target may be the originating or terminating party);

2. Attheend of aconnection, when the target identity becomesinactive (removal of a data context);
3. At certain times when relevant information are available.

In addition, information on non-transmission related actions of atarget constitute IRI and is sent viaHI2, e.g.
information on subscriber controlled input.

Theintercept related information (IRI1) may be subdivided into the following categories:
1. Control information for HI2 (e.g. correlation information);
2. Basic data context information, for standard data transmission between two parties.
The events defined in ref [11] are used to generate records for the delivery via HI 2.

There are eight different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

Table 6.1: Mapping between UMTS Data Events and HI2 records type

Event IRl Record Type
GPRS attach REPORT
GPRS detach REPORT
PDP context activation (successful) BEGIN
PDP context modification CONTINUE
PDP context activation (unsuccessful) REPORT
Start of intercept with PDP context active | BEGIN
PDP context deactivation END
Location update REPORT
SMS REPORT
ServingSystem REPORT
Packet Activity IRl Reporting (PAIR) PAR (Packet Activity Reporting)

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the GSN or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.




Table 6.2: Mapping between Events information and IRl information

parameter

description

HI2 ASN.1 parameter

Observed MSISDN

Target Identifier with the MSISDN of the target
subscriber (monitored subscriber).

partylnformation (party-identiity)

Observed IMSI

Target Identifier with the IMSI of the target subscriber
(monitored subscriber).

partylnformation (party-identity)

Observed IMEI

Target Identifier with the IMEI of the target subscriber
(monitored subscriber)

partylnformation (party-identity)

observed PDP

PDP address used by the target..

partylnformation

address (services-data-information)
event type Description which type of event is delivered: PDP gPRSevent
Context Activation, PDP Context Deactivation, GPRS
Attach, etc.
event date Date of the event generation in the XGSN timeStamp
event time Time of the event generation in the xGSN

access pOiI"It name

The APN of the access point

partylnformation
(services-data-information)

PDP type This field describes the PDP type as defined in TS GSM | partylnformation
09.60, TS GSM 04.08, TS GSM 09.02 (services-data-information)
Initiator This field indicates whether the PDP context activation, | initiator

deactivation, or modification is MS directed or network
initiated.

correlation number

Unigue number for each PDP context delivered to the
LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

gPRSCorrelationNumber

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

location information | This field provides the service area identity, RAl and/or [ locationOfTheTarget
location area identity that is present at the SGSN at the
time of event record production.

SMS The SMS content with header which is sent with the sMS

SMS-service

failed context
activation reason

This field gives information about the reason for a failed
context activation of the target subscriber.

gPRSOperationErrorCode

failed attach reason

This field gives information about the reason for a failed
attach attempt of the target subscriber.

gPRSOperationErrorCode

service center This field identifies the address of the relevant server serviceCenterAddress
address within the calling (if server is originating) or called (if

server is terminating) party address parameters for

SMS-MO or SMS-MT.
umts QOS This field indicates the Quality of Service associated qos

with the PDP Context procedure.

context deactivation
reason

This field gives information about the reason for context
deactivation of the target subscriber.

gPRSOperationErrorCode

network identifier

Operator ID plus SGSN or GGSN address.

networkldentifier

iP assignment

Observed PDP address is statically or dynamically
assigned.

iP-assignment

SMS originating Identifies the originator of the SMS message. DataNodeAddress
address

SMS terminating Identifies the intended recipient of the SMS message. DataNodeAddress
address

SMS initiator Indicates whether the SMS is MO, MT, or Undefined sms-initiator

serving SGSN An E.164 number of the serving SGSN. ServingSGSN-Number
number

Serving SGSN An IP address of the serving SGSN. ServingSGSN-Address
address

Originating Address

Reports the source address in an IP packet when

reporting packet activity.

originatingAddress

Destination Address

Reports the destination address in an IP packet when

destinationAddresss

reporting packet activity.

Packet Activity Count

Reports the number of packets detected over a given

packetActivityCount

monitoring reporting interval.

Packet Report Type

Reports the reason (e.g., count threshold reached) for

packetActivityReportType

the generation of the packet activity report record.

Originating Port

Reports the source transport layer port in an IP_packet

packetActivityProtocollnfo
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Number when reporting packet activity. (originatingPortNumber)

Destination Port Reports the destination transport layer port in an IP packetActivityProtocollnfo

Number packet when reporting packet activity. (destinationPortNumber)

Transport Protocol | Reports the Protocol used by the Transport Layer for packetActivityProtocollnfo
the source in an IP packet (e.g., TCP, UDP). (transportProtocol)

NOTE: LIID parameter must be present in each record sent to the LEMF.

*** SECOND CHANGE ***

6.5.1.5 PAR record information

The PAR record is used to report IRI for the parties to packet communications after a communication path is
established by a wireless accessing system between the subject device(s) and the network.

To support the reporting of the PAIR event, the 3G xGSN shall be enabled to perform content interception and the DF3

shall be enabled to perform the PAD-IR event detection and processing. The PAIR event is the interception of each
such packet and the extraction of the IRI from that packet. The PAIR event shall be reported via the PAR record either

individually or on an aggregate basis as described below.

The PAR record shall be generated when:

=  Reporting is performed on an individual intercepted packet basis and a packet is intercepted

=  Reporting is performed on an aggregate basis and

o acount threshold is reached for each originatingAddress/desti nationAddress combination

0 amonitoring interval timer expires

0 PDP context is deactivated and packets have been intercepted, but |RI for the intercepted packets
have not been reported.

A PAR record may optionally be triggered when:

* theinterception subject generates or receives | P packets, and the originatingAddress / destinationAddress
combination changes between consecutive packets generated or received by the intercept subject.

Table 6-16: Parameters for Reporting Packet Activity Events

Par ameter MOC Description/Conditions

observed MSISDN
observed IMSI C Provide at |east one and others when available.
observed IMEI
observed PDP address C Provide to identify the PDP address of the intercept subject.
event type C Provide PAIR event type.
event date ) _ )

i M Provide the date and time the event is detected.
event time
Access Point Name C Provide to identify the packet data network to which the intercept

subject is connected.

PDP type C Provide to describe the PDP type of the observed PDP address.
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Parameter MOC Description/Conditions

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the
LEMF and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

XGSN address C Provide to identify the xGSN node.

Packet Report Type C Provide to identify the reason for the generation of the packet
activity report (e.g., end of default time interval) when PAIR is
performed on an aggregate basis.

Originating Address M Provide to report the source addressin an | P packet for PAIR.

Destination Address M Provide to report the destination address in an | P packet for PAIR.

Packet Activity Count C Provide to identify the number of packets detected with the same
originatingAddress/desti nationAddress combination when PAIR is
performed on an aggregate basis.

Packet Activity Protocol Info M Provide the set of observed triplets (transport protocol [e.q., TCP],

originating transport port number, and destination transport port
number) over the packet activity reporting interval and associated
with the same originatingAddress/desti nationAddress combi nation.

When reporting the Packet Activity event (by the DFE3) on an aggregate basis:

= A count of the number of intercepted packets with a given originating/destination address combination is

maintained to provide input to a common PAR record. [f this count reaches or exceeds a provisioned threshold

for the intercept subject, then a PAR record is generated. The range of the count threshold is 500 to 5000 with

adefault value of 2500.

= A packet activity monitoring interval is utilized to govern the amount of time over which intercepted packets

with a given originati ng/desti nation address combination provide input to a common PAR record. If this

monitoring interval reaches or exceeds a provisioned threshold for the intercept subject, then a PAR record is

generated. The range of the timer threshold is 30 seconds to 5 minutesin (30 second increments) with a

default value of 1 minute.

*** THIRD CHANGE ***

B.3 Intercept related information (HI2)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery

mechanism, data umtsl RI Content must be considered.

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2)
threeGPP(4) hi2(1) version-1(1)}

DEFINITIONS I MPLICIT TAGS :: =

BEG N

ASN1 description of IRI (HI2 interface)
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I MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper ati ons- | nf or mati on- Obj ect's
{joint-iso-itu-t(2) renote-operations(4) informationCjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti neSt anp,

Net wor k- 1 denti fi er,

Nat i onal - Par anet er s,

Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 2QOper ati ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version3(3)}; -- TS 101 671 Edition 3

-- (bject ldentifier Definitions

-- Security Domainld
I awf ul I nt er cept Domai nl d OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) |lawfullntercept(2)}

-- Security Subdonai ns
t hr eeGPPSUBDormai nl d OBJECT | DENTI FIER :: = {l awful | nt ercept Domai nl d threeGPP(4)}
hi 2Domai nld OBJECT | DENTI FIER  ::= {threeGPPSUBDonai nld hi 2(1) version-1(1)}

unt s-sendi ng-of - IRl OPERATION :: =

ARGUVENT Unt sI RI Cont ent
ERRORS { OperationErrors }
CODE gl obal : {t hr eeGPPSUBDonai nl d hi 2(1) opcode(1)}

-- Cass 2 operation . The tiner shall be set to a value between 3 s and 240 s.
-- The tinmer.default value is 60s.

-- NOTE: The same note as for H managenment operation applies.

Unt sI RI Cont ent ;1= CHA CE

{
i Rl -Begi n-record [1] IR -Paraneters, -- include at |east one optional paraneter
i Rl - End-record [2] IRl -Paraneters,
i Rl - Continue-record [3] IR -Paraneters, -- include at |east one optional paraneter
i Rl -Report-record [4] IR -Parameters -- include at |east one optional paraneter
i Rl - PAR-record [5] |RI-Paraneters,
--at |l east one optional paraneter nust be included within the
--i R - PAR- Record

}

unknown- ver si on ERROR ::= { CODE | ocal : 0}

m ssi ng- par anet er ERROR ::= { CODE | ocal : 1}

unknown- par anet er - val ue ERROR ::= { CODE | ocal : 2}

unknown- par anet er ERROR ::= { CODE | ocal : 3}

OperationErrors ERROR :: =

{
unknown- ver si on |
m ssi ng- paranet er |
unknown- par anet er - val ue |
unknown- par anet er
-- This values may be sent by the LEMF, when an operation or a paraneter is msunderstood.
| RI - Par aneters 11 = SEQUENCE
{
hi 2Domai nl d [0] OBJECT IDENTIFIER -- 3GPP H 2 domain
i Rl version [ 23] ENUMERATED
{
version2(2),
} OPTI ONAL,
-- if not present, it nmeans version 1 is handl ed
I awful I nterceptionldentifier [1] Lawful I nterceptionldentifier,
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-- This identifier is associated to the target.

ti meStanp [3] TimeStanp,

-- date and time of the event triggering the report.)
initiator [4] ENUMERATED

not - Avai | abl e (0),

originating-Target (1),
-- in case of GPRS, this indicates that the PDP context activation
-- or deactivation is M requested
term nating-Target (2),
-- in case of GPRS, this indicates that the PDP context activation or
-- deactivation is network initiated

} OPTI ONAL,
| ocati onOf TheTar get [8] Location OPTI ONAL,
-- location of the target subscriber
partylnformation [9] SET SIZE (1..10) OF Partylnformation OPTI ONAL,

-- This paraneter provides the concerned party, the identiy(ies) of the party
--)and all the information provided by the party.

servi ceCent er Addr ess [13] Partylnformation OPTI ONAL,
-- e.g. in case of SM5S nessage this paranmeter provides the address of the rel evant
-- server within the calling (if server is originating) or called (if server is
-- termnating) party address paraneters
sMB [14] SMS-report OPTI ONAL,
-- this paranmeter provides the SM5 content and associated information

national - Paraneters [16] Nati onal - Paranet ers OPTI ONAL,
gPRSCorrel ati onNunber [18] GPRSCorrel ati onNurmber OPTI ONAL,
gPRSevent [20] GPRSEvent OPTI ONAL,

-- This information is used to provide particular action of the target
-- such as attach/detach

sgsnAddr ess [21] Dat aNodeAddr ess OPTI ONAL,
gPRSOper ati onError Code [22] GPRSOperati onError Code OPTI ONAL,
ggsnAddr ess [ 24] Dat aNodeAddr ess OPTI ONAL,

qos [25] Ut sQos OPTI ONAL,

net wor kl denti fier [26] Network-Ildentifier OPTI ONAL,

sMBOri gi nati ngAddr ess [27] Dat aNodeAddr ess OPTI ONAL,
sMSTer m nat i ngAddr ess [ 28] Dat aNodeAddr ess OPTI ONAL,

i MSevent [29] | MSEvent OPTI ONAL,

sl PMessage [30] OCTET STRING OPTI ONAL,

ser vi ngSGSN- nunber [31] OCTET STRING (Sl ZE (1..20)) OPTI ONAL,
servi ngSGSN- addr ess [32] OCTET STRING (Sl ZE (5..17)) OPTI ONAL,
ori gi nati ngAddr ess [33] | PAddress OPTI ONAL,

-- The sourceAddress paraneter contains the source ip address

-- _inthe intercepted i p packet.

desti nati onAddr ess [34] | PAddress OPTI ONAL,

-- The destinati onAddress paraneter contains the

-- destination ip address in the intercepted i p packet.

packet Acti vi t yCount [ 35] Count OPTI ONAL,

-- For aggregate reporting, the packetactivityCount paraneter reports the nunber

-- of packets detected that utilized the sane originati ngAddress/terni nati ngAddress

-- conbination over a given packet activity interval

packet Acti vityReport Reason [36] ReportReason OPTI ONAL,

-- For aggregate reporting, the packetActivityReason paraneter

-- indicates the reason for generating the PAR record.

Packet ActivityProtocol Info [37] PacketActivityProtocollnfo OPTI ONAL

}

| -- PARAMETERS FORMATS
Partyl nfornmation 11 = SEQUENCE
{

party-Qualifier [0] ENUMERATED
gPRS- Target (3),

H
partyldentity [1] SEQUENCE
{
i nei [1] OCTET STRING (S| ZE (8)) OPTI ONAL,
-- See MAP format [4]

i NBi [3] OCTET STRING (Sl ZE (3..8)) OPTI ONAL,
-- See MAP format [4] International Mbile
-- Station ldentity E. 212 nunber beginning with Mbile Country Code
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ms| SDN [6] OCTET STRING (SIZE (1..9)) OPTI ONAL,
-- MBI SDN of the target, encoded in the sane format as the AddressString
-- paraneters defined in MAP format docunent ref [4], § 14.7.8

e164- For mat [7] OCTET STRI NG (SIZE (1 .. 25)) OPTI ONAL,
-- E164 address of the node in international format. Coded in the sane format as
-- the calling party nunber paranmeter of the | SUP (paraneter part:[5])

si p-url [8] OCTET STRING OPTIONAL, -- See RFC 2543

H

servi ces-Dat a- I nformation [4] Services-Data-Informati on OPTI ONAL,
-- This paranmeter is used to transmt all the information concerning the
-- conplenentary information associated to the basic data call

}
Location ;1 = SEQUENCE
gl obal Cel I I D [2] dobalCelllD OPTI ONAL,
--see MAP format (see [4])
rAl [4] Rai OPTI ONAL,
-- the Routeing Area ldentifier is coded in accordance with the § 10.5.5.15 of
-- docunent ref [9] w thout the Routing Area ldentification |El (only the
-- last 6 octets are used)
gsnlocati on [5] GSM.ocation OPTI ONAL,
unt sLocati on [ 6] UMISLocati on OPTI ONAL,
sAl [7] Sai OPTI ONAL,
-- format: PLM\-ID 3 octets (no. 1 — 3)
-- LAC 2 octets (no. 4 — 5)
-- SAC 2 octets (no. 6 — 7)
-- (according to 3GPP TS 25. 413)
}
G obal Cel I I D = OCTET STRING (SIZE (5..7))
Rai = OCTET STRING (Sl ZE (6))
Sai = OCTET STRING (Sl ZE (7))
GSMLocat i on ;1= CHO CE
{
geoCoordi nates [1] SEQUENCE
latitude [1] PrintableString (Sl ZE(7..10)),
-- format : XDDMMSS. SS
| ongi t ude [2] PrintableString (SIZE(8..11)),
-- format : XDDDMVSS. SS
mapDat um [3] MapDat um DEFAULT wGS84,
H
-- format : XDDDMMVSS. SS
-- X : N(orth), S(outh), E(ast), West)
-- DD or DDD : degrees (nuneric characters)
-- Y : mnutes (nuneric characters)
-- SS. SS : seconds, the second part (.SS) is optionnal
-- Exanple :
-- latitude short form N502312
-- longitude long form E1122312. 18
ut nCoordi nates [2] SEQUENCE
ut m East [1] PrintableString (SIZE(10)),
utm North [2] PrintableString (Sl ZE(7)),

-- exanple utm East 3200439955
-- utm North 5540736

mapDat um [3] MapDat um DEFAULT wGS84,
. C
ut mRef Coor di nat es [3] SEQUENCE
utnref-string PrintableString (SIZE(13)),

mapDat um MapDat um DEFAULT wGS84,
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}
-- exanple 32UPWU91294045

wWGS84Coor di nat es [4] OCTET STRING (Sl ZE(7..10))
-- format is as defined in GSM 03. 32; polygon type of shape is not allowed.

}
MapDat um : : = ENUVERATED
wGS84,
wGS72,
eD50, -- European Datum 50
}
UMISLocation ::= CHO CE {
poi nt [1] GA-Point,
poi nt Wt hUnCertainty [2] GA-Poi nt WthUnCertainty,
pol ygon [3] GA-Pol ygon
}
Geogr aphi cal Coordi nates ::= SEQUENCE {
| atitudeSi gn ENUMERATED { north, south },
| atitude I NTEGER (0. . 8388607),
| ongi t ude | NTEGER (- 8388608. . 8388607) ,
}
GA- Poi nt ::= SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
GA- Poi nt Wt hUnCertainty ::=SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
uncert ai nt yCode I NTECER (0. .127)
}
| maxNr OF Poi nt s INTEGER ::= 15
GA- Pol ygon ::= SEQUENCE (Sl ZE (1..maxNrOf Points)) OF
SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
SMS-r eport 11 = SEQUENCE
{
sMs- Contents [ 3] SEQUENCE
{
sme-initiator [1] ENUMERATED -- party which sent the SM
{
tar get (0),
server (1),
undefined-party (2),
H
transfer-status [2] ENUMERATED
{
succeed-transfer (0), -- the transfer of the SM5 nessage succeeds
not - succeed-transfer (1),
undefi ned (2),
} OPTI ONAL,
ot her - message [3] ENUMERATED -- in case of termnating call, indicates if
-- the server will send other SMs
{
yes (0),
no (1),
undefi ned (2),
} OPTI ONAL,
cont ent [4] OCTET STRING (SIZE (1 .. 270)) OPTI ONAL,
-- Encoded in the format defined for the SM5 nobile
}
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| GPRSCor r el ati onNunber ::= OCTET STRI NG (S| ZE(8. . 20))

GPRSEvent ::= ENUMERATED

{
pDPCont ext Acti vati on (1),
start Of I nt er cepti onW t hPDPCont ext Acti ve (2),
pDPCont ext Deacti vati on (4),
gPRSAt t ach (5),
gPRSDet ach (6),
| ocat i onl nf oUpdat e (10),
sMs (11),
pDPCont ext Mbdi fi cati on (13),
servi ngSystem (14),
packet Acti vityl Rl Reporting (15),

-- see ref [10]

I MSevent ::= ENUMERATED
{

sl Pressage (1),

}

Servi ces-Data-I nformation ::= SEQJUENCE

gPRS-paraneters [1] GPRS-paraneters OPTI ONAL,

}

GPRS- paraneters ::= SEQUENCE
pDP- addr ess-al | ocat ed-t o-t he-t ar get [1] Dat aNodeAddr ess OPTI ONAL,
aPN [2] OCTET STRING (S| ZE(1..100)) OPTI ONAL,
pDP-type [3] OCTET STRING (Sl ZE(2)) OPTI ONAL,

}

GPRSOper at i onError Code ::= OCTET STRI NG (S| ZE(2))
-- refer to standard [9] for values(GW cause or SM cause paraneter).

UmtsQos ::= CHO CE
{
goslu [1] OCTET STRING (Sl ZE(3..11)),
-- The qoslu paraneter shall be coded in accordance with the § 10.5.6.5 of
-- docunent ref [9] or ref [21] without the Quality of service |El and Length of
-- quality of service IE (only the last 3, or 11 octets are used. That is, first
-- two octets carrying 'Qality of service IElI' and 'Length of quality of service
-- |E shall be excluded).
gosGn [2] OCTET STRI NG (S| ZE(3..254))
-- gosGn paraneter shall be coded in accordance with § 7.7.34 of docunent ref [17]

Packet Acti vityProtocol Info ::= SEQUENCE OF

transport Prot ocol [0] Transport Protocol OPTI ONAL,

-- The transportProtocol paraneter reports the

-- Transport Protocol used by the Transport Layer(e.g., TCP, UDP, SCTP)
-- in an | P packet when reporting packet activity. The

-- transportProtocol paraneter shall be coded in accordance

-- with docunent reference [51].

ori gi nati ngPort Nunber [1] PortNumber OPTI ONAL,

-- The originati ngPortNunber is the source transport |ayer port

-- in an | P packet when reporting packet activity. The

-- originatingPortNunber paraneter shall be coded in accordance with

-- docunent references [52], [UDP]1 and [SCTP]2

B &

1 STD0006 " User Datagram Protocol (UDP)", 28 August 1980.
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desti nati onPort Nunber [2] PortNumber OPTI ONAL,
-- The destinationPortNunber is the destination transport |ayer port

-- in an | P packet when reporting packet activity. The
-- destinationPortNunber paraneter shall be coded in accordance with
-- docunent references [52], [UDP], and [SCTP].

b
TransportProtocol :: = OCTET STRING (SIZE (1))
-- From “Assi gned Nunbers” RFC 1700 available fromthe | ETF or nore recent infornmation
-- can be found at mT'Mmm
Port Nunber ::= I NTEGER (0. .65535)
Count ::= I NTEGER (0. .65535)
Repor t Reason :: = ENUMERATED
{
tinmerExpiry (0),
count Threshol d (1),
pDPCont ext Deact i vaed (2)
addr essChange (3),
1

END -- OF UntsH 20perati ons

2 RFC 2960 " Stream Control Transmission Protocol (SCTP)", October 2000.
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