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Summary

A number of needs have been identified in the last two 3GPP SA3 LI group meetings that can be met with the
enabling of communications between DF3 and DF2. Such needs include the ability to support packet activity
detection and IRI reporting, IMS media stream isolation, among others. The communication can be initiated by
the DF2 or by the DF3.

For packet activity detection and IRI reporting, the DF3 could deliver a copy of the intercepted packets to the
DF2. The DF2 aong with the MF then could determine the associated IRI and can deliver it over the HI2
interface to the LEMF.

For IMS media stream isolation, the DF2 can provide the identity of the media stream to be isolated as viewed by
the SIP signalling to the DF3. Having thisinformation will enable the DF3 to isolate and deliver those media
streams that are to be intercepted versus those that are not to be intercepted for a given interception order.

This contribution proposes changes to TS 33.107 to support a communication link between the DF2 and DF3.
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**% FIRST CHANGE ***

4 Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration
is shown in figure 1a. The packet-switched configuration is shown in figure 1b. The various entities and interfaces are
described in more detail in the succeeding subclauses.
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Figure 1a: Circuit switched intercept configuration
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Figure 1b: Packet Switched Intercept configuration

The reference configuration is only alogical representation of the entities involved in lawful interception and does not
mandate separate physical entities. This alows for higher levels of integration.

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used
to convert information on the HI1, HI2 and HI3 interfacesin the format described in various national or regional
specifications. For example, if ES 201 671 or JSTD-25 is used, then the adaptation to HI 1, HI2 and HI3 will be as
defined in those specifications.

DF3 isresponsible two primary functions:
- Cdl Control (Signaling) for the intercepted product; and
- Bearer Transport for the intercepted product.

HI3 isthe interface towards the LEMF. It must be able to handle the signalling and the bearer transport for the
intercepted product. LEMF can be located within the 3G network or can be in any other network.

There is one Administration Function (ADMF) in the network. Together with the delivery functionsit is used to hide
from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAS) on the same
target. The administration function may be partitioned to ensure separation of the provisioning data from different
agencies.
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The HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery
functions are used:

- todistribute the Intercept Related Information (IRI) to the relevant LEA(S) viaHI2 (based on |As, if defined);

- todistribute the Content of Communication (CC) to the relevant LEA(S) via HI3 (based on |As, if defined).
See the remaining sections of this document for definitions of the X1 1, X1 2, X1 3, X2, X3, and X3-X4 interfaces.
Interception at the Gateways is a national option.

In case of a secondary interception activation only the relevant LEAs will get the relevant IRIs.

*** SECOND CHANGE ***

5.1.2 X1 _2-interface (IRI)

For the activation of IRI the message sent from the ADMF to the DF contains:
- thetarget identity;
- theaddressfor delivery of IRl (= LEMF address);
- which subset of information shall be delivered;

- aDF2 activation identity, which uniquely identifies the activation for DF2 and is used for further interrogation
or deactivation, respectively;

- thelA in case of location dependent interception;

- the address of DF3 (for DF2 to DF3 communications);

- the warrant reference number if required by national option.

If atarget isintercepted for several LEAs and/or several identities simultaneously, a single activation of delivery is
necessary for each combination of LEA and identity.

ADMF DF 2

request for lawful
interception activation

»
L

lawful interception
activation

\4

lawful interception
activation ack

A

response for lawful ... activation on X1_3 ...
interception activation

)
<4

... activation on X1_1

Figure 4. Information flow on X1_2-interface for Lawful Interception activation
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*** THIRD CHANGE ***

5.1.3 X1 _3-interface (CC)

For the activation of intercepted Content of Communications the message sent from the ADMF to the Delivery
Function contains:

- thetarget identity;
- theaddress of delivery for CC (= LEMF address);

- aDF3 activation identity, which uniquely identifies the activation for DF3 and is used for further interrogation
or deactivation, respectively;

- thelA in case of location dependent interception;

- theaddress of DF2 (for DF2 to DF3 communications);

- thewarrant reference number if required by national option.

If atarget isintercepted by several LEAs and/or several identities simultaneously, a single activation of delivery is
necessary for each combination of LEA and identity.
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interception activation
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Figure 5: Information flow on X1_3-interface for Lawful Interception activation

*** Fourth CHANGE ***

7 Invocation of Lawful Interception for GSN Packet
Data services

Figure shows the extract from the reference configuration which is relevant for the invocation of the Lawful
Interception of the packet data GSN network.
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Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are
subject to national requirements. They are included for completeness, but are beyond the scope of this specification.
The delivery functions are used:

- to convert the information on the X 2-interface and the appropriate information on the X4-interface to the
corresponding information on the HI2 interface;

- to distribute the intercept related information to the relevant LEA(S);
- to distribute the intercept product to the relevant LEA(S).

In case a Packet Data communication is selected based on several identities (MSISDN, IMSI, IMEI, ) of the same
target, the 3G SGSN and/or, per national option 3G GGSN will deliver CC and IRI only once to the DF2 and DF3.
DF2 and DF3 will then distribute the information to the relevant LEAS.

For the delivery of the CC and IRI the 3G SGSN and/or, per national option 3G GGSN provides correlation number
and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall
be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one

PDP context.

The correlation number shall be generated by using existing parameters related to the PDP context.

NOTE: If interception has been activated for both parties of the Packet Data communication both CC and IRI will

be delivered for each party as separate intercept activity.

In case of location dependent interception:

- for each target, the location dependency check occurs at each Packet Data session establishment or release and at

each Routing Area (RA) update to determine permanently the relevant | As (and deduce, the possible LEAS
within these |As),

- concerning the IRI:

- whenan A isleft, aMobile Station Detach event is sent when changing servicing 3 G GSNs or a RA update

event is sent when changing |As inside the same servicing 3G SGSN to DF2;

- whenanew IA isentered a RA update event is sent to DF2 and, optionally, a Start of Interception with
Active PDP Context event for each PDP context;

- concerning the CC, when crossing | As, the CC is not sent anymore to the DF3 of the old 1A but sent to the DF3

of the new IA.

Both in case of location dependent and location independent interception:
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"Start of interception with active PDP context” event is sent by the new SGSN if an Inter-SGSN RA update procedure
,which involves different PLMNs, takes place for atarget, which has at least one active PDP context.

NOTE: An SGSN can differentiate "Inter PLMN" type of Inter-SGSN RA update procedure from "Intra PLMN"
type of Inter-SGSN RA update procedure by inspecting the old RAI parameter, which is being received
by the SGSN as part of the procedure (see 3GPP TS 23.060, section 6.9.1.2.2 and 3GPP TS 23.003,
section 4.2).

#*%* FIFTH CHANGE ***

7.5 MoidDF?2 to DF3 Communications Interface

The DF2 and DF3 can communicate with one another over the X4 interface. Thisinterface is used to support specific
interception capabilities that need such communications.

The DF2 to DF3 interface could be established on a permanent (provisioned) basis or on a semi-permanent basis
(established dynamically, but kept established indefinitely).

The DF2 to DF3 association should be a secure one meaning that each side should be able to authenticate the other and

if communications occur over a shared intervening network encryption of the communications should be considered..

This interface can be used to exchnage information between the DF2 and the DF3 to enable specific IRI or content
delivery.

When any information is sent between DF2 and DF3, the following information should be included:

e |dentity of thereceiving DF;

e Identity of the sending DF;

e Security/Authentication information;

e Timestamp;

*  Sequence number (unless the transport guarreentees in sequence delivery of user data) - Optional;

*  Transaction identifer (used to correlate a potential response with information sent) - Optional;

»  Error parameter (used to indicate an error [e.g., unsupported message] in received information);

DF2 to DF3 Event identitifier (e.q., to identify the reason for sending the communication);

» DF2to DFE3 Data

The nature of the DF2 to/from DF3 data is specific to the capability utilizing this communications link and will need to

be specified by that capability.
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