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Summary

The current version of TS 33.108 defines the architecture and functional requirements for an interception system
within a Third Generation Mobile Communication System (3GPP MS).

This contribution identifies requirements to meet the needs of the LEAs in areas related with management
interface notifications and fault reporting.

The lawful authorization status and fault reporting capabilities provide information related to the status of a
lawfully authorized electronic surveillance (e.g., activated, deactivated, modified), as well asfault and alarm
information on lawful authorization delivery interface resources. Currently this capability is not described in TS
33.108, but it isdescribed in ES 201 671.

This contribution proposes changesto TS 33.108, version 5.0.0, to address Surveillance Status and Fault
Reporting by the intercepting network toward the LEMF. These capabilities are provided in ES 201 671, but not
yet in the 3GPP series of specificationsfor LI. Companion contributions propose compatible changesto TS
33.106 and TS 33.107.
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**% FIRST CHANGE ***

4.4 Overview of handover interface

The generic handover interface adopts a three port structure such that administrative information (HI1), intercept related
information (H12), and the content of communication (HI3) are logically separated.

Figure 4.1 shows a block diagram with the relevant entities for Lawful Interception.

The outer circle represents the NWO/AP/SvP’s domain with respect to lawful interception. It contains the network
internal functions, the internal network interface (INI), the administration function and the mediation functions for IRI
and CC. Theinner circle contains the internal functions of the network (e.g. switching, routing, handling of the
communication process). Within the network internal function the results of interception (i.e., IRl and CC) are
generated in the Internal Interception Function (11F).

The IIF provides the Content of Communication (CC) and the Intercept Related Information (IRI), respectively, at the
Internal Network Interface (INI). For both kinds of information, mediation functions may be used, which provide the
final representation of the standardized handover interfaces at the NWO/AP/SvP's domain boundary.

NWO/AP/SvP’s domain LEA
domain

NWO/AP/SvP's
ad ministration J
function

intercept related
oration (TRI)

IRI thediation
function

Metnar
Internal
Functions

cortert of
cotn i cation (T

r
| CC mediation
function

|l 1emE
LI handover interface HI

IIF: internal interception function HH: administrative information

HI2: intercept related information
HB3: content of communication

INEinternal network interface

Figure 4.1: Functional block diagram showing handover interface Hl

NOTE 1. Figure 4.1 shows only areference configuration, with alogical representation of the entitiesinvolved in
lawful interception and does not mandate separate physical entities.

NOTE 2: The mediation functions may be transparent.

4.4.1 Handover interface port 1 (HI1)

The handover interface port 1 shall transport various Kinds of administrative information from/to the LEA and the
organization at the NWO/AP/SvP, which is responsible for LI matters. This interface may be manual or electronic.
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The HI1 interface may be crossing borders between countries. This possibility is subject to corresponding international
laws or agreements.

A complete separation is required between the administrative part (HI1) and the technical part (INI) of the interface. No

direct access to the switching function shall be given to the LEMF. Activation, deactivation or modification of an
interception in the switching function shall only be possible by the NWO/AP/SvP.

As an option, in the direction to the LEA, some HI1 related information (e.q. fault reporting) may be delivered directly
using the HI2 mechanism. As an additional option, in the direction to the LEA, some HI1 related information may be
delivered directly, for example, as part of a lawful authorization procedure.

Further description of HI1 isgivenin clause 4.5.

4.4.14.4.2 Handover interface port 2 (HI2)

The handover interface port 2 shall transport the IRI from the NWO/AP/SvP's I F to the LEMF.

The delivery shall be performed via data communication methods which are suitable for the network infrastructure and
for the kind and volume of data to be transmitted.

The delivery can in principle be made via different types of lower communication layers, which should be standard or
widely used data communication protocols.

Theindividual IRl parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the
parameter's information content shall be based on existing telecommunication standards, where possible.

Theindividual IRl parameters have to be sent to the LEMF at least once (if available).

The IRI records shall contain information available from normal network or service operating procedures. In addition
the IRI records shall include information for identification and control purposes as specifically required by the HI2 port.

The llF is not required to make any attempt to request explicitly extrainformation which has not already been supplied
by a signalling system.

4.4.24.4.3 Handover interface port 3 (HI3)

The port HI3 shall transport the content of the communication (CC) of the intercepted telecommunication service to the
LEMF. The content of communication shall be presented as a transparent en-clair copy of the information flow during
an established, frequently bi-directional, communication of the interception subject.

Asthe appropriate form of HI3 depends upon the service being intercepted, HI3 is described in relevant annexes.

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams
might also be delivered via a common transmission path fromaMF to aLEMF. It is possible to correlate HI2 and HI3
packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

*** SECOND CHANGE ***

4.5 HI1: Interface port for administrative information

Theinterface HI1 istypically bi-directional. It is used by the NWO/AP/SvP to send notifications corresponding to
activation, deactivation and modification of interception, and send other information to the LEA.

There shall be no direct control over the NWO/AP/SvP's equipment by the LEA/LEMF.
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45.1 LI surveillance status notifications towards the LEMF

The LIACTIVATED, LIMODIFIED, and LIDEACTIVATED records are used to report surveillance status
notifications to the LEMF.

For event-driven reporting, the LIACTIVATED, LIMODIFIED, and LIDEACTIVATED records, respectively, shall be

triggered:

o After the activation of lawful interception. When alawful authorization has been initiated and the constituent
ICEs and INEs are operationally expected to begin performing interception.

o After the deactivation of lawful interception. When the performance of alawful authorization is expected to
Cease.

o After modification of an active lawful interception. When the operational status of an ongoing lawful
authorization changes. Possible operational statuses are inactive, active, or degraded.

For periodic reporting, the LIMODIFIED record shall be triggered when the interval for the period of reporting has
ended.

Table 4.1: LIACTIVATED Record

Parameter MOC Description/Conditions
event type M Provide Surveillace Status event type (i.e, activated).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.

Lawful interception status M Shall be provided.
Table 4.2: LIDEACTIVATED Record

Parameter MOC Description/Conditions
event type M Provide Surveillace Status event type (i.e, deactivated).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.

Lawful interception status M Shall be provided.
Table 4.3: LIMODIFIED Record

Parameter MOC Description/Conditions
event type M Provide Surveillace Status event type (i.e, modified).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.

Lawful interception status M Shall be provided.

45.2 LI fault notifications towards the LEMF

The ALARMS-INDICATOR record is used to report fault and alarm notifications to the LEMF.

The ALARMS-INDICATOR shall be triggered when:

*  CClink set up failure within the network;
* CClink failed dueto alack of system resources,
e Genera CClink set up failure;
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 LEA ishusy;

*  Noanswer from LEMF;

CC link establishment failures due to failure to authenticate [e.q., COLP or CUG errors]);
* A delivery resourceistaken out of service;

*  Thesystem is unable to restore a delivery resource connection to its in-service state;

* Interception of communications (IRl or CC) at an ICE or INE isinterrupted;

The lawful interception service is disrupted or interrupted (e.g., due to equipment failure) during alawful
interception of a subject’s communication, but the interception subject’s communications are not disrupted.

Table 6.6: ALARMS-INDICATOR Record

Parameter MOC Description/Conditions
event type M Provide Surveillace Status event type (e.q., deactivated).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
Lawful interception status M Shall be provided.
Fault-indication M Shall be provided to indicate the type of fault/alarm encountered
Alarm-indication M Shall be provided to provide additional information about the
fault/alarm (free format).

For the definition of the information content of these LI management notifications, see clause B.3.

4.54.6 HI2: Interface port for intercept related information

The HI2 interface port shall be used to transport all intercept-related information (IRI), i.e. the information or data
associated with the communication services of the target identity apparent to the network. It includes signalling
information used to establish the telecommunication service and to control its progress, time stamps, and, if available,
further information such as location information. Only information which is part of standard network signalling
procedures shall be used within communication related IRI.

Sending of the intercept-related information (IRI) to the LEMF shall in general take place as soon as possible, after the
relevant information is available.

In exceptional cases (e.g. datalink failure), the intercept related information may be buffered for later transmission for a
specified period of time.

Within this section only definitions are made which apply in general for all network technologies. Additional
technology specific HI2 definitions are specified in related Annexes.
4.5:14.6.1 Data transmission protocols

The protocol used by the "LI application" for the encoding and the sending of data between the MF and the LEMF is
based on already standardized data transmission protocols like ROSE or FTP.

The specified data communication methods provide a general means of data communication between the LEA and the
NWO/AP/SvP's mediation function. They are used for the delivery of:

- HI2type of information (IRl records);
- Certain types of content of communication (e.g., SMS).

The present document specifies the use of the two possible methods for delivery: ROSE or FTP on the application layer
and the BER on the presentation layer. The lower layers for data communication may be chosen in agreement with the
NWO/AP/SvP and the LEA.

The delivery to the LEMF should use the internet protocol stack.
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4.5:24.6.2 Application for IRI (HI2 information)

The handover interface port 2 shall transport the intercept related information (IRI) from the NWO/AP/SvP's MF to the
LEMF.

Theindividual IRl parameters shall be coded using ASN.1 and the basic encoding rules (BER). Where possible, the
format of the information content shall be taken over from existing telecommunication standards, which are used for
these parameters with the network already (e.g., 1P). Within the ASN.1 coding for IRI, such standard parameters are
typically defined as octet strings.

4.5.34.6.3 Types of IRI records

Intercept related information shall be conveyed to the LEMF in messages, or IRI data records, respectively. Four types
of IRI records are defined:

1) IRI-BEGIN record at the first event of a communication attempt,
opening the IRI transaction.

2) IRI-END record at the end of a communication attempt,
closing the IRI transaction.

3) IRI-CONTINUE record  at any time during a communication attempt
within the IRI transaction.

4) |IRI-REPORT record used in genera for non-communication related events.

For information related to an existing communication case, the record types 1 to 3 shall be used. They forman IRI
transaction for each communication case or communication attempt, which corresponds directly to the communication
phase (set-up, active or release).

For packet oriented data services, the first event of a communication attempt shall be the PDP context activation or a
similar event and an IRI-BEGIN record shall be issued. The end of the communication attempt shall be the PDP context
deactivation or asimilar event and an IRI-END record shall be issued. While a PDP context is active, IRI-CONTINUE
records shall be used for CC relevant IRI data records, |RI-REPORT records otherwise.

Record type 4 is used for non-communication related subscriber action, like subscriber controlled input (SCI) for
service activation. For ssimple cases, it can also be applicable for reporting unsuccessful communication attempts.

The record type is an explicit part of the record. The 4 record types are defined independently of target communication
events. The actual indication of one or several communication events, which caused the generation of an IRI record, is
part of further parameters within the record's, information content. Consequently, the record types of the IRI
transactions are not related to specific messages of the signaling protocols of a communication case, and are therefore
independent of future enhancements of the intercepted services, of network specific features, etc. Any transport level
information (i.e. higher-level services) on the target communication-state or other target communication related
information is contained within the information content of the IRI records.

For packet oriented data services, if LI isbeing activated during an already established PDP context or similar, an IRI-
BEGIN record will mark the start of the interception. If LI is being deactivated during an established PDP context or
similar, no IRI-END record will be transmitted. The end of interception can be communicated to the LEA by other
means (e.g. HI1).

*** THIRD CHANGE ***

Annex B (normative):
Structure of data at the handover interface

This annex specifies the coding details at the handover interface HI for all data, which may be sent from the
NWO/AP/SvP's equipment to the LEMF, across HI.
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At the HI2 and HI3 handover interface ports, the following data may be present:

- interface port HI1: Interception administrative information;

- interface port HI2: Intercept related information (IRI);
- interface port HI3: records containing content of communication (CC).

The detailed coding specification for these types of information is contained in this annex, including sufficient details
for a consistent implementation in the NWO/AP/SvP's equipment and the LEMF.

It must be noticed some data are ROSE specific and have no meaning when FTP is used. Those specificities are
described at the beginning of each sub-annex.

*** FOURTH CHANGE ***

B.3 Management Operation & Notification

B.3.1 LI Management Notification

This data description applies only for ROSE delivery mechanism.

Declaration of ROSE operation sending-of-HI 1-Notification is ROSE delivery mechanism specific. When using FTP
delivery mechanism, data HI1-Operation must be considered.

NOTE: This annex does not describe an electronic handover interface, but HI1 information, using HI2
mechanism.

ASN.1 description of LI management notification operation (HI1 Interface)

UmitsL [ NotificationOperations { itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2)
threeGPP(4) hi(3) notificationOperations(2) version-1(1)}

DEFINITIONS IMPLICIT TAGS :: =

BEG N

| MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper ati ons- | nf or mati on- Obj ects
{joint-iso-itu-t(2) renote-operations(4) infornmationChjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti neSt anp,
Net wor k-1 denti fi er,

FROM HI 2QOper ati ons
{itu-t(0) identified-organization(4) etsi(0) securityDonmain(2)
lawful I ntercept(2) hi2(1) version3(3)}; -- TS 101 671 Edition 3

- Object ldentifier Definitions

- Security Domainld
| awf ul I nt er cept Donmai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securitybDomain(2) lawfulIntercept(2)}

- Security Subdomains
t hr eeGPPSUBDonmai nl d OBJECT | DENTIFIER :: = {l awful | nt ercept Domai nl d threeGPP(4)}




| 3gpphi mDonmai nl d OBJECT I DENTIFIER  ::= {threeGPSUBDonai nld hi1(3) version-1(1)}

3gpp- Sendi ng-Of - HI 1- Noti fication OPERATION ::=
ARGUVENT 3gpp- Hl 1- Qperati on
ERRORS { Errors-3gpp-H 1Notifications }
CODE gl obal : {t hr eeGPPSUBDonai nl d hi 1(3) opcode(1) versionl (1)}
I3
-- Cass 2 operation . The tiner shall be set to a value between 3 s and 240 s.
-- The tinmer.default value is 60s.
-- NOTE: The value for this tiner is to be set on the equipnent waiting for the returned nessage;
-- its value shall be agreed between the NWJY AP/ SvP and the LEA, depending on their equi pnent
-- properties.
3gpp-ot her-failure-causes ERRCR ::= { CODE | ocal : 0}
3gpp- m ssi ng- par anet er ERRCR ::= { CODE | ocal: 1}
3gpp- unknown- par anet er - val ue ERRCR ::= { CODE | ocal : 2}
3gpp- unknown- par anet er ERRCR ::= { CODE | ocal: 3}
Errors-3gpp-H 1-Notifications ERROR ::=
3gpp-ot her-failure-causes |
3gpp- m ssi ng- paraneter |
3gpp- unknown- par anet er - val ue |
3gpp- unknown- par anet er
3gpp-Hl 1- Cperation ::= CHO CE
liActivated [1] Notification,
| i Deacti vat ed [2] Notification,
I'i Modi fi ed [3] Notification,
al arns-i ndi cat or [4] Al arm | ndi cator
I3
Noti fication .. = SEQUENCE
|l awful I nterceptionldentifier [1] Lawful I nterceptionldentifier,
-- This identifier is associated to the target.
net wor kl denti fi er [2] Networkldentifier,
ti neStanp [3] TineStanp,
|i Status [4] LiStatus,
L}
LI St at us .1 = ENUMERATED
{
inactive(1),
fullyactive(2),
degr aded(3)
Al arms- | ndi cat or 11 = SEQUENCE
L
net wor kl denti fi er [1] Networkldentifier,
ti neStanp [2] TineStanp,
al arm i nformation [3] COctet String Size(1..25),
-- Provdies information about alarnms (free format).
| awful I nterceptionldentifier [4] Lawful Interceptionldentifier,
-- This identifier is associated to the target.
i Status [5] LiStatus,
fault-indication [6] Fault-Indication,
L}
Faul t -1 ndi cati on .1 = ENUMERATED
{
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cCLi nkSet upFai | ur eWt hi nNet wor k (1),
cCLi nkFai I edDueToLackOr Syst enResour ces (2),
gener al CCLi nkSet upFai | ure (3),
| eaBusy (4),
noAnswer Fr onL EMF (5),
cCLi nkSet upFai | ur eAut henti cati on (6),
del i ver yResour ceTakenQut Of Ser vi ce (7)),
unabl eToRest or eDel i ver yResour ceConnecti on (8),
i ntercepti onAtl CE | NE | nteruppted (9),
| awf ul I nt ercepti onDi srupt ed (10,

L}

--Parameters

END —UMTS HI1 Notifications

B.34 Intercept related information (HI2)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data umtsl Rl Content must be considered.
ASN1 description of IRI (HI2 interface)

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2)
threeGPP(4) hi2(1) version-1(1)}

DEFI NI TIONS | MPLICI T TAGS :: =

BEG N

I MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper ati ons- | nf or mati on- Obj ects
{joint-iso-itu-t(2) renote-operations(4) informati onObjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti neSt anp,

Net wor k- 1 denti fi er,

Nat i onal - Par anet er s,

Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 2QOper ati ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version3(3)}; -- TS 101 671 Edition 3

- Object ldentifier Definitions

- Security Donainld
| awf ul | nt er cept Domai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawful I ntercept(2)}

- Security Subdonai ns
t hr eeGPPSUBDorai nl d OBJECT | DENTI FI ER :: = {l awful | nt ercept Domai nl d t hreeGPP(4)}
hi 2Domai nld OBJECT | DENTI FIER  ::= {threeGPPSUBDonai nld hi 2(1) version-1(1)}

unt s-sendi ng-of - Rl OPERATION :: =

ARGUVMENT Unt sI RI Cont ent
ERRORS { OperationErrors }
CODE gl obal : {t hreeGPPSUBDorai nl d hi 2(1) opcode(1)}
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}
-- Cass 2 operation . The tiner shall be set to a value between 3 s and 240 s.
-- The timer.default value is 60s.

-- NOTE: The same note as for H rmanagenment operation applies.

Unt sl Rl Cont ent ;= CHO CE

{
i Rl -Begin-record [1] IRI-Paraneters, -- include at |east one optional paraneter
i Rl - End-record [2] IRI-Paraneters,
i Rl -Continue-record [3] IR -Paranmeters, -- include at |east one optional paraneter
i Rl -Report-record [4] IR -Paraneters -- include at |east one optional paraneter

}

unknown- ver si on ERROR ::= { CODE | ocal : 0}

m ssi ng- par anet er ERROR ::= { CODE | ocal : 1}

unknown- par anet er - val ue ERROR ::= { CODE | ocal : 2}

unknown- par anet er ERROR ::= { CODE | ocal : 3}

OperationErrors ERROR :: =

{
unknown- ver si on |
m ssi ng- paraneter |
unknown- par anet er - val ue |
unknown- par anet er
-- This values may be sent by the LEMF, when an operation or a paranmeter is m sunderstood.
I RI - Par aneters 1. = SEQUENCE
{
hi 2Domai nl d [0] OBJECT IDENTIFIER -- 3GPP H 2 domain
i Rl version [ 23] ENUMERATED
{
version2(2),
} OPTI ONAL,
-- if not present, it nmeans version 1 is handl ed
lawful I nterceptionldentifier [1] Lawful I nterceptionldentifier,
-- This identifier is associated to the target.
ti meStanp [3] TimeStanp,
-- date and tinme of the event triggering the report.)
initiator [ 4] ENUMERATED
not - Avai | abl e (0),

originating-Target (1),
-- in case of GPRS, this indicates that the PDP context activation
-- or deactivation is M requested
term nati ng-Target (2),
-- in case of GPRS, this indicates that the PDP context activation or
-- deactivation is network initiated

} OPTI ONAL,
| ocati onOf TheTar get [8] Location OPTI ONAL,
-- location of the target subscriber
partyl nformation [9] SET SIZE (1..10) OF Partylnformati on OPTI ONAL,

-- This paranmeter provides the concerned party, the identiy(ies) of the party
--)and all the information provided by the party.

servi ceCent er Addr ess [13] Partyl nformati on OPTI ONAL,
-- e.g. in case of SM5 nessage this paraneter provides the address of the relevant
-- server within the calling (if server is originating) or called (if server is
-- termnating) party address paraneters
sMS [14] SMS-report OPTI ONAL,
-- this paranmeter provides the SM5 content and associated i nformation

nati onal - Paraneters [16] Nati onal - Paraneters OPTI ONAL,
gPRSCor r el at i onNunber [18] GPRSCorrel ati onNunmber OPTI ONAL,
gPRSevent [20] GPRSEvent OPTI ONAL,

-- This information is used to provide particular action of the target
-- such as attach/detach

sgsnAddr ess [21] Dat aNodeAddress OPTI ONAL,
gPRSOper ati onError Code [22] GPRSOperati onError Code OPTI ONAL,
ggsnAddr ess [ 24] Dat aNodeAddr ess OPTI ONAL,

qCs [25] UntsQos OPTI ONAL,

net wor kl denti fier [26] Network-ldentifier OPTI ONAL,

sMBOri gi nati ngAddr ess [27] Dat aNodeAddress OPTI ONAL,
sMSTer m nat i ngAddr ess [ 28] Dat aNodeAddr ess OPTI ONAL,
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i MBevent [29 | MSEvent OPTI ONAL,

sl PMessage 30] OCTET STRING OPTI ONAL,
ser vi ngSGSN- nunber [31] OCTET STRING (Sl ZE (1..20)) OPTI ONAL,
servi ngSGSN- addr ess [32] OCTET STRING (Sl ZE (5..17)) OPTI ONAL,
}
| -- PARAMETERS FORMATS
Partyl nformation 1= SEQUENCE
{
party-Qualifier [0] ENUMERATED
gPRS- Tar get (3),
}, _
partyldentity [1] SEQUENCE
{
i nei [1] OCTET STRING (SIZE (8)) OPTI ONAL,
-- See MAP format [4]
i msi [3] OCTET STRING (Sl ZE (3..8)) OPTI ONAL,
-- See MAP format [4] International Mbile
-- Station ldentity E. 212 nunber beginning with Mbile Country Code
sl SDN [6] OCTET STRING (SIZE (1..9)) OPTI ONAL,
-- MBI SDN of the target, encoded in the sane format as the AddressString
-- paraneters defined in MAP format document ref [4], § 14.7.8
e164- For mat [7] OCTET STRI NG (SIZE (1 .. 25)) OPTI ONAL,
-- E164 address of the node in international format. Coded in the same format as
-- the calling party nunber paranmeter of the | SUP (paraneter part:[5])
si p-url [8] OCTET STRI NG OPTI ONAL, -- See RFC 2543
}
servi ces-Dat a- I nformation [4] Services-Data-Infornmati on OPTI ONAL,
-- This paranmeter is used to transmt all the information concerning the
-- conplenentary information associated to the basic data call
}
Location ;1= SEQUENCE
gl obal Cel I I D [2] GobalCelllD OPTI ONAL,
--see MAP format (see [4])
rAl [4] Rai OPTI ONAL,
-- the Routeing Area ldentifier is coded in accordance with the § 10.5.5.15 of
-- docunent ref [9] without the Routing Area ldentification |El (only the
-- last 6 octets are used)
gsmlLocati on [5] GSM.ocation OPTI ONAL,
unt sLocati on [ 6] UMISLocati on OPTI ONAL,
sAl [7] Sai OPTI ONAL,
-- format: PLMN-ID 3 octets (no. 1 — 3)
-- LAC 2 octets (no. 4 — 5)
-- SAC 2 octets (no. 6 — 7)
-- (according to 3GPP TS 25. 413)
}
d obal Cel I I D = OCTET STRING (SIZE (5..7))
Rai = OCTET STRING (Sl ZE (6))
Sai = OCTET STRING (SI ZE (7))
GSM.ocat i on ::= CHO CE
geoCoordi nates [1] SEQUENCE
latitude [1] PrintableString (Sl ZE(7..10)),
-- format : XDDMVSS. SS
| ongi t ude [2] PrintableString (SIZE(8..11)),
-- format : XDDDMVSS. SS
mapDat um [3] MapDatum DEFAULT wGS84,
1
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-- format : XDDDMVSS. SS
-- X : N(orth), S(outh), E(ast), West)
-- DD or DDD : degrees (nuneric characters)
-- Y : mnutes (nuneric characters)
-- SS. SS . seconds, the second part (.SS) is optionnal
-- Exanple :
-- latitude short form N502312
-- | ongitude long form E1122312. 18
ut mCoor di nates [2] SEQUENCE
{
ut m East [1] PrintableString (SIZE(10)),
utm North [2] PrintableString (Sl ZE(7)),
-- exanpl e utm East 3200439955
-- utm North 5540736
mapDat um [ 3] MapDat um DEFAULT wGS84,
H
ut mRef Coor di nat es [ 3] SEQUENCE
utnref-string PrintableString (SIZE(13)),

mapDat um MapDat um DEFAULT wGS84,

¥
-- exanpl e 32UPWU91294045

wGS84Coor di nat es [4] OCTET STRING (Sl ZE(7..10))
-- format is as defined in GSM 03. 32; polygon type of shape is not allowed.

}
MapDat um : : = ENUVERATED
wGS84,
wGS72,
eD50, -- European Datum 50
}
UMISLocation ::= CHO CE {
poi nt [1] GA-Point,
poi nt Wt hUnCertainty [2] GA-Poi nt WthUnCertainty,
pol ygon [3] GA-Pol ygon
}
Geogr aphi cal Coordi nates ::= SEQUENCE {
latitudeSign ENUMERATED { north, south },
| atitude | NTEGER ( 0. . 8388607),
| ongi t ude I NTEGER ( - 8388608. . 8388607) ,
}
GA- Poi nt ::= SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
GA- Poi nt Wt hUnCertainty ::=SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
uncert ai nt yCode I NTEGER (0. .127)
}
| maxNr OF Poi nt s I NTEGER :: = 15
GA- Pol ygon ::= SEQUENCE (S| ZE (1..maxNr O Points)) OF
SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
SM5-report 11 = SEQUENCE
sMs- Content's [3] SEQUENCE
{
sme-initiator [1] ENUMERATED -- party which sent the SM
{
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target 0),
server 1),
undefined-party (2),
H
transfer-status [2] ENUMERATED
{
succeed-transfer (0), -- the transfer of the SM5 nessage succeeds
not - succeed-transfer (1),
undefi ned (2),
} OPTI ONAL,
ot her - message [3] ENUMERATED -- in case of termnating call, indicates if
-- the server will send other SM5
{
yes (0),
no (1),
undefi ned (2),
} OPTI ONAL,
cont ent [4] OCTET STRING (SIZE (1 .. 270)) OPTI ONAL,
-- Encoded in the format defined for the SM5 nobile
}
}
| GPRSCor r el ati onNunber ::= OCTET STRI NG (S| ZE(8. . 20))
GPRSEvent ::= ENUMERATED
{
pDPCont ext Acti vati on (1),
start Of I nt er cepti onW t hPDPCont ext Acti ve (2),
pDPCont ext Deacti vati on (4),
gPRSAt t ach (5),
gPRSDet ach (6),
| ocati onl nf oUpdat e (10),
sMS (11),
pDPCont ext Mbdi fi cati on (13),
servi ngSystem (14),
}
-- see ref [10]
| MSevent ::= ENUMERATED
sl Pmessage (1),
}
Servi ces-Dat a- | nformati on :: = SEQUENCE
gPRS- paraneters [1] GPRS-paraneters OPTl ONAL,
}
GPRS- paraneters ::= SEQUENCE
pDP- addr ess- al | ocat ed-to-t he-target [1] Dat aNodeAddress OPTI ONAL,
aPN [2] OCTET STRING (Sl ZE(1..100)) OPTI ONAL,
pDP-type [3] OCTET STRING (Sl ZE(2)) OPTI ONAL,
}
GPRSOper at i onError Code ::= OCTET STRI NG (Sl ZE(2))
-- refer to standard [9] for values(GW cause or SM cause paraneter).
UrtsQos ::= CHO CE
goslu [1] OCTET STRING (Sl ZE(3..11)),
-- The goslu paraneter shall be coded in accordance with the § 10.5.6.5 of
-- docunment ref [9] or ref [21] without the Quality of service |El and Length of
-- quality of service |IE (only the last 3, or 11 octets are used. That is, first
-- two octets carrying 'Qality of service IElI' and 'Length of quality of service
-- IE shall be excluded).
qosGn [2] OCTET STRING (S| ZE(3..254))
-- gosGn paraneter shall be coded in accordance with § 7.7.34 of document ref [17]

12
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[}

END - -

OF Unt sHI 20per ati ons
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B.4 HI3 CC definition

Unts-H 3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2)
threeGPP(4) hi3(2) version-1(1)}

DEFINITIONS IMPLICI T TAGS :: =
BEG N

I MPORTS

GPRSCor r el at i onNunber
FROM Unt sHI 2Oper at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |lawfulintercept(2) threeGPP(4)
hi 2(1) version-1(1)} -- from 3GPP Unt sH 20Operati ons

Lawf ul I ntercepti onl dentifier,

Ti meSt anp
FROM HI 2QOper at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |lawfullntercept(2) hi2(1)
version3(3)}; -- fromETSI H 2Qperations TS 101 671 Edition 3

-- (bject ldentifier Definitions

-- Security Domainld

I awf ul I nt er cept Domai nl d OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securitybDomain(2) lawful Intercept(2)}

-- Security Subdonai ns

t hr eeGPPSUBDomai nl d OBJECT | DENTI FI ER :: = {l awf ul I nt er cept Donai nl d t hr eeGPP( 4}
hi 3Domai nld OBJECT | DENTI FIER ::= {threeGPPSUBDonai nld hi 3 (2) version-1(1)}
CC-PDU ::= SEQUENCE

uLl G header [1] ULI C header,

payl oad [2] OCTET STRI NG
ULI G- header ::= SEQUENCE
{

hi 3Domai nl d [0] OBJECT |IDENTIFIER, -- 3GPP H 3 Domain

versi on [1] Version,

111D [2] Lawful I nterceptionldentifier OPTI ONAL,

correl ati on- Nurmber [ 3] GPRSCorrel ati onNunber,

ti meStanp [4] TimeStanp OPTI ONAL,

sequence- nunber [5] | NTEGER (0. .65535),

t-PDU-direction [6] TPDU-direction,

-}
Versi on ::= ENUMERATED
{
versionl(1),
}
TPDU-di rection ::= ENUMERATED
{
fromtarget (1),
to-target (2),
unknown (3)
}

END-- OF Unts-H 3-PS
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