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A. Introduction

This contribution proposes changes to 3GPP TS 33.107 Release 5. 

B. Discussion

B.1
Clarify administrative security requirements

In Section 8.1Administration security the following requirement is found:

The administration of the LI function, i.e. Activation, Deactivation and Interrogation of Lawful Interception, in the 3G ICEs and the DFs shall be done securely as described below:

-
It shall be possible to configure the authorised user access within the serving network to Activate, Deactivate and Interrogate Lawful Interception separately for every physical or logical port at the 3G ICEs and DF. It shall be possible to password protect user access.
It’s unclear what is meant by the phrase “for every physical or logical port at the ICEs and DF”.  ICEs include MSC, GMSC, CSCF, SGSN, and GGSN. What does ‘port’ mean within these contexts? Why is their configuration of authorized user access, I assume this means operator access, on a port basis whether physical or logical. What ports are we talking about? Are we talking about physical/logical facilities to LEAs or are we talking about physical/logical facilities associated with the subject-associate communication? 

The general requirement is to restrict operator access to LI Administrative functions. It’s unclear why there is a need or requirement to do so on a facility-by-facility or port-by-port basis.

The recommendation is to rephrase as follows:

-
It shall be possible to restrict operator access to LI Administrative Functions.
C. Recommendations
Approve the proposed changes.
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