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Reason for change:
(

3GPP TS 33.108 Annex C recommends the usage of either FTP/TCP or GLIC/UDP or GLIC/TCP as the protocol between DF3 and the LEA.

It does not consider the QoS class, which is used between the intercepted subscriber and the other end point. 

As a consequence, “over reliability” with “poor QoS” may be provided when forwarding real time packets to the LEA (e.g. VOIP RTP packets) using reliable transport protocol (TCP).

On the other hand, insufficient reliability may be provided when forwarding non real time packets (e.g. HTTP) to the LEA using unreliable transport protocol (UDP).
Relaying voice packets to LEA using non real time transport protocol prevents it from being able to intercept the call in real time.

Relaying background packets, such as FTP packets, using non reliable transport protocol, may end up in data loss.




Summary of change:
(

The SGSN (GGSN) identifies the QoS type, which applies to the media session of the intercepted user by looking at the PDP context of the session. Subsequently, it uses the same QoS type as intercepted packet by selecting appropriate transport protocol for forwarding it to DF3. It applies the same QoS type when it forwards the packets to LEA. 

The detailed algorithm follows.
The Algorithm/flow:

1. LEA activation: The SGSN receives a request to intercept CC for an MS.

2. PDP context activation: When the MS requests PDP context activation, the QoS negotiation takes place (The SGSN negotiate QoS with the QoS manager and updates the PDP context record of the MS with the QoS negotiated)
3. LI Invocation: When the SGSN identifies CC packets for a given PDP context and identifies the negotiated QoS from its record, it starts selection of transport protocol.

4. Transport protocol selection: Depending on the identified QoS, the SGSN selects transport protocol for delivery of intercepted packets to the LEA. For conversational or streaming QoS class UDP shall be selected while for interactive or background QoS classes TCP shall be selected.

 5. Delivery to LIAN: The SGSN tunnels intercepted packets to the LIAN using the selected transport protocol.

6. Delivery to LEA: The LIAN forwards them to LEA using the same transport protocol. 
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.
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ITU-T Recommendation X.25: "Interface between Data Terminal Equipment (DTE) and Data Circuit-terminating Equipment (DCE) for terminals operating in the packet mode and connected to public data networks by dedicated circuit".

[5]
EN 300 356‑1 to 20: "Integrated Services Digital Network (ISDN); Signaling System No.7; ISDN User Part (ISUP) version 3 for the international interface;  Parts 1 to 20".

[6]
EN 300 403‑1 (V1.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".

[7]
3GPP TS 23.107 – QoS concepts and Architecture.
6.2
Performance, reliability & quality

6.2.1
Timing

As a general principle, within a telecommunication system, intercept related information (IRI), if buffered, should be buffered for as short a time as possible.

NOTE:
If the transmission of intercept related information fails, it may be buffered or lost.

6.2.2
Quality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the original content of communication. This may be derived from  the QoS class used for the original  intercepted session, (See [7]).
6.2.3
Reliability

The reliability associated with the result of interception should be (at least) equal to the reliability of the original content of communication. This may be derived from  the QoS class used for the original  intercepted session, (See [7]).
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