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Introduction

Unfortunately, the draft of the 3GPP TS 33.108 (Rel-5) has inherited certain inconsistencies from the source documents – the ETSI ES 201 671 and ETSI TS 101 671. Namely, HI2 and H3 port definitions contain well-known parameter mismatches and conflicting definitions. The objective of this discussion paper is to list those flaws and propose ways of problem resolution. The attached CR addresses the issue in more detailed way.

The ETSI documents (the ETSI ES 201 671 and ETSI TS 101 671) have been published. Therefore, in order to remove the flaws from those documents, the Change Request process should be employed. That however is not under the 3GPP SA WG3 LI authority.

TS 33.108 is still a draft, and is owned by our group. Hence, now we still have a chance to make, hopefully, a fully harmonized specification.

Problem Identification

For the following discussion it is relevant to point out that 33.108 contains two categories of LI specific information elements. 

First category contains stage 2 definitions of the LI specific ‘identifiers’.

Another category contains stage 3 definitions of the information elements. Definitions for HI2 port designate those as ‘parameters’.

Definitions for HI3 port, when FTP is employed, designate those as ‘information elements’.

Definitions for HI3 port, when GLICv0 is employed, designate those as ‘attributes’.

For simplicity, let’s name stage 3 information elements as ‘parameters’.

Apparently, explicit, one-to-one mappings of the identifiers to the parameters are needed.

1. Definition of the Correlation Number

ES 201 671 lacks stage 2 definition of the Correlation Number identifier. Apparently we need to add that to the doc.

At stage 3, IRI parameter, the ‘GPRSCorrelationNumber’ is 8..20 octets long. The encoding of it however has not been specified.

At stage 3, in CC header the definitions of the ‘CorrelationNumber’ parameter (FTP) and ‘Correlation Number’ parameter (GLICv0) are in a way different. GLICv0 mandates the use of the ‘Charging ID’ in the first 4 octets, while FTP allows other options as well. Secondly, the ‘Correlation Number’ parameter in GLICv0 is only 8-octest long, while in FTP it is 8..20 octets long. The resolution of this conflict is underway, however.

At stage 3, the FTP and GLICv0 CC header definitions in Annex C.2 mandate that the Correlation Number be delivered by both the IRI and CC.

However, in case target has got a single PDP context active, it might not be absolutely necessary to put the Correlation Number into the CC header. LIID would suffice. Alternatively, one could consider using CIN here. These possibilities seem to be worth studying.

2. Mapping of the CID and CIN Identifiers to the stage 3 parameters

Sub clause 6.1.2 defines CID as a aggregate identifier. CID consists of CIN (optional) and NID (mandatory) identifiers. 

NID, on its turn consists of the NWO/AP/SvP (mandatory) and/or NEID (optional) identifiers. For IRI parameters transferred across the HI2 port:

· NWO/AP/SvP shall be mapped to the ‘operator-Identifier’ ASN.1 parameter

· NEID shall be mapped to the’ Network-Element-Identifier’, which uniquely identifies the relevant network element carrying out the LI operations (SGSN and optionally GGSN)

Therefore, for HI2 port the NID cannot be mapped to either the ‘GPRSCorrelationNumber’ ASN.1 parameter, or to the “combination of GGSN address and charging ID”. Besides, apparently, we cannot have different mapping of the LI identifiers for HI2 and HI3 ports. Hence, CID cannot be mapped to those as well, as it is wrongly stated in the Table 2.

3. Current state of the mappings

	Specific identifiers for LI
	Definitions
	HI2
	HI3

	
	
	Presence

Length in octets
	Protocol parameter:

ASN.1 parameter
	Protocol parameter

	
	
	
	
	Presence

Length
	FTP
	Presence

Length
	GLICv0

	CID  
	CIN
	
	The communication identity number is a temporary identifier of an intercepted communication, relating to a specific target identity.
	O

1..8
	communication-Identity-Number
	Possible
	PrivateExtension
	N/D
	N/D

(Not/Defined)

	
	NID
	NWO/AP/SvP 
	Unique identification of network operator, access provider or service provider. In general, it is specified to be optional, if NEID is present.
	M

1..5
	operator-Identifier
	Possible
	PrivateExtension
	N/D
	N/D

	
	
	NEID
	The purpose of the Network Element IDentifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc. In general, it is specified to be optional, if NIS-ID is present.
	O

1..25
	network-Element-Identifier
	Possible
	PrivateExtension
	N/D
	      N/D

	LIID
	For each target identity related to an interception measure, the authorized NWO/AP/SvP operator shall assign a special

Lawful Interception IDentifier (LIID), which has been agreed between the LEA and the NWO/AP/SvP. It is used within parameters of all HI interface ports.
	M

1..25
	lawfulInterceptionIdentifier
	O
	LIID
	N/D
	N/D

	Correlation number
	For the delivery of CC and IRI, the SGSN or GGSN provides correlation numbers and target identities to the HI2 and HI3. The correlation number is unique per PDP context and is used to correlate CC with IRI and the different IRI's of one PDP context..
	O

8..20
	gPRSCorrelationNumber


	M

8..20
	CorrelationNumber
First 4 octets: unique number per GGSN. ‘Charging ID’ may be used.

Next 4 – 16 octets: unique number identifying GGSN. GGSN IPv4/IPv6 address may be used.
	M

8
	Correlation Number

Currently, first 4 octets: ‘Charging ID’.

Currently,  next 4 octets: a unique number identifying GGSN. GGSN IPv4 address may be used.

	Time Stamp
	Mandatory for HI2 only.
	M

As in [33]
	Timestamp
	O

4
	PayloadTimeStamp

Format: Seconds since 1970-01-01
	N/D
	N/D


4. Address of the intercepting node. Parameter designation

Both SGSN (mandatory feature) and GGSN (optional feature) may intercept data in R99 networks. However, in Rel-5 networks other network element, the CSCF may intercept as well. Therefore, it would be reasonable to change the name of the ASN.1 parameter, the ,sgsnAddress’ to a more generic one: ‘interceptingNodeAddress’.

5. FTP optimisation

The following two FTP optimisation cases have been identified.

5.1

Correction: adding the existing IE descriptions to the Table C.2

Annex C.2.4.2 defines following information elements in the CC header delivered by FTP:

· MainElementID, which marks the beginning of the whole CC: CC header plus CC data

· HeaderElementID, which marks the beginning of the CC header

· PayloadElementID, which marks the beginning of the CC data

However, these elements are missing in the Table C.2. Therefore, the elements should be added to the table. The main proposal here is to just fix the values of three 2 octet long identifiers that are anyway sent, to help the operators and LEAs in interoperability testing.

The following highlights  reasons for those amendments in more detail

1. Amendments are minimal, since:

· No new octets are proposed to be transferred,

· No new CC Header or Payload information elements are required,

· No extra processor commands are needed at the sending entity (DF/MF)

· No extra processor commands are required at the receiving entity (LEMF).

2. Amendments would ensure:

· Faster interoperability testing for the operators and LEAs. This is due to getting more exact feedback from the software module analysing the payload contents. If there is a format error, then it can be detected more easily as it is known what IE Type identifiers are exactly expected to be found at any position where a IE Type identifier is located. Without this amendment, the contents of the three IE Type identifiers would be  kind of random data from the recipient node’s (LEMF) point.

· More convenient and readable data scope monitoring available for the operating personnel at the DF site and the LEMF site. More error cases are detectable and the resolution of the place of an error in the structure is more exactly seen, since now all the Information Element Type fields would have predictable contents.

· As all the IEs would now have a defined Type value, then any theoretically possible future change needs to this HI3 IE structure would be possible to address, and any options would be possible also at the 2 higher IE hierarchy (=nesting) levels that are above the normal (non-nested) IEs.

· Future proofness: If in future there would be a need for additional Information Elements on the 2two highest nesting levels, it would be possible to have them without risk of mixing those IEs with the existing ones, as all the IEs would have always distinguishable Type identifiers.

· If one of the IEs would be missing, it would be anyhow possible to utilize the other IE(s) at the LEMF, if we only know the identifiers of the remaining/missing IE(s).

· Recovery possibilities are enhanced, since new diagnostics become here possible for the LEMF (when desired this is not compulsory at the LEMF though and no existing LEMF system is required to be changed due to this very minor enhancement), due to more accurate payload format error locating.

5.2 
Achieving the TLV synergy for HI2 and HI3 ports

In case an operator and LEA would opt to use FTP for delivery of  both, the IRI and the CC by FTP, then a synergy would be achieved by doing  the following.  If we’ll define a TLV table for HI2 parameters based on the existing ASN.1 parameter definitions, then much faster delivery of IRI and CC could be achieved.

Besides, in order to secure possible future demand on new operator/LEA parameters, it is proposed to add to the ASN.1 tree a new parameter: ‘private-Extension’ parameter.

Proposed Solutions

The proposed solutions are presented in the following CRs:

1. CR on Cleanup for the definitions and mappings (Tdoc S3LI01-127)

The Correlation Number identifier should be defined in a new section 6.1.3.  Besides, the Correlation Number parameter should not be defined for the HI3 port at all. Rather, HI3 should point to ASN.1 definition for HI2 port. That would provide for avoiding multiple and conflicting definitions. 

CID identifier should be mapped to the ‘communicationIdentifier’ parameter. 

CIN identifier should be mapped to the 'communication-Identity-Number' parameter.

The name of the ASN.1 parameter, the ,sgsnAddress’ should be replaced by a generic one: ‘interceptingNodeAddress’.

Proposed solutions are given in the Tdoc S3LI01-127.

2. CRs on FTP optimisation

The following two FTP optimisation problems have been identified.

2.1    CR on Corrections: adding the existing IE descriptions to the Table C.2 (Tdoc S3LI01-128)

Proposed solution is given in the Tdoc S3LI01-128.

2.2   CR on Achieving the TLV synergy for HI2 and HI3 ports (Tdoc S3LI01-129)

Proposed solution is given in the Tdoc S3LI01-129
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