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Reason for change:
(

3GPP TS 33.108 Annex C recommends the usage of either FTP/TCP or GLIC/UDP or GLIC/TCP as the protocol between DF3 and the LEA.

It does not consider the QoS class, which is used between the intercepted subscriber and the other end point. 

As a consequence, “over reliability” with “poor QoS” may be provided when forwarding real time packets to the LEA (e.g. VOIP RTP packets) using reliable transport protocol (TCP).

On the other hand, insufficient reliability may be provided when forwarding non real time packets (e.g. HTTP) to the LEA using unreliable transport protocol (UDP).
Relaying voice packets to LEA using non real time transport protocol prevents it from being able to intercept the call in real time.

Relaying background packets, such as FTP packets, using non reliable transport protocol, may end up in data loss.




Summary of change:
(

The SGSN (GGSN) identifies the QoS type, which applies to the media session of the intercepted user by looking at the PDP context of the session. Subsequently, it uses the same QoS type as intercepted packet by selecting appropriate transport protocol for forwarding it to DF3. It applies the same QoS type when it forwards the packets to LEA. 

The detailed algorithm follows.
The Algorithm/flow:

1. LEA activation: The SGSN receives a request to intercept CC for an MS.

2. PDP context activation: When the MS requests PDP context activation, the QoS negotiation takes place (The SGSN negotiate QoS with the QoS manager and updates the PDP context record of the MS with the QoS negotiated)
3. LI Invocation: When the SGSN identifies CC packets for a given PDP context and identifies the negotiated QoS from its record, it starts selection of transport protocol.

4. Transport protocol selection: Depending on the identified QoS, the SGSN selects transport protocol for delivery of intercepted packets to the LEA. For conversational or streaming QoS class UDP shall be selected while for interactive or background QoS classes TCP shall be selected.

 5. Delivery to LIAN: The SGSN tunnels intercepted packets to the LIAN using the selected transport protocol.

6. Delivery to LEA: If any processing of the intercepted packets is not required, the LIAN forwards them to LEA using the same transport protocol. 

If processing of the intercepted packets is required, the LIAN processes packets and forwards them to LEA using the same transport protocol
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Annex C (informative)
GPRS HI3 Interface

[Editor Note: Should this annex be "informative"?

The method for delivery of content of communication to the LEMF shall be based on is 
GPRS LI Correlation Header and UDP or TCP transport protocol.  

· 

C.1 GPRS LI Correlation Header

C.1.1
Introduction

The header and the payload of the communication between the intercepted subscriber and the other party (later called: Information Element) is duplicated. A new header (later called: GLIC-Header, see Table C.1) is added (see Table C.3) before it is sent to LEMF.

Data packets with the GLIC header shall be sent to the LEA  via UDP or TCP/IP.
DF3 shall use the same transport protocol either UDP or TCP as used  by the 3G ICEs . This may vary from one session to another.
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