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1 Decision/action requested 
Approve this pCR for preventing the Application Layer ID from privacy violations. 
2 References
[1]
3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".
[2]
Draft TS 33.536 on eV2X
3 Rationale
A NOTE was written in clause 6.3.3.1 in TS 23.287 [1]:
NOTE 1:
The Security Information and the necessary protection of the Source User Info and Target User Info are defined by SA WG3.

The source and target user info stand for initiating UE’s application layer ID and peer UE’s application layer ID, respectively. These IEs shall be included in the Direct Communication Request which is the first message to initiate PC5 unicast message without security protection. However, no such protection is specified in TS 33.536 [2].
Application layer ID may be used to link to a specific UE if an unprotected message carries it. Thus the application layer ID carried in the Direct Communication Request shall be privacy protected.
4 Detailed proposal
It is proposed that SA3 approves the below pCR for preventing the application layer ID from privacy violations.
*************** Start of 1st Change ****************
5.3.3.1.4.3 
Security establishment during connection set-up

The clause describes how security is established during connection set-up. The signalling flow is shown in figure 5.3.3.1.4.3-1.
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Figure 5.3.3.1.4.3-1: Security establishment at connection set-up
1.
UE_1 has sent a Direct Communication Request to UE_2. This message shall include Nonce_1 (for session key KNRP-sess generation), UE_1 security capabilities (the list of algorithms that UE_1 will accept for this connection), UE_1’s signalling security policy and the most significant 8-bits of the KNRP-sess ID. These bits shall be chosen such that UE_1 will be able to locally identify a security context that is created by this procedure. The message may also include a KNRP ID if the UE_1 has an existing KNRP for the UE that it is trying to communicate with. The absence of the KNRP ID parameter indicates that UE_1 does not have a KNRP for UE_2. The message also contains Key_Est_Info (see subclause 5.3.3.1.3.2). 


Editor’s Note: The protection of the Application Layer ID is FFS.
2.
UE_2 shall reject the Direct Communication Request if UE_1's signalling security policy is "NOT NEEDED" while UE_2's security policy is "REQUIRED". UE_2 shall also reject the Direct Communication Request if UE_1's signalling security policy is "REQUIRED" while UE_2's security policy is "NOT NEEDED". UE_2 may initiate a Direct Auth and Key Establish procedure with UE_1. This is mandatory if the UE_2 does not have the KNRP and KNRP ID pair indicated in step 1, and signalling is needed to establish the keys for the particular use case. 

3.
UE_2 shall send the Direct Security Mode Command message to UE_1. This message shall only contain the MSB and optionally Key_Est_Info of KNRP ID and optionally Key_Est_Info if a fresh KNRP is to be generated (see clause 5.3.3.1.3).  UE_2 shall include Nonce_2 to allow a session key to be calculated and the Chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data in the message. The Chosen-algs may only indicate the use of the NULL integrity algorithm if UE_2’s signalling security policy has integrity as NOT NEEDED or PREFERRED. UE_2 shall also return the UE_1 security capabilities and UE_1’s signalling security policy to provide protection against bidding down attacks. UE_2 shall also include the least significant 8-bits of KNRP-sess ID in the messages. These bits are chosen so that UE_2 will be able to locally identify a security context that is created by this procedure. UE_2 shall calculate KNRP-Sess from KNRP and both Nonce_1 and Nonce_2 (see Annex A.3) and then derive the confidentiality and integrity keys based on the chosen algorithms (Annex A.2). UE_2 shall integrity protect the Direct Security Mode Command before sending it to UE_1. UE_2 is then ready to receive both signalling and user plane traffic protected with the new security context. UE_2 shall form the KNRP-sess ID from the most significant bits it received in message 1 and least significant bits it sent in message 3.

4. 
On receiving the Direct Security Mode Command, UE_1 shall first check that the received LSB of KNPR-sess ID is unique, i.e. has not been sent by another UE responding to this Direct Commuication Request. If the LSB of KNPR-sess ID is not unique, then UE_1 shall respond with a Direct Security Mode Reject message including a cause value to specify that the LSB of KNPR-sess ID is not unique. The peer UE-2 receiving a Direct Security Mode Reject message shall inspect the cause value and, if the cause is related to the session identifier uniqueness then, the UE-2 shall generate a new LSB of KNPR-sess ID and reply to UE-1 again (i.e., UE-2 shall send a Direct Security Mode Command message with the new LSB of KNPR-sess ID). UE-2 shall erase the former LSB of KNPR-sess ID from its memory. On receiving this new Direct Security Mode Command, UE_1 shall process the message from the start of step 4.  

If the LSB of KNPR-sess ID is unique, UE_1 shall calculate KNRP-sess and the confidentiality and integrity keys in the same way as UE_2. UE_1 shall check that the returned UE_1 security capabilities and UE_1’s signalling security policy are the same as those it sent in step 1. UE_1 shall also check the integrity protection on the message. UE_1 shall only accept the NULL integrity algorithm if its security policy for signalling indicates that integrity protection is NOT NEEDED or PREFERRED. If both these checks pass, then UE_1 is ready to send and receive signalling and user plane traffic with the new security context. UE_1 shall send integrity protected and confidentiality protected (with the chosen algorithm which may be the null algorithm) Direct Security Mode Complete message to UE_2. UE_1 shall form the KNRP-sess ID from the most significant bits it sent in message 1 and least significant bits it received in message 3. 
5.
UE_2 checks the integrity protection on the received Direct Security Mode Complete.  If this passes, UE_2 is now ready to send user plane data and control signalling protected with the new security context. UE_2 deletes any old security context it has for UE_1. 

*************** End of 1st Change ****************
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