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	4.2.3.3.1
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	Other comments:
	


********** START OF 1st CHANGE **********
4.2.3.3
Protecting availability and integrity

4.2.3.3.1
System handling during overload situations 
Requirement Name: System handling during overload situations 
-
Requirement Description: 
The system shall provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic reaching the congestion threshold. In particular, partial or complete impairment of system availability shall be avoided. Potential protective measures include:

-
Restricting available RAM per application

-
Restricting maximum sessions for a Web application

-
Defining the maximum size of a dataset

-
Restricting CPU resources per process

-
Prioritizing processes

-
Protocol level overload control methods, e.g. Limiting amount or size of transactions of a user or from an IP address in a specific time range
-
Security Objective references: tba.
Test case: Refer to test case in clause 4.2.3.3.3.
********** END OF CHANGE **********

