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1
Decision/action requested

This contribution proposes an Annex to the TS for capturing the key derivation functions need for unicast link security procedures
2
References

[1]
TS 33.536 v0.2.0
3
Rationale

This contribution proposes an Annex for the key derivation functions that follows the normal pattern for such Annexes by included in the V2X TS. 
The text is based on the ProSe text but includes at least the following changes:

· Renaming the KD, KD-sess, PEK and PIK are renamed to KNRP, KNRP-sess, NRPEK and NRPIK respectively where NRP is short for NR PC5.

This document should be reviewed in conjunction with S3-200345, S3-200346, S3-200347 and S3-200348. It was chosen to present this way as it felt easier to keep track of proposed revisions to smaller sets of changes rather than one large set of changes.
4
Detailed proposal

It is proposed to include the below pCR in the TS [1].
**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".

[3]
3GPP TS 22.185: "Service requirements for V2X services; Stage 1".

[4]
3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".

[5]
3GPP TS 33.185: "Security aspect for LTE support of Vehicle-to-Everything (V2X) services".

[6]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[gg]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
**** NEXT OF CHANGE ****

Annex X (normative):
Key derivation functions

X.1
KDF interface and input parameter construction

X.1.1
General

This annex specifies the use of the Key Derivation Function (KDF) specified in TS 33.220 [gg] for the current specification. This annex specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below. 

X.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [gg].

X.2
Calculation of NRPEK and NRPIK

When calculating an NRPIK or NRPEK from KNRP-sess, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [gg]:

-
FC = 0x7E

-
P0 = 0x00 if NRPEK is being derived or 0x01 if NRPIK is being derived

-
L0 = length of P0 (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)



The algorithm identity shall be set as described in TS 33.501 [6]. 

The input key shall be the 256-bit KNRP-sess.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.

X.2
Calculation of KNRP-sess from KNRP
When calculating KNRP-sess from KNRP, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [gg]:

-
FC = 0x7F

-
P0 = Nonce_1 

-
L0 = length of Nonce_1 (i.e. 0x00 0x10)

-
P1 = Nonce_2

-
L1 = length of Nonce_2 (i.e. 0x00 0x10)

The input key shall be the 256-bit KNRP.

**** END OF CHANGES ****
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