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1
Decision/action requested

It is proposed to approve the update of the AKMA procedures TS 33.535 [1].
2
References
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[2]
3GPP S3-200294
3
Rationale

It is not explained in the current version of TS 33.535 [1], how the AAnF discovers and selects the AUSF instance that generated and stored the KAKMA for the specific UE, corresponding to the AKMA key identifier included in the request.

This contribution proposes an update of AUSF selection for the AKMA key derivation procedure. The background of this proposed change is in the discussion paper S3-200294 [2].
In addition, the AKMA clause for the application function key derivation is updated to propose a more detailed procedure for the generation of the KAF putting the AUSF selection into context. 

Finally, the different procedures are updated so that there is an option whether the UE and AUSF pre-generate the KAKMA and KAKMA key identifier or generate these on demand. 
4
Detailed proposal

*** 1st CHANGE***
6.1
Deriving AKMA key during UE registration

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE. 
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Figure 6.1-1 Deriving AKMA root key 

The steps for KAKMA and KAKMA identifier derivation are the following:
0. The AUSF sends a Nudm_UEAuthentication_ResultConfirmation Request and the UDM stores the AUSF ID as well as all the parameters stated in the procedure in clause 6.1.4.1a of TS 33.501[2]. The UDM responds to the AUSF according to the procedure in clause 6.1.4.1a of TS 33.501[2]. 
1a-1b: [Optional] The AUSF shall generate the KAKMA and KAKMA identifier right after the primary authentication, if it is configured to do so. Otherwise the AUSF shall generate the KAKMA and KAKMA identifier when the AAnF requests the KAKMA and KAKMA identifier. 




The KAKMA key identifier identifies the KAKMA key of the UE from which other AKMA keys are derived.
Editor’s Note: Derivation of KAKMA is FFS.
Editor’s Note: Format and derivation of KAKMA key identifier and its association with UE identifier is FFS. 
Since KAKMA is derived from the KAUSF generated during a primary authentication run, KAKMA can only be refreshed by running a fresh primary authentication. 
*** 2nd CHANGE***
6.2
Deriving AKMA Application key for a specific AF
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Figure 6.2-1 AF Key generation from KAKMA
The steps for the KAF derivation are described below. 

0. The UE shall generate the KAKMA and KAKMA key identifier when the UE needs to communicate with the AKMA AF.

1. When the UE initiates communication with the AKMA AF, it shall include the UE GPSI and the derived KAKMA key identifier. 

Editor’s Note: Whether the GPSI can be included as part of the KAKMA key identifier format is FFS.
2. The AF shall send a request to the AAnF with the GPSI received from the UE and the KAKMA key identifier to request application function specific AKMA keys for the UE.  The AF also shall include its identity (AF Identifier) in the request.
3. The AAnF shall check if it has the UE specific KAKMA key identified by the KAKMA key identifier. If KAKMA is available in the AAnF, the AAnF shall proceed to Step 9. If KAKMA is not available, the AAnF shall select a suitable UDM for the UE via NRF based on the GPSI received from the AF. 
4. The AAnF shall send a Nudm_UEAuth_ResultStatus Request to the UDM to retrieve the identifier of the latest AUSF that authenticated the UE. The AAnF shall provide a UE identifier. If the AAnF only has the UE GPSI provided by the AF in Step 2 then the AAnF shall include the GPSI. If the AAnF already has both the UE GPSI and its corresponding SUPI from a previous interaction with the UDM, it shall include the SUPI. 

5. The UDM shall check if the AAnF has provided GPSI or SUPI as a UE identifier in Step 4. If the AAnF has provided a GPSI in Step 4, the UDM shall translate the GPSI to a SUPI and shall use the SUPI to retrieve the information of the identifier of the AUSF instance that authenticated the UE. The UDM shall send a Nudm_UEAuth_ResultStatus Response including the AUSF instance identifier of the last AUSF which reported a successful primary authentication to the UDM as described in section 6.1 and the UE SUPI if the AAnF has provided GPSI as a UE identifier in Step 4. The UE SUPI is provided for the subsequent AKMA key request to the AUSF and future AUSF selection procedures via the UDM for the same UE.
6. The AAnF shall send a KAKMA key request to the AUSF by providing the UE SUPI. 

7. If the AUSF is configured to derive the KAKMA and KAKMA key identifier on demand, the AUSF shall generate and store the KAKMA and KAKMA key identifier. 

8. The AUSF shall respond with the KAKMA key and the KAKMA key identifier. 

9. The AAnF shall check for mismatch between the provided KAKMA key identifier by the AUSF in Step 8 and the one provided by the AF in Step 2. The AAnF shall generate a freshness parameter with a sufficiently long size. The AAnF shall use the freshness parameter, the KAKMA, the KAKMA key identifier, the UE SUPI and the AF identifier in order to generate a fresh KAF key. The AAnF shall set the KAF expiration time. 
Editor’s Note: Derivation of the AF specific KAF is FFS.
10. The AAnF shall send the KAF, the KAF expiration time (KAF_exptime) and the freshness parameter to the AF. In the case that there was a KAKMA key identifier mismatch and the AAnF received an error message in any of the above steps, the AAnF shall return an error message to the AF that the KAF key request has failed.  

11. The AF shall prepare an Application Session Establishment Response if it did not receive an error message in Step 10. The Response shall include the KAF expiration time (KAF_exptime) and the freshness parameter. The Response may include the Application Function identifier (AF id). The AAnF may integrity protect the Response using a keyed Message Authentication Code (MAC) included in the Response. If the AF has received an error message in Step 10 then the Response shall have an error message instead of the aforementioned IEs. 

Editor’s Note: The details of the integrity protection of the Application Session Establishment Response are FFS.
12. The UE shall use the freshness parameter and optionally the AF identifier (if the UE  is not already configured with the AF identifier) to derive the KAF. If there was a MAC included in the Response the UE shall use the derived KAF to verify the Response by calculating the MAC' of the Response and comparing it with the MAC in the Response.
*** END OF CHANGES***
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