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No test case is available in current 33.512 referencing this threat. This contribution proposes to add the test case for the threat.
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***	START OF 1st CHANGES	***

[bookmark: _Toc22544388][bookmark: _Toc22544819][bookmark: _Toc26877459]4.2.2.3.X	NAS integrity algorithm selection and use
Requirement Name: NAS integrity algorithm selection and use
Requirement Reference: TS 33.501 [2], clause 6.7.1 
Requirement Description: "The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithm and UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see sub-clause 6.7.2 of the present document). The AMF shall select the NAS algorithm which have the highest priority according to the ordered lists." as specified in TS 33.501 [2], clause 5.5.2.
Threat References: TR 33.926 [6], clause K.2.3.2, NAS integrity selection and use
Test Case: 
Test Name: TC_NAS_INT_SELECTION_USE_AMF
Purpose:
Verify that the AMF selects and uses the NAS integrity algorithm which has the highest priority according to the ordered list of supported integrity algorithms.
Pre-Conditions:
Test environment with a UE, AUSF and UDM. The UE, AUSF and UDM may be simulated. 

The AMF is under test is configured to perform authentication when receiving a Registration Request message.
The list of ordered NAS integrity algorithms are configured on the AMF under test.
Execution Steps
1. The tester intercepts the traffic between the UE and the AMF under test.
2. The tester sends the AMF under test a Registration Request message to trigger the AMF unders test initiates authentication.
3. The tester filters the Security Mode Command and UE’s response to the Security Mode Command message.
4. The test examines the selected integrity algorithm in the SMC against the list of ordered NAS integrity algorithm, and UE’s response message.
Expected Results:
The selected integrity algorithm has the highest priority according to the list of ordered NAS integrity algorithm.
UE’s response message is Security Mode Complete.
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