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1
Decision/action requested

This document concludes on key issue #7 of TR 33.861
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3
Rationale

It was commented in earlier meetings that the the issue and security threat is acknowledged but it can be solved in an implementation manner. The problem if not taken seriously is that the key derivation for frequent small data for stationary UEs is missing the freedom of input parameter variations which makes the keys vulnerable. 
4
Detailed proposal

Start of Changes
7.x
Key Issue 7: Key refreshing for protection of small data
The key refreshing mechanbism may be realized in an implementation specific manner in the RAN, nevertheless if not performed properly, especially stationary UEs with frequent small data communication would be vulnerable due to missing freedom of the key derivation. A guidance is given in solution #13, no normative work is forseen. 
Editor’s Note: This clause needs to be revisited when further related requirements are added
End of Changes

