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Decision/action requested

This document should be considered as input to discussions on user plane integrity protection in LTE and 5G-NR
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Rationale

The purpose of this document is to outline and clarify some of the impacts of enabling user plane integrity protection in LTE and 5G-NR. The rationale for not introducing user plane integrity protection during the original specification of LTE is described in TR 33.821 [1] but we believe it is important to revisit this topic based on the recent LS received from GSMA [2]. 
4
Detailed proposal

We consider three potential impacts of enabling integrity protection on the user plane.

Bandwidth overhead: TR 33.821 states that “most IP packets are small” and concludes that adding integrity protection would cause a “considerable overhead” for both TCP and VoIP due to small packet sizes. However, this was based on various assumptions at the time. To obtain some real world data, Vodafone has recently measured PDCP packet sizes in two of its European networks. For non-VoLTE bearers the average PDCP packet size is around 1100 bytes on the downlink and around 200 bytes on the uplink. For VoLTE bearers, the average PDCP size is much smaller (around 75 bytes), but VoLTE represents a relatively small proportion of traffic, even in markets with relatively high VoLTE penetration. Based on a 4 byte MAC (as per TS 36.323 [3]), these results suggests an overall average bandwidth overhead due to a 4 byte MAC of 0.4% on the downlink and 2% on the uplink.
Error propagation: TR 33.821 suggests that user plane integrity protection could cause single bit errors to be propagated to an entire block. However, our understanding is that error correction in LTE and 5G-NR is applied below the PDCP layer, thus there is no error propagation.

Processing cost/latency: Vodafone has not analysed the processing cost/latency impact of integrity protection. This analysis should be done by equipment suppliers.
Vodafone requests that 3GPP SA3 take this information into account when prioritising work regarding the specification and use of user plane integrity protection in LTE and 5G-NR.



