[bookmark: _Toc496020536][bookmark: _Toc496020993][bookmark: _Toc496867181][bookmark: _Toc500341409][bookmark: _Toc500507631]3GPP TSG SA WG3 (Security) Meeting #91	S3-181918
21 - 25 May 2018; LaJolla CA  		revision of S3-181865
	
Source:	TIM, InterDigital
Title:	New solution for Security of Service Based Architecture
Document for:	Approval
Agenda Item:	7.2.13.2 - Other
Work Item / Release:	5GS_Ph1-SEC
This contribution provides a new solution for the Living Document, Security of Service Based Architecture of 5G phase 1.

1	Decision/action requested
Approval to make the text changes indicated below
2	Rationale
This contribution provides a new solution for the KI #1 of the Living Document, Security of Service Based Architecture of 5G phase 1. It deals with the same problem as Solution #2 from the Living Document, but provides a more efficient method for end-to-end integrity protection with traceability and more effective methods for handling the write access authorizations for modifying the information elements and read access authorizations for reading the information elements in a signaling message.
[bookmark: _GoBack]3	Detailed proposal
Make the following changes to [1] (note: all text is new):
***** Start of change 1 *****


4.3.x Solution #x: End-to-end data protection in hop-by-hop network communication links
4.3.x.1	General
Consider a hop-by-hop network communication link, e.g., in a 5G or 4G IPX network, whose nodes correspond to IPX entities. In particular, such a link corresponds to N32 interface in 5G. Assume that data is arranged in a signaling message as a sequence of information elements (IEs), e.g., as a sequence of AVPs in the 4G Diameter protocol. For example, IEs can be implemented as JSON elements. 
Signaling messages go from source to destination via specified intermediate peers which can be authorized to read or modify (change or delete) the IEs or can add the new ones. The communication links thus have an intrinsic hop-by-hop nature and, as such, can be protected in the hop-by-hop manner (e.g., by TLS tunnels over http in 5G or by IPSec tunnels in 4G). However, such hop-by-hop protection does not ensure end-to-end integrity protection with non-repudiation and traceability of changes. Neither does it ensure that only authorized nodes should perform changes in a signaling message. Neither does it ensure that only authorized nodes should have read access to sensitive IEs. 
4.3.x.2	Integrity protection with non-repudiation and traceability of changes
The solution described in this clause ensures end-to-end integrity protection with non-repudiation by using hash functions and digital signatures. Each node receives only the last signaling message meant to be received by that node, after all the changes performed by previous nodes along the link, along with some auxiliary information. 
The signaling message received by any node along the link is verified as authentic if and only if all included digital signatures are verified as valid. In that case, the receiving node also learns and verifies as authentic all the change operations performed by previous nodes in the respective received signaling messages. It also verifies as authentic any information about the nodes (e.g., their identity attributes) associated with the respective digital signatures. Non-repudiation is ensured by digital signatures, with respect to this associated information. Digital signatures are performed only by the nodes adding or modifying the IEs in a signaling message.
The solution is defined as follows:
1. If a node adds a new IE to the sequence, then it associates to it an index that is different from the indexes of other IEs in the sequence, before sending the new IE to the next node. In particular, this relates to the source node. 
2. If a node modifies a received IE, by changing or deleting its value, then it associates to the modifed IE a hash0 value of its original value, without modifying its index, before sending it to the next node. Here, the hash0 function must be collision-resistant, e.g., a cryptographic hash function, or, if IE is very short, an identity function, which is not one-way.
3. If a node does not modify a received IE, then it forwards it to the next node in the same form.
4. If a node neither adds new IEs nor modifes the existing IEs in a received signaling message, then it forwards the received signaling message as a whole to the next node.
5. If a node adds or modifies at least one IE in a signaling message, then it computes a hash value of the concatenation of the hash0 values of all added or modified IEs including their indexes. Then, it computes a digital signature on the resulting hash value, by applying the respective private key, and adds a new IE containing the digital signature together with the indexes of the added or modified IEs. Here, the hash function must be a cryptographic hash function, which is both collision-resistant and one-way.
6. Each computed digital signature should include anti-replay protection mechanisms (e.g., based on nonces).
7. Upon receiving a signaling message, each receiving node verifies all the digital signatures included in the signaling message, by iteratively exploiting the associated hash0 values of the original values of modified IEs and by applying the respective public keys for verification.
8. The method can be applied to all or to only selected IEs in a signaling message, where the selection should be performed by the nodes adding new IEs. 
4.3.x.3	Integrity protection with non-repudiation, traceability of changes, and authorization
In the solution described in clause 4.3.x.2, each receiving node can locally store the authorizations of all previous nodes for performing the changes in a signaling message and can then verify the consistency of the traced operations by comparing them with the stored authorizations. However, the local storage and update of authorizations can be impractical, especially if nodes belong to different domains. If classical digital signatures are used, then an inter-operator public-key infrastructure (PKI) is required, which may be impractical.
A more effective and efficient method, using attribute-based cryptosystems is described in the following:
· Authorization rights of a node for performing the changes in a signaling message are expressed by an access policy in terms of the node attributes (e.g., their identity or domain attributes). 
· Such an access policy is (dynamically) embedded in a digital signature of a node by using attribute-based signatures (ABS) or indentity-based signatures (IBS) [ref3]. The node attributes are embedded in the node private key for signing.
· In ABS, there is a common public key for signature verification and a multiplicity of private signing keys.
· An ABS signature can be verified as valid if and only if the embedded node attributes satisfy the embedded access policy and the signed information is authentic.
· Such write authorization rights are then verified by verifyng a digital signature and by checking if the access policy embedded in the digital signature is compliant with the write access policy associated with an IE (e.g., as an integral part of IE value). 
4.3.x.4	Confidentiality protection with authorization
Confidentiality of sensitive IEs can be protected by using encryption. The objective is that the source node, or any intermediate node adding new sensitive IEs to a signaling message, should encrypt these IEs in such a way that only the further nodes along the link that are authorized to read these IEs (including the destination node) are in possession of the respective private decryption key. Classical solutions are not satisfactory due to impractical key management.
A more effective and efficient method, using attribute-based cryptosystems is described in the following:
· Confidentiality of selected IEs with authorized access to decryption keys is achieved by applying attribute-based encryption (ABE) or identity-based encryption (IBE), where the relevant read access policy is (dynamically) embedded in ciphertext and the node attributes in its decryption key (ciphertext-policy ABE –  CP-ABE) [ref2]. Preferably, both CP-ABE and ABS should use the same public and private keys (ABES) [ref3]. Alternatively, the relevant node attributes is embedded in ciphertext and the access policy in the node decryption key (key-policy ABE – KP-ABE) [ref1].
· In ABE, there is a common public key used for encryption and a multiplicity of private decryption keys.
· In ABE, the decryption can work if and only if the embedded node attributes satisfy the embedded access policy. This means that the read authorization rights are thus ensured automatically.
· ABE should be used for establishing a common shared key for a symmetric-key encryption/decryption. The same key is automatically shared by the encryption node all authorized decryption nodes. Moreover, this key can be used as static, together with a key-derivation function in order to generate dynamic session keys for encryption.
· The integrity protection of modified and re-encrypted IEs should be performed on ciphertexts, in order to enable for the nodes that are not authorized to decrypt/read encrypted IEs to verify the integrity of these IEs.
4.3.x.5	Evaluation
Main advantages:
· The method provides end-to-end integrity protection with non-repudiation and traceability of changes, as well as anti-replay protection. It also provides node authentication if node identity attributes are associated with digital signatures.
· This is achieved efficiently by applying a hash-of-hash paradigm, which enables the nodes to transmit the signaling messages after the changes are incorporated, with the (inevitable) overhead due to digital signatures and to only the hash values of the modified IEs. The signatures apply only to signaling messages with modified or added IEs.
· The method allows for the usage of classical digital signatures, but in that case, the verification of digital signatures requires the usage of different public keys, which need to be all trustworthy.
· If ABS is used, then the authorization rights for performing the changes in a signaling message are effectively handled by the write access policies in terms of the node attributes. All digital signatures are verified by using the same public key.
· If ABE is used, then the authorization rights for reading the IEs in a signaling message are effectively handled by the read access policies in terms of the node attributes. All encryptions are performed by using the same public key.
· Classical encryption methods generally require impractical key management.
· ABE, ABS and ABES can be efficiently implemented by using elliptic-curve cryptosystems [ref4, ref3].
· In ABS and ABE, the signatures and encryptions are randomized, respectively, which is useful for unlinkability, if privacy is desired.
· If ABS and ABE are used, then the (public and private) key management for handling the access policies is resolved efficiently by using a trustworthy key-management server (KMS) or servers. This way a classic PKI, further complicated by the access policies, is avoided. The key revocation can be handled by including the expiry times in the node attributes and by periodic key refreshing.
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