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Decision/action requested

Baseline document for security of PLMN/RAT selection policies for roaming
Rationale

This document will capture the potential security requirements, candidate solutions and decisions on the security aspects of PLMN/RAT selection policies for roaming.
Living Document
1. References
[1]
3GPP TR 24.890: "5G System – Phase 1; CT WG1 Aspects ".
[2]
3GPP TS 23.122: "Non-Access-Stratum functions related to Mobile Station (MS) in idle mode ". 
[3] 3GPP TS 23.502: " Procedures for the 5G System; Stage 2". 

2. High level security requirements
Editor’s Note: This clause will capture the high level security requirements
The steering of UE in VPLMN allows the HPLMN to deliver the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN delivers this list to the UE as part of the Network Steering information.

The Network Steering information shall be integrity protected by the HPLMN.  

Editor’s Note: The network entity in the HPLMN (e.g., PCF, AUSF, UDM) that performs the integrity protection is FFS. The confidentiality protection of network steering information is FFS.

The UE shall have means to detect whether the Network Steering information sent by the HPLMN has been altered.

The UE shall have means to detect whether the Network Steering information sent by the HPLMN has been removed.

The UE shall be authenticated before the Network Steering information is delivered to the UE. 

3. Key Issues
Editor’s Note: This clause will capture the key issues with potential security requirements
3.1.  Key Issue #1: Alteration or removal of Network Steering information by VPLMN

3.1.1. Key issue details
When the UE initiates registration to a VPLMN, the HPLMN may want to steer the UE to another VPLMN. The HPLMN sends the Network Steering information to the UE via the VPLMN. As the VPLMN may not be in the list of Network Steering information, the VPLMN may alter the information, or remove the information to prevent the UE to change registration to another VPLMN.

3.1.2. Security threats
The VPLMN may alter, remove, or block the Network Steering information sent to the UE by HPLMN.
3.1.3. Potential Security requirements
The UE shall have means to detect whether the Network Steering information sent by the HPLMN has been altered.

The UE shall have means to detect whether the Network Steering information sent by the HPLMN has been removed.

3.2.  Key Issue #2: Corruption of VPLMN list over the air

3.2.1. Key issue details

TR 24.890 [1] v15.0.0 describes three alternative solutions for steering of UE in VPLMN via NAS signalling. All three solutions assume that the steering information is integrity protected between the UE and HPLMN, and if the integrity verification fails, there are consequences to the VPLMN. For example, the UE may add the registered PLMN to the forbidden PLMNs list and perform PLMN selection as specified in 3GPP TS 23.122 [2], or the UE may consider the offending VPLMN as least prioritized PLMN. The assumption seems to be that the VPLMN modified the list, not an attacker. 

3.2.2. Security threats
The attacker modifies the steering information, and causes the failure of integrity protection between the UE and the HPLMN. 

The attacker can also add a fake steering information with invalid MAC, and cause the integrity protection failure in the UE even if the steering information was not present. 

The attack is a variant of a denial-of-service attack towards the VPLMN. VPLMN gets into the forbidden PLMNs list. 

Editor’s note: The attack depends on UE behaviour. 

3.2.3. 
Potential security requirements
FFS 
4. Solutions

Editor’s Note: The subclause is used to capture all potential solution agreed in SA3 meeting.
4.1. Solution #1: Delivering steering information during authentication procedure
4.1.1. Introduction

This solution addresses the key issue 1. The solution proposes to send the Network Steering information during registration process, in particular, during authentication procedure.
4.1.2. Solution details
When UE initiates  registration through a VPLMN, the UDM/ARPF of the HPLMN may decide to send a list of PLMN/access technology combinations to the UE. In such case, upon reception of the Auth Info-Req from the AUSF, the UDM/ARPF shall set Authentication Management Field (AMF) steering bit = 1 to indicate sending of the list to the UE from the UDM/ARPF. The UDM/ARFP shall include the list in the Auth Info-Resp message and sends the Auth Info-Resp message to the AUSF. The AUSF shall derive KAUSF_enc from KAUSF and encrypts the list using KAUSF_enc, then the AUSF shall derive KH_int from KAUSF as specified in Clause 4.1.2.1, computes a message authentication code MAC' using the encrypted list of PLMN/access technology combinations and KH_int as input parameters to integrity protect the list as specified in Clause 4.1.2.2.1, and sends the 5G Authentication Initiation Answer (5G-AIA) message including the list and MAC' to the SEAF in the VPLMN. The SEAF shall include the encrypted list and MAC' in the Auth-Req message and send it to the UE. 

Upon reception of the Auth-Req message, the ME shall send the AUTN to the USIM for verification and receives CK/IK from the USIM. Then the ME shall verify the AMF steering bit=1, and verify the list is included in the Auth-Req message. If so, the ME shall derive KAUSF and further derives KH_int from KAUSF, then the UE computes XMAC' in the same way as the AUSF computes MAC' and verifies the list by comparing XMAC' with MAC'. If they are the same, the UE shall derive KAUSF_enc from KAUSF, decrypt the list and perform PLMN selection taking into account the decrypted list, otherwise, the ME shall send an authentication failure message to the SEAF.

Confidentiality protection should be applied whenever regulations permit. The AUSF and the UE derives KH_int from KAUSF as specified in Clause 4.1.2.1 and perform encryption/decryption as specified in Clause 4.1.2.2.2. 

NOTE :
It is preferred to use the solution only for first registration in VPLMN otherwise VPLMN may avoid periodic re-authentication of the UE for commercial reasons.
Editor’s Note: The steering bit in AMF is TBD.
Editor’s Note: It is FFS whether the solution could achieve independence of authentication method.

4.1.2.1
Key derivation

To protect the PLMN and RAT list, the AMF and the UE derives security keys KH-int and KH-enc. The KH-int and KH-enc are derived using the following parameters:  KAUSF, Algorithm type distinguishers, Algorithm identity, Home Network Identity (MNC+MCC). The new Algorithm type distinguishers are used (see table 1.1.2.1-1).  
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Figure 1.1.2.1-1: Derivation of the Key KH-int
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Figure 1.1.2.1-2: Derivation of the Key KH-enc
Table 1.1.2.1-1: Algorithm type distinguishers
	Algorithm distinguisher
	Value

	N-Home-enc-alg
	0x07

	N-Home-int-alg
	0x08


4.1.2.2
Protection Mechanism

4.1.2.2.1
Integrity Protection

The Integrity Protection algorithm to be used are pre-configured in the USIM by the HPLMN.

The input parameters to the integrity algorithm (NIA) are PLMN and RAT list, KH-int, COUNT and length of the list LENGTH. 
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Figure 4.1.2.2.1-1: Derivation of MAC-I/XMAC-I on the PLMN and RAT list

The AUSF shall associate an 8-bit counter, Home Counter, with the KAUSF. The Home Counter is used when protecting the Network steering information. The AUSF and the UE shall treat the Home Counter as a freshness input to the Integrity Protection and encryption algorithm. The UE shall only accepts each particular incoming Home Counter value once for the keys KH-int and KH-enc. The AUSF maintains the value of the counter Home Counter for a duration of the KAUSF. The start value of Home Counter shall be zero (0). 
4.1.2.2.2
Encryption/Decryption
The Ciphering algorithm to be used are pre-configured in the USIM by the HPLMN. The input parameters to the ciphering algorithm (NEA) are key KH-enc, COUNT (as described in Clause 4.1.2.2.1 for integrity protection) and length of the list LENGTH.
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 Figure 4.1.2.2.1-2: Ciphering of Network steering information

4.1.3. Evaluation
This solution reuses existing authentication procedure to deliver the Network Steering information, so that the HPLMN is able to send the Network Steering information to the UE during registration process.

The UE is able to detect if the VPLMN altered or removed the Network Steering information by verifying the steering bit of AMF and the integrity of the Network Steering information.
The solution takes effect during current PLMN selection and the UE could be steered to another PLMN before completion of the registration from the current non-preferred VPLMN.
AMF has seven bits left for standardization, and the solution uses one bit.

4.2 Solution #2: OTA over dedicated pre-athentication bearer

4.2.1 Introduction
This solution addresses the key issue 1. The solution proposes to have an unathenticated, unsecured transport that transports messages secured by other means e.g. SMS-OTA, BIP-OTA.
4.2.2 Solution details

Prior to authentication, secure messages can be sent to/from the UE (to be terminated in the USIM) using a new channel available at this time.  These messages are secured using the protocols specified in TS 31.115 and the content of these messages are specified in TS31.116.

This secure protocol can be used to send steering of roaming commands, RFM updates for steering related files, proprietry messages for steering application….). 

Editors note:  The LI implications of this solution are FFS.
4.2.3 Evaluation
FFS.

4.3 Solution #3: Protected UE configuration update commands

4.3.1 
Introduction

Editor’s Note: The architecture for delivering the PLMN/RAT selection policy information to the UE is FFS in CT1. For example, it is still not clear which node in the HPLMN should be responsible for protecting the policy. 
This solution assumes that the source of the network steering information could be UDM, and that the AMF has subscribed to UDM subscriber data management service via the service based infrastructure. UDM may send the UE configuration update commands (such as PLMN/RAT selection policy information) to the UE at any time via AMF. UDM may optionally request the UE to send an acknowledgement. A potential stage-2 procedure is demonstrated further described in TR 24.890 [2] clause 5.2.4.2.5. 

4.3.2 
Solution details 

4.3.2.1 Potential stage-2 flow 
A potential procedure of delivering protected UE configuration update commands to the UE is demonstrated in figure 4.3.2.1-1. 
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Figure 4.3.2.1-1: Procedure for providing list of preferred PLMN/access technology combinations

1.
The UDM to the AMF: The UDM notifies the changes of the user profile to the affected AMF by the means of invoking Nudm_SubscriberDataManagement_UpdateNotification service operation. The Nudm_SubscriberDataManagement_UpdateNotification service operation contains the integrity protected list of preferred PLMN/access technology combinations (i.e. the policy protected with MAC-1). If the HPLMN decided that the UE is to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations, the Nudm_SubscriberDataManagement_UpdateNotification service operation also contains the steering acknowledgement requested indication.
Editor’s note: It is FFS how to synchronize the UDM with authentication vector changes. 

2.
The AMF to the UE: the AMF sends a UE configuration update command (i.e. a new NAS command) to the served UE. The message is integrity protected with NAS security, and MAC-I. The AMF includes in the UE configuration update command a UE configuration update cause indicating that the UE is to acknowledge the UE configuration update command. The UE configuration update command contains the list of preferred PLMN/access technology combinations and, if received from UDM, the steering acknowledgement requested indication. If the ME of the UE verifies that the list of preferred PLMN/access technology combinations included in the UE configuration update command is provided by HPLMN, the UE stores the list of preferred PLMN/access technology combinations.
Editor’s note: It is FFS how the UE calculates the key.

Editor’s note: The replay protection is FFS.  

3.
The UE to the AMF: optionally the UE sends a UE configuration update command ack to the serving AMF in a protected NAS message. If the steering acknowledge requested indication was included in the UE configuration update command and the verification of MAC-1 and MAC-I was successful in the UE, the UE includes the steering acknowledgement in the UE configuration update command ack. The acknowledgement is integrity protected between the UE and VPLMN with MAC-I, and between UE and HPLMN with MAC-2. 
4.
The AMF to the UDM: the AMF sends a N12 message. If the steering acknowledgement was received in the UE configuration update command ack, the AMF includes the steering acknowledgement, which is integrity protected between the UE and HPLMN with MAC-2, in the N12 message. If the HPLMN decided that the UE is to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations in step 1, the UDM verifies that the steering acknowledgement is provided by the ME of the UE.
4.3.3 Evaluation

Editor’s Note: It is FFS what happens if the UE doesn’t receive the message and/or does not acknowledge the message. 
4.4  Solution #4: Key management via AUSF

4.4.1 
Introduction

This solution assumes that the KAUSF would be used to protect the network steering information, however, another NF, such as UDM, needs a further key (i.e. a key for a home service, KHS) derived from KAUSF. This means that the AUSF would need to publish a new service for other NFs in HPLMN to subscribe to key management services hosted by the AUSF. 
4.4.2 Solution details 

TS 23.502 [3] v15.0.0. clause 5.2.10 currently lists only one service for AUSF, i.e. Nausf_UEAuthentication. This solution proposes that since AUSF may store the home root key KAUSF, it could also expose a service for other NFs in the HPLMN to distribute, and update further keys derived from the KAUSF. 

Editor’s note: How to add freshness for KHN derivation is FFS.

Editor’s note: How the UE derives the KHN is FFS. 

Editor’s note: How the NF Service Consumer finds the AUSF is FFS.
4.4.2.1 
REQUEST/RESPONSE  

The following table illustrates a new AUSF service of deriving home keys by request, called Nausf_UEHomekey. This is a Request/Response service. Every time the NF service consumer needs a new key, it needs to separately request the AUSF to derive a fresh one from KAUSF. 
	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nausf_UEHomekey
	HomeKeyUpdate 
	Request/Response  
	UDM 


Service Description: the AUSF provides a fresh, UE specific home key to the requester NF. 
Service operation name: Nausf_UEHomekey.
Description: Derives a fresh UE specific home key for a service. 
Input, Required: Requester ID, SUPI, service name (e.g. home protected UE configuration updates).

Input, Optional: None.

Output, Required: Service specific fresh master key KHS derived from KAUSF.
Output, Optional: None.

Figure 4.4.2.1-1 demonstrates the potential flow for Nausf_UEHomekey.
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Figure 4.4.2.1-1: Nausf_UEHomekey
1. The UE is authenticated for network access. The UE and the AUSF stores the KAUSF.
2. The NF Service Consumer (e.g. UDM) sends Nausf_UEHomekey_Request message to the AUSF. The request specifies which home service the key is needed for. 
3.
The AUSF generates a new, service specific home key KHS from KAUSF, and sends it in the Nausf_UEHomekey_Response message to the NF Service Consumer.

4.4.2.2 SUBSCRIBE/NOTIFY  

The following table illustrates a new AUSF service of distributing, and updating home keys, called Nausf_UEHomekeyMgmt. This is a Subscribe/Notify service, and every time the AUSF stores a new KAUSF, it will also update corresponding keys in other NFs. 

Editor’s note: It is FFS if sending the key updates with notifications has security problems. For example, the frequency of notifications may reveal the frequency of authentication to the NF Service Consumer. 
	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nausf_UEHomekeyMgmt
	HomeKeyManagement
	Subscribe/Notify 
	UDM 


Service Description: the AUSF provides UE specific home key management service to the requester NF. 
Service operation name: Nausf_UEHomekeyMgmt.
Description: Generates and maintains a home key for a service. 
Input, Required: Requester ID, SUPI, service name (e.g. home protected UE configuration updates).

Input, Optional: None.

Output, Required: Service specific fresh master key KHS derived from KAUSF.
Output, Optional: None.

Figure 4.4.2.2-1 demonstrates the potential flow for Nausf_UEHomekeyMgmt.
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Figure 4.4.2.2-1: Nausf_UEHomekeyMgmt
1.
The NF Service Consumer (e.g. UDM) sends Nausf_UEHomekeyMgmt_Subscribe message to the AUSF. The request specifies which home service the key is needed for. 
2.
The UE is authenticated for network access. The UE and the AUSF stores the KAUSF.

3.
The AUSF generates a new, service specific home key KHS from KAUSF, and sends it in the notification message to the NF Service Consumer.
4.4.3 Evaluation

4.5 Solution #5: Steering of Roaming information protection via AUSF

4.5.1 Introduction

CT1 agreed solution (C1-180495) on “Initiation of the procedure for steering of UE in VPLMN after registration”, requires the UDM to send the protected network steering information to the AMF directly. This solution assumes that the keys in the AUSF would be used to protect the network steering information, and UDM requests the AUSF to protect the network steering information. This means that the AUSF would need to publish a new service for other NFs in HPLMN to subscribe to message protection services hosted by the AUSF.
4.5.2 Solution details 

This solution proposes that the AUSF may store the home root key KAUSF, and keys derived from KAUSF and also applies security mechanisms for protecting the information between the HPLMN and the UE using the keys derived from KAUSF, therefore it could also expose a service for other NFs in the HPLMN to protect the information (for example, list of Network Steering information). 

4.5.2.1 REQUEST/RESPONSE  

The following table illustrates a new AUSF service of applying protection and delivering the protected information, called Nausf_UEHomeProtection. This is a Request/Response service. Every time the NF service consumer needs to protect an information (which needs to be transmitted to the UE), it needs to separately request the AUSF by providing the information to be protected. 
	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nausf_UEHomeProtection
	HomeKeyProtection
	Request/Response  
	UDM 


Service Description: The AUSF applies protection using UE specific home key on the information received from the requester NF and delivers the protected information to the requester NF. 
Service operation name: Nausf_UEHomeProtection.
Description: The AUSF applies protection using UE specific home key on the information received from the requester NF and delivers the protected information to the requester NF. 
Input, Required: Requester ID, SUPI, service name, information to be protected.

Input, Optional: None.

Output, Required: Protected information.
Output, Optional: Security information (e.g, Algorithm identity).
4.6  Solution #6: SoR using Registration Accept message during Initial Registration procedure
4.6.1 Introduction

This solution addresses the Key Issue #1 and the Key Issue #2. The solution proposes to deliver the steering information to the UE during initial registration process using the Registration Accept message.
4.6.2 Solution details
In this solution, if the HPLMN wants to perform steering of the roaming UE, the HPLMN preconfigures the UE (i.e., SoR service in USIM service table) to expect SoR in Registration Accept during initial registration when roaming. This is used by the UE to decide whether the SoR procedures needs to be performed as part of UE initial registration procedures. If the UE is not preconfigured by the HPLMN (i.e., HPLMN does not want to use SoR), the UE (and the HPLMN) can skip the SoR procedures.

When UE initiates initial registration through a VPLMN, the UDM of the HPLMN may decide to send a list of PLMN/access technology combinations to the UE (hereafter referred to as the Steering Information). In such cases, upon reception of the Nudm_SDM_Get_Request from the AMF, the UDM includes the Steering Information in the Nudm_SDM_Get_Response message to the AMF. 
In this solution, the Steering Information is integrity protected and optionally confidentiality protected by the HPLMN using integrity and encryption keys derived from the KAUSF). The encryption and the integrity algorithm identifiers that the UE shall use for the protection of Steering Information is also preconfigured on the UE (i.e., in the USIM) by the HPLMN. The security protection of the Steering Information terminates at the UE. 

NOTE: How the UDM/AUSF obtains the Steering Information for the UE and protects it using KAUSF is outside the scope of this solution.

After reception of the Nudm_SDM_Get_Request message from the AMF, the HPLMN shall generate the steering indication (MAC-S) as follows:

MAC-S = KDF (KAUSF, Steering Information, FC value)

The Steering Information, if received by the AUSF from the UDM, is included in the generation of MAC-S. If the AUSF did not receive the Steering Information, the AUSF sets the Steering Information to null (i.e., 0x00). The MAC-S generation is detailed in 4.2.2.2.

The Steering Information shall be integrity protected. The use of encryption is optional and is determined by the HPLMN. This protection of the Steering Information uses keys derived from KAUSF and can be applied either by the UDM or the AUSF.

The inclusion of Steering Information in the calculation of MAC-S allows the UE to verify that the Steering Information it receives has not been tampered with or removed by the VPLMN or by an intermediary in the interconnect network between the VPLMN and the HPLMN. This addresses Key Issue #1.

In case the authentication between the UE and the AUSF is successful (i.e., authentication confirmation is received by the AUSF), the AUSF sends the Nausf_UEAuthentication_Authenticate Response along with the KSEAF and the SUPI.

After the successful completion of the NAS SMC procedure, the AMF sends the Nudm_SDM_Get_Request to the UDM. If the HPLMN supports SoR and the UE needs steering, the UDM/AUSF shall generate integrity and optionally confidentially protected Steering Information and then generates the MAC-S as described above. The UDM shall include the MAC-S and if steering is needed, the Steering Information in the Nudm_SDM_Get_Response to the AMF.

The AMF shall include the MAC-S and the Steering Information (if received from the UDM) in the Registration Accept message to the UE. Note that the Registration Accept message is integrity protected. The use of integrity protected NAS message to carry the MAC-S as well as the Steering Information allows the UE to detect any over the air modification or removal (e.g., by an attacker present between the UE and the VPLMN) of the Steering Information or the MAC-S and addresses Key Issue #2.

Upon receiving the Registration Accept, the UE first verifies the integrity of the Registration Accept message (using the NAS integrity key as per the existing procedures in TS 33.501). If the verification is successful, and the UE is preconfigured by the HPLMN for SoR, the UE then computes the MAC-S value in the same way as the AUSF and checks whether it matches the MAC-S value received in the Registration Accept. If they do not match or the MAC-S is not present in the Registration Accept, the UE treats it as the integrity check failure of the expected steering indication from the HPLMN and the UE performs PLMN selection.

If the MAC-S matches and the Steering Information is included and the integrity check of the Steering Information passes, the UE updates its PLMN/RAT network selection list with the received Steering Information and perform PLMN selection procedure using the updated selection list. 

If the MAC-S matches, but no Steering Information is included in the Registration Accept(i.e., no steering of the UE is required by the HPLMN), the UE shall proceed normally with the registration procedure.

If the MAC-S matches (i.e., none other than HPLMN could have modified the Steering Information as it is included in the MAC-S calculation), but the integrity check of the Steering Information fails, then it is an error scenario between the UE and the HPLMN (e.g., HPLMN did not properly apply the integrity protection or UE implementation bug at the UE) and should not happen in normal operation. In case this error scenario does occur, it should be treated as though Steering Information is not present (i.e., UE proceeds normally with the registration with the currently selected PLMN). Optionally, the UE may send an error report to HPLMN over the user plane connection. If this capability is required, then the address of the HPLMN server for the error report should also need to be preconfigured by the HPLMN in the UE.

4.6.2.1 Call flows

The following figure describes the solution call flow. The enhancements required for SoR compared to normal 5G registration is highlighted in red colour.
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4.6.2.2 MAC-S generation

When deriving a MAC-S from KAUSF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??,

-
P0 = < Steering Information>,

-
L0 = length of < Steering Information>

In case the <Steering Information> is not available, it shall be set to 0x00.

The input key Key shall be KAUSF.

The MAC-S is identified with the 128 least significant bits of the output of the KDF.
4.6.3 Evaluation
This solution meets all the security requirements identified for Key Issue #1.

The solution also addresses the Key Issue #2.

The solution works independent of the authentication method selected.

This solution allows the HPLMN to steer the UE during initial registration.

This solution allows the serving network to properly identify the UE by its SUPI before any Steering Information is delivered to the UE.

The solution is optional to implement for the HPLMN. The use of this feature by the UE is also optional.

Editor’s Note: If encryption is enabled, LI impacts are FFS.

5 Conclusion
Editor’s Note: The clause will capture the conclusions and eventually the requirements and solutions to be included in TS 33.501
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