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**** Begin changes ****
13.2.6.3
Message protection using JOSE in SEPP

13.2.6.3.1
Authenticated Encryption with Associated Data with JSON Web Encryption (JWE)

When the reformatted HTTP message results in a N32 Message structure that requires both encryption and integrity protection of values in encryptedBlock and clearTextBlock respectively, JSON Web Encryption (JWE) [x] shall be used to encrypt and integrity protect the N32 Message structure in one single operation. 
The encryptedBlock and clearTextBlock shall be input to JWE as plaintext and Additional Authentication Data (AAD) respectively. The JWE algorithm generates encrypted text (ciphertext) and Message Authentication Code (authentication tag). 

The ciphertext represents encrypted text generated from running symmetric encryption over the plaintext, whereas the authentication tag is a value that represents the integrity of both the generated ciphertext and the clearTextBlock that’s input as AAD.

13.2.6.3.2
Integrity protection with JSON Web Signature (JWS)
When the reformatted HTTP message results in a N32 Message structure that only contains values that require integrity protection in the clearTextBlock object, JSON Web Signature (JWS) [y] shall be used to integrity protect clearTextBlock. A symmetric key is used in JWS to generate a Message Authentication Code (MAC) value which is computed on the contents of the clearTextBlock object.
13.2.6.3.3
Algorithms used in SEPP
13.2.6.3.3.1
Algorithms used in JWE

SEPPs shall follow the rules on allowed and mandatory cipher suites given in 5.1 of RFC 7518 [z].
SEPPs shall implement AES GCM using a 128-bit key (A128GCM).  SEPPs shall use this algorithm for AEAD if it is supported by both endpoints. If AES GCM is not supported by both SEPPs then AES128 CBC with HMAC using SHA256 (AES_128_CBC_HMAC_SHA_256) may be used.

If AES GCM is used the security considerations in 8.4 of [z] shall be taken into account.  In particular, the same key shall not be used more than 232 times and an IV value shall not be used more than once with the same key.
13.2.6.3.3.2
Algorithms used in JWS

SEPPs shall follow the rules on mandatory cipher suites given in 3.1 of RFC 7518 [z].
SEPPs shall implement HMAC using SHA-256 (HS256) to generate a MAC for integrity protection when JWS is used.
If IPX modifications are enabled, SEPPs shall implement ECDSA using P-256 and SHA-256 (ES256) for the purpose of verifying the signatures of these modifications.
**** End of  changes ***


